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ABSTRACT: In the rapidly evolving landscape of intelligent transportation systems, the security and authenticity of
vehicular communication have emerged as critical challenges. As vehicles become increasingly interconnected, the
need for robust authentication mechanisms to safeguard against cyber threats and ensure trust in an autonomous
ecosystem becomes essential. On the other hand, using intelligence in the authentication system is a significant
attraction. While existing surveys broadly address vehicular security, a critical gap remains in the systematic exploration
of Deep Learning (DL)-based authentication methods tailored to these communication paradigms. This survey fills
that gap by offering a comprehensive analysis of DL techniques—including supervised, unsupervised, reinforcement,
and hybrid learning—for vehicular authentication. This survey highlights novel contributions, such as a taxonomy
of DL-driven authentication protocols, real-world case studies, and a critical evaluation of scalability and privacy-
preserving techniques. Additionally, this paper identifies unresolved challenges, such as adversarial resilience and
real-time processing constraints, and proposes actionable future directions, including lightweight model optimization
and blockchain integration. By grounding the discussion in concrete applications, such as biometric authentication for
driver safety and adaptive key management for infrastructure security, this survey bridges theoretical advancements
with practical deployment needs, offering a roadmap for next-generation secure intelligent vehicular ecosystems for
the modern world.

KEYWORDS: Intelligent transportation systems; connected vehicles; cybersecurity; deep learning; authentication

1 Introduction
In the era of connected and autonomous vehicles, the landscape of vehicular communication is rapidly

evolving, introducing both unprecedented opportunities and critical cybersecurity challenges. On the other
hand, the number of road accident-related deaths in the United States in the first half of 2023 is only
3.3%, down from the 2022 first half, with a fatality rate of 1.24 per 100 Million Vehicle Miles Traveled
(VMT), according to data supplied by the National Highway Traffic Safety Administration (NHTSA) [1].
Consequently, the demand for Intelligent Transportation Systems (ITS) is unparalleled and enormous.
The ability of cars to monitor and record both internal and exterior events has grown over the past few
decades, along with the usage of electronics in automobiles. The sharing of this data, especially with other
connected vehicles, happens with the help of the internet. According to Statista’s report, over 400 million
connected automobiles are expected to be in use by 2025, up from about 237 million in 2021 [2]. On the
other hand, the rapid development of ITS brings security concerns from different angles. The automotive and
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mobility cybersecurity experienced nearly 50% increased large-scale incidents in 2023 over 2024, with 95% of
remote attacks [3]. The serious security threats towards ITS have captured the government’s and academia’s
attention to invest in ITS safety. Alternatively, Vehicular Ad-hoc Networks (VANETs), a key component of
ITS, enable real-time data exchange between vehicles and infrastructure to support safer and more efficient
transportation. However, the increased interconnectivity also makes these networks susceptible to a wide
range of cyber threats, where authentication emerges as the first and most essential layer of defense.

Recent trends in authentication (see Fig. 1) on different security measures shows a significant uplift
over the past few years, which ensures enhanced security and user convenience. In addition, the trends
on the DL (see Fig. 2) on different AI methods proves that incremental research on DL has the highest
jump compared to others. ITS represents a cutting-edge approach to enhancing transportation efficiency,
safety, and sustainability through the integration of advanced technologies [4]. ITS enables real-time
monitoring, management, and optimization of traffic flow, infrastructure utilization, and vehicle operations
by leveraging interconnected networks, sensors, and data analytics. Key components of ITS include smart
traffic management systems, connected vehicles, autonomous vehicles, and dynamic routing algorithms [5],
and advanced traveler information systems [6]. These technologies facilitate proactive traffic management,
congestion mitigation, accident prevention, and improved accessibility for all road users. Additionally, ITS
plays a crucial role in supporting the transition towards sustainable transportation modes by promoting
ride-sharing, public transit utilization, and the adoption of electric and alternative fuel vehicles. In order
to establish communication between cars, the Vehicular Ad-Hoc Network (VANET) uses two different
communication types, such as Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) [7]. V2V
communication enables direct wireless communication between vehicles, facilitating the exchange of critical
safety information such as speed, position, and direction. On the other hand, V2I communication facilitates
the transfer of data between vehicles and roadside units (RSUs). The communication takes place with the
help of Dedicated Short-Range Communication (DSRC) [8] radio and a couple of IEEE standards.

Figure 1: Trends of authentication in recent research [9]
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Figure 2: Trends of DL in recent research [9]

The unique features of VANET make it more vulnerable to internal and external attacks. These
challenges have caused the main concern in designing security for VANETS, such as authentication,
authorization, and access control. On the other hand, authentication in the VANET is the backbone of other
security measures, which makes authentication more popular among security designers. In short, privacy
protection and identity authentication are the main problems with VANET security protection, but they still
encounter great challenges.

1.1 Comparison with Related Work
A plethora of excellent surveys have been published regarding the security of vehicular networks,

which have covered the overview, requirements, characteristics, challenges, and solutions against attacks.
The different research works provide their points and contributions (See Table 1). The survey of this research
is fully based on the authentication mechanism of vehicular communication; therefore, the discussion of the
related research is covered in this section.

Ali et al. [10] presented a survey on the privacy schemes and authentication in the VANET. Moreover,
the security requirements, limitations, attacks, and efficiency of performance are shown in this research. In
2020, Farooq et al. [11] reviewed different authentication techniques in VANET. Additionally, they showed
comparisons of several authentication protocols in the context of privacy preservation, batch verification,
signature, attack mitigation, and communication. In 2021, Abbas et al. [12] proposed a complete review of
authentication based on the blockchain in the Internet of Vehicles (IoV) and VANET. To emphasize clearly,
the detailed discussion on blockchain, attacks, and mitigation to vehicular networks is discussed in this
research. Moreover, the research shows a thorough comparative study of the technique used, authentication
scheme, evaluation tools, network models, and attack prevention. In the same year, Al-Shareeda et al. [13]
emphasized a survey on VANET’s different authentication and privacy schemes. Azam et al. [14] presented
a detailed discussion on the taxonomy of authentication schemes on VANET. The scalability requirements,
security, and privacy were compared with the existing research. Additionally, recent technologies such as
5G, blockchain, and 5 G-SDN were discussed to develop low-cost, low-overhead, and low-communication-
powered authentication. In the same context, Muhammad et al. [15] reviewed a few DL-based authentications
in autonomous vehicles. In 2022, Jenefa and Mary Anita [16] presented the broad classification of VANET
authentication based on message signing and verification methods. Moreover, the security attacks, perfor-
mance parameters, and requirements are compared with other research. In 2023, Dong et al. [17] proposed a
survey on security challenges and properties with respect to attacks and builders. Furthermore, this research
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discussed the availability of systems, the authenticity of nodes, integrity, confidentiality, and non-repudiation
of information. Sripathi Venkata Naga et al. [18] presented the classification of certificate authentication
and features of the VANET in their research. The classifications were further extended based on the attacks
addressed, security requirements, type of authentication, and the technique used. The review showed the
complete performance analysis with the existing VANET authentication. In 2024, Sutradhar et al. [19]
surveyed vehicular communication on the basis of privacy preservation. Alternatively, Shawky et al. [20]
proposed a review of PHY-layer, cross-layer, and crypto-based authentication on VANET. Alternatively,
Soujanya and Azam [21] discuss the problems in general authentication in vehicular networks in their studies.
On the other hand, Aljehane [22] studied the roles and challenges of DL in autonomous vehicles; however,
the research was not very comprehensive. In the same context, Zhang et al. [23] reviewed the application
of ML and DL in ITS. However, the discussion on authentication was neglected in both of the studies.
In 2025, Yang et al. [24] studied privacy concerns of Vehicular Cloud Computing (VCC) on the basis of
ML-based approaches.

Table 1: Comparison of recent related surveys on vehicular authentication

Related
research

Year VANET
Overview

Deep
learning
approaches

Deep
learning-based

authentication in
VANET

Current
challenges
and Future
directions

Theme Features

- Taxonomy of Blockchain
in authentication.

Abbas
et al. [12]

2021 -✕- ✕ ✕ -✕- Investigation on
Blockchain-based

authentication

- Discussion on
privacy-preservation.

-Attacks and their
mitigation.

Al-
Shareeda

et al.
[13]

2021 -✕- ✕ ✕ -✕-
Investigation of a few

security
concerns on VANET

authentication

- Public key
infrastructure-based

privacy scheme.

- Group signature-based
privacy scheme.

- Identity-based privacy
scheme.

Azam
et al.
[14]

2021 ✓ ✕ ✕ -✕- Investigation on general
authentication in VANET.

- Taxonomy of
authentication in VANET.

- Recent advancements in
VANET.

Muhammad
et al.
[15]

2021 -✕- ✓ -✕- -✕- Investigation on Deep
Learning

for Safe Autonomous
Driving

- DL-based authentication
(not all DLs are covered).

- Challenges on DL-based
authentication (not

sufficient).

Jenefa
and

Mary
Anita
[16]

2022 ✕ ✕ ✕ -✕- Investigation of
authentication is

based on message signing
and verification methods.

- Classification on message
signing-based

authentication.

- Classification on
verification method.

Dong
et al.
[17]

2023 ✓ ✕ ✕ -✕-
Investigation on
authentication

and attack detection in
VANET.

- VANET architecture

- Classification of
authentication scheme.

(Continued)
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Table 1 (continued)

Related
research

Year VANET
Overview

Deep
learning
approaches

Deep
learning-based

authentication in
VANET

Current
challenges
and Future
directions

Theme Features

- Classification of attack
and detection scheme.

Sripathi
Venkata

Naga
et al.
[18]

2023 ✕ ✕ ✕ ✕
Investigation on

certificateless
authentication scheme in

ITS.

- Certificateless
authentication.

- Performance comparison
on

certificateless
authentication.

Sutradhar
et al.
[19]

2024 ✓ ✕ ✕ -✕- Classification of various
cryptographic

authentication techniques
in vehicular

communication.

- Discussion on
authentication schemes on
the basis of cryptographic

techniques such as
blockchain, pseudonyms,
signatures, elliptic curve,
certificateless, public key,

and symmetric key.

Shawky
et al.
[20]

2024 ✓ ✕ ✕ -✕- Investigation on PHY
layer-based,

cross-layer, and
crypto-based

authentication in VANET.

- Performance analysis
matrix.

- Authentication on three
mentioned techniques.

Soujanya
and

Azam
[21]

2024 ✓ ✕ ✕ -✕-
Investigation on vehicular
authentication challenges

and attack detection.

- Overview of
authentication techniques.

- Taxonomy of
authentication scheme.

- Challenges in
authentication.

Aljehane
[22] 2024 -✕- ✓ ✕ -✕- Investigation on DL-based

authentication; however, a
few techniques were

discussed.

- A few deep learning
approaches in

authentication are
discussed.

- Key challenges (not
sufficient to the recent

scenario).

Zhang
et al.
[23]

2024 ✕ ✓ ✕ ✕

Investigation on the
application of ML and DL

in intelligent transport

- Scientific metric analysis.

- Publication trends.
- Qualitative discussion.

Yang
et al.
[24]

2025 ✓ ✕ ✕ ✕
Investigation of security
and privacy concerns in

Vehicular Cloud
Computing (VCC)

- Security and privacy
challenges in VCC.

- ML based approaches in
VCC.

- Security services of
VANET and their

challenges.
- Most recent Deep
Learning methods.

(Continued)
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Table 1 (continued)

Related
research

Year VANET
Overview

Deep
learning
approaches

Deep
learning-based

authentication in
VANET

Current
challenges
and Future
directions

Theme Features

Ours 2025 ✓ ✓ ✓ ✓ Investigation of Deep
learning-based

authentication in detail in
vehicular communication

- A detailed taxonomy of
DL-based authentication in

VENET.

- A complete trend analysis
on Deep Learning based

authentication in VANET.
- Detailed discussion on

current challenges.
- Detailed future research

directions.

Note: ✓ Available, ✕ not available, -✕- Not sufficient information.

Traditional authentication mechanisms—such as certificate-based schemes and symmetric key
cryptography—struggle to meet the real-time, scalable, and adaptive demands of highly dynamic vehicular
environments. Deep Learning (DL), with its powerful pattern recognition capabilities, has recently gained
attention as a promising tool to enhance the robustness and intelligence of authentication protocols.
However, despite the broad interest in DL across ITS applications, its application in vehicular authentication
remains underexplored. The research, as mentioned earlier, contributed to the knowledge of VANET infor-
mation, which is respectable. Although there are few surveys on autonomous vehicle security [25], security
issues in IoV [26], motion control security on road vehicles [27], and context-aware specified [28] cyber-
physical security [29] in recent days, our research has been completely based on the recent advancements
in deep learning for authentication in vehicular networks. This survey aims to bridge this critical research
gap by offering a comprehensive overview of DL-based authentication techniques tailored for VANETs.
While previous surveys have reviewed general security protocols or specific technologies such as blockchain
or cryptography, a focused and up-to-date review on DL techniques for authentication is notably missing.
Addressing this deficiency is vital, not only to consolidate current knowledge but also to guide future
innovations towards building secure, scalable, and intelligent vehicular networks. To show the unique
contribution of our research, the comparisons are shown with the existing related research in Table 1. The
indicators ‘✓’ and ‘✕’ show if the specified factors are discussed in the mentioned review. Moreover, ‘-✕-’
represents if the specified factors are discussed by providing sufficient knowledge of content.

1.2 Contribution
This survey focuses on topics that are not covered comprehensively in any of the research, as far as we

know. Most importantly, the main focus of this survey is to investigate various DL methods in vehicular
authentication. The main contributions are discussed as follows:

• To provide independent information, this survey discussed the overview of VANET in detail, along with
the architecture and communication standards in VANET.

• To highlight the importance of discussion on DL, recent trends in DL on other related terms are shown.
• To make a unique yet essential survey, a comprehensive discussion on DL-based authentication in

VANET communication is discussed. Moreover, a complete taxonomy of DL methods on vehicular
authentication is shown.

• The survey objectively summarized some important points on current challenges, open issues, and
possible future directions for the research on the authentication of vehicular communication.
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The survey highlights the potential of DL in enhancing the security and efficiency of authentication
mechanisms in vehicular networks. It underscores the need for robust, adaptive models to address evolving
threats and ensure reliable communication in dynamic vehicular environments.

The organization of the rest of the paper (see Fig. 3) are as follows. In Section 1, the introduction, and
the contribution towards vehicular authentication are discussed. Section 2 shows the overview of the vehicle
network, including the architecture and communication standards in VANET. A detailed discussion on DL-
based authentication in vehicular communication is shown in Section 3. In addition, the challenges, open
issues, and future directions on the DL method-based vehicular authentication are discussed in Section 4.
Finally, the survey is concluded in Section 5.

Figure 3: Organization of the paper

2 An Overview of Vehicle Communication
Vehicle communication encompasses various technologies and protocols enabling communication

between vehicles and infrastructure, forming the backbone of VANETs. These systems utilize wireless
communication technologies to exchange critical safety messages, traffic information, and other data.
Vehicle communication systems play a pivotal role in enhancing road safety, improving traffic management,
and optimizing transportation efficiency in smart and connected transportation ecosystems. The detailed
discussion on the overview of vehicle communication is explored as follows:

2.1 VANET Architecture
VANETs are a specialized form of Mobile Ad-hoc Networks (MANETs) designed to facilitate com-

munication among vehicles and between vehicles and roadside infrastructure. The architecture of VANETs
typically involves several key components. The architecture of the vehicular network is shown in Fig. 4.
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Figure 4: The architecture of the vehicular network

2.1.1 On-Board Units (OBUs)
OBUs are essential components within VANETs, embedded within vehicles to facilitate seamless com-

munication and interaction within the network ecosystem. Equipped with wireless transceivers operating on
DSRC frequencies [8], OBUs enable both V2V and V2I communication [30], which is crucial for exchanging
real-time traffic and safety-related data. OBUs integrate Global Positioning System (GPS) receivers for precise
vehicle location determination [31] alongside additional sensors for measuring speed [32], acceleration, and
environmental conditions. Computational capabilities within OBUs support local data processing, executing
algorithms for collision avoidance, route planning, and other ITS functions. With secure storage, power
management, and user interfaces, OBUs ensure efficient and secure operation, enhancing overall road safety,
traffic management, and transportation efficiency within VANETs [33].

Alternatively, OBUs are responsible for enabling V2V and V2I communication and play a pivotal
role in collecting rich vehicular and environmental data that can be leveraged for deep learning-based
authentication. Embedded with GPS, sensors, and communication modules, OBUs gather critical real-time
data such as driver behavior, vehicle dynamics, and contextual surroundings. Deep learning models—
particularly CNNs, RNNs, and hybrid architectures—can process this high-dimensional sensor data to
generate unique authentication signatures or detect anomalies indicative of spoofing or unauthorized access
attempts. For instance, an OBU can use locally stored DL models to identify behavioral biometrics that
distinguish one driver from another. Furthermore, OBUs can serve as edge nodes to perform lightweight DL
inference, thereby reducing reliance on centralized cloud infrastructure and supporting faster, context-aware
decision-making in vehicular authentication protocols.

2.1.2 Roadside Units (RSUs)
RSUs are integral elements in VANETs, strategically positioned along roadways and intersections to

facilitate seamless communication between vehicles and the surrounding infrastructure [34]. Equipped with
powerful transceivers and antennas, RSUs serve as access points and relays, extending the communication
range and providing connectivity to vehicles within their vicinity. RSUs support V2I communication,
enabling the dissemination of traffic information, road conditions, and safety messages [33]. These units
play a crucial role in enhancing traffic management, enabling applications such as traffic signal control [35],
congestion detection, and route optimization. With their robust networking capabilities and integration into
the transportation infrastructure, RSUs contribute to improving road safety and reducing congestion within
VANET environments [36].
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On the other hand, RSUs strategically deployed along roadways are crucial not only for extending
communication range but also for acting as intelligent intermediaries in DL-enabled vehicular authentication
systems. These units can function as edge computing nodes, hosting and executing deep learning models
closer to the data source to ensure real-time authentication. For example, RSUs can collect encrypted
identity data from nearby vehicles and utilize lightweight convolutional or recurrent neural networks to
validate legitimacy before granting access to services such as dynamic traffic routing or secure intersection
control. This localized decision-making process significantly reduces communication latency and the burden
on centralized servers. Moreover, RSUs can participate in federated learning setups by aggregating model
updates from vehicles without compromising raw data privacy, which is essential in training adaptive DL
models that continuously learn from diverse driving environments. By integrating deep learning directly into
RSU operations, the system becomes more resilient, scalable, and capable of responding swiftly to evolving
cyber threats in vehicular networks.

2.1.3 Application Units (AUs)
AUs are pivotal components within VANETs and are responsible for executing various ITS applications

and services [37]. AUs are typically software-based modules running on vehicles’ OBUs or RSUs, leveraging
the network’s infrastructure for data exchange and processing. These software modules can embed DL
algorithms to process contextual data, such as driving patterns, voice commands, or biometric inputs, for
real-time identity verification. For instance, an AU could employ an LSTM network to monitor temporal
patterns in driver behavior, flagging any significant deviation that might indicate spoofing or unauthorized
vehicle access. These units support a diverse range of applications, including collision avoidance systems,
intersection collision warnings, lane change assistance, traffic congestion detection, route optimization,
and traffic signal control. By utilizing real-time data collected from vehicles and infrastructure, AUs
enable informed decision-making to enhance road safety, improve traffic flow, and optimize transportation
efficiency within VANET. On the other hand, by embedding DL capabilities directly into AUs, the authen-
tication process becomes more adaptive, personalized, and responsive to dynamic vehicular environments,
enhancing both security and user experience in connected vehicle systems.

2.1.4 Traffic Management Center (TMC)
TMC serves as a centralized hub for aggregating authentication data from multiple vehicles and RSUs,

enabling large-scale training and refinement of deep learning models and monitoring and controlling traffic
VANETs, overseeing roadways and intersections to optimize transportation efficiency and enhance road
safety [38]. Equipped with advanced traffic monitoring systems and data analysis tools, the TMC collects real-
time traffic data from vehicles, roadside RSUs, and other sensors deployed throughout the transportation
network [39]. Using this data, the TMC can detect traffic congestion, accidents, and other incidents, allowing
for proactive management strategies such as adjusting traffic signal timings, rerouting vehicles, and deploying
emergency services as needed. By analyzing network-wide patterns using DL, TMCs can detect coordinated
cyber threats or anomalies in authentication behavior, enhancing the overall security and intelligence of
the vehicular ecosystem. Moreover, by facilitating coordinated responses to traffic events and providing
actionable insights to transportation authorities, the TMC plays a vital role in improving traffic flow and
reducing congestion within VANET environments [40].

2.1.5 Trusted Authority (TA)
TAs are foundational in managing authentication credentials and can leverage deep learning to enhance

trust evaluation and anomaly detection. Acting as a central entity or a distributed system, the TA is
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responsible for managing security credentials, distributing cryptographic keys, and authenticating vehicles
and RSUs within the network [33]. By integrating DL models, TAs can intelligently analyze behavioral
patterns or authentication requests across the network to identify fraudulent activities, adapt trust scores,
and dynamically update authentication policies in response to emerging threats. The TA establishes trust
relationships, verifies the identities of participants, and enforces security policies to prevent unauthorized
access, data tampering, and malicious attacks. By maintaining the trustworthiness of the VANET infrastruc-
ture, the TA contributes to the overall reliability and resilience of the network, enhancing road safety and
protecting against cybersecurity threats [37].

Overall, the architecture of VANET inherently supports deploying deep learning models for intelligent
authentication due to its distributed and layered structure. Each architectural component, from OBUs and
RSUs to TMCs and TAs, can serve as a data source or computational node for deep learning tasks. For
instance, the decentralized nature of VANET allows for edge deployment of DL models at OBUs and RSUs,
enabling real-time authentication based on local sensor data. Meanwhile, central entities such as TMCs and
TAs can aggregate data across the network to train more robust behavior profiling and threat detection
models. This synergy between the VANET architecture and deep learning frameworks creates a scalable
foundation for building adaptive, context-aware, and secure authentication mechanisms tailored to the
dynamic environment of vehicular networks.

2.2 Communication Standard
Vehicular networks rely on several communication standards to facilitate efficient and reliable com-

munication among vehicles and between vehicles and roadside infrastructure. The primary communication
standards in VANETs are discussed as follows.

2.2.1 Dedicated Short-Range Communication (DSRC)
DSRC is a wireless communication standard designed specifically for vehicular communication systems,

including VANETs. DSRC operates in the 5.9 GHz frequency band and follows a channel allocation scheme
defined by regulatory authorities, such as the Federal Communications Commission (FCC) in the United
States, for transportation-related applications. It is based on the IEEE 802.11p standard, a variant of the
Wi-Fi protocol optimized for low-latency and high-reliability communication. The DSRC band is divided
into seven 10 MHz channels. Control Channel (CCH) is reserved for control purposes, facilitating the
coordination and management of VANET communications [8]. CCH is primarily used for exchanging
safety-critical messages, such as collision avoidance warnings and traffic management information. On the
other hand, the remaining channels are designated as Service Channels (SCH) and are used for non-safety-
critical communication and application-specific data exchange. These channels support various VANET
applications, such as infotainment services, road tolling, and commercial services. Moreover, DSRC enables
low-latency data exchange, making it ideal for deploying real-time deep learning-based authentication
models at the vehicular edge. DL algorithms can leverage the consistent and reliable DSRC channels
to authenticate vehicles quickly during safety-critical interactions, such as intersection crossing or lane
merging, where rapid trust decisions are essential.

2.2.2 Cellular Vehicle-to-Everything (C-V2X)
C-V2X is an advanced communication technology that allows vehicles to communicate with each other,

with roadside infrastructure, with pedestrians, and with networks using cellular networks. Operating in both
direct communication mode (PC5) and network-based communication mode, C-V2X leverages existing
cellular infrastructure, such as LTE and 5G networks, to enable low-latency, high-reliability communication.
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This technology offers extended communication range, higher data rates, seamless integration with cellular
networks, and flexibility to support a wide range of applications, making it a crucial enabler for connected
and autonomous vehicles, advanced driver assistance systems, and intelligent transportation solutions aimed
at enhancing road safety, improving traffic management [41]. Moreover, C-V2X supports high-speed, low-
latency communication and seamless connectivity to cloud infrastructure, enabling vehicles to offload deep
learning-based authentication tasks to more powerful remote servers. This facilitates advanced DL applica-
tions such as federated learning or real-time behavioral analysis for scalable and adaptive authentication in
dynamic traffic environments.

2.2.3 Wireless Access in Vehicular Environments (WAVE)
WAVE constitutes a comprehensive framework for communication within VANETs, leveraging IEEE

802.11p as its backbone standard. WAVE encompasses protocols and standards tailored to the unique chal-
lenges of dynamic vehicular environments, including the Physical Layer (PHY) and Medium Access Control
(MAC) layers, management services, security mechanisms, networking protocols, and application support.
Its PHY layer defines radio parameters for reliable communication in the 5.9 GHz band [42]. In contrast, the
MAC layer includes enhancements such as priority-based access and multi-channel operation to prioritize
safety-critical messages and optimize channel utilization. WAVE ensures network initialization, synchro-
nization, and authentication through management services, while robust security measures safeguard data
integrity and privacy, including message authentication and encryption. Furthermore, WAVE, making it
highly compatible with real-time deep learning-based authentication, facilitates interoperability among
diverse devices and systems, enabling seamless communication between vehicles and infrastructure. DL
models deployed at the edge can leverage WAVE’s multi-channel support to process and verify authentication
data efficiently, enabling quick responses to identity spoofing or intrusion attempts during V2V and V2I
interactions. Overall, WAVE serves as a foundational framework within VANETs, fostering enhanced road
safety, efficient traffic management, and improved transportation efficiency [43].

The aforesaid communication standards play a crucial role in enabling various intelligent transportation
applications and cooperative driving. By facilitating the exchange of real-time data and enabling seam-
less communication within VANETs, these standards contribute to improving overall performance and
enhancing the driving experience.

3 Comprehensive Analysis of Deep Learning in Vehicular Authentication
Deep learning has arisen as a formidable instrument in vehicular authentication [44], enhancing

security and access control in ITS. By leveraging Deep Neural Networks (DNNs), authentication mechanisms
can effectively analyze biometric data [45], vehicular signals, and contextual information to distinguish
between legitimate and unauthorized users. Supervised Deep Learning, Unsupervised Deep Learning,
Deep Reinforcement Learning, and Hybrid Deep Learning have been widely applied to process visual and
sequential data for driver identification and anomaly detection. Additionally, deep learning enables high
accuracy of real-time authentication, reducing vulnerabilities associated with traditional key-based systems.
The taxonomy of deep learning in vehicular authentication is shown in Fig. 5.
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Figure 5: Taxonomy of deep learning in vehicular authentication

3.1 Supervised Deep Learning
Supervised deep learning has emerged as a powerful approach for enhancing authentication in vehicular

communication systems, addressing the growing need for robust security in Vehicle-to-Everything (V2X)
networks. By leveraging hierarchical neural architectures, such as Convolutional Neural Networks (CNNs)
and Recurrent Neural Networks (RNNs), deep supervised learning models can analyze complex patterns
in heterogeneous data sources, including sensor data, communication logs, and behavioral patterns, to
distinguish between legitimate and malicious entities.

In the realm of deep learning for vehicular authentication, a Multi-Layer Perceptron (MLP) serves
as a foundational neural network architecture that can be leveraged to address the challenges of secure
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and efficient vehicle identity verification. The architecture of authentication using MLP is shown in Fig. 6.
Recently, Zhang and Li [46] proposed an automatic irrigation system with authentication features in VANET
using a neural network. They used MLP to analyze sensor data to reduce water waste. Alternatively, Artificial
Neural Networks (ANNs), inspired by the structure and function of biological neural networks, consist of
interconnected layers of nodes that process input data to extract meaningful patterns and make decisions.
ANN can learn to recognize unique signatures, such as cryptographic keys, vehicle-specific sensor data, or
driving behavior, to authenticate vehicles in real-time scenarios [41]. Islam et al. [47] proposed a license plate
authentication in a barrier access control tailoring with ANN to recognize characters in license plates. In
addition, ANN can further use the maxout layer to extract features for authentication in a Deep Maxout
Network (DMN). Recently, Kaur and Kakkar [34] used the Fractional Aquila Spider Monkey Optimization
(FASMO) algorithm to train the bias and weights of DMN for attack detection. Alternatively, Convolutional
Neural Networks (CNNs) have emerged as a highly effective architecture for processing structured and
spatial data, such as images, sensor inputs, or communication patterns, to enhance security. CNNs leverage
convolutional layers to automatically extract hierarchical features from input data, followed by pooling
layers to reduce dimensionality and fully connected layers for decision-making. In vehicular authentication,
CNNs can be employed to analyze visual data from cameras, such as license plate recognition or driver
behavior monitoring, to verify vehicle identity and detect anomalies. In their research, Xun et al. [48]
proposed an authentication scheme by leveraging the secure driver fingerprint using CNN and support
vector domain description. On the other hand, Borra et al. [40] proposed biometric authentication for
transport users using Multilayer CNN (ML-CNN) and Deep Hashing Component Analysis (DHCA) to
extract high-level and low-level features. In addition, Qiu et al. [49] proposed a signal enhancement-based
authentication using a deep convolutional generative adversarial network (DCGAN). On the other hand,
Recurrent Neural Networks (RNNs) offer a powerful framework for addressing the dynamic and sequential
nature of data in ITS. Unlike traditional feedforward networks, RNNs are designed to process sequential
data by maintaining a hidden state that captures temporal dependencies, making them particularly suitable
for tasks involving time-series data. Additionally, advanced recurrent architectures such as Long Short-
Term Memory (LSTM), Bidirectional RNN/LSTM (Bi-LSTM), and Gated Recurrent Units (GRUs) have
gained prominence in authentication due to their ability to model complex temporal dependencies and
sequential data. LSTM networks address the limitations of traditional RNNs by incorporating memory cells
and gating mechanisms that enable them to capture long-term dependencies and mitigate the vanishing
gradient problem [50]. Alternatively, Bi-LSTM extends the capabilities of LSTMs by processing sequential
data in both forward and backward directions, allowing the network to capture contextual information
from past and future states simultaneously. GRUs [51], on the other hand, offer a simplified yet powerful
alternative to LSTMs by combining the forget and input gates into a single update gate and reducing the
number of parameters. In recent research, Shen et al. [52] proposed batch-based authentication using LSTM
to predict workflow. Alternatively, Transformer-Based Deep Neural Networks (TDNNs) have emerged as a
cutting-edge approach for addressing the challenges of secure and efficient identity verification in VANETs
by leveraging the self-attention mechanism to capture global dependencies within sequential data, enabling
them to process long-range interactions and complex patterns more effectively [53].
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Figure 6: MLP in authentication

In contrast, the deep supervised learning models are trained using labeled datasets to minimize loss
functions, such as cross-entropy, enabling accurate and real-time authentication while mitigating threats
such as spoofing and replay attacks. However, challenges such as the need for large labeled datasets,
computational overhead, and vulnerability to adversarial attacks remain, prompting research into techniques
such as transfer learning and ensemble methods to improve robustness and scalability. Deep supervised
learning thus offers a promising solution for securing vehicular communication systems, ensuring the
integrity and reliability of intelligent transportation networks. A critical analysis of strengths, weaknesses,
and limitations of supervised learning in the context of vehicular authentication has been shown in Table 2.

Table 2: Critical analysis of supervised deep learning in vehicular authentication

Model Strengths Weaknesses Limitations

MLP

- Simple & easy to implement. - Struggles with
high-dimensional data.

- Limited ability to handle
real-time sensor data.

- Works well for small feature
sets.

- Not suitable for sequential or
spatial data.

- Poor performance with
dynamic authentication (e.g.,

behavioral biometrics).
- Good for static authentication

tasks.
- Prone to overfitting.

ANN

- Flexible architecture. - Requires large datasets. - Not optimized for temporal or
spatial patterns in vehicular

data.
- Can model non-linear

relationships.
- Computationally expensive

for deep architectures.
- Works for structured data

(e.g., IDs, PINs).
- Vulnerable to adversarial at

tacks in authentication.
- Black-box nature reduces

interpretability.

CNN

- Excellent for image & spatial
data (e.g., license plates, facial

recognition).

- Overkill for non-image data. - Limited applicability if
authentication relies on
non-visual data (e.g., RF

signals, behavioral patterns).
- Robust to translation

invariance.
- Requires significant
computational power.

- High latency in real-time
systems.

- Feature extraction is
automated.

- Struggles with sequential data.

(Continued)
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Table 2 (continued)

Model Strengths Weaknesses Limitations
RNN - Ideal for sequential data (e.g.,

time-series sensor data, driving
patterns).

- Suffers from
vanishing/exploding gradients.

- Slow training & inference
times.

- Can model temporal
dependencies.

- Computationally intensive. - Vulnerable to adversarial
time-series attacks.

- Useful for behavioral
biometrics.

- LSTM/GRU variants help but
add complexity.

- Difficult to deploy on edge
devices in vehicles.

DNN

- High accuracy with sufficient
data.

- Requires massive labeled
datasets.

- May be excessive for simple
authentication tasks.

- Can integrate multiple layers
for complex feature learning.

- High computational cost. - Lack of interpretability raises
security concerns.

- Versatile (can combine
CNN/RNN).

- Prone to overfitting without
regularization.

- Energy-intensive for
in-vehicle deployment.

3.2 Unsupervised Deep Learning
From the perspective of deep learning for vehicular authentication, unsupervised deep learning plays

a pivotal role in addressing the challenges of secure and efficient identity verification in ITS. Unlike
supervised methods that require labeled datasets, unsupervised learning techniques leverage unlabeled data
to discover hidden patterns, structures, and anomalies, making them highly suitable for real-world vehicular
environments where labeled data may be scarce or costly to obtain. Techniques such as autoencoders,
Restricted Boltzmann Machines (RBMs), Deep Belief Networks (DBNs), and Self-Organizing Maps (SOMs)
enable the extraction of meaningful features and the detection of anomalies by learning low-dimensional
representations of high-dimensional vehicular data, such as sensor readings, communication logs, or driving
patterns. By leveraging unsupervised deep learning, vehicular authentication systems can achieve greater
adaptability, scalability, and robustness, ensuring secure and reliable operation in dynamic and evolving
connected and autonomous vehicle ecosystems.

Self-Organizing Maps (SOMs), a type of unsupervised neural network, excel in clustering and visu-
alizing high-dimensional data by mapping it onto a low-dimensional space while preserving topological
relationships [54]. In vehicular authentication, SOMs are utilized to identify patterns and anomalies in
vehicle behaviour, sensor data, or communication logs, enabling the detection of unauthorized access
or spoofing attempts by clustering normal and abnormal activities. Alternatively, Generative Adversarial
Networks (GANs), which consist of a generator and a discriminator network engaged in a competitive
learning process, are particularly effective in generating synthetic data and enhancing anomaly detection
capabilities [55]. Subsequently, GAN can be represented by a generator G(z) which maps a random noise
vector z ∼ pz(z) to a generated sample G(z) and a discriminator D(x) which is a classifier that outputs
the probability that an input x is real from the true data distribution data(x) rather than fake from G(z)
as per (1).

G∶ z → G(z), D∶ x → [0, 1] (1)

where D(x) should be close to 1 for real data and 0 for generated (fake) data, and G(z) aims to fool D into
predicting 1 for fake data.

Additionally, GANs can be employed to create realistic synthetic datasets for training robust authen-
tication models [56], as well as to improve intrusion detection systems by learning the distribution
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of legitimate data and identifying deviations indicative of cyberattacks [42]. In their recent studies,
Fei et al. [57] used a Deep Convolution Generative Adversarial Network (DCGAN) to utilize the pseudo-
random number generator for entropy-stopping method-based training in vehicular networks. On the other
hand, autoencoders (AEs) and their variants, such as Sparse Autoencoder (SAE), Denoising Autoencoder
(DAE), Contractive Autoencoder (CAE), and Variational Autoencoder (VAE) provide powerful frameworks
for feature extraction, anomaly detection, and data reconstruction, which are critical for ensuring secure
and reliable vehicle identity verification in the domain of deep learning for vehicular authentication [39].
In this context, the architecture of AE-based vehicular authentication is shown in Fig. 7. Eventually, Sparse
Autoencoders (SAEs) introduce sparsity constraints during training, encouraging the network to activate
only a small subset of neurons, which enhances feature selection and improves the interpretability of learned
representations. Hemavathi et al. [58], in their studies, used a deep stacked sparse autoencoder unsupervised
algorithm for authentication in HetNet. On the other side, Denoising Autoencoders (DAEs) are trained to
reconstruct clean data from corrupted or noisy inputs, making them robust to noise and perturbations in
sensor data or communication logs. Likewise, Saponara et al. [59] utilized SAE for reconstructing fingerprints
to use it for authentication. In 2024, Chen et al. [60] proposed a physical layer authentication by utilizing DAE
to reduce noise and feature dimension from the vehicular data. On the other hand, Contractive Autoencoders
(CAEs) add a regularization term to the loss function that penalizes sensitivity to small input variations,
resulting in more robust and stable feature representations. Azri et al. [61] used CAE for capturing robust and
effective features of user and item to build a temporal recommender system. On the other hand, Variational
Autoencoders (VAEs) introduce a probabilistic approach by learning a distribution over the latent space,
enabling the generation of new data samples and improving anomaly detection by modeling the likelihood
of observed data. In 2023, Meng et al. [62] used the VAE model to improve the representational ability of
Channel Impulse Responses (CIR) for an Industrial Internet of Things (IIoT) physical layer authentication.
In 2024, Qiu et al. [63] proposed a hardware fingerprint authentication utilizing VAE on optical spectra and
trained the model for feature extraction. In the same year, Li et al. [64] used VAE for data augmentation
and data reduction for mobile user authentication. Recently, Wang et al. [65] proposed a CNN-based
authentication for digital therapeutics and used VAE for data augmentation. In the other aspects, Restricted
Boltzmann Machines (RBMs) excel in learning probabilistic representations of input data by modeling
the joint distribution between visible and hidden layers as generative stochastic neural networks [66,67].
Furthermore, multiple RBMs stack and construct Deep Belief Networks (DBNs) [68], which further enhance
feature extraction by learning hierarchical representations of data. Eventually, DBNs can capture complex,
non-linear relationships in vehicular data, enabling more accurate detection of anomalies. With this note,
Althubiti [69] proposed a trust-aware authentication scheme protocol for Wireless Sensor Networks (WSNs)
using DBNs to select threshold trust values dynamically. A critical analysis of unsupervised deep learning in
the context of vehicular authentication is shown in Table 3.
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Figure 7: AE in Vehicular communication

Table 3: Critical analysis of unsupervised deep learning in vehicular authentication

Model Strengths Weaknesses Limitations

SOM

- Unsupervised clustering of
high-dimensional data.

- Not inherently supervised;
requires hybrid approaches

for classification.

- Limited in direct
authentication tasks.

- Good for anomaly
detection (e.g., detecting

intrusions).

- Struggles with dynamic,
sequential data.

- Best suited for intrusion
detection rather than

user/device authentica tion.
- Visual interpretability

(topolog ical maps).
- Scalability issues with large

datasets.
- Poor at handling real-time

sensor streams.

GAN

- Can generate synthetic
training data (e.g., fake RF

signals for adversarial
robustness).

- Training instability (mode
collapse).

- Not directly used for
authentication; more useful

for data augmentation or
adversarial defense.

- Useful for augmenting rare
attack samples in

authentication datasets.

- High computational cost. - Risk of generating
misleading data if not
properly constrained.

- Can enhance privacy via
synthetic data generation.

- Difficult to deploy in
real-time systems

AE

- Effective for anomaly
detection (e.g., detecting

spoofing attacks).

- May reconstruct anomalies
if not properly regularized.

- Best for behavioral
anomaly detection (e.g.,

unusual driving patterns).
- Dimensionality reduction
helps in feature extraction.

- Requires fine-tuning for
supervised tasks.

- Not ideal for real-time
authentica tion decisions
without hybrid models.

- Can work with unlabeled
data (unsupervised

pre-training).

- Struggles with sequential
dependencies.

RBM

- Unsupervised feature
learning.

- Slow training (contrastive
divergence).

- Rarely used standalone in
authentication.

- Can be stacked for deep
archi tectures (e.g., DBN).

- Poor scalability to
high-dimensional data.

- Mostly a pre-training tool
for deep er networks.

(Continued)
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Table 3 (continued)

Model Strengths Weaknesses Limitations
- Useful for collaborative
filtering (e.g., multi-user

authentication).

- Limited interpretability - Not optimized for
real-time vehicular systems.

DBN

- Combunsupervised
pre-training + supervised

fine-tuning.

- Computationally
expensive.

- Useful for multi-modal
authentication (e.g.,

combining RF, GPS, and
biometrics).

- Good for hierarchical
feature extraction.

- Requires careful hyperpa
rameter tuning.

- Too heavy for edge
deployment in vehicles.

- Robust to noisy inputs
(e.g., sensor noise).

- Outperformed by modern
deep learning models.

- Lacks real-time efficiency.

3.3 Deep Reinforcement Learning (DRL)
DRL, a novel and adaptive approach to enhancing security and decision-making in ITS. DRL combines

the representational power of deep neural networks with the decision-making capabilities of reinforcement
learning, enabling systems to learn optimal policies through interaction with their environment. In vehicular
authentication, DRL can be employed to dynamically adapt authentication mechanisms based on real-time
data, such as vehicle behavior, communication patterns, or environmental conditions. For example, a DRL
agent can learn to detect and respond to evolving cyber threats, such as spoofing or intrusion attempts, by
continuously optimizing its actions to maximize security while minimizing false positives.

Furthermore, DRL can be categorized as model-based and model-free deep reinforcement learning.
Model-based DRL relies on learning an explicit model of the environment, which simulates state transitions
and rewards, enabling the agent to plan and optimize actions efficiently. In vehicular authentication,
this approach can be used to predict potential cyber threats, such as spoofing or intrusion attempts, by
modeling the behavior of malicious actors and proactively adapting authentication protocols [70]. With
this note, the Markov Decision Process (MDP), a model-based DRL, serves as a fundamental framework
in modeling decision-making problems under uncertainty, making it particularly relevant in the context
of deep learning-based vehicular authentication. On the other hand, in intelligent transportation systems,
vehicular authentication must dynamically adapt to evolving network conditions, adversarial threats, and
varying authentication costs [71]. By formulating the authentication process as an MDP, the system can
optimize security decisions based on states representing vehicle credentials, trust scores, and environmental
factors [72]. Alternatively, Deep Transfer Learning (DTL) plays a crucial role in enhancing the efficiency
and adaptability of deep learning-based vehicular authentication by leveraging knowledge learned from
related domains to improve authentication performance in dynamic vehicular environments. DTL enables
the reuse of pre-trained models, allowing authentication systems to transfer learned features and patterns
from previously seen vehicular contexts to new but related authentication tasks [73]. This approach not
only reduces training time and data dependency but also improves the model’s generalization ability across
different vehicular scenarios. Given the high mobility and real-time constraints of vehicular networks,
authentication mechanisms must adapt to continuously changing conditions while ensuring security and
minimal latency [74]. Dynamic Programming facilitates optimal policy selection by breaking down the
authentication process into subproblems, solving them recursively, and leveraging stored solutions to avoid
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redundant computations [75]. Dynamic Programming relies on defining a problem recursively [76]. If
f (n) represents the optimal solution for a problem of size n, it can often be expressed in terms of smaller
subproblems as per (2).

f (n) = min
a∈A {g (n, a) + f (T (n, a))} (2)

where V(s) is the value of being in a state s, R(s, a) is the immediate reward of taking action a, P(s′ ∣ s, a)
is the probability of transitioning to a state s′, γ is a discount factor (0 ≤ γ ≤ 1).

On the other hand, Value iteration leverages Bellman equations to iteratively update authentication
value functions iteratively, converging toward an optimal security strategy [30]. In contrast, policy iter-
ation alternates between policy evaluation and improvement to enhance authentication decisions [77].
The Bellman equation serves as the foundation for these methods, providing a recursive framework to
evaluate authentication state transitions based on security risks, trust scores, and latency constraints [78].
By integrating these approaches with deep reinforcement learning, vehicular authentication systems can
dynamically adapt to evolving cyber threats and optimize authentication policies, ensuring both security and
efficiency in intelligent transportation networks.

On the other hand, model-free DRL directly learns optimal policies or value functions without explicitly
modeling the environment, making it highly flexible and suitable for dynamic and complex vehicular
networks. For instance, a model-free DRL agent can learn to detect anomalies in real-time communication
patterns or driving behaviors by interacting with the environment and refining its decision-making process
through trial and error. On the same note, Deep Q-learning (DQL), a model-free DRL, emerged as a
powerful technique for vehicular authentication. DQL combines the strengths of Q-learning, a model-
free reinforcement learning algorithm, with deep neural networks to approximate the Q-value function,
which estimates the expected utility of actions in a given state [79]. In vehicular authentication, DQL
can be employed to develop adaptive and intelligent systems capable of detecting and responding to
cyber threats. Roy et al. [80] proposed a secure healthcare model utilizing DQL and DNN. On the other
hand, Monte Carlo Control (MCC) plays a significant role in optimizing deep learning-based vehicular
authentication by enabling model-free reinforcement learning in dynamic vehicular networks [81]. Given
the unpredictability of vehicular environments, where authentication requests, network conditions, and
security threats continuously evolve, MCC provides an effective approach to learning optimal authentication
policies through experience. Unlike dynamic programming methods that require complete knowledge of
the environment, MCC estimates value functions based on sampled authentication interactions, allowing
the system to improve authentication strategies over time [82]. Alternatively, the Actor-criticism method
combines the advantages of both policy-based and value-based approaches, where the actor learns an
optimal authentication policy by interacting with the environment [83]. At the same time, the critic evaluates
the policy using value functions. This dual-network structure accelerates learning and improves stability,
allowing the authentication system to quickly adapt to changing vehicular behaviors, network conditions,
and adversarial threats [83]. In the other context, Policy Gradient (PG) approaches parameterize the
authentication policy and adjust it iteratively using gradients of expected rewards [84]. This allows the
authentication mechanism to handle complex, high-dimensional vehicular environments where traditional
rule-based or heuristic methods fail. On the same note, Jiu et al. [85] proposed an authentication scheme for
an unknown network using a deep deterministic policy gradient.

In contrast, DRL can facilitate the development of adaptive authentication protocols that adjust to
the dynamic nature of vehicular networks, ensuring robust performance in diverse and unpredictable
scenarios. By leveraging its ability to learn from experience and improve over time, deep reinforcement
learning provides a powerful framework for enhancing the security, resilience, and efficiency of vehicular
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authentication systems, contributing to the safety and reliability of connected and autonomous vehicle
ecosystems. The critical analysis of deep reinforcement learning in the context of vehicular authentication is
shown in Table 4.

Table 4: Critical analysis of deep reinforcement learning in vehicular authentication

Model Strengths Weaknesses Limitations

MDP
- Framework for sequential

decision-making.
- Assumes Markov property
(memoryless), which may

not hold in dynamic
environments.

- Limited in direct
authentication; better for
adaptive security policies

(e.g., dynamic key updates).
- Models state transitions
and rewards effectively.

- Requires known transition
probabilities.

DTL - Leverages pre-trained
models for faster

convergence.

- Risk of negative transfer if
source/tasks are

mismatched.

- Useful for cross-domain
authentication (e.g.,

adapting face recognition
from general to vehicular

settings).
- Reduces data requirements

for new tasks.
- Requires fine-tuning.

DP
- Optimal for known, finite

MDPs.
- Computationally expensive

(curse of dimensionality).
- Impractical for real-time
vehicular systems due to

high latency.
- Guaranteed convergence. - Requires full model

knowledge

Value
Iteration

- Finds optimal policy
iteratively.

- Slow convergence for large
state spaces.

- Not scalable for
high-dimensional vehicular

sensor data.
- Works well for discrete

states.
- Not suitable for continuous

spaces.

Policy
Iteration

- Faster convergence than
value iteration in some cases.

- Still suffers from high
computational cost.

- Limited use in
authentication due to
real-time constraints.

- Alternates between policy
evaluation and
improvement.

- Requires full model
knowledge knowledge.

Bellman
Equa-
tions

- Foundation for RL
algorithms.

- Theoretical; requires
approximation in practice.

- Used indirectly in Deep
Q-Learning & Actor-Critic

methods.
- Provides recursive

decomposition of value
functions.

(Continued)
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Table 4 (continued)

Model Strengths Weaknesses Limitations

DQN - Handles high-dimensional
state spaces (e.g., raw sensor

data).

- Instability due to moving
targets.

- Can optimize adaptive
authentication thresholds
but lacks explicit policy

representation.
- Off-policy learning (replay

buffer).
- Overestimates Q-values.

Monte
Carlo

Control

- No model needed; learns
from episodes.

- High variance in estimates. - Unsuitable for continuous
authentication due to

episodic nature.
- Good for episodic tasks. - Requires complete

episodes.

Actor-
Critic

- Combines value-based and
policy-based methods.

- Complex to tune (two
networks).

- Potential for real-time
adaptive authentication (e.g.,

adjusting trust scores
dynamically).

- Lower variance than pure
policy gradients.

- Risk of instability.

Policy
Gradi-

ents

- Directly optimizes policy
for stochastic environments.

- High variance in gradient
estimates.

- Useful for behavioral
biometrics but requires

extensive training.
- Works well in continuous

action spaces.
- Sample inefficient.

3.4 Hybrid Learning
Hybrid learning, which integrates multiple learning paradigms, plays a vital role in enhancing deep

learning-based vehicular authentication by improving adaptability, efficiency, and security in dynamic
vehicular networks. Given the challenges of high mobility, evolving cyber threats, and latency constraints,
a hybrid learning approach combines supervised, unsupervised, and reinforcement learning techniques
to optimize authentication strategies. Supervised learning helps recognize known authentication patterns,
while unsupervised learning detects anomalies and potential threats in real time. Subsequently, reinforce-
ment learning enables adaptive decision-making by continuously refining authentication policies based on
environmental interactions. By leveraging hybrid learning, vehicular authentication systems can achieve
robust, context-aware security, minimizing authentication delays and improving resistance against adver-
sarial attacks, making them well-suited for intelligent transportation systems. Hybrid learning, such as
deep ensemble learning and Adaptive Deep Neural Networks (ADNN), play a crucial role in securing
vehicular communications by providing authentication facilities. Recently, Pan et al. [86] proposed a
vehicle license plate detection and recognition model using hybrid DL algorithms. The model is further
extended to combine the CNN-based You Only Look Once (YOLO) algorithm and Convolutional Recurrent
Neural Network (CRNN) for license-plate character recognition. On the other hand, SSD-MobileNet is a
popular deep learning architecture for real-time object detection, combining the efficiency of the MobileNet
convolutional neural network with the Single Shot MultiBox Detector (SSD) algorithm, allowing for fast and
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accurate identification of multiple objects within an image, making it ideal for applications where low latency
and high throughput are crucial, like mobile devices and surveillance systems [87].

On the other hand, Deep ensemble learning [32] has gained significant attention as a robust
methodology for addressing the challenges of vehicular authentication in dynamic and security-sensitive
environments. By aggregating the predictions of multiple deep learning models, this approach mitigates
the limitations of single-model systems, which are often prone to overfitting, sensitivity to noisy data,
and inadequate generalization in heterogeneous vehicular networks. The ensemble framework typically
incorporates diverse architectures, such as CNNs for spatial feature extraction, RNNs for capturing temporal
dependencies, and transformers for handling sequential data to enhance authentication accuracy and
resilience collectively. Additionally, deep ensemble learning provides uncertainty estimates, enabling risk-
aware decision-making in real-time authentication scenarios, which is critical for mitigating sophisticated
threats like spoofing and replay attacks.

In deep ensemble learning [88], authentication can be framed as a binary classification problem, where
the goal is to predict whether an input x belongs to the legitimate class (y = 1) or the malicious class y = 0.
Let f 1, f 2, f 3, . . . , f m be M deep learning models, each trained to predict the probability of legitimacy as
per (3).

Pi(y = 1 ∣ x) = fi(x), (3)

where Pi(y = 1 ∣ x) is the probability of x being legitimate, as predicted by the model fi .
In the same context, Song et al. [89] proposed two-layer security on the authentication layer and

ensemble learning-based monitoring layer.
Recent research related to authentication in vehicular communication has been successful in using face

detection by DCNN, which has proven to be a significant result. However, Du et al. [90] outperformed
DCNN-based user authentication by incorporating the PelFace model in parallel deep ensemble learning.
On the other hand, ADNN has the power to adapt the new features by adjusting the parameters based on
new data. A standard DNN with L layers is represented as (4).

h(l) = σ(W(l)h(l−1) + b(l)) (4)

where h(l) is the activation at layer l , W(l) is the weight matrix, b(l) is the bias vector, and σ(⋅) is the
activation function. However, instead of using all layers, an ADNN selects only a subset S of layers to compute
based on an adaptive gating function G(x) as per (5).

S = {l ∣G (h(l)) > τ (5)

where, G (h(l)) determines layer importance, τ is a threshold controlling adaptivity.
Instead of fixed weights, ADNNs update weights based on the input dynamically as per (6).

W(l)(x) = f (W(l), x) (6)

where f (⋅) is an adaptive function such as an attention mechanism or meta-learning.
Recently, Jia et al. [91] used ADNN to perform node authenticity and analyzed the trust score to

minimize the attack in the VANET system. This approach not only enhances security but also ensures
adaptability to the dynamic and evolving nature of vehicular networks, making it a promising direction for
future research and deployment. On the other hand, Zhang et al. [92] proposed a user identification method
by extracting the user’s gait information using a convolution kernel and applying ANN to authenticate.
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On the other hand, merging two or three DL models together to create individual safeguards is
potentially beneficial for VANET authentication, especially for offering enhanced adaptability, robustness,
and accuracy by combining the strengths of multiple learning paradigms. For instance, Inzillo et al. [93]
combined CNNs for spatial feature extraction with LSTM networks for temporal pattern recognition in
vehicle movement data. Alternatively, Chougule et al. [94] proposed CNN-LSTM to bolster the in-vehicle
network security. In the first stage of the proposed model, LSTM is used to detect weather a communication
is an attack or not and in the second stage the category of the attaches are judged by using CNN. On the other
hand, Khan et al. [95] proposed a hybrid intrusion detection system combining CNN, LSTM networks, and
DBN with feature selection techniques such as Random Projection (RP) and Principal Component Analysis
(PCA). This framework achieved a detection accuracy of 99.4% for DoS and DDoS attacks, surpassing
traditional machine learning models. Recently, Minu et al. [96] proposed an authentication framework for
vehicular network using hybrid approaches. ADBN is used to enhance the reliability of the network messages
and Hybrid Attribute-Based Advanced Encryption Standard (HABAES) encryption techniques used for
secure communication. In another research, Eman et al. [97] combined deep-learning-based mask detection,
landmark and oval face detection for key features, and Robust Principal Component Analysis (RPCA) to
separate occluded and non-occluded image parts. Particle Swarm Optimization (PSO) is used to optimize
k-nearest neighbors (KNN) features and the number of ‘k’ for improved performance. Experimental results
show the proposed method achieves a 97% recognition rate, significantly outperforming existing methods
in accuracy and robustness to occlusion.

In a nutshell, deep learning has revolutionized vehicular authentication by providing adaptive, efficient,
and highly secure mechanisms for identity verification in intelligent transportation systems. Unlike tradi-
tional authentication methods, deep learning enables real-time decision-making, anomaly detection, and
dynamic adaptation to evolving cyber threats. Techniques such as deep reinforcement learning, transfer
learning, and hybrid learning enhance authentication resilience by leveraging past experiences and opti-
mizing authentication strategies under varying network conditions [22]. A comprehensive analysis of deep
learning is shown in Table 5.

Table 5: Analysis of deep learning in vehicular authentication

Related
research

DL
method

Strength Weakness

Zhang and
Li [46]

MLP Utilized MLP neural network in
an authentication scheme for

VANET.

Used on Open Shortest Path First
(OSPF) protocol, which further needs
to be compared with other protocols,

such as the Enhanced Interior
Gateway Routing Protocol (EIGRP).

Park [41] ANN Used deep learning for road
safety clubbed with

authentication to reach 99.8%
F-score in CAN traffic.

The experiment was conducted in a
controlled area network with limited

attack models.

(Continued)
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Table 5 (continued)

Related
research

DL
method

Strength Weakness

Islam
et al. [47]

ANN Used detection and recognition
to achieve 98.45% accuracy.

Multi-stage deep learning architecture
needs to be investigated. Alternatively,
only one vehicle can be visible in the

field of the experiment due to the
controlled barrier structure.

Kaur and
Kakkar [34]

DMN Creates a secure authentication
using DMN outperformed

other related works on memory
usage, recall, precision, and

computation time.

Important security parameters such as
bandwidth and latencies are not

considered.

Xun
et al. [48]

CNN The proposed driving
fingerprint scheme is able to

authenticate the driver without
affecting the driver’s driving.

The experimental domain is restricted
to two cars, the Luxgen U5 SUV and

the Buick Regal.

Borra
et al. [40]

ML-
CNN,

DHCA

Used ML-CNN and DHCA to
extract high-level and low-level

features.

The proposed system should explore
more diverse biometric characteristics,

such as irises, faces, and voices, for
more accurate results.

Qiu
et al. [49]

DCGAN The proposed model reduces
noise interference during
training and enhances the

recognition and detection rate.

The experiment is based on the NIST
dataset [98], which is not suitable for

highly dynamic networks, such as
VANET.

Umar
et al. [50]

LSTM Outperformed existing PLA
schemes based on update

strategies, attribute tracking,
feature identification, and

selection.

The experiment is done using a
synthetic dataset on simulation;
however, real-world tests are not

considered.

Shen
et al. [52]

LSTM Proposed a lightweight
authentication without complex

calculation along with simple
group key generation and

verification process.

The proposed model highly trusts the
RSU; however, the RSU is more

exposed to equipment in VANET.

Pan
et al. [86]

Hybrid Achieved higher mean average
precision even in constrained

scenarios.

The proposed model only works on
English script and alphanumeric

characters. On the other hand, a real
scenario needs to be experimented
with to confirm the viability of the

proposed model.

(Continued)
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Table 5 (continued)

Related
research

DL
method

Strength Weakness

Roy
et al. [87]

SSD-
MobileNet

A precision of 98% was achieved
on the Malaysian number plate.

The model is restricted to monolingual
characters.

Song
et al. [89]

Ensemble Two-way security was used,
using the authentication layer

and monitoring layer, to
maintain approximately 96%

accuracy.

The assumption of this research is a bit
unrealistic such as fully trusted TA

and partially trusted fog.

Du
et al. [90]

DCNN Used parallel ensemble learning
(PelFace) to authenticate the

user’s face and reached 99.53%
accuracy on the LFW dataset.

Used a limited number of loss
functions implementation and

restricted hyperparameters.

Jia et al. [91] ADNN The ADNN-based
authentication reduces the

possibility of privacy violation.

Optimal fog resource allocation has
not been performed properly.

Zhang
et al. [92]

Convolution
Kernel

and
ANN

Used users’ gait information
extracted by convolution kernel

and utilized ANN to
authenticate.

Signal Noise Ratio (SNR) is not
considered to check the system’s

robustness.

Pulligilla
and Van-

mathi [99]

RideNN Provides great reliability during
an exchange of messages.

Used BotIoT dataset [100]. A model
creation based on a single dataset may
crash. The model should be validated

using multiple datasets.

4 Challenges, Open Issues and Future Directions
The integration of deep learning into vehicular authentication has opened new avenues for enhanc-

ing security, efficiency, and user experience in connected and autonomous vehicles. However, despite
its transformative potential, the deployment of deep learning in this domain is fraught with significant
challenges and open issues that must be addressed to ensure its successful implementation. These challenges
span technical, ethical, and practical dimensions, ranging from adversarial vulnerabilities and real-time
processing constraints to data privacy concerns and scalability limitations. Furthermore, as the automotive
landscape continues to evolve, new opportunities and directions for research are emerging, driven by
advancements in technology and the growing complexity of vehicular networks. This section provides
a comprehensive exploration of the key challenges and open issues associated with deep learning-based
vehicular authentication while also outlining promising future directions that can guide researchers and
practitioners in overcoming these hurdles.

4.1 Challenges and Open Issues in the Vehicular Authentication
Deep learning has emerged as a transformative technology in various domains, including vehicular

authentication. Its ability to learn complex patterns from large datasets makes it a promising solution for



206 Comput Mater Contin. 2025;85(1)

enhancing the security and efficiency of vehicular systems. However, the deployment of deep learning in
vehicular authentication is not without significant challenges and open issues. This section delves into the key
challenges and unresolved problems that must be addressed to ensure the reliable and secure implementation
of deep learning-based authentication systems in vehicles.

4.1.1 Data Privacy and Security Concerns
Vehicular authentication systems often process sensitive data, such as driver biometrics, vehicle

identification numbers, and location information [101]. Ensuring the privacy and security of this data is
critical, as any breach could lead to severe consequences, including identity theft and unauthorized access
to vehicles. On the other hand, deep learning models are susceptible to adversarial attacks, where malicious
actors introduce subtle perturbations to input data to deceive the model. In vehicular authentication, such
attacks could allow unauthorized users to gain access to vehicles or systems, posing significant security
risks. Alternatively, ensuring the integrity of data used for training and inference is essential. Compromised
or tampered data could lead to flawed models that fail to authenticate legitimate users or grant access
to unauthorized entities [102]. For instance, while pseudonyms protect driver identity, they complicate
traceability for liability, such as an accident. Achieving GDPR-compliant anonymity without enabling
misbehavior is an open problem.

4.1.2 Real-Time Processing and Computational Constraints
Vehicular systems operate in real-time environments where delays in authentication can lead to safety

risks or user inconvenience [103]. Deep learning models, particularly those with high complexity, may
struggle to meet the stringent latency requirements of real-time applications. Many vehicles, especially older
models, have limited computational resources such as processing power and memory. Running deep learning
models on such hardware can be challenging, necessitating the development of lightweight and efficient
models. On the other hand, edge computing can help to reduce latency by processing data locally; deploying
deep learning models on edge devices in vehicles requires careful optimization to balance performance and
resource usage [104]. On the other hand, deploying deep learning models on vehicular edge devices is limited
by memory, processing power, and energy availability. This necessitates efficient model compression and
optimization techniques without compromising accuracy, posing a key challenge for practical, real-time deep
learning-based authentication [105].

4.1.3 Robustness and Reliability in Dynamic Environments
Vehicles operate in diverse and dynamic environments, including varying weather conditions [106],

lighting, and road scenarios. Deep learning models must be robust to these variations to ensure reliable
authentication under all conditions. Moreover, sensor data used for authentication, such as cameras, micro-
phones [107], or biometric sensors [108], can be noisy or incomplete. Models must be designed to handle such
uncertainties without compromising accuracy. Therefore, DL models must be resilient to adversarial attacks
and sensor noise that can corrupt input data, potentially leading to misauthentication and struggles in real-
time decision-making. On the other hand, deep learning models often struggle to generalize to scenarios
not encountered during training. In vehicular authentication, this could lead to failures when faced with
new types of vehicles, users, or environmental conditions [109]. Moreover, ensuring consistent performance
across varying environmental conditions is critical, as model degradation in these dynamic settings could
compromise the continuous and trustworthy authentication of vehicles and their communications.
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4.1.4 Scalability and Interoperability
Scaling [110] deep learning-based authentication systems across millions of vehicles requires efficient

model deployment [111], updates, and management. Ensuring consistency and reliability at scale is a
significant challenge. Furthermore, many existing vehicular systems rely on traditional authentication
methods. Integrating deep learning solutions with these legacy systems can be complex and may require
significant modifications to existing infrastructure. On the other hand, interoperability requires DL models
and authentication protocols to seamlessly integrate and communicate across heterogeneous vehicular
networks, different vehicle manufacturers, and various regulatory frameworks, which can be addressed by
adhering to standards like those from IEEE [112]. The lack of standardized frameworks and protocols for
deep learning in vehicular authentication hinders interoperability and complicates integration efforts [113].

4.1.5 Explainability and Transparency
Deep learning models are often considered “black boxes” due to their complexity and lack of inter-

pretability [114]. In critical applications like vehicular authentication, understanding how decisions are made
is essential for building trust and ensuring accountability. On the other hand, many industries, including
automotive, are subject to strict regulations regarding transparency and explainability [115]. Meeting these
requirements with deep learning models remains a challenge. Moreover, the lack of transparency in deep
learning models makes it difficult to diagnose and fix issues when authentication failures occur [23].

4.1.6 Data Quality and Availability
Deep learning models require large amounts of labeled data for training [116]. Collecting and anno-

tating high-quality datasets for vehicular authentication can be time-consuming and expensive. Moreover,
imbalanced datasets, where certain classes, such as rare attack patterns, are underrepresented, can lead to
biased models that perform poorly on minority classes [117]. Furthermore, while synthetic data can be used
to augment training datasets, it may not fully capture the complexity and variability of real-world scenarios,
leading to suboptimal model performance [118].

4.1.7 Ethical and Legal Considerations
Deep learning models can inadvertently learn biases present in training data, leading to unfair treatment

of certain users or groups. Ensuring fairness in vehicular authentication is crucial to avoid discrimina-
tion [119]. On the other hand, determining liability in cases where deep learning-based authentication
fails or is compromised is a complex legal issue. Clear guidelines and frameworks are needed to address
accountability. Moreover, users must be informed about how their data is used for authentication and must
consent to its use. Building trust in deep learning-based systems is essential for widespread adoption [106].

4.1.8 Continuous Learning and Adaptation
Cybersecurity threats are constantly evolving, requiring deep learning models to adapt to new types

of attacks. Continuous learning and model updates are necessary to maintain robust authentication [120].
Alternatively, changes in the underlying data distribution over time, such as new vehicle models or user
behavior, can degrade model performance. Techniques for detecting and adapting to concept drift are
needed. Furthermore, implementing lifelong learning mechanisms that allow models to improve over time
without forgetting previously learned knowledge is a significant challenge [121].



208 Comput Mater Contin. 2025;85(1)

4.1.9 Integration with Multi-Factor Authentication
Vehicular authentication often relies on multiple factors, such as biometrics, behavioral patterns, and

cryptographic keys. Integrating deep learning with multi-factor authentication systems while maintaining
security and usability is challenging [122]. Moreover, striking the right balance between robust security
and user convenience is essential. Overly complex authentication processes may deter users, while overly
simplistic ones may compromise security [91].

The application of deep learning in vehicular authentication holds immense potential but is accompa-
nied by significant challenges and open issues. Addressing these challenges requires interdisciplinary efforts
involving advancements in deep learning algorithms, cybersecurity, hardware optimization, and regulatory
frameworks. Future research should focus on developing robust, scalable, and transparent deep learning
models that can operate reliably in the dynamic and resource-constrained environments of vehicular systems.
By overcoming these challenges, deep learning can play a pivotal role in enhancing the security and efficiency
of next-generation vehicular authentication systems.

4.2 Future Directions of Deep Learning in Vehicular Authentication
As the automotive industry continues to evolve toward connected and autonomous vehicles, the role

of deep learning in vehicular authentication is expected to grow significantly. While current research has
demonstrated the potential of deep learning for enhancing security and user experience, several future
directions can further advance the field. These directions aim to address existing challenges, leverage
emerging technologies, and explore novel applications of deep learning in vehicular authentication. This
section outlines key areas of focus for future research and development.

4.2.1 Development of Robust and Adversarial-Resilient Models
Future research should focus on developing deep learning models that are resilient to adversarial

attacks [123]. Techniques such as adversarial training, where models are trained on both clean and adversarial
examples, can improve robustness. On the other hand, incorporating defensive mechanisms, such as gradient
masking, randomization, and input transformations, can help mitigate the impact of adversarial attacks.
Moreover, developing explainable methods for detecting and defending against adversarial attacks will
enhance transparency and trust in deep learning-based authentication systems [124].

4.2.2 Lightweight Models
Techniques such as pruning, quantization, and knowledge distillation can be used to create

lightweight [125] deep-learning models that are suitable for deployment on resource-constrained vehicular
systems [34]. On the other hand, dynamic batch-based group key management using deep learning in
vehicular authentication can be further analyzed [52]. Furthermore, leveraging edge computing to run deep
learning models locally on vehicles can reduce latency and improve efficiency.

4.2.3 Federated Learning for Privacy-Preserving Authentication
Federated learning allows models to be trained across multiple vehicles without sharing raw data,

preserving user privacy [126]. Future research should explore federated learning frameworks tailored for
vehicular authentication. Alternatively, techniques for secure aggregation of model updates in federated
learning can prevent data leakage and ensure the confidentiality of user information [35]. Moreover,
federated learning can enable personalized authentication models that adapt to individual user behavior
while maintaining privacy [127].
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4.2.4 Multi-Modal and Context-Aware Authentication
Combining data from multiple sensors, such as cameras, microphones, and biometric sensors, can

enhance the accuracy and reliability of authentication systems. Future research should explore deep learning
architectures that effectively fuse multimodal data. Recently, Shen et al. [128] proposed a continuous
authentication based on multiple modalities such as user pattern, usage context, and motion pattern.
However, the multiclass classifier can be used to improve the authentication accuracy. In addition, developing
context-aware models that consider situational factors such as location, time, and driving behavior can
improve authentication accuracy and user experience. Besides, leveraging behavioral biometrics, such as
driving patterns, voice recognition, and gesture analysis, can provide additional layers of security [120]. Bulat
and Ogiela [129] utilized personal characteristics and knowledge as context to prepare a digital signature to
authenticate users.

4.2.5 Continuous Learning and Adaptation
Implementing lifelong learning mechanisms that allow models to adapt to new data and scenarios

without forgetting previously learned knowledge is crucial for maintaining robust authentication over
time [90]. Additionally, developing online learning algorithms that update models in real time as new
data becomes available can improve adaptability and responsiveness to evolving threats [130]. Furthermore,
integrating anomaly detection techniques into authentication systems can help identify and respond to
unusual patterns or potential security breaches [99].

4.2.6 Explainable and Transparent Models
Research should focus on developing explainable deep learning models that provide insights into

their decision-making processes [131]. Techniques such as attention mechanisms, saliency maps, and rule-
based explanations can enhance transparency. Moreover, creating user-friendly interfaces that explain
authentication decisions to users can build trust and improve acceptance of deep learning-based systems.
Ensing that deep learning models comply with regulatory requirements for transparency and accountability
is essential for their adoption in the automotive industry [132].

4.2.7 Integration with Blockchain and Decentralized Systems
Integrating deep learning with blockchain technology can enhance the security and transparency

of vehicular authentication systems [133]. Blockchain can be used to store and verify authentication
records securely. On the other hand, developing decentralized identity management systems that leverage
deep learning for user verification can reduce reliance on centralized authorities and improve security.
Additionally, using smart contracts to automate authentication processes and enforce security policies can
enhance efficiency and reliability. Gautam et al. [134] mentioned that post-quantum cryptography and lattice-
based cryptography, coupled with blockchain in digital twin-based vehicular authentication, can have more
potential to secure vehicular communication. In the other work, Razmjouei et al. [135] proposed a mutual
authentication based on smart contract blockchain on a Man-In-The-Middle (MITM) attack scenario. This
research can be extended to wide network attack scenarios.

4.2.8 Emphasis on Other Security Domains
The integration of essential references from the broader security domain is essential, which has been

overlooked in recent research. While focusing on deep learning applications in vehicular authentication,
the current discussion lacks a robust foundation drawn from established security principles, frameworks,
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and foundational research [136]. A more comprehensive incorporation of seminal and contemporary works
in cybersecurity, authentication protocols, and threat modeling would significantly enhance the model’s
credibility, provide a richer context for its proposed solutions, and demonstrate a deeper understanding of the
security landscape within which vehicular communication operates. This would allow for a more nuanced
analysis of the vulnerabilities deep learning aims to address and the security implications of the suggested
techniques, such as zero-trust [137].

4.2.9 Cross-Domain Collaboration and Standardization
Collaboration between researchers in deep learning, cybersecurity, automotive engineering, and

human-computer interaction can drive innovation and address complex challenges in vehicular authentica-
tion [138]. Additionally, establishing industry-wide standards for deep learning-based authentication systems
can promote interoperability and facilitate large-scale deployment. Moreover, developing standardized
benchmarks and evaluation metrics for vehicular authentication systems can enable fair comparison and
drive progress in the field [139].

4.2.10 Ethical and Inclusive Design
Future research should focus on developing techniques to identify and mitigate biases in deep learning

models, ensuring fair and inclusive authentication for all users Liu et al. [140]. Designing authentication
systems with a focus on user experience and accessibility can improve adoption and satisfaction. Additionally,
addressing ethical concerns, such as data privacy, consent, and accountability, is essential for building trust
in deep learning-based authentication systems [141].

4.2.11 Exploration of Emerging Technologies
Exploring the potential of quantum machine learning for vehicular authentication can unlock new

possibilities for secure and efficient authentication [142]. Leveraging neuromorphic computing architectures,
which mimic the human brain, can enable more efficient and adaptive deep learning models for authenti-
cation. In addition, the rollout of 5G and future communication technologies can enable faster and more
reliable data transmission, enhancing the performance of deep learning-based authentication systems.

The future of deep learning in vehicular authentication is promising, with numerous opportunities
for innovation and improvement. By addressing current challenges (see Table 6) and exploring emerging
technologies, researchers can develop robust, secure, and user-friendly authentication systems that meet the
demands of next-generation vehicles. Interdisciplinary collaboration, standardization, and a focus on ethical
design will be key to realizing the full potential of deep learning in this domain. As the automotive industry
continues to evolve, deep learning will play a pivotal role in shaping the future of vehicular authentication,
ensuring both security and convenience for users.

Table 6: Future direction of the vehicular authentication research

Related
research

Year Technology Future direction

Prateek et al. [142] 2021 Quantum
computing

Privacy preservation and data security using
quantum key authentication and key agreement

mechanism.

Shen et al. [52] 2022 Neural network Dynamic batch-based group authentication

(Continued)
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Table 6 (continued)

Related
research

Year Technology Future direction

Bulat and
Ogiela [129]

2022 Context-based User behavior and knowledge are used to create a
context-based digital signature for authenticity, and

this can be improved with other features.

Liu et al. [130] 2023 Online learning A redactable signature scheme with a designated
verifier and AI-based security can enhance the

traceability of the redactor.

Du et al. [90] 2024 Continuous
learning

A range of loss parameters can be experimented.

dos Santos
et al. [123]

2024 Fog computing The work can be extended to different
environments with limited resources.

Shen et al. [128] 2024 Multi-modal Continuous authentication was proposed using
multiple modalities. However, the multiclass

classifier can improve the authentication accuracy.

Gautam
et al. [134]

2024 Blockchain Quantum cryptography, lattice-based cryptography
along with blockchain in digital twin-based

vehicular authentication.

Razmjouei
et al. [135]

2024 Blockchain The research is based on an MITM attack scenario
and can be extended in upgraded other attack
models and can be improved in further attack

models.

Ying et al. [143] 2024 Transmitter
based

Covert channels can be further investigated with
modified messages and different attack models.

Zhang and
Wei [126]

2025 Federal
learning

Collaborative authentication in high dynamic
topology.

5 Conclusion
The integration of deep learning into vehicular authentication marks a significant leap forward in

securing connected and autonomous vehicles, offering innovative solutions to complex challenges such as
real-time processing, adversarial resilience, and adaptability to dynamic environments. However, none of
the surveys on vehicular communication discuss these issues in their studies, as far as we know. This paper
has thoroughly explored the transformative potential of DL in advancing vehicular authentication systems,
while also dissecting the intricate challenges that must be overcome for widespread, secure, and reliable
deployment. We have demonstrated that DL offers unparalleled capabilities in anomaly detection, behavioral
biometrics, and cryptographic key management, promising significantly enhanced security over traditional
methods. However, critical issues surrounding real-time computational constraints, ensuring robustness
against adversarial attacks and dynamic environmental conditions, and achieving seamless scalability and
interoperability across heterogeneous vehicular ecosystems remain open avenues for intensive research.



212 Comput Mater Contin. 2025;85(1)

Future research must develop lightweight, energy-efficient models, leverage emerging technologies like
federated learning and blockchain, and foster interdisciplinary collaboration to create robust, scalable, and
user-friendly authentication systems. As the automotive industry evolves, deep learning will play a pivotal
role in shaping secure and seamless vehicular communication, provided that ongoing efforts prioritize
innovation, standardization, and ethical design. By addressing these challenges, we can unlock the full
potential of deep learning, ensuring a safer and more efficient future for vehicular networks.
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