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ABSTRACT: Attacks are growing more complex and dangerous as network capabilities improve at a rapid pace.
Network intrusion detection is usually regarded as an efficient means of dealing with security attacks. Many ways
have been presented, utilizing various strategies and focusing on different types of visitors. Anomaly-based network
intrusion monitoring is an essential area of intrusion detection investigation and development. Despite extensive
research on anomaly-based network detection, there is still a lack of comprehensive literature reviews covering
current methodologies and datasets. Despite the substantial research into anomaly-based network intrusion detection
algorithms, there is a dearth of a research evaluation of new methodologies and datasets. We explore and evaluate 50
highest publications on anomaly-based intrusion detection using an in-depth review of related literature techniques.
Our work thoroughly explores the technological environment of the subject in order to help future research in this
sector. Our examination is carried out from the relevant angles: application areas, data preprocessing and threat
detection approaches, assessment measures, and datasets. We select unresolved research difficulties and underexplored
research areas from every viewpoint recommendation of the study. Finally, we outline five potentially increased research
areas for the future.
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1 Introduction

Smart cities have had a huge effect in latest years owing to its power and large effect on inhabitants’
lives. Smart cities are about combining day-to-day operations that inhabitants require with smart devices
that enable them to conveniently navigate and manage various kinds of services such as housing, transit
systems, bills, and healthcare. Network for smart cities is built on the IoT idea and is composed of five
layers: Network, perception, middleware, application and business. The perception layer takes responsibility
for Information is gathered from detectors and transmitted to drawbridge. This layer comprises detectors,
scanners, and Radio-frequency identification. The network layer, also named as the middleware, contains
the central network and its primary function is to send data gathered by sensors onto the server for
storage. Ultimately, the software layer connects consumer capabilities to fog data. The Business layer is
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connected towards the application layer and is employed to define plans and guidelines that assist govern
the whole system. As with every recent fad, there are numerous key variables and hurdles to making smart
cities meet their goals, like security, mobility, scalability, latency, and implementation. The primary goal of
cyber security is to defend cyberspace against cyber-attacks that might cause infrastructure disruption or
system failures [1-3]. The massive amounts of information transferred in IoT systems raises the prospect
of computer hackers that endanger consumers’ safety, integrity protection, confidentiality, and availability
of services. Cyber-attacks might impact the infrastructure, communication link, protocol, transportation,
or programming model. Intrusion detection systems (IDS) are defense measures used to identify various
attacks. To defend a device from malicious assaults, access control approaches are used: prevention, detection,
and mitigation. Encryption and authentication are examples of intrusion prevention; however, they are
inadequate to safeguard systems against compromised users or attackers. Anomaly detection can be placed
to use as a secondary line of protection to defend systems from unauthorized assaults as effectively as feasible
and to mitigate the resulting effects. Standard IDS are categorized by attack identity, intruder sort, as well as
detecting methodology [4]. Depending on the approach used, IDSs are divided into three main categories [5]:
anomaly-based, misuse-based, and hybrid-based. The anomaly-based kind of intrusion detection system
(IDS) is edited to show network behavior and recognizing abnormal behaviors based on particular typical
behavior. Misuse-based IDS detects attacks in the future by using a pattern of prior known assaults as a
reference. Nevertheless, if the assault is novel and has never previously been classified, IDS may not recognize
it. IDS of the hybrid kind incorporate the benefits, including both anomaly and misuse-based detection
approaches [6-8].

Our article is organized as follows: Section 2 provides a review of IoT and its applications. Section 3
addresses the security challenges associated with IDS, including an introduction to IDS specifications,
subtypes, and detection techniques, along with a review of several IDS designed for IoT, either available or
specially developed for smart environments. Section 4, the most important, focuses on the various machine
learning (ML) algorithms commonly used in evaluating IDS in the IoT domain. It also covers the con-
struction of anomaly detection systems, including data preparation, feature selection, and datasets. Section 5
reviews related articles that address the same topic. Finally, Section 6 proposes an IDS model, and the article
concludes with future research perspectives.

2 Internet of Things Background and Challenges

The concept of the Internet of Things (IoT) originated in 1999 at the Massachusetts Institute of
Technology (MIT) from networks utilizing radio frequency identification (RFID) technology, developed by
the Auto-ID Center. The primary functions of the system at that time included data acquisition, processing,
transmission, and application [9]. Although not all “Things” are necessarily connected to the internet, the
Internet of Things (IoT) can be understood as an extensive network of objects, sensors, and actuators that
serve specific purposes. This concept allows us to generalize the term Network of Things (NoT) to include
both isolated networks and those connected to the internet. As discussed in the general introduction, the IoT
can be described as a vast network of sensors and actuators, primarily internet-enabled, that communicate
with each other without human intervention. These networks generate and utilize data to fulfill meaningful
functions. The primary role of an IoT system is to collect data from the real world and provide services
to users based on their requests or the outcomes of data processing. In the IoT, cyber entities are always
mapped to physical objects that interact with one another and collaborate to complete specific tasks. The
IoT is employed not only in academic research and industrial fields but also in everyday applications such
as smart grids, e-health, smart homes, environmental monitoring, and smart cities [10].
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2.1 Internet of Things Architectures

As with many emerging technologies, IoT has been surrounded by some ambiguity. As a result, there is
no single, standard architecture for IoT in the literature, and researchers have proposed various architectural
models. The three-layer architecture is the most basic model for IoT, consisting of the Application layer,
Network layer, and Perception layer, as shown in Fig. 1. This architecture captures the general concept of
IoT, but it falls short for emerging applications due to its inability to address the more nuanced aspects
of the Internet of Things. The perception layer serves as the physical foundation of the IoT architecture.
It is comprised of two key sections: the perception node, responsible for data acquisition and control, and
the perception network, which manages data transmission and executes control instructions. This layer
integrates technologies like Radio Frequency Identification (RFID), ZigBee, and various sensors. Sensors are
the primary components of this layer; for instance, smartphones incorporate sensors such as gyroscopes and
accelerometers for motion detection, GPS for location tracking, cameras for imaging, microphones for audio
input, light sensors, magnetometers, and proximity sensors. Most attacks on the perception layer primarily
target hardware, particularly sensors. Some common security attacks include [11,12]: Eavesdropping or
Sniffing: This intrusion involves intercepting and obtaining transmitted information from devices. Attackers
exploit unsecured transmissions to access and capture sensitive data [13]. Timing Attack: Typically observed
in devices with constrained processing capabilities, this attack in volves analyzing the time taken to execute
cryptographic algorithms. Attackers may exploit timing variations to deduce encryption keys [14]. Network
Layer Considered the core of IoT, the network layer handles the transmission and sometimes processing of
sensor-collected data [15], along with ensuring information security [16]. It utilizes IPv6 addressing to assign
addresses to IoT devices [17] and acts as a bridge between the perception and application layers. Security
challenges at this layer primarily involve data availability, confidentiality, and privacy. Key security issues
include: DoS and DDoS: Attackers overwhelm IoT devices with a high volume of service requests, leading
to service disruptions or outages for legitimate users. This attack is typically executed by flooding devices or
network resources with excessive requests. Sinkhole: In this attack, a compromised node manipulates routing
protocols to divert network traffic through itself, enabling the attacker to intercept and manipulate data.
Spoofing: These attacks involve impersonating legitimate entities to gain unauthorized access to IoT systems
and inject malicious data. Examples include RFID spoofing, IP spoofing, and other forms of identity-based
attacks in IoT environments. IoT middleware facilitates communication, management, and interoperability
between connected devices, applications, and cloud infrastructures in smart environments. It simplifies the
integration of heterogeneous protocols and data formats, ensuring seamless interaction between IoT com-
ponents. Beyond handling real-time data transmission and processing, IoT middleware provides essential
functionalities such as security, service orchestration, and scalability. However, it is also a prime target for
cyber threats, including Man-in-the-Middle (MitM) attacks, Denial-of-Service (DoS/DDoS), data breaches,
malware injections, and unauthorized access. Exploiting vulnerabilities like weak authentication, unsecured
APIs, or misconfigured access controls, attackers can manipulate data, disrupt services, or take control of
devices. To mitigate these risks, strong security measures such as encryption, robust authentication, and
anomaly detection are essential to safeguarding IoT middleware and maintaining the integrity of smart
environments [18,19]. The business layer in an IoT system is responsible for managing the core business logic
and processes, transforming data collected from IoT devices into actionable insights that drive decision-
making and operational efficiency. Positioned above the middleware, the business layer automates workflows,
integrates with existing enterprise systems such as ERP or CRM, and ensures that real-time data is used
to enhance business operations. However, this layer is also vulnerable to a range of cyberattacks, including
data manipulation, where attackers alter the data to disrupt decision-making, unauthorized access, which
could lead to exposure of sensitive business information, and Denial-of-Service (DoS/DDoS) attacks, which
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can disrupt business continuity by overloading the system. Additionally, man-in-the-middle (MitM) attacks
may intercept and alter communication between devices and the business systems, potentially compromising
data integrity (see Table 1). To mitigate these risks, robust security measures, such as encryption, access
controls, continuous monitoring, and authentication mechanisms, are essential for ensuring the integrity
and confidentiality of the business layer. These measures help businesses safeguard their IoT infrastructure,
protect critical data, and maintain operational efficiency [20]. Application Layer Positioned as the topmost
layer visible to end-users, the construction of the application layer varies based on the services offered,
such as innovative environments, smart grids, healthcare systems, and intelligent transportation [21-23]. The
application layer, as the top most layer in IoT architecture, adapts depending on the services it supports, such
as smart environments, smart grids, healthcare, and intelligent transportation [24]. It processes data from the
perception layer to provide services and transmit decisions back through the network [25-28]. However, it is
vulnerable to application-specific attacks, including phishing, cross-site scripting (XSS), and malware such
as viruses and worms [29]. To address these threats, firewalls and antivirus mechanisms are recommended.

Perception
Layer

Figure 1: Five-layers IoT architecture

Table 1: The different anomalies in the IoT networks

Attack Type IoT vulnerabilities
DDoS TCP SYN Flood Achieve significant queries to the
DDoS attack defendant’s IoT server inaccessible.

(Continued)
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Table 1 (continued)

Attack Type IoT vulnerabilities
MITM DNS Spoofing attack « Connection monitoring between IoT
o ARP Spoofing attack systems and a DNS server.

+ Integrating a victims MAC address to
an IoT device’s or Perimeter server’s

IP address.
Ransomware attack o Encrypts IoT data or an IoT device
Malware attacks .
o Backdoor attack system and publishes or prevents

accessibility to it till the user pays an
extortion price to the attacker.

« Deploy backdoors to gain control of
insecure Internet of Things
networking devices.

SQL Injection « Sensitive information from the IoT
«  Uploadingattack database via a SQL query injection.
«  Uploading files containing malicious
command and
controlling information.

Injection attacks

2.2 Internet of Things Applications

The goal of smart IoT environments is to use devices to enhance modern life better safe and productive.
Smart environments using IoT allow the successful implementation of smart items. Devices may be analyzed
and operated independently over an IoT infrastructure [30]. The worldwide industry for intelligent city
services is increased by 60%, per the Grand view Research.

In [31], authors write that the concept smart relates to the capacity to independently collect and use
information, whilst also environmental context relates to the settings. One sort of smart home environment
is a smart city. A smart city’s key component is an interoperable base run by an IoT service supplier,
which gives data on utilities including power, wastewater, and energy. Other forms of smart settings
include Smart healthcare, smart industry, intelligent cities, and home automation are all examples of smart
technologies [32]. The goal of these smart settings is to serve customers using smart ways utilizing the
information acquired by Smart equipment. Fig. 1 depicts the design of certain Smart setup based on IoTs.
Smart landscapes founded on the IoT ecosystem have particular distinctive features, and consequently,
remarkable requirements/series in the implementation of such settings [33,34]. Digital surveillance and
aspects of management, for example, are necessary to enable smart items to gather and data processing as
well as conduct activities remotely. Furthermore, decision-making capacity is a key attribute in this kind of
system. A smart device must be capable of producing knowledgeable judgments without the need for social
interaction by applying information analysis and other data extraction techniques. Smart environments, as
a result of those same qualities, provide specific features that may be utilized to improve the QoS (Quality-
of-service) of user apps. One of these aspects is real-time information. Smart things can gather and evaluate
data in real time, making smart judgments. Furthermore, the low cost of cloud apps may be leveraged
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to improve the QoS of intelligent apps for the surroundings. The combination of smart and IoT settings
opens up new possibilities for network and implementation QoS. Fig. | depicts the many parts of a smart
city. Smart city applications are often connected with four areas: data gathering, transmission/reception,
store, and evaluation. Data gathering is case-specific and has been a huge factor of sensing systems across
several fields [35]. The next part is data interchange; this involves information transfer through information
gathering devices to clouds storage and retrieval. This aim has already been met in a variety of methods,
as well as the construction of municipal Wi-Fi connections, as well as 4G and 5G developments, as well as
several sorts of smaller stations that may transfer signals on a regional or on a massive level. The next phase is
cloud computing architecture, where various energy Retention techniques are used to retain and categorize
data. Data analysis is the practice of necessary to separate and interpretations from gathered information
in order to inform strategic planning. For some more difficult situations, strategic planning, the cloud’s
availability enables not just diverse information gathering and transmission, but also evaluation Statistical
tools, as well as ML DL algorithms, are used in real-time.

e Smart Farming

Smart Farming or agricultural security is a critical component of the 2030 Agenda for Environmental
Sustainability. With an expanding worldwide inhabitants and severe environmental issues generating vari-
able precipitation in the world’s food centers, nations throughout the planet are racing to guarantee that
food industry is made viable and that depleting water and other resources are used efficiently. Farming with
intelligence is the utilization of sensors installed in crops and farms to monitor various factors to aid in
making decision and the prevention of disease and pests, among other things [36].

e Smart Grids

Smart Grids are systems that employ Attempting to make use of ICT tools both existing as well as freshly
equipped networks more visible, to enable decentralized electricity production at both the client and operator
ends, and to add self-healing skills into the grid. One feature of smart grids is the transmission of real-
time electricity information to companies at various places on the network all across the water pipes till
the consumer. Because electric utilities bring honest information on customer demand, it enables improved
energy production control using predictive model built from collected usage patterns, integrating multiple
power sources, and self-healing of the system to keep a continuous production [37].

e Smart Home

Smart Home is an essential element of Smart Cities because it is crucial towards the lives of the
city’s people. Smart Homes entail the installation of wearable sensors across a whole person’s house that
gives details about the home and its residents. These devices could include embedded sensors, movement
detectors, and power/energy usage indicators [38].

e  Smart Healthcare

Smart Healthcare relates to the utilization of ICT to enhance the accessibility and health care services.
With an aging population and growing healthcare costs, this subject has drawn the attention of both scholars
and healthcare professionals. Health status systems are overloaded and so unable to meet rising public need.
In this sense, smart health strives to make healthcare accessible as many persons as feasible via telehealth
services [39] and enhanced diagnosis aid to clinicians through the use of AI [40].
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2.3 Internet of Things Security and Privacy Concerns

Security is a critical concern in the Internet of Things (IoT), where billions of interconnected devices
operate in diverse and often resource-constrained environments. The openness, heterogeneity, and large-
scale nature of IoT systems make them particularly vulnerable to a wide range of cyber threats, including
eavesdropping, spoofing, denial-of-service attacks, and unauthorized access. Ensuring security in such
an ecosystem requires not only lightweight and adaptive protection mechanisms, but also continuous
monitoring and threat detection capabilities. In this context, Intrusion Detection Systems (IDS) have
emerged as a vital line of defense. By analyzing traffic patterns and system behavior, IDS play a key role
in identifying malicious activities across the different layers of the IoT architecture physical, network, and
application. Their ability to provide real-time detection and response significantly enhances the resilience
of IoT deployments and complements preventive security measures such as encryption and authentication.
As IoT threats become more sophisticated, the integration of intelligent IDS, particularly those based on
machine learning, becomes essential for maintaining a secure and trustworthy IoT environment [41].

3 Intrusion Detection Systems
Intrusion Detection Systems Taxonomy

An Intrusion Detection System (IDS) is designed to identify suspicious or abnormal behavior in
monitored devices or networks. It can be hardware, software, or a combination of both, with the goal of
detecting harmful activities and safeguarding systems against cyber threats and policy violations. In IoT
networks, deploying IDS at various levels helps address privacy risks and security vulnerabilities, ensuring
the protection of IoT devices. IDS are commonly used to detect network anomalies and attacks. They
classify actions as either normal or attack, and Al-based approaches are crucial for distinguishing between
regular and abnormal network behavior. Multiple AT algorithms, such as machine learning and deep learning
models, are applied to enhance intrusion detection and classify threats accurately. The primary goal is
to safeguard users from potential attacks by accurately identifying intrusion attempts. Key performance
metrics for IDS include False Positive (FP) and False Negative (FNR) rates. FP refers to regular activities
mistakenly identified as attacks, while FNR represents real attacks that go undetected (Table 2). By improving
anomaly detection and reducing incorrect projections, IDS help in minimizing these errors and improving
detection accuracy. IDS are essential in protecting IoT devices and other infrastructures, as they monitor
malicious activities, detect vulnerabilities, and provide real-time alerts to system managers. There are two
main types of IDS: detection-based and data-based, both playing critical roles in recognizing and responding
to IoT attacks [42,43]. Analyzing and evaluating customer data, networks, and applications via unobtrusive
congestion collection and evaluation are valuable methods for administering networks and detecting security
problems in real time [44]. An IDS is a device that monitors transit data so that it can detect and defend
unwanted breaches that affect the privacy, security, and accessibility of an information management [45]. An
IDS’s activities can be separated into three phases. The first phase is surveillance, which employs network
detection or host detection. The second phase is evaluation, that is based on extracting features or based
classification algorithms. The detection phase is the final phase, which is based on anomalous or abuse
vulnerability scanning. An IDS copies data flow in a management system and evaluates it to identify highly
dangerous actions [46]. The deployment of an IDS is dependent on the circumstances. A system that detects
intrusions on the host (HIDS) is aimed at safeguarding a single system against intrusion or malicious assaults
that might destroy its software or information [47]. In principle, a HIDS is determined by measurements in
the entire system, such as data stored in a software system. These measurements or attributes are sent into
the HIDS’s selection algorithm. Thus, feature engineering from the setting forms the foundation of whatever
HIDS. In order to identify breaches and destructive assaults, NIDS a system for intrusion detection that
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operate on a network analyze behavior on the network patterns [48]. A Network Intrusion Detection System
(NIDS) can be implemented in various forms, including software or hardware-based solutions. Snort, for
example, is a well-known software-based NIDS. Intrusion detection systems rely on algorithms to perform
different phases of vulnerability scanning. A wide range of algorithms is used across various IDS types and
approaches. Several of these IDS techniques would be explored in the subsection headed IDS Optimized for
IoT Systems. Fig. 2 illustrated the IDS techniques. Generally, IDSs can be divided into three groups: SIDS,
AIDS, and HIDS.

Table 2: Confusion matrix

Actual Predicted Normal Predicted Attack
Actual Normal TN FP
Actual Attack FN TP

Y
trafic e§ ——3 .
Host-based Feature Anomaly detection
sensor extraction v Alert
X
—_—
d
Data PR .....................é
trafic
[
Network-based Pattern —
sensor signature detection
""""""""" v |
—

Figure 2: IDS functional architecture
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e  Misuse-based IDSs

SIDS or Misuse-based IDS to identify well-known assaults, a technique for detecting intrusions focused
on misappropriation employs a database that includes characteristics and themes that are well-known of
harmful software and breaches [49]. Misuse-based IDSs have three drawbacks: data packets congestion,
significant signature verification costs, and a significant number of false alarms. Furthermore, due to the
necessity to keep a massive database of malicious activity, the large memory limits in particular varieties of
networks, such as WSNS, lead to low efficiency of misuse IDSs [50].

« Anomaly-based intrusion detection

A typical data model is constructed using information from regular users and is then checked with
existing data structures in real time to find abnormalities inside an anomaly-based attack approach. Such
abnormalities occur as a result of interference or even other occurrences that may have been caused by
malicious programs. Anomalies are thus unexpected actions generated by attackers who leave traces in
the computer system [51]. These traces are used to identify assaults, especially unidentified ones. An AIDS
identifies irregularities from standard activity in the computer system by continually altering a model
of typical practice in the computing environment based on input of regular users [52-54]. The benefits
and drawbacks of different exceptional situation methods for detecting intrusions. An AIDS identifies
irregularities from standard activity in the computer system by continually altering a model of typical practice
in the depending on the computer system on input of regular users. The benefits and drawbacks of different
exceptional situation methods for detecting intrusions.

«  Hybrid intrusion detection

HIDS (Hybrid Intrusion Detection System) is a combination of SIDS (Signature-based Intrusion
Detection Systems) and AIDS. By merging these two approaches, HIDS benefits from the high detection
rates of known attacks provided by SIDS, while reducing the incidence of false positives for new or unknown
attacks, as offered by AIDS. The majority of IDSs in the literature are hybrid systems that rely on anomaly
detection, leveraging the strengths of both signature-based and anomaly-based methods to improve overall
detection accuracy and minimize false alarms.

« Collaborative Intrusion Detection System

A Collaborative Intrusion Detection System (CIDS) is a specialized type of IDS in which multiple
entities work together to detect and mitigate security threats. These systems can be categorized based on the
type of information shared and the level of cooperation among participating entities [55]. The collaborative
model classifies CIDS into three types: centralized, distributed, and hybrid. In a centralized CIDS, all
security-related data is sent to a central server, which processes the information and generates alerts if threats
are detected. This model is easy to manage but introduces a single point of failure if the central server is
compromised. In contrast, a distributed CIDS consists of multiple independent intrusion detection systems
that share threat intelligence, making the system more resilient to failures but more complex to coordinate.
A hybrid CIDS combines features of both centralized and distributed models, where some entities report
to a central server while others share data directly with each other. This approach enhances security and
reliability but requires careful implementation to balance efficiency and complexity.

4 Machine Learning, Ensemble Learning, and Feature Engineering
4.1 Machine Learning

Machine Learning (ML) is a subset of Artificial Intelligence (AI) that enables machines to learn and
derive insights from large datasets. ML models use algorithms to discover, recognize, and predict patterns or
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behaviors. The primary goal of ML algorithms is to minimize the need for human intervention and expertise.
As depicted in Fig. 3. ML involves two phases: training and testing. During the training phase, the algorithm
identifies relevant features and classes from the data and learns from these inputs. In the testing phase, the
trained model classifies new, unseen data, transforming it into a classifier that can predict the class of new
inputs. ML methods can be broadly classified into two categories: supervised and unsupervised learning.
Supervised learning involves training the model with labeled data, while unsupervised learning deals with
unlabeled data to uncover hidden patterns. Additionally, other learning techniques have emerged, such
as semi-supervised learning, which uses a combination of labeled and unlabeled data, and reinforcement
learning, where models learn optimal behaviors through a system of rewards and penalties. These varied
approaches enhance the adaptability and application of ML across different fields. Supervised learning
is a foundational concept in machine learning where algorithms learn from labeled datasets to predict
outcomes or classify new instances based on previously observed examples. In this approach, the dataset
comprises input-output pairs, where the input (features) is linked with a corresponding output (label or
target). The primary objective is for the algorithm to generalize from these labeled examples and accurately
predict outcomes for unseen data. Various algorithms are widely employed in supervised learning, each
suited to specific types of tasks and data characteristics. For instance, linear regression is utilized to predict
continuous values, such as housing prices, based on features like size, location, and the number of bedrooms.
Logistic regression, on the other hand, is particularly effective in binary classification tasks, such as spam
detection, where it estimates the likelihood of an instance belonging to a particular class. Decision trees
and random forests are robust methods for both regression and classification, using tree-like structures
to partition data and make predictions. Support Vector Machines (SVMs) excel in separating data into
classes by identifying optimal hyperplanes, while K-Nearest Neighbors (KNN) makes predictions based on
similarities to neighboring instances. These algorithms, in addition to neural networks, ensemble methods
like AdaBoost and XGBoost, and probabilistic models such as Naive Bayes, collectively provide a versatile
toolkit for addressing diverse supervised learning challenges in various domains. Each algorithm brings
unique capabilities to handle different complexities of data, ensuring adaptability and reliability in solving
real-world problems (see Table 3).

O
Training D D — \ : Cloud
Data e D a _?' Prediction e @

o]
Cloud  computer Phone

Labels @ D E """"" 4 Q E al

Test Data

Figure 3: Supervised ML
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Table 3: Benchmark for machine learning and deep learning algorithms in anomaly detection

Algorithm  Accuracy Precision Recall (%) FI1-Score Training Scalability Sensitivity to Computational

(%) (%) time (s) noise complexity
Decision Tree 85 80 90 0.84 5 Medium Medium Low
Random 92 90 93 0.91 15 High Low Medium
Forest
SVM 89 88 87 0.87 20 Medium High High
K-Nearest 87 85 85 0.85 10 Low Medium Low
Neighbors
Isolation 88 86 88 0.87 8 Medium Low Medium
Forest
Bagging 91 89 92 0.9 18 High Low Medium
Boosting 93 92 94 0.93 25 Medium Low Medium
(AdaBoost)
Stacking 95 93 97 0.95 30 High Low High
XGBoost 96 94 98 0.96 35 High Low High
Deep learning 97 94 98 0.96 150 High Medium High

«  Unsupervised machine learning

Unsupervised machine learning encompasses techniques aimed at discovering patterns from unlabeled
data, extracting inherent structures and relationships without explicit guidance or predefined outcomes. One
of its primary applications is clustering, where algorithms like K-Means, DBSCAN (Density-Based Spatial
Clustering of Applications with Noise), and hierarchical clustering group data points based on similarities
in their features. These methods are pivotal for tasks such as customer segmentation, anomaly detection,
and image segmentation. Another significant application is dimensionality reduction, which focuses on
reducing the number of variables while retaining essential information. Techniques such as Principal
Component Analysis (PCA) identify principal components that explain variance in high-dimensional data,
enabling visualization and computational efficiency improvements. Other methods like Singular Value
Decomposition (SVD) and t-Distributed Stochastic Neighbor Embedding (t-SNE) are effective for data
visualization and complex data analysis. Unsupervised learning algorithms are essential in exploratory
data analysis, preprocessing, and pattern recognition, where labeled data is limited or unavailable. By
autonomously identifying patterns and structures, these algorithms contribute to diverse applications across
industries, from understanding consumer behavior to enhancing anomaly detection and improving data
visualization techniques.

o Semi-supervised

Semi-supervised machine learning serves as a bridge between supervised and unsupervised paradigms,
leveraging both labeled and unlabeled data to enhance learning. It combines the accuracy of supervised
methods with the scalability of unsupervised approaches, addressing the challenge of utilizing limited labeled
data alongside abundant unlabeled data. Several algorithms are employed to maximize the benefits of both
data sources. Self-Training begins with an initial model trained on labeled data, which then predicts labels
for unlabeled data, iteratively expanding the training set. Co-Training involves multiple classifiers trained
on different feature sets, collaboratively labeling new instances. Semi-Supervised Support Vector Machines
(S3VM) extend traditional SVMs by integrating unlabeled data into the optimization process, refining deci-
sion boundaries. Graph-Based Methods, such as Label Propagation and Spectral Clustering, leverage data
structure and similarity metrics to distribute labels among unlabeled instances. These approaches optimize
learning efficiency, making them valuable in scenarios where labeling large datasets is costly or impractical.
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By addressing scalability challenges, semi-supervised learning techniques enhance model performance and
extend machine learning applications to real-world problems requiring efficient data utilization.

4.2 Ensemble Learning

Ensemble Learning is a potent technique in machine learning that involves combining multiple models
to enhance predictive accuracy. The core concept is to aggregate predictions from diverse models, which
individually may be less accurate, to produce a more robust and accurate final prediction than any single
model alone. Several key strategies underpin Ensemble Learning:

« Bagging (Bootstrap Aggregating):

This approach entails training multiple instances of the same learning algorithm on different subsets
of the training data. Each model learns independently, and their predictions are averaged or combined to
yield the final output. For example, Random Forests utilize bagging by training decision trees on bootstrap
samples of the data.

« Boosting:

Boosting involves training models sequentially, where each subsequent model corrects the errors made
by its predecessors. A prominent boosting algorithm is AdaBoost (Adaptive Boosting), which assigns higher
weights to misclassified instances and trains subsequent models on these instances iteratively to improve
performance. AdaBoost, Adaptive Boosting (AdaBoost) is a powerful ensemble learning technique primarily
used for binary classification, though it can be extended to multi-class classification. As part of the boosting
family, AdaBoost enhances the performance of weak learners models that perform slightly better than
random guessing by combining them into a stronger learner. The core idea of AdaBoost is to focus on the
hard-to-classify cases by assigning greater weight to misclassified data points. Initially, all data points in
the training set are assigned equal weight, meaning each has the same impact on training the first weak
learner. After training, AdaBoost calculates the error rate based on the weighted sum of misclassified points.
It then increases the weights of misclassified data and decreases the weights of correctly classified ones,
ensuring that subsequent weak learners pay more attention to previously misclassified points. This iterative
process continues, with each new weak learner trained on reweighted data. Finally, AdaBoost combines
the predictions of all weak learners, assigning each a weight based on its accuracy. The final prediction is
made using a weighted majority vote, where more accurate learners have a greater influence on the outcome.
XGBoost: Extreme Gradient Boosting (XGBoost) is a powerful machine learning algorithm known for its
high performance in both classification and regression tasks. Its exceptional accuracy and speed have made it
a widely used tool in the machine learning field. As an ensemble method, XGBoost combines the predictions
of multiple weak learners, typically decision trees, to build a robust and accurate model. The algorithm works
by training decision trees sequentially, with each tree correcting the errors of the previous ones. This iterative
approach enables XGBoost to continuously improve its predictive accuracy. A key feature of XGBoost is
its use of gradient boosting, which optimizes model performance by minimizing a specific loss function.
Additionally, XGBoost incorporates regularized learning objectives to control the complexity of individual
trees, reducing overfitting and enhancing the model’s ability to generalize to new data. LightGBM: Light
Gradient Boosting Machine (LightGBM) is a high-performance gradient boosting framework for machine
learning, praised for its speed, efficiency, and superior predictive performance, particularly when dealing
with large datasets. Like XGBoost, LightGBM is based on the gradient boosting algorithm, which builds
an ensemble of decision trees sequentially, with each tree correcting the errors of the previous one. What
sets LightGBM apart are its innovative tree-building and optimization techniques. Two key innovations
are Gradient-based One-Side Sampling (GOSS) and Exclusive Feature Bundling (EFB). GOSS enhances
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efficiency by selecting the most important data instances for training, while EFB reduces dimensionality
by bundling mutually exclusive features. These techniques allow LightGBM to significantly reduce memory
usage and training time, enabling it to efficiently handle large datasets and high-dimensional feature spaces
with exceptional speed. Stacking (Stacked Generalization): Stacking combines models of different types
(e.g., decision trees, SVMs, neural networks) and employs a meta-learner (often a simpler model like linear
regression or another decision tree) to learn how best to combine their predictions. This method harnesses
the strengths of diverse models to achieve superior overall performance. Voting: Voting methods aggregate
predictions from multiple models (e.g., classifiers or regressors) and make final predictions based on either
a majority vote (for classification) or averaging (for regression). Voting can be implemented as Hard Voting
(simple majority vote) or Soft Voting (weighted average of probabilities). Ensemble Learning is widely
favored for its ability to mitigate overfitting, improve generalization, and enhance prediction reliability by
leveraging the complementary strengths of diverse models. This approach is integral to achieving higher
accuracy and robustness in machine learning applications.

4.3 Deep Learning

Deep learning, a specialized branch of machine learning, utilizes neural networks with multiple layers
to analyze diverse types of data. These deep neural networks are adept at automatically identifying patterns
and features from large datasets, making them particularly effective for processing images, text, and speech.
The power of deep learning lies in its capacity to learn from raw data and improve with increased data
and computational resources, making it essential in areas like computer vision, natural language processing
(NLP), and speech recognition. Different deep learning algorithms are designed for specific tasks and data
types. Convolutional Neural Networks (CNNs) are widely used in computer vision tasks such as image and
video recognition, classification, and medical image analysis. They utilize convolutional layers to extract
features, pooling layers for down-sampling, and fully connected layers for classification. Recurrent Neural
Networks (RNNs), including Long Short-Term Memory Networks (LSTMs), are well-suited for sequential
data like time series analysis, NLP, speech recognition, and translation. RNNs process data sequences through
teedback loops, while LSTMs handle long-term dependencies and mitigate issues like the vanishing gradient
problem. Other significant algorithms include Generative Adversarial Networks (GANs), Autoencoders,
Transformer Networks, and Deep Belief Networks (DBNs). GANs generate realistic data samples and are
used in applications like image synthesis, super-resolution, and style transfer by training two networks (a
generator and a discriminator) simultaneously. Autoencoders are employed for tasks such as dimensionality
reduction, feature learning, anomaly detection, and data denoising through an encoder-decoder architecture.
Transformer Networks excel in NLP tasks such as translation, summarization, and question answering, using
self-attention mechanisms to manage long-range dependencies. DBNs are utilized for unsupervised learning,
pre-training deep networks, and dimensionality reduction, comprising multiple layers of stochastic, latent
variables. Each of these algorithms offers unique benefits and is tailored to specific applications, highlighting
the adaptability and effectiveness of deep learning in solving complex problems.

4.4 Federated Learning

In recent years, federated learning (FL) has emerged as a powerful paradigm for training machine
learning models in a decentralized manner. Unlike traditional centralized approaches that require raw data
to be transmitted to a central server, FL enables devices such as IoT nodes to collaboratively learn a shared
model while keeping their data local. This is particularly advantageous in the context of IoT environments,
where data privacy, communication overhead, and resource limitations are significant challenges. Applying
FL in intrusion detection systems enhances both data security and scalability, allowing multiple IoT devices
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to contribute to the learning process without exposing sensitive information. Periodic model updates are
aggregated at a central server, ensuring the detection model improves over time with input from diverse
environments. This decentralized training not only preserves privacy but also improves the system’ ability to
detect distributed or location-specific threats. By applying federated learning into IDS designs, researchers
and developers may solve significant constraints of traditional models, such as data breach vulnerability and
reliance on huge labeled datasets. As a result, FL offers a potential approach to developing robust, adaptable,
and privacy-aware intrusion detection systems in current IoT environments.

Choosing the right algorithm for intrusion detection has a significant impact on the effectiveness and
efficiency of the system. Key performance metrics such as accuracy, precision, and recall help determine how
reliably the algorithm can identify both genuine threats and false alarms. For instance, high precision reduces
the number of false positives, while high recall ensures that actual threats are not missed. The Fl-score offers
a balanced view when precision and recall are in conflict, which is often the case in real-world intrusion
scenarios with imbalanced data. Table 4 explains these metrics in more detail, providing a clear understand-
ing of how each one contributes to evaluating algorithm performance. Additionally, practical considerations
such as training time and computational complexity affect how quickly and resource-efficiently the system
can be deployed and maintained. Scalability is also crucial, as intrusion detection systems must often handle
large volumes of network traffic. Moreover, the algorithm’s sensitivity to noise determines its robustness
against irrelevant or misleading data, which is common in real-world environments. Therefore, selecting the
most appropriate algorithm involves balancing detection performance with practical constraints to ensure
accurate, fast, and reliable intrusion detection.

Table 4: UNSW-NBI5 Dataset features

Feature L.
Feature Description
name
1 Issmipspors Port
2 Isftplogin Protocol
3 Label Label
4 Dur Duration
5 Sload Source bits
6 Dload Destination bits
7 Sjit Source jitter
8 Djit Destination jitter
9 Sintpkt Source interpacket
10 Dintpkt Destination interpacket
11 Teprtt TCP connection
12 Synack TCP connection
13 Ackdat TCP connection
14 Sport Port name of origin
15 Dsport Number of the destination port
16 Sbytes Transaction data from source to recipient
17 Dbytes Transaction data from source to recipient
18 Sttl Time to exist from origin to destination
19 Dttl Time to exist worth destination to source
20 Sloss Resends or deleted source data

(Continued)



Comput Mater Contin. 2025;85(1) 315

Table 4 (continued)

Feature

Feature Description
name
21 Dloss Resends or deleted destination packages
22 Spkts packet quantity from the point of origin to the
destination
23 Dpkts Packet quantity from target to source
24 Swin Expected transmission bringing positive value
25 Dwin TCP window message number at destination
26 Stcpb TCP stream base identifier
27 Dtcpb TCP destination base identifier
28 Srcip Sourcel Paddress
29 Dstip Destination IP address
30 Proto Transaction protocol
32 Service httpftpsmtpsshdnsftp-data
33 Attackcat Name of attacs
34 Stime Keep track of the commencement time.
35 Ltime Keep track of the last occasion

4.5 Components of IDS

e Data source

An intrusion detection system (IDS) detects security hazards in networks and computer systems
through several phases and procedures. IDS systems collect data from various sources to detect potential
security threats. Network traffic is captured and analyzed through sensors that monitor data exchanges
between network devices. System logs from servers, routers, firewalls, and other network devices offer
insights into system activities and events. Application logs track specific actions and events unique to software
applications. Additionally, endpoint data, including logs, event data, and file integrity checks from individual
devices, provide further context for identifying threats. These diverse data sources help IDS systems monitor
and protect against security risks effectively.

o  Preprocessing

Preprocessing data is essential in data analysis, particularly in intrusion detection, where data quality
directly affects the performance of algorithms. The process includes data cleaning, which removes redun-
dant or erroneous data and corrects inconsistencies to improve dataset quality. Data formatting ensures
consistency across different sources, preventing interpretation errors and enabling smooth integration.
Feature extraction identifies and selects relevant attributes, transforming raw data into a structured format
that highlights important patterns, improving anomaly and threat detection. These preprocessing steps
enhance data quality and consistency, ensuring more effective analysis and decision-making in intrusion
detection [56].

o Analysis

The analysis step is crucial for the operation of an Intrusion Detection System (IDS), where preprocessed
data is evaluated to detect trends, abnormalities, or potential intrusions. Different IDS types employ various
analysis methods. In signature-based analysis, the IDS compares incoming data against a database of known
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attack patterns or signatures, triggering an alert when a match is found. On the other hand, anomaly-based
analysis establishes a baseline of normal system behavior and detects deviations from this baseline, even if
the intrusion is novel or unknown. This approach allows the IDS to identify and alert on emerging security
risks that do not match known attack patterns.

o Response

Once an Intrusion Detection System (IDS) detects an intrusion or anomaly, it initiates various actions
based on organizational rules and IDS configurations. These actions typically include alerting security
professionals or administrators through notifications. Additionally, automated responses may be triggered,
such as restricting network traffic from the intrusion source, isolating affected systems, or activating
predefined incident response protocols. The IDS also logs detailed information about the intrusion events for
auditing, forensic analysis, and compliance purposes. In more severe cases, a coordinated incident response
procedure may be implemented to investigate, contain, and mitigate the intrusion. Overall, an IDS plays a
vital role in collecting and preprocessing data, analyzing suspicious patterns, generating alerts, and taking
proactive steps to protect the security and integrity of network and computer systems.

4.6 Datasets

In this section, we presented all the datasets used for evaluating intrusion detection systems, detailing
their characteristics, relevance, and the specific roles they play in benchmarking the performance of various
detection approaches.

NSL-KDD Dataset is a suggested dataset to address a number of the KDD99 underlying flaws in the
dataset. However, this latest iteration of the KDD dataset a few of the subjects are nevertheless available
mentioned by [57] (2025) and could not be an exact representation of current network systems, we truly
think it can nevertheless be used as an efficacious benchmark dataset to assist learners directly compare
interruption detection systems due to the absence of general populace data sets for network-based IDSs.
Moreover, the NSL-KDD train and testing dataset have a significant quantity of entries. This benefit allows
you to complete avoid being forced to select a little part at randomly. As a result, the assessment conclusions
of numerous research initiatives will be similar and constant.

The Australian Cyber Security Centre developed the UNSW-NBI15 dataset. Centre’s Cyber Field Labora-
tory. It is commonly employed owing to the diversity of innovative assaults it offers. Fuzzers, Threats include
assessment, backdoors, and denial of service, exploits, generic, reconnaissance, shellcode, and worms. It has
an 82,332-record training dataset and 175,341 records testing set. The Canadian Institute for Cybersecurity has
made an accessible identification of breaches CICD0S2017 dataset including application layer DoS assaults
accessible (see Table 5). The study carries out eight denial-of-service assaults on the web application. By
enrolling the resultant records with attack information, regular user activity was produced [58].

Table 5: CICDoS 2017 Dataset features

Feature number Feature name Type
1 FlowID Basic features
2 SourcelP host features
3 SourcePort host features
4 DestinationIP host features
5 DestinationPort host features
6 Protocol host features

(Continued)
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Table 5 (continued)

Feature number

Feature name

Type

7

8

9

10
1
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39

Timestamp
FlowDuration
TotalFwdPackets
TotalBackwardPackets
TotalLengthof FwdPck
TotalLengthofBwdPck
FwdPacketLengthMax
FwdPacketLengthMin
FwdPckLengthMean
FwdPacketLengthStd
BwdPacketLengthMax
BwdPacketLengthMin
BwdPacketLengthMean
BwdPacketLengthStd
FlowBytes/s
FlowPackets/s
FlowIATMean
FlowIATStd
FlowIATMax
FlowIATMin
Fwd IAT Total
FwdIATMean
FwdIATStd
FwdIATMax
FwdIATMin
Bwd IAT Total
BwdIATMean
BwdIATStd
BwdIATMax
BwdIATMin
FwdPSHFlags
BwdPSHFlags
FwdURGFlags

Basic features
Basic features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features

Kyoto 2006+ Dataset (Table 6) is a massive database of legitimate networking honeypots traffic that
contains just a tiny integer and a selection of realistic, regular user activity. The authors converted packet-

based communication to a current design known as sessions. Every transaction comprises 24 variables, 14 of

whom are relevant data features, while the following ten elements are common crowded road variables, such

as duration, IP addresses, port. The information was gathered throughout a three-year period and includes

around 93 M encounters [59].
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Table 6: Kyoto 2006+ Dataset features
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Feature number

Feature name

Type

1 Duration

2 Service

3 source_bytes

4 Count

5 same_srv_rate, serror_rate
6 Srv_serror_rate

7 dst_host_count

8 dst_host_srv_count

9 dst_host_same_src_
10 dst_host_serror_rate

1 dst_host_srv_serror_rate
12 Flag

13 Label
14 source_port_number
15 destination_port_number
16 Durationl
17 destination_bytes
18 port_rate

Basic features
host features
host features
host features
host features
host features
Basic features
Basic features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features
Content features

BoT-IoT Dataset is over 72 million files are included, encompassing, service scan, DDoS, DoS key-
logging, and fileless threats (Table 7). To mimic the network activities of IoT devices, the Endpoint tool
was applied. Machine-to-machine (M2M) interactions are linked using MQT'T, a lightweight transmission
control protocol. Remotely controlled surveillance station, smart refrigerators, and motion actuated lights

garage door, and nest thermostat are the testing ground IoT applications [60].

Table 7: Bot-IoT Dataset features

Feature number  Feature name Data type Description
1 PkSeqID Ordinal Identifier
2 Seq Numerical Sequencenumber
3 Mean Numerical  The total duration of combined entries
4 Stddev Numerical Accumulated record standard error
5 Min Numerical Minimal averaged record length
6 Max Numerical Minimal averaged record length
7 Srate Numerical Source destination
8 Drate Numerical Destination source
9 NINConnPSrcIP  Numerical = Overall number of originating IP frames
10 NINConnPDstIP  Numerical Overall number of Target IP frames

IoT-23 Dataset consisting of 23 network fragments of IoT traffic, 20 from compromised Smart nodes
and three from actual IoT network traffic (Table 8). In each harmful situation, Raspberry Pi virus was
executed utilizing various protocols and executing different behaviors. The netflow grab for innocuous



Comput Mater Contin. 2025;85(1) 319

situations was gathered from the network traffic of 3 authentic IoT systems: a Led Lighting smart LED bulb,
an Amazon Echo smart personal assistant, and a Somfy smart door lock. Both harmful and benign cases
were tested in a supervised distributed system with an unrestricted internet access, similar to a genuine
Sensor node [61]. Furthermore, the IoT-23 dataset, updated in 2024, offers recent real-time traffic captures
and includes 23 labeled scenarios involving various malware and benign activities. Developed through
collaboration between Avast AIC Labs and the Czech Technical University in Prague, IoT-23 provides a
modern benchmark for evaluating IDS solutions in diverse IoT setups.

Table 8: 10T-23 Dataset features

Feature Data type Description
1 fields-ts Flow initiation period
2 Uid Identical Number
3 id.orig-h Protocol address of origin
4 id.orig-p Sourceport
5 id.resp-h  IP address of the final destination
6 id.resp-p Destinationport
7 Proto Protocol for Transactions
8 Service ftp,smtp,ssh, http, dns, etc.

EdgelloT introduced in 2022, is a recent and realistic dataset specifically designed to support research in
Industrial Internet of Things (IIoT) cybersecurity (Table 9). It reflects real-world edge computing scenarios
where critical decisions are made closer to the data source, reducing latency and improving responsiveness.
The dataset contains a wide range of network activities and simulated cyberattack scenarios, making it ideal
for training and evaluating machine learning-based intrusion detection systems (IDS). A key feature of
Edge-110T is its support for both centralized and federated learning approaches. In centralized settings, data
from all edge nodes is collected and processed at a central server. Alternatively, federated learning allows
for decentralized training directly at edge nodes, preserving privacy and reducing communication overhead.
This versatility makes Edge-IIoT a valuable asset for the development of scalable, adaptive, and privacy-
preserving IDS solutions, especially in modern IIoT and smart infrastructure environments. By utilizing
Edge-IIoT, researchers can experiment under realistic network conditions and assess the robustness and
generalization capabilities of their IDS models, paving the way for more secure and efficient edge-based
deployments [62].

Table 9: Analysis and description of many datasets for IoT environments

Dataset Year Description Algorithms Techniques
lacks
DARPA 1999 Darpa is a dataset that contains interactions ML There was
respectively source and destination IP no IDS
addresses. This dataset includes different assessment

attacks between IP addresses.

(Continued)
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Table 9 (continued)

Dataset Year Description Algorithms Techniques
lacks
NSL- 2018 NSL-KDD is an updated release of the ML, DL -
KDD KDD’99 data set. This is a useful benchmark

data set for scientists to compare various

intrusion detection systems.

UNSW- 2015 The UNSW-NB 15 dataset was generated by =~ ML, DL -
NBI5 ACCS Cyber Range Lab will create a blend of
genuine contemporary regular objects and
synthetic real-time assault patterns.
BoT-IoT 2019 Constructed from valid IoT connectivity as ML, DL -
well as malicious botnet traffic on

IoT-specific network systems.

CICDo0S2017 2017 The UCICIDS2017 file comprises innocuous ~ ML, DL No IIoT data
and up-to-date known attacks, closely included
comparable to actual real-world facts

(PCAPs).
Kyoto 2006 The Kyoto 2006+ dataset is based on actual 3 ML Model of
2006 network traffic records labeled as normal, ToT attack
attack, and unidentified attack. limitation
IoT-23 2020- IoT-23 is a fresh network traffic dataset from ML, DL -
2024 IoT gadgets. It has 20 attacks collect in Iot
nodes and 3 innocuous IoT device traffic
encapsulates.
EdgelloT 2022 Edge-IIoT, published in 2022, is a realistic ML, DL, -
cybersecurity dataset designed for Industrial FL
IoT (IIoT) environments, supporting both
centralized and federated learning
approaches. Its diverse attack scenarios and
real-world edge computing context make it a
valuable resource for training and evaluating
scalable and privacy-preserving intrusion
detection systems (IDS).

5 Related Works of IDS

IDS have been extensively studied to address the challenges posed by increasingly complex and hetero-
geneous network environments. Several contributions have focused on developing adaptive and efficient IDS
tailored to cloud, industrial, and software-defined network infrastructures. Elbakri et al. [63] proposed an
adaptive cloud intrusion detection system based on the Pruned Exact Linear Time (PELT) technique. This
approach improves the efficiency of anomaly detection in cloud environments by reducing computational
complexity while maintaining accuracy, which is crucial for real-time detection in large-scale systems.
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Fernandez et al. [64] presented a comprehensive review of the SMOTE algorithm, a synthetic over-
sampling technique designed to address class imbalance in datasets—a frequent issue in IDS data where
attack samples are underrepresented. Their work highlights both the progress and the remaining challenges
in applying SMOTE effectively.

Farag and Barakat [65] explored the application of smart structural systems for sustainable smart cities.
Although this work is not focused directly on IDS, it lays the foundational ideas for integrating anomaly
detection mechanisms into smart infrastructures, which can be extended to security monitoring.

Sajid Farooq et al. [16] developed a fused machine learning approach combining multiple classifiers
to enhance intrusion detection accuracy. Their method targets improved detection rates and reduced false
positives, addressing the limitations of single-model IDS.

Hande and Muddana [18] surveyed various IDS methods for Software-Defined Networks (SDN).
Their analysis emphasizes the importance of scalable, adaptive, and programmable IDS that leverage SDN’s
flexibility to detect threats effectively at the network level.

He et al. [19] proposed a hybrid IDS for industrial cyber-physical systems, combining system state
monitoring with network traffic anomaly detection. This dual-layer approach improves the robustness and
early detection of complex attacks targeting industrial control environments.

Xu et al. [53] introduced an IDS based on a deep neural network with gated recurrent units (GRU),
capable of capturing temporal dependencies in network traffic data. This model demonstrates improved
performance in detecting sequential patterns associated with attacks.

Xu et al. [54] presented DEMGAN, a machine learning-based evasion scheme targeting IDS. This work
raises awareness of adversarial attacks on IDS models and highlights the need for defenses against evasion
techniques in real-world deployments.

Yang et al. [56] developed Dift-IDS, a network intrusion detection model utilizing diffusion models to
effectively handle imbalanced data samples. Their approach improves detection rates by modeling complex
data distributions more accurately.

Yang et al. [66] proposed an IDS combining Bidirectional Long Short-Term Memory (Bi-LSTM)
networks with attention mechanisms. This architecture enhances the ability to focus on important features
in sequential network data, resulting in higher detection accuracy.

Together, the above studies cover a broad spectrum of IDS research, from addressing data imbalance
and adversarial attacks to leveraging deep learning and hybrid methods for diverse environments such as
cloud, industrial systems, SDN, and smart cities (see Table 10).

Table 10: A comparative analysis between traditional IDS and modern IDS technologies

Aspect Traditional IDS Modern IDS (Recent Advances)
Detection Primarily signature-based and Incorporates ML, DL, and ensemble learning for
techniques anomaly-based methods. advanced anomaly detection.
Deployment Centralized, often tailored to Distributed, cloud-based, edge/fog computing;
environment traditional IT systems. includes federated learning.
Adaptabilityto ~ Low adaptability due to limited High adaptability with lightweight and
IoT scalability and resource needs. resource-aware algorithms.
Update Manual updates of threat Autonomous learning from data streams,
mechanisms signatures and rules. self-adaptive models.

(Continued)
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Table 10 (continued)

Aspect Traditional IDS Modern IDS (Recent Advances)
Scalability Challenged by network size and Highly scalable using distributed architectures.
complexity.
False posi- High in anomaly-based systems Reduced using hybrid models and context-aware
tive/negative due to static thresholds. filtering.
rates
Data Limited to packet headers and Uses multimodal data, behavioral patterns, and
requirements basic traffic features. contextual metadata.
Examples Snort, Suricata, Bro/Zeek. Kitsune, Federated-Learning IDS, CNN-LSTM,

Autoencoder-based IDSs.

6 Description of a Proposed Intrusion Detection Model

In this section, we demonstrate an example of an intrusion detection system based on ensemble
learning. For implement this IDS, we provide numerous options to test our intrusion detection technique
for IoT security.

6.1 Our Proposed Model

The suggested detection framework includes four different phases: For increase data quality, our
suggested approach concentrates on preparation and normalization (Fig. 4). Preparation is a beneficial
process that aims to remove noise and cleanse data. In addition, the data are normalized in the interval
[0, 1] using the min max approach to minimize the unfavorable effect of characteristics with a heavy weight
of entries. At the implementation level, we recommend extracting dataset examples to minimize various
difficulties such as preparation and a large number of data. There are multiple ways for reducing the amount
of characteristics prior to using a dataset for training and validation of a classification algorithm. In this
scenario, we apply PCA to do this assignment. The PCA is a mathematical approach that aims to generate a
reduced dimensional representation of the source data by lowering large and complicated complexity while
retaining all sensitive details. The reduction procedure reduces learning curve and computing costs without
impacting outcomes effectiveness. The primary goal is to uncover and identify relevant data (features) across
huge network traffic datasets, to ensure that the proposed ensemble-based intrusion detection framework
achieves reduced adaptation errors, fewer FAR, and accurate results and malware detection. As a result, they
minimize cost while also enhancing the efficiency of the intrusion detection framework. As a result, we
employ the mutual information method of feature selection. As Information Gain, the gain of each element in
the setting of the target attribute is evaluated. The computation is alluded to as mutual information between
two random variables in this slightly modified use. We use the 10-fold cross validation approach provided
in [23] to verify our conceptual approach. The algorithm seeks to arbitrarily divide the entire dataset into ten
equal-sized sections. The model is trained in nine sections, with the last portion being tested. The technique
is again repeated 10 times to train and construct an effective classifier capable of detecting intrusions inside
the traffic network. Only characteristics that match a predefined condition are employed in model training
and validation. The last phase is classification, which gives a category to an instance. As a result, the acquired
classifier first from validation and training steps may predict categories of new examples. Build and train an
ensemble-based XGBoost system with hyper-parameter optimization for this purpose.
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Figure 4: Proposed model

6.2 Performances Evaluation and Results Evaluating

Intrusion Detection Systems (IDS) is a crucial aspect of ensuring reliable and accurate anomaly
detection, particularly in IoT environments. The performance of any IDS classifier is significantly influenced
by the datasets used during the training and testing phases, as shown in Table 11. In this study, three
widely recognized datasets are employed: BoT-IoT, Edge-IloTset, and IoT-23. The BoT-IoT dataset is
specifically labeled for multi-class classification tasks. It includes annotations that distinguish attack flows,
attack categories, and their respective subtypes. Notably, the dataset is highly imbalanced, with attack
traffic representing 99.99% of the total, while only 0.01% is benign. It provides 46 features, including the
target variable. The second dataset, Edge-IloTset, is a recently proposed and realistic cybersecurity dataset
designed for IoT applications. It supports IDS model training under both centralized and federated learning
paradigms, offering flexibility and relevance to modern IoT security research. The third dataset, IoT-23, was
collected by the Avast AIC Lab in collaboration with the Czech Technical University in Prague. It contains
real-world network traffic, comprising 20 malware capture scenarios from infected IoT devices and three
benign traffic captures with anomalies. For experimentation, models were developed and tested using a
Kaggle computing environment equipped with 15 GB of GPU memory and a 64-bit operating system. The
implementation utilized Python 3.9.7 in Jupyter Lab, with essential libraries such as pandas, numpy, and
sklearn to support data processing and machine learning operations.

To assess the performance of our proposed intrusion detection system (IDS), we conducted a series of
experiments using three well-established datasets: BoT-IoT, Edge-IIoT, and IoT-23 (Table 11). These datasets
are widely used in the research community for benchmarking IDS solutions due to their richness in attack
types and traffic patterns, representing real-world IoT scenarios (Figs. 5 and 6).

Table 11: Data reconstructions

Dataset  Training (60%) Testing (40%) Validation

BoT-IoT 2,201,113 2,201,113 3,668,522
IoT-23 807,973 538,648 1,346,622
Edge-IloT 63,120 63,120 157,800
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On the BoT-IoT dataset, as shown in Table 12 our system achieved exceptional results, with an accuracy
and precision of 99.99%, a recall of 100%, and an Fl-score of 99.99%. The area under the ROC curve (AUC)
was perfect at 100%, reflecting the model’s strong ability to distinguish between normal and malicious activ-
ities. The training time for this dataset was 33.6 s, while the detection time per instance was 0.714 s, showing
a balanced trade-off between accuracy and efficiency. The system also showed outstanding performance
on the Edge-IIoT dataset, achieving again 99.99% across all key performance metrics: accuracy, precision,
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recall, and Fl-score, with an AUC of 100%. Notably, this dataset demonstrated significant improvements in
processing speed, with a training time of only 0.6941 s and a detection time of 0.02156 s, making it particularly
suitable for time-constrained IoT environments such as edge or fog computing setups. Finally, on the IoT-
23 dataset, which contains both benign and malicious real-world IoT traffic, the system maintained high
accuracy at 99.98%, precision at 99.98%, and a recall of 99.91%, resulting in an Fl-score of 99.99% and AUC
of 100%. The training and detection times were 20.5 s and 0.815 s, respectively. These results reflect the
generalizability of the proposed IDS and its ability to perform reliably across heterogeneous traffic data.
Overall, the evaluation demonstrates that our IDS solution not only maintains high detection effectiveness
but also offers excellent efficiency in terms of training and inference times. These qualities make it a strong
candidate for deployment in real-time, resource-constrained IoT ecosystems.

Table 12: The performance indicators obtained from the evaluation on the Edge-IIoT, BoT-IoT, and IoT-23

Accuracy Precision Recall F1-Score AUC Learningtime (s) Detection time (s)

BoT-IoT 99.99 99.99 100 99.99 100 33.6 0.714
Edge-1IoT 99.99 99.99 100 99.99 100 0.6941 0.02156
IoT-23 99.98 99.98 99.91 99.99 100 20.5 0.815

7 Conclusion

We offered a complete description and evaluation of recent studies on vulnerability scanning in network
security. The survey examined the field from a variety of angles, covering various publications about IoT
security attack detection, addressing techniques to preprocessing and anomaly detection. We investigated
the research work and obstacles in several circumstances. We looked at preprocessing and anomaly detection
methods. We investigated evaluation approaches, such as metrics and datasets, in order to improve the evalu-
ation process. We tallied community members and plotted their collaborative network. To allow repeatability
and additional study, we have made our publishing statistics and categorization descriptions accessible. Our
findings indicate that the study on network anomaly detection is imbalanced among performance. Because
of the delicacy and secrecy of industry network data, researchers in the Information centric area frequently
do not share their datasets. The scarcity of data sets hinders Heterogeneous network security research.
A fundamental aspect restricting study in the IoT space is a shortage of datasets. Researchers commonly
need to develop IoT network environments to mimic data before undertaking security studies. In terms of
contemporary intrusion detection algorithms, supervised learning remains the dominant approach. These
investigations, though, must be developed in addition to existing labeled data. The data we acquire during
practical application is annotated. We contend that semi-supervised learning unsupervised are the most
effective methods for identifying network abnormalities. Furthermore, we feel that automatic tagging of
data from the device is an area worthy of further investigation. Furthermore, it has been demonstrated that
the hostile environment has an influence on ML-based network anomaly detection techniques. As a result,
greater study into anti-perturbation anomaly detection in hostile contexts is required.
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