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ABSTRACT: With the proliferation of online services and applications, adopting Single Sign-On (SSO) mechanisms
has become increasingly prevalent. SSO enables users to authenticate once and gain access to multiple services,
eliminating the need to provide their credentials repeatedly. However, this convenience raises concerns about user
security and privacy. The increasing reliance on SSO and its potential risks make it imperative to comprehensively
review the various SSO security and privacy threats, identify gaps in existing systems, and explore effective mitigation
solutions. This need motivated the first systematic literature review (SLR) of SSO security and privacy, conducted in
this paper. The SLR is performed based on rigorous structured research methodology with specific inclusion/exclusion
criteria and focuses specifically on the Web environment. Furthermore, it encompasses a meticulous examination and
thematic synthesis of 88 relevant publications selected out of 2315 journal articles and conference/proceeding papers
published between 2017 and 2024 from reputable academic databases. The SLR highlights critical security and privacy
threats relating to SSO systems, reveals significant gaps in existing countermeasures, and emphasizes the need for more
comprehensive protection mechanisms. The findings of this SLR will serve as an invaluable resource for scientists and
developers interested in enhancing the security and privacy preservation of SSO and designing more efficient and robust
SSO systems, thus contributing to the development of the authentication technologies field.
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1 Introduction

In today’s digital landscape, it has become increasingly common for individuals to have multiple online
accounts across various platforms. In February 2025, the number of social media platforms’ users was
approximately 5.24 billion out of 5.56 billion internet users worldwide, and that number is rising each year [1].
Managing multiple accounts with different usernames and passwords, from social media to email, banking,
and shopping websites, can be challenging. Due to human memory limitations, users struggle to remember
passwords for numerous accounts. Consequently, this leads to using weak and easily guessable passwords or
adopting insecure account management techniques such as reusing passwords [2-4]. Single Sign-On (SSO)
solutions have emerged as a promising approach to alleviate this burden, allowing users to seamlessly access
multiple services using a single set of credentials. Due to its superior usability to reduce password fatigue
and ensure that users have strong authentication and account monitoring measures in place when accessing
third-party services, SSO has seen extensive adoption over the past decades [5]. The SSO mechanism allows
a user to seamlessly access multiple services or applications called Relying Parties (RPs) or Service Providers
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(SPs) using their identity on a trusted entity charged to authenticate users and store their login credentials
securely called Identity Provider (IdP) [6]. This process enables users to access various RPs by obtaining
a token containing their authentication credentials from the IdP, thus eliminating the need to remember
multiple passwords.

Numerous protocols have been developed for implementing SSO-based systems. Among these, OAuth
2.0 and OpenID Connect have become the most widely adopted and are currently regarded as industry
standards for enabling secure and scalable authorization and authentication in modern web applications
[7,8]. Their architecture, which relies on lightweight JSON structures and RESTful APIs, facilitates seam-
less integration, particularly with JavaScript-based frontends. This has contributed significantly to their
widespread adoption. These protocols are employed by several prominent identity providers to deliver
SSO functionality, including platforms such as Google, Facebook, Microsoft, Amazon, and GitHub [9,10].
In contrast, while protocols like SAML continue to be applicable in traditional enterprise environments,
their reliance on XML and the associated implementation complexity can pose limitations in dynamic or
large-scale web ecosystems [11].

OAuth 2.0 is an authorization framework that enables users to provide restricted access to their
resources on an application to another (i.e., web app, native app, or API service) without sharing their
credentials. The OAuth 2.0 specification was introduced by the Internet Engineering Task Force (IETF) in
October 2012 as RFC 6749: The OAuth 2.0 Authorization Framework [12]. It involves the interaction of four
roles: resource owner, client, resource server, and authorization server. The resource owner refers to the entity
that possesses the authority to authorize access to a protected resource (i.e., the end-user), while the client is
the application requesting access to the protected resource (the client is itself the RP when OAuth2.0 is used
for SSO). The resource server is responsible for hosting the protected resources and validating the access
tokens given by the client. On the other hand, the authorization server is responsible for verifying the identity
of the resource owner and issuing access tokens to the client [13]. When using OAuth 2.0 for SSO, the
resource server and the authorization server jointly constitute the IdP. These roles work together to ensure
secure authorization and access control in OAuth 2.0. It is crucial to understand that OAuth 2.0 is mainly
an authorization protocol that grants access to protected resources and does not include an authentication
layer. Authentication is the procedure of confirming the identity of a user, while authorization determines
what actions a user is allowed to perform. OpenID Connect (OIDC) is a protocol that enables delegated
authentication by establishing an identity layer on top of the OAuth 2.0 protocol [14].

OIDC was developed in November 2014 by the OpenID Foundation. OIDC addresses the need for
authentication in OAuth 2.0 by providing a standardized way to verify the identity of users [15]. It allows
applications to obtain user information, such as name and email address, from an IdP and use it for
authentication purposes. OIDC enables RPs to confirm end-user identity by introducing a new type of token
to OAuth 2.0, called the ID token, in addition to the existing access token and authorization code [10]. The
ID token includes the user’s identification information, which is digitally signed by the IdP to ensure its
authenticity. RPs can use this ID token to securely authenticate and authorize users, providing a seamless and
secure user experience. In the Web environment, the SSO system has experienced significant growth. In a
study conducted by Ghasemisharif et al. [16], the authors analyzed a compilation of the top 1 million websites
based on Alexa rankings. Their findings revealed that 57,555 websites (6.30% of the list) support SSO. In 2020,
Zhang et al. [17] reported that over one million websites now support SSO through the OpenID Connect
protocol. This indicates a substantial increase in the adoption of SSO among web platforms. The Table 1 lists
the key acronyms used later in this study.
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Table 1: List of key acronyms

Acronym Definition Acronym Definition
APIs Application Programming Interfaces LR Literature Review
CAs Certification Authorities MITM Man-in-the-Middle
CP Conference Proceeding MPN Microsoft Partner Network
CSRF Cross-Site Request Forgery OAuth Open Authorization
DDoS Distributed Denial of Service OIDC OpenID Connect
DID Decentralized Identifiers PII Personally Identifiable Information
elD Electronic Identification RPs Relying Parties
EC Exclusion Criteria RQs Research Questions
FIDO Fast Identity Online SAML  Security Assertion Markup Language
HTTPS  HyperText Transfer Protocol Secure SLM Systematic Literature Mapping
IAM Identity and Access Management SLR Systematic Literature Review
IC Inclusion Criteria SPs Service Providers
IdM Identity Management SSI Self-Sovereign Identity
IdP Identity Provider SSO Single Sign-On
IETF Internet Engineering Task Force TPM Trusted Platform Models
IPFS InterPlanetary File System WRA Wildcard Receiver Attack
JA Journal Article XSS Cross-Site Scripting
JWT JSON Web Token

L1 Paper Motivation

Despite the benefits of SSO, it raises various security and privacy concerns that need to be addressed. For
example, in October 2016, Yahoo claimed that over 1 billion accounts had been affected by a security breach.
The central user database used for user authentication across all Yahoo products like Yahoo Mail, Sports or
Finance, was compromised. Therefore, the attackers not only obtained the usernames and email addresses
of the affected users, but also additional confidential information, including dates of birth, phone numbers,
hashed passwords, and unencrypted security responses [18]. In April 2018, Facebook alerted its 2.2 billion
users that their public profile information may have been compromised by malicious third-party scrapers.
Mark Zuckerberg, Facebook’s CEO, stated that these malicious actors used Facebook’s “Search” functions
to gather information on a large portion of its global user base. This revelation highlights Facebook’s
ongoing failure to safeguard user privacy, despite the significant revenue it makes from the same data.
This announcement follows the Cambridge Analytica scandal, in which the political consulting business
inappropriately accessed and abused personal data from 77 million users, reportedly affecting the 2016 US
presidential election [19]. In February 2023, Microsoft took action to remove fraudulent MPN accounts
that were being utilized to create malicious OAuth apps as a part of a phishing scam. The objective of this
campaign was to compromise organizations’ cloud environments and pilfer email data. The fraudulent actors
behind this scheme utilized the malicious apps to conduct a consent phishing campaign, tricking users
into granting permissions to these fraudulent applications. Then, these applications can be exploited to get
unauthorized access to legitimate cloud services and sensitive user data [20]. This demonstrates that an
insecure and ineffective SSO system can have potentially disastrous implications, such as unauthorized access
to sensitive information and resources, data breaches, identity theft, disruption of the system’s availability
and functionality, users’ privacy leakage, etc.
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Therefore, we chose to conduct a systematic literature review in this paper on the SSO ecosystem’s
security and privacy in the web environment. This study aims to identify the existing gaps in current SSO
systems, explore potential mitigation mechanisms and solutions that can be used to address the identified
threats, understand the current state of the art of SSO systems, and pinpoint the specific security and
privacy weaknesses that require improvement or further research. Through a comprehensive analysis of the
existing literature, we aim to consolidate a coherent body of knowledge on the topic. This knowledge will
be valuable to assist researchers, practitioners, and policymakers in better understanding the weaknesses in
their SSO-based systems, developing best practices and defense mechanisms, and taking proactive measures
and strategies to ensure the long-term security and privacy and the overall trustworthiness of SSO systems.

1.2 Paper Contributions

To the best of our knowledge, this SLR is the first of its kind in the literature since no previous work has
provided a large-scale review on SSO implementations and its standard protocols, OAuth 2.0 and OpenID
Connect, while simultaneously addressing both security and privacy aspects. The main contributions of this
review are as follows:

 Identify the various security and privacy threats associated with SSO implementations and its standard
protocols, OAuth 2.0 and OpenID Connect, as well as pinpoint their implications and the attacks that
can exploit each of the identified threats.

«  Explore and analyse the different mitigation techniques and measures proposed in the literature that can
be used to address the identified SSO security and privacy threats.

o Understand the state of the art of the current solutions and schemes proposed in the literature addressing
SSO security and privacy weaknesses to assess the effectiveness of the different mitigation techniques.

o Categorize and classify the different mitigation techniques based on the targeted threat, assessing
organizations and practitioners to choose the most effective technique to their needs and save significant
investments and resources.

o Highlight the specific weaknesses where further research or improvement is needed, enabling

researchers and practitioners to focus their efforts on addressing these critical areas for advancement in
the field.

1.3 Paper Outline

The remainder of this paper is organized as follows: Section 2 presents the related works. Section 3
describes the research methodology followed in this study. Section 4 provides the findings of the conducted
SLR, answering all the highlighted research questions. Finally, Section 5 concludes the paper and specifies
future works. Fig. 1 illustrates the overall outline of this systematic literature review.
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Figure 1: The overall outline of this SLR

This section provides an overview of studies that have undertaken a literature review on the SSO

system or any other similar system. Table 2 presents a list of surveys, literature reviews or systematic
literature reviews that have addressed SSO, IAM, IDM, or any other authentication and authorization system,
while specifying the environmental focus, data sources, publication types and search methodology used in

each study.
Table 2: State of the art concerning SSO reviews
Ref. Year Study Addressed system Security/ Environment Data sources Data Search
type Privacy type methodology
[21] 2012 Survey SSO Security - - - -
[22] 2016 LR SSO Security Cloud - -
[23] 2018 Survey SSO Security - - - -
[24] 2022 SLM IdM Security and Web IEEE Xplore, - Kitchenham
privacy ACM, et al. (2011)
Science
Direct,
Springer and
Wiley.

(Continued)
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Table 2 (continued)

Ref. Year Study Addressed system Security/ Environment Data sources Data Search
type Privacy type methodology
[25] 2022 SLR Authentication and Security - DBLP, IEEE - Kitchenham
authorization in Xplore and et al. (2007)
microservices Scopus.
[26] 2023 SLR APIs Security Web and mobile Scopus, IEEE CP and Kitchenham
Xplore, and JA et al. (2007)
ACM.
[27 2023 SLR IAM Security Enterprises ACM, CP and Levy and
AlSeL, JA Ellis (2006)
EBSCO, and
EconBiz, Kitchenham
Emerland et al. (2009)
Insight,
Google
scholar, IEEE
Xplore,
JSTOR,
Springer, and
Web of
science.
[28] 2023 LR IdM Security ‘Web and mobile - - -
Our 2025 SLR SSO Security and Web Scopus, Web CP and Kitchenham
Work privacy of Science, JA et al. (2009)
ACM, IEEE
Xplore, and
Science
Direct.

Note: The symbol (-) indicates that the document analyzed is missing the criterion specified in the corresponding
column.

In 2012, Radha et al. [21] performed a survey on the SSO system, its various types, how and where they
are employed, and the types of credentials used in the complex SSO architecture. Moreover, it discusses the
different protocols used on SSO, including Kerberos, SAML, OpenID, and BrowserID.

In 2016, Cusack and Ghazizadeh [22] conducted a brief literature review on single sign-on security
risks in the cloud environment. The authors present an overview of the different identity management
technologies and solutions used to manage users’ access to cloud services. Additionally, they highlight the
security challenges associated with SSO in the cloud, including identity theft, single point of failure, and
user identity misuse. Next, the paper proposes a comprehensive solution to address these risks. This solution
involves using OpenID’s protocol along with Trusted Platform Models (TPM) for verification checks in order
to meet user requirements while strengthening the trustworthiness and security infrastructure within SSO.

In 2018, Nongbri et al. [23] provided a survey on single sign-on, describing how it works and its different
types. Subsequently, the authors describe the various protocols used in SSO, including OpenID, SAML,
BrowserID, and Kerberos, along with their associated security concerns. Finally, the manuscript presents the
advantages and drawbacks of token-based and PKI-based protocols.

In 2021, Rathee and Singh [24] conducted a systematic literature mapping on secure identity manage-
ment (IdM) using blockchain technology. The authors provide an extensive review of the IdM system and
its various challenges, including scalability, interoperability, and user privacy, with an emphasis on how the
emergence of blockchain has addressed these challenges. The manuscript also aims to examine the various
initiatives that have leveraged blockchain for IdM and identify the most widely used consensus mechanisms
across different blockchain-based IdM frameworks.
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In 2022, de Almeida et al. [25] performed a systematic literature review of authentication and autho-
rization security concerns within microservices architectures. In this review, the authors aimed to identify
the challenges and issues associated with authentication and authorization in microservices architecture.
The authors also provide solutions that utilize open-source technologies to build security mechanisms. The
authors also provide solutions that utilize open-source technologies for developing security mechanisms.
Notably, their findings highlighted the effectiveness of mechanisms like OAuth 2.0, OpenID Connect, API
Gateway, and JWT in mitigating the risk of unauthorized access to microservices if these mechanisms are
implemented correctly.

In 2023, Mousavi et al. [26] conducted a Systematic Literature Review to provide a comprehensive
understanding of the different types of security API misuses reported in the literature. To achieve this,
the authors specifically focused on analyzing the usage patterns of six prominent security APIs: cryp-
tographic primitives, SSL/TLS, OAuth, Fingerprint, Spring, and SafetyNet Attestation. Furthermore, the
study examined the existing approaches developed for detecting security API misuses and evaluated their
effectiveness. The authors also provided valuable recommendations for best practices based on their key
findings and identified areas that require further research in the field of security API misuse detection.
In the same year, Glockler et al. [27] initially conducted a comprehensive review of existing literature to
examine and comprehend the requirements for Identity and Access Management (IAM) systems from an
enterprise standpoint. Additionally, they explored the potential advantages of self-sovereign identity (SSI),
which is an emerging passwordless approach in identity management. SSI enables end-users to possess
cryptographic attestations stored in digital wallet applications. Moreover, the authors categorized these
IAM system requirements into four distinct aspects: security and compliance, operability, technology, and
user considerations. In a subsequent phase, they proposed a prototype for IAM based on SSI that can
fulfil requirements in all four categories of IAM system requirements. Twelve domain experts assessed this
prototype’s suitability for handling IAM issues. Another literature review was conducted in 2023 by Kiourtis
et al. [28]. The authors provided a comprehensive overview of the current state of identity management
(IDM) standards and regulations in information systems, including SAML, WS-Federation, OAuth, OpenlID,
FIDO, and Mobile Connect. These standards are essential for creating interoperable electronic identification
(eID) systems guaranteeing data safety and secure access to sensitive information. The manuscript considers
various architectural components, such as data domain and confidentiality needs, as well as different
scenarios. Additionally, it explores the utilisation of short- and long-range distance data exchange protocols.

Asillustrated in Table 2, various works provided research reviews to examine and understand the secu-
rity concerns in IAM systems, IDM systems, authorization and authentication in microservices architecture,
and security API misuses. Subsequently, only a few works have been conducted, either surveys or literature
reviews on the single sign-on system, to understand its workflow and different protocols. However, no
prior work has undertaken a large-scale systematic literature review on the SSO ecosystem and its standard
protocols, OAuth 2.0 and OpenID Connect, in the web environment, while simultaneously combining both
security and privacy.

3 Research Methodology

A literature review can be conducted using one of three methods: systematic review, semi-systematic
review, or integrative review. In this study, we opted for the systematic literature review methodology
to undertake a comprehensive investigation into the security and privacy aspects of single sign-on. The
systematic review method was chosen due to its reputation for accuracy and rigour in literature reviews. It
is recognized for its unbiased and thorough nature, as well as its transparent and replicable methodology,
which helps minimize bias and ensure credibility [29]. To ensure a robust and standardized process, our
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SLR follows the guidelines proposed by Kitchenham et al. [30]. The literature was filtered and selected in the
following steps: define the research questions (1), describe the search process (2), specify the inclusion and
exclusion criteria (3), apply quality assessment to the selected papers (4), and data synthesis (5).

3.1 Research Questions

When embarking on an SLR, the first crucial step is to determine the research questions and the
motivation behind answering them. To align with our study’s goal, we have pinpointed four research
questions (RQs) that explore the security and privacy issues related to SSO, their effects, and potential
solutions. These questions serve as a foundation for identifying and selecting relevant studies for the
review. Table 3 shows these research questions and explains the motivation for answering each one of them.

Table 3: Research questions and motivation

Research question Motivation

RQI: What are the various security
vulnerabilities and threats
associated with SSO on the web
environment, and what are their
implications?

RQ2: What are the privacy threats
of SSO on the web environment,
and what are their implications?

RQ3: What are the possible
countermeasures that can be used
to mitigate SSO security and
privacy threats?

RQ4: What is the state of the art of
the existing SSO systems, and what
specific weaknesses still require
further research?

SSO is widely used for authentication in web-based
applications. Identifying and understanding SSO security
vulnerabilities and their implications is critical for
researchers, developers, and security professionals to
implement effective countermeasures and strategies.
While SSO systems offer convenience and efficiency; it also
raises privacy concerns. Therefore, it is mandatory to identify
the numerous SSO privacy threats and understand their
implications to help assess severity, identify research gaps,
and propose innovative approaches to enhance privacy
protection in SSO.

Identifying and analysing the mechanisms and measures that
can be used to mitigate the various SSO security and privacy
threats helps researchers and developers implement best
practices, guidelines, and standards to enhance SSO security
and privacy.

Understanding the state of the art of the current SSO schemes
proposed in the literature and identifying security and
privacy areas that require improvement or further research.
This helps make well-informed decisions when selecting and
implementing SSO solutions to meet specific privacy and
security requirements.

3.2 Search Process

To include relevant publications, we automated the search process using Web of Science' and Scopus”
scientific databases, ACM’ and IEEE Xplore" digital libraries and Science Direct’ search engines. These
sources offer an advanced search limiting the number of desired papers according to the year of publication,

1hktps:/'/'\\ ww.webofscience.com/wos/woscc/advanced-search (accessed on 17 June 2025)
https://www.scopus.com (accessed on 17 June 2025)

3I1llps:/’/'dl.aun.m-g (accessed on 17 June 2025)
https://ieeexplore.ieee.org (accessed on 17 June 2025)
https://www.sciencedirect.com (accessed on 17 June 2025)
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article type and subject areas. For our SLR, we limit the search to the past eight years’ publications (2017-
2024). Furthermore, we only include publications of conference proceedings (CP) and journal articles
(JA).

To answer the research questions of our study, we selected the most appropriate keywords and
did some tests to determine the best combination and variation of keywords using the logical oper-
ators AND and OR. To find relevant papers related to the objective of this review, we have used
the following keywords: “Single sign-on”, “OAuth”, “OpenID Connect”, “security”,
“privacy”, “attack” and “threat”. We used an automatic search in the mentioned data sources
above using the search string: (“Single sign-on” OR “OAuth” OR “OpenID Connect”)
AND (“security” OR “privacy” OR *“attack” OR “threat”).Theinitial search revealed
2315 publications after applying the time and document type filter.

3.3 Inclusion and Exclusion Criteria

To ensure clarity and accuracy during the selection process, it is crucial to establish predefined criteria
for inclusion and exclusion. These criteria help maintain rigour and objectivity throughout the process and
ensure that only high-quality studies are included in the final review. Therefore, we have applied the inclusion
(IC) and exclusion (EC) criteria outlined below to the publications retrieved in the preceding phase.

o Inclusion criteria:
IC1: Papers published between January 2017 and December 2024.
IC2: Papers published in journals and conferences, symposiums and workshops proceedings.
IC3: Papers that discuss SSO security and/or privacy vulnerabilities.
IC4: Papers that discuss security and/or privacy in OAuth and/or OpenID Connect protocols.
IC5: Papers that propose an SSO approach or scheme.

+ Exclusion criteria:
ECI: Papers that are not written in English.
EC2: Duplicated studies in different databases (we keep only one copy).
EC3: The emphasis of the paper is not on the web environment.
EC4: The paper’s full text is not accessible.
EC5: The paper’s focus, after reading the title and abstract, is out of the aim of this review.

3.4 Quality Assessment

After the inclusion and exclusion phase, the 130 selected publications will be evaluated according to
the quality assessment (QA) questions. The papers’ quality will be assessed by a list of questions to obtain a
classification of the best-evaluated studies. Table 4 shows the quality assessment questions used in our review,
along with the three possible responses “Yes”, “Partly” and “No”, and their corresponding scores: Yes = 2
points, Partly =1 point, and No = 0 point. Each paper will be classified according to the total score achieved for
the eight quality questions and the papers with a lower score than nine will be excluded. This ranking intends
to highlight publications that provide more comprehensive information to address the research questions
of our SLR. It is important to note that the exclusion of some articles does not imply that they are of worse
quality compared to the included ones. Rather, it signifies that the top-rated papers offer a greater amount of
information to address our specific questions. Based on the papers” quality analysis results, 88 papers were

selected to answer the research questions of this SLR. Fig. 2 illustrates the quality assessment results.
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Table 4: Quality assessment questions with corresponding potential scores
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QA;d Questions Response score
Yes (2 pt)  Partly (1 pt) No (0 pt)
QA1 Does the study clearly explain the context - - -
and the scope?
QA2 Does the work define a vulnerability in SSO - - -
and its impact?
QA3 Does the work propose some defence - - -
mechanisms to mitigate a threat?
QA4 Does the work propose an approach or a - - -
solution for SSO?
QA5 Does the work conduct an empirical study or - - -
analysis of the proposed solution or
discovered vulnerability?
QA6 Is the work compared with other similar - - -
works?
QA7 Does the work address both security and - - -
privacy?
QAS Does the paper make significant - - -

contributions to the field of study?

Number of publications

1 - Web of science
304 | 30
! ACM Digital Library
.- IEEE Xplore
25: ! Science Direct
1 : Scopus
: 7
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I 16 ' B
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Figure 2: Quality assessment results
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3.5 Data Analysis of QA Results

We examined the correlation between the quality score and the publication year of the paper. Table 5
presents the number of studies, average quality score, standard deviation, and standard error for each year
from 2017 to 2024. The average quality score ranges from 9.64 in 2018 to a peak of 12.28 in 2022, followed by a
slight decrease through 2024. The standard deviation, which provides information about how spread out the
quality scores are from the average value, shows some fluctuation over the years. It ranges from 1.05 in 2018 to
2.05in 2019 and 2.01in 2022. Interestingly, the standard deviation is identical for the years 2021 and 2023, both
recording a value of 1.44. Additionally, the standard error, representing the uncertainty of the average quality
score, varies between 0.28 in 2018 and 0.54 in 2022, indicating the precision of the average estimates for each
year. Notably, the standard error in 2022 is the highest, suggesting a slightly greater uncertainty around the
quality score in that year. In summary, the average quality score demonstrates a consistent increase from 2018
to 2022, reaching its maximum before showing a slight decline from 2022 to 2024. Meanwhile, the standard
deviation and standard error exhibit fluctuations, indicating changes in variability and the precision of the
estimates across the years.

Table 5: Data analysis of QA results for the selected SLR documents by publication date

Year Number of studies Average quality score Standard deviation Standard error

2017 6 10.16 1.60 0.65
2018 14 9.64 1.05 0.28
2019 9 11.22 2.05 0.68
2020 17 10.29 1.68 0.41
2021 12 10.42 1.44 0.42
2022 14 12.28 2.01 0.54
2023 12 11.92 1.44 0.42
2024 4 11.25 0.96 0.48

3.6 Results of the SLR Selection Process

The search query stated above was utilized across specific databases, digital libraries, and search engines
(i.e., Scopus, Web of Science, ACM, IEEE Xplore, and Science Direct). The initial search yielded a total of 7194
publications. Considering the substantial number of publications, we applied filters based on publication
time and type. Specifically, we included publications between 2017 and 2024. It is important to note that the
literature search was performed on 28 December, 2024. Therefore, only publications up to that date were
considered for 2024. Applying the time and document type filters reduced the number of publications to 2315.
Subsequently, a screening process was conducted by reviewing the titles and abstracts of the publications
and applying the predefined inclusion and exclusion criteria. This screening step further reduced the total
number of publications to 130. The selected publications in the inclusion and exclusion criteria step were
eligible to read the full text and answer the eight quality assessment questions illustrated in Table 4. After
applying the quality assessment and calculating the score of each article, 42 publications were excluded for
not including enough information to answer the research questions of this SLR. Ultimately, 88 publications
were included in this study, with 51 published as conference or proceeding papers and 37 as journal
articles. Table 6 illustrates the number of publications selected for each database, search engine, and digital
library during the various stages followed in this SLR. Furthermore, we integrated the Preferred Reporting
Items for Systematic Reviews and Meta-Analyses (PRISMA) methodology to effectively ensure transparency



4030

Comput Mater Contin. 2025;84(3)

and minimise bias. Fig. 3 presents an overview of the various phases in the selection process using the

PRISMA method.

Table 6: The number of selected papers in each step of our SLR methodology

Databases Initial Time and document Inclusion and Quality
search type filter exclusion criteria assessment

ACM digital library 1664 583 25 18
Web of science 882 359 31 22
Science direct 2641 665 14 10
IEEE xplore 562 187 25 15
Scopus 1445 521 35 23
Total 7194 2315 130 88
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Figure 3: PRISMA diagram summarizing the number of documents selected in each SLR methodology phase
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4 Results and Discussion

In this section, the results and discussion of the SLR are organized and presented in alignment with
each of the previously defined research questions.

4.1 SSO Security Threats (RQI)

This section presents our analysis of the security threats on the SSO ecosystem and its standard
protocols, OAuth and OpenID Connect, as highlighted in RQI. We provide an in-depth understanding of
the identified threats in the selected literature, including their potential implications and the various attacks
that can exploit each one of these threats. Table 7 summarizes the findings of our analysis.

Table 7: SSO security threats, attacks and implications

ST;d Security threat Implications Attacks
ST1 Online accounts Accounts takeover; PII Account Recycling attacks;
abuse disclosure; User impersonation; Account Compromise attacks;
Data breach; Reputation Email Address Collision attacks;
damage. Phishing attacks; Social
engineering attacks; Account
enumeration attacks.
ST2 Tokens abuse and PII disclosure; Conduct Eavesdropping attack; XSS attacks;
leakage malicious activities (spread Social engineering attacks;
malware\spam); Reputation Man-in-the-middle attack; SQL
manipulation; Tokens injection attack; Danger-Neighbor
disclosure; User impersonation; attack; OAuth 2.0 parameter
Accounts takeover. pollution attack; Path confusion
attack.
ST3 OAuth2.0 and Spoofing identity; PII CSRF attacks; IdP Mix-up attacks;
OpenID Connect disclosure; Tokens disclosure; 307 redirect attack; Partial
incorrect Accounts takeover; redirection URI manipulation
implementation Unauthorized access. attacks; XSS attacks; Impersonation
attacks; Phishing attacks; RP
account hijacking attacks; Replay
attacks; Signature Bypass attacks.
ST4 Vulnerable or Spoofing identity; Tracking user Injection attacks; CSRF attacks;
misconfigured SSO activities; Accounts takeover. Eavesdropping attack; MITM
SDKs attack; Phishing attacks.

(Continued)
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Table 7 (continued)

ST;d Security threat Implications Attacks
ST5 Single point of Spoofing identity; PII Cookie hijacking Attacks;
compromise disclosure; Cascading account Eavesdropping attacks; Phishing
compromise; User attacks; XSS attacks; Password
impersonation; Data breach; guessing attacks; Offline dictionary
Accounts takeover. attacks; Brute Force attacks; DoS

and DDoS attacks; Physical access
attacks; SQL injection attacks;
preemptive account hijacking
attack; Accounts Pre-hijacked

attacks.

STé6 Fraudulent SSO Spoofing identity; Accounts MITM attack; Golden SAML

authentication takeover; User impersonation. attack; Phishing attack; Password
tickets guessing attack.

ST7 Insecure Identity theft; Account Wildcard Receiver Attack;

integration of takeovers; Unauthorized access; Malicious Receiver Attack;
dual-windows SSO PII disclosure; Tracking the Malicious Initiator Attack;
user’s activities. Clickjacking attacks.
STS8 Hidden active User impersonation; Accounts Physical access attacks; Session
sessions takeover; PII disclosure. hijacking attacks; XSS attacks;
CSREF attacks.

Online accounts abuse (ST1): Current SSO systems rely on email addresses to link accounts with
the users’ real identities. The IdP is responsible for ensuring safe SSO authentication services to users by
granting them access and assigning a unique UserID and other attributes to RPs. On the other hand, RPs
identify the user’s account associated with the provided identity by checking the UserID first, then the user’s
email address. Most RPs agree that a matched email address is enough to identify the user and successfully
grant him access, even if the UserID is mismatched. However, Lui et al. [5] introduced, in their study, the
identity-account inconsistency vulnerability, which involves a malicious action that can allow an adversary
to reuse an email address in order to compromise the victim’s online accounts. In such a case, the adversary
impersonates the victim’s identity and is considered the sole authorized user and proprietor of the email
account. A systematic analysis of 100 popular RPs from Alexa’s top 1000 websites reveals that 79% of RPs
permit any user with the same email address to perform an SSO login to an account with an empty UserID.
Additionally, 52% of the RPs allow any user with the same email address to perform an SSO login to their
account, even if the UserID is different.

An attacker can abuse users’ online accounts primarily through account enumeration attacks. These
involve using various techniques to determine whether a specific email address is associated with an online
service. By analyzing the responses of web applications to login attempts, password resets, or account
creation requests, an adversary can infer the existence of an account. This can be leveraged for targeted
phishing campaigns, where the attacker impersonates a service the user has an account with, increasing the
likelihood that the user will fall for the attack [31]. Additionally, such information can be used by malicious
entities for profiling, surveillance, or even corporate espionage. For instance, authoritarian governments
may target users based on their online activities or political views, and companies may exploit this data
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to identify or approach users of competing services. In practice, attackers may automate these attacks,
scaling them across numerous services and email addresses. Automation allows the attacker to systematically
enumerate accounts without raising suspicion, particularly when CAPTCHAs or other security mechanisms
are absent [32].

Tokens abuse and leakage (ST2): Major websites have adopted the OAuth2.0 protocol to provide SSO
authentication services to users, such as Facebook, Google, Instagram, etc. [9]. The reputation of online social
networks such as Facebook is critical. People assume that information shared on these social networks is
trustworthy since it has been approved and liked by a significant number of accounts. However, members
of a collusion network can like other members’ posts and receive likes in return in order to raise their
reputation and give a fake image that they are popular. Collusion network websites require users to send
OAuth access tokens to have the ability to request likes and comments. A leaked access token can begin other
major security and privacy attacks in addition to reputation manipulation. Adversaries can use stolen access
tokens to access users’ personal information and perform malicious activities such as spreading malware [33].
Moreover, an attacker may attempt to compromise the client credentials (i.e., client_secret and client_id) by
eavesdropping on the transmission during the RP authentication on the IdP process or tokens requests, by
launching a SQL injection attack on the IdP database or by online guessing [34]. Then, he could masquerade
as a legitimate RP and exploit the “client_id” associated privileges to gain unauthorized access to sensitive
resources and obtain tokens on behalf of the RP. The attacker might employ screen-scraping techniques to
mimic a user’s consent and manipulate the redirect_uri to pass IdP validation checks while redirecting the
authorization code (or access token in case of the implicit flow) to the malicious RP under their influence.
The attacker could misuse these tokens for unauthorized access and malicious activities [13,35]. Furthermore,
attackers can obtain tokens from a user’s browsing history or through log files and HTTP referrers. If an
attacker gains access to the user’s browsing history, they can view and extract all visited URLs, including those
containing tokens, thereby obtaining legitimate tokens. In addition, tokens sent via URI query parameters
may be accidentally captured and stored in system log files. Similarly, if the HTTP “referer” header is used
to pass information between web pages, there’s a possibility that access tokens could be leaked through this
mechanism [34]. Another scenario that can lead to the stealing and leakage of access tokens is exploiting the
DangerNeighbor attack. This attack involves the unauthorized interception and theft of access tokens sent
through postMessage by placing a malicious receiver function into the hosting page. The postMessage is a
commonly used mechanism in OAuth-based SSO systems to transmit access tokens among the IdP and RP.
This method is frequently employed in JavaScript SDK-based services provided by global identity providers
including Facebook, Google, and LinkedIn to enable the secure transfer of access tokens between different
origins. The experiment statistics, conducted by Guan et al. [36], demonstrated that 39.61% of websites using
Facebook OAuth and 23.38% of websites using Google OAuth in the top 2000 Alexa websites are susceptible
to DangerNeighbor attacks, leading to the compromise and leakage of access tokens.

According to the OAuth 2.0 specification (RFC 6749), the validation of redirect URIs is often performed
using simple string comparison. This means that if the redirect URI provided in the authorization request
matches the one registered during the client setup, it is considered valid. However, this approach can be
insufficient, as it may not account for variations in the URI that could lead to vulnerabilities, such as
path confusion or parameter pollution. A path confusion attack is a technique where an attacker appends
specially crafted path components to a URL to exploit vulnerabilities or inconsistencies in URL parsers. This
attack can target discrepancies in how various components of a web application interpret and handle URLs.
By manipulating the path components, an attacker can confuse the application’s routing logic, potentially
resulting in unauthorized access or data exposure. In the context of OAuth 2.0 flows, attackers may exploit
path confusion by registering a redirect URI that closely resembles a legitimate tenant’s URI. During the
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authentication process, the authorization code intended for the legitimate tenant could be mistakenly sent
to the attacker’s URI. The attacker can then intercept the code and exchange it for an access token, gaining
unauthorized access to sensitive resources. Innocenti et al. [37] experiment reveals that, despite following
the RFC-prescribed redirect URI validation strategy, 6 out of 16 identity providers (IdPs) failed to properly
validate the redirect URI, leaving them vulnerable to path confusion attacks. An OAuth 2.0 parameter
pollution attack (OPP) is a specific application of the broader HT TP parameter pollution (HPP) technique,
targeting OAuth 2.0 flows. In an HPP attack, an attacker sends a request containing multiple parameters
with identical names but different values. Since different components in a web application may handle such
parameters inconsistently, this can lead to unexpected or insecure behavior. In the context of OAuth 2.0, OPP
occurs when an attacker injects multiple “code” parameters into the OAuth authorization flow. Specifically,
after the user authenticates, the attacker attempts to influence the process so that the RP receives two “code”
parameters: one legitimate value and another malicious one injected by the attacker. Due to inconsistencies
in how IdPs process query strings, the system might accept both parameters, which can result in the attacker
bypassing security checks and gaining a valid access token. Similarly, the results of the experiment conducted
by Innocenti et al. [37] demonstrate that 10 out of 16 IdPs were affected by OPP attacks.

OAuth2.0 and OpenID Connect incorrect implementation (ST3): SSO services are mostly based
on OAuth 2.0 and OIDC protocols. Previous studies reveal that the incorrect implementation of SSO
protocols may result in significant security vulnerabilities due to RP developers’ mistakes and complex
IdP implementation guidances [36,38-40]. One of the most common vulnerabilities found in many actual
implementations of OAuth 2.0 and OpenID Connect is Cross-site request forgery (CSRF). A study conducted
in 2016 analysed the top 500 websites in the US and Chinese and found that 61.23% of the 405 websites
that support OAuth2.0 did not use the parameter state, which is considered the proposed standard’s
countermeasure to prevent CSRF attacks in OAuth [41]. Even worse, 55.31% of websites that employ the
state parameter remain vulnerable to CSRF attacks due to this parameter being misused or improperly
handled [42]. A CSRF attacker can gain control of a victim user’s account without knowing their username
and password, instead by making the victim access RP resources on their behalf. In 2020, another experiment
was carried out to assess the prevalence of CSRF vulnerabilities in OAuth implementations on the 395 Alexa
high-ranked sites [43]. The study revealed that approximately 36% of the targeted sites are still susceptible
to CSRF attacks. Additionally, 20% of the less easily detected vulnerable sites utilize novel attack strategies,
indicating a significant prevalence of this security threat in OAuth implementations. These strategies include
manipulating the value of the state parameter contained within the authorization URL by replacing it
with an empty string, replacing the state parameter value with a randomly generated string, completely
removing the state parameter from the authorization URL, or sending the URL unchanged to the victim
if it didn’t originally have a state parameter. The study conducted by Sumongkayothin et al. [44] analyzed
more than 45 websites that utilize OAuth and revealed that a notable 84.4% of these websites lack essential
parameters, leading to potential security vulnerabilities. In 2023, Westers et al. [45] have analyzed 3020 SSO
logins using their developed tool, SSO-MONITOR, to detect the security and privacy flows of current SSO
implementations. The analysis results reveal that 447 logins had entirely no protection against CSRF attacks,
and 337 cases were found to have weak CSRF protection.

Furthermore, the inadequate validation of tokens and the authenticity of their senders pose a substantial
security risk to the OAuth2.0 and OIDC protocols. An attacker can impersonate the victim user and gain
complete access to his RP account by using a malicious RP to get an access token from the IdP [46]. Since
the access token is a bearer token that can be utilized by any RP that owns it, and because of the improper
validation of the RP identity and confusion between authorization and authentication, the attacker can
gain access to the user’s PII in the IdP by only providing the malicious RP access token [15]. If an IdP



Comput Mater Contin. 2025;84(3) 4035

uses the 307 HTTP status code to redirect the user’s browser back to the RP, an attacker can get the user
credentials in the IdP [39]. Moreover, it is crucial to highlight that in the core OAuth 2.0 and OpenID
Connect specifications, the authorization code, access token, ID token, and refresh token must be sent over
a secure channel using TLS. Otherwise, an attacker may attempt to eavesdrop, intercept and manipulate the
tokens during transmission [47]. By obtaining valid tokens, the attacker may attempt to manufacture a forged
token, make changes to an existing valid token, or even replay a valid token to impersonate the victim and
gain unauthorized access to protected resources [13,35]. In addition to the insecure transmission channel,
improper validation of these tokens and their sender authenticity can exacerbate the security weakness of
these protocols [10]. Another class of attacks works against RPs supporting multiple IdPs, called Partial
Redirection URI Manipulation PRURIM attacks. An attacker of this class can obtain the code without the
victim user’s awareness, and use it to get full access to his RP account because of the improper validation
of the redirect_uri. If the IdPs solely validate the origin part of the redirect_uri (i.e., that specifies the RP)
when receiving an authorization request, rather than the complete redirect_uri, an attacker can manipulate
a portion of the redirect_uri and embed an unauthorized request in an iframe or image on the target RP,
or exploit XSS vulnerabilities, to get an authorization code from the legitimate IdP [48]. An attacker with a
malicious IdP can then leverage the stolen code for a variety of malicious actions, including defrauding users
and spoofing their identities [49]. Qiu et al. [50] have conducted a study on 500 Chinese websites supporting
SSO and found that 59.66% of the OAuth-based SSO websites are vulnerable to RP account hijacking
attacks exploiting the vulnerability arising from the modification of the redirect_uri. This vulnerability allows
unauthorized parties to modify the redirect_uri during the authorization process to get a valid authorization
code. The attacker can utilize the stolen code to obtain an access token and retrieve the victim user’s ID from
a target IdP by initiating a new login procedure at an RP, intercepting the authorization response redirection
and replacing the code with the stolen one to retrieve the access token.

Vulnerable or misconfigured SSO’s SDKs (ST4): Popular IdPs such as Google and Facebook provide
various Software Development Kits (SDKs) to simplify the integration of SSO services in RPs. To increase
flexibility, RP developers can integrate different SDK modules to support multiple IdPs at the same time [49].
SSO SDK implementation can lead to a significant security and privacy risk if the source code of these SDKs
is vulnerable or if developers do not follow the documentation correctly [51]. If an attacker manages to set
up a malicious RP and deceive a user into logging into it, they can exploit vulnerabilities in the SSO SDK
to remotely manipulate the user’s accounts and monitor their activities across any RP. In some cases, this
can even result in a complete takeover of the user’s legitimate RP accounts. Developers must ensure the
security and integrity of the SDKs they integrate and follow the recommended guidelines to mitigate these
risks effectively.

Single point of compromise (ST5): In SSO systems, the IdP is considered a single point of failure and
an obvious compromise target. If an attacker gets to compromise an IdP account, he will be able to completely
access and take control of all the RP accounts linked with that IdP, discover their master secret passwords,
and retrieve saved hashed passwords for use in offline dictionary attacks [7,40,52-54]. Furthermore, due to
the seamless integration benefits of SSO, some services can behave as identity providers enabling account
and identity management and at the same time as relying parties that allow users to log in with other identity
providers. Ghasmisharif et al. [16] found that 52% of Wikipedia’s top 65 IdPs supporting OAuth and/or
OpenID Connect protocols behave both as IdPs and RPs. However, this feature increases SSO security risk
since it augments the attack surface. For example, a hijacked Facebook account can lead to the compromise
of 226 additional RP accounts in the Alexa top 100K if the attacker focuses first on compromising RPs
that are IdPs for other RPs. Generally, an attacker can compromise an IdP account using two different
scenarios: compromised IdP passwords or hijacked session cookies [16,49,55]. A web attacker can obtain
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an IdP password using phishing techniques, which is considered the most common reason for compromise
even in major IdPs. Once the attacker gains the user’s IdP password, he completely takes over his IdP account
and all the RP accounts supporting this IdP. Moreover, an attacker who has access to a victims IdP account
might utilize SSO to proactively establish an RP account that the victim user does not already have and then
patiently await for him to join the service. After the creation manual of this attack on 95 RPs, Ghasmisharif
etal. [16] found that users will not be suspicious of this attack since the “login” and “register” options redirect
users to the same point and the attacker will have the same level of access as an RP account-hijacking attacker.
The problem here is the IdP legitimate user will get email alerts for each RP account that is created. To
deal with this, the attacker can use the hijacked IdP password to add his own email and set it as the IdP
account principal email, create the preemptive RP accounts, and delete his email from the user’s IdP account
to not leave any trace. Along with the preemptive account hijacking attack, Sudhodanan and Paverd [56]
demonstrated that there is a whole class of similar attacks, called accounts Pre-hijacked attacks, that exploit
vulnerabilities in the account creation process to gain unauthorized access to user accounts. These attacks
are; unexpired email change attack, unverified email change attack, unverified phone number change attack,
unverified email addition attack, and unverified phone number addition attack.

Furthermore, an attacker can completely take over IdP accounts and obtain the same level of access and
control as a legitimate authenticated user by using hijacked session cookies [57]. A passive eavesdropping
attacker can intercept and collect session cookies exposed over unencrypted HTTP connections. By default,
even if a domain supports HTTPS, browsers attempt to send requests to the domain over HT TP before the
web server redirects the requests to HTTPS [58]. If the domain does not support the HTTP Strict Transport
Security (HSTS) mechanism and the cookies are not protected with a secure flag, the attacker can retrieve
session cookies in clear text in the initial browser HT'TP request [16,59]. The attacker can also access session
cookies by executing malicious Javascript code within the domain’s origin via XSS attacks or by running
malicious third-party scripts within the web app’s origin if it allows including scripts without being isolated
in an iframe [59]. To examine the feasibility of hijacked RP accounts and the level of access a hijacked cookie
attacker can have, Ghasemisharif et al. [16] conducted an experiment to evaluate the attacker’s access level
using hijacked IdP cookies on 29 websites of the Alexa top 500 supporting Facebook SSO, including reading
messages, sending new messages, ordering items, adding new posts, etc. As a result of this experiment, they
found that the attacker has an identical access level as a legitimate authenticated user. Of the 29 websites only
one (i.e., the Guardian) requires the attacker to re-authenticate over SSO by entering the Facebook password
to access the settings option. To make matters worse, the victims did not receive any warning during this
experiment, and even if he tried to check the list of recent sessions, the attacker’s sessions would not appear
in the list unless they lasted more than an hour. Furthermore, even after losing access to the victim’s IdP
account, an attacker can still access RP accounts in the long term by replacing the victim’s email address at the
RP with his own email and then setting or resetting the password associated with the RP [60]. The test results
of how the 29 web RPs react in this scenario show that the attacker can sustain long-term access in 22 RPs out
of the 29 without knowing the user password. Furthermore, If the IdP goes down or becomes unavailable, it
disrupts the authentication process for all the underlying users, impacting their ability to access any services
that require authentication. This dependency on the IdP’s availability creates a single point of failure, as the
entire SSO system’s functionality is contingent on the uninterrupted operation of the IdP [61].

Fraudulent SSO authentication tickets (ST6): SSO allows users to authenticate themselves once and
have access to numerous apps or services without the need to re-enter their credentials. Within this context,
the IdP generates SSO tickets, such as ID tokens in OpenID Connect, to authenticate users to an RP. These
SSO tickets are digitally signed by the IdP to ensure their legitimacy. The RP must verify and validate these
tickets to authenticate the ticket’s bearer and grant him access to the RP’s resources [62]. However, recent
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security incidents have highlighted that even well-protected signing systems, such as certification authorities
(CAs), can be compromised to sign fraudulent messages. The IdP, being a single point of compromise in the
SSO system, is particularly even more exposed to vulnerabilities and attacks compared to CAs. A malicious or
compromised IdP can generate fraudulent or fake SSO tickets for a victim user account, enabling adversaries
to seamlessly access all associated applications without triggering any error notifications or alarms [63].
Another contributing factor to the success of this threat is the improper or incomplete validation of SSO
tickets at the target RP [49]. Upon gaining legitimate SSO tickets upon a compromised IdP or using attacks
like man-in-the-middle, an adversary can trick an RP into successfully validating a fraudulent SSO ticket by
modifying certain parameters in the ticket. For example, in an ID token, the attacker may modify parameters
such as the “aud” parameter to set the right token recipient or the “exp” parameter to prevent rejection caused
by token expiration. However, these changes may trigger the RP’s signature verification process, which could
alert the RP about problems with the ticket’s integrity and lead to ticket rejection. To overcome this, the
adversary can use Bypassing signature techniques, manipulate the key used for signature verification, and in
some cases where RPs have a policy in place to avoid denial-of-service to end-users, remove the signature
and make the RP accept fake tickets without signature [49]. Moreover, an attacker can use a temporary SSO
ticket that was generated for the hacked IdP account to create a long-term token. For example, the attacker
may set a persistent cookie at the RP, allowing ongoing access to the victim’s account [63]. The improper
validation of SSO tickets and their signature may enable an adversary to achieve his goals using a malicious
IdP to issue a fresh SSO ticket created from scratch containing legitimate values of the legitimate entities (i.e.,
the IdP, end-user, and RP).

Insecure integration of dual-windows SSO (ST7): In addition to standard protocols like OAuth 2.0
and OpenID Connect, SSO can use another approach, called dual-window SSO to authenticate a user on an
RP using his identity on an IdP. Dual-window SSO uses iframe and popup flows, which rely on a technique
called In-Browser Communication (InBC). The InBC uses the postMessage technique to exchange tokens
securely between various windows. Instead of sending the token through the URL, it is passed between
windows using a messaging mechanism provided by the browser. Jannett et al. [64] investigation reveals that
273 websites (27%) of the Tranco top 1k list provide SSO login, on which 153 websites (56%) support dual-
window SSO. However, dual-window SSO is vulnerable to three major security attacks; Wildcard Receiver
Attack (WRA), Malicious Receiver Attack (MRA), and Malicious Initiator Attack (MIA), which impact the
confidentiality and authenticity of SSO exchanged messages. We can trace back all attacks to the strong
reliance on manual integrations rather than SDKs for implementing InBC techniques. The security analysis
of the Apple, Facebook and Google SDKs” InBCs demonstrates their security and efficiency. The evaluation
demonstrates that 77 (50%) out of 153 dual-window SSO-based websites use manual integration. The results
of the security analysis of these 77 websites using the DISTINCT tool reveal that 24 (31%) of the websites,
which have manually integrated dual-window SSO, do not properly implement InBCs [64].

Hidden active session (ST8): This threat refers to the situation where users are unaware of the existence
of active IdP sessions along with RP sessions while using SSO services. When users sign out of an RP service,
they assume that all active sessions, including the IdP session, are terminated. However, in reality, the active
IdP session remains in the user’s browser, potentially leading to unintended and unauthorized access to the
user’s resources and sensitive information [65,66]. For example, if a user logs out of an application in a public
library but leaves the active IdP session open, a malicious actor could exploit this opportunity to access the
user’s account and data. Additionally, hidden active sessions can lead to confusion and frustration for users
who may assume that signing out of one service terminates all active sessions. However, in the case of actual
SSO implementations, the service remains accessible without the need for user credentials and re-signing in
with the IdP as long as the IdP session is still active [66].
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4.2 $SO Privacy Threats (RQ2)

Single Sign-On (SSO) provides convenience and enhances user experiences by enabling individuals
to access multiple applications with a single set of credentials. However, this convenience often comes at
the expense of privacy. This section delves into the privacy concerns associated with SSO discussed in the
literature, as highlighted in RQ2. Table 8 outlines the primary SSO privacy threats, their potential impacts
and the attacks capable of exploiting each of these threats.

Table 8: SSO privacy threats, attacks and implications

PT;d Privacy threat Implications Attacks
PT1  Unauthorized data Violations of privacy; Unauthorized data Phishing attack; Session
collection and sharing; Unauthorized disclosure of Hijacking attack; CSRF attacks.
sharing sensitive data; Misuse of user data.
PT2 Tracking and Unauthorized access; Privacy intrusions; Phishing attack; Social
profiling users Loss of control over users’ PII. engineering attacks; Replay
attack; Cookie-hijacking attack.
PT3 Consent Unwittingly granting excessive Social engineering attacks.
manipulation permissions; Violations of privacy;
Unauthorized data sharing; Misuse of
user data.
PT4 Account linking Loss of user anonymity; Enabling CSREF attacks; MITM attack;
profiling. Violations of privacy; Enabling Phishing attack.
tracking.
PT5 User PII leakage Unauthorized disclosure of user’s MITM attack; Session Hijacking
sensitive data; Violations of privacy; attack; XSS attacks; Spoofing
Potential identity theft. attacks.

Unauthorized data collection and sharing (PT1): This threat revolves around the broad access that
users may inadvertently provide to a centralized identity provider or authentication service. When users
connect multiple services to a single SSO provider, it consolidates user data in one location [67]. While this
consolidation can enhance user convenience, it also raises concerns about potential data sharing and access
to sensitive information. If not carefully managed, data sharing can lead to privacy breaches, unauthorized
data access, and the exposure of sensitive user information to third-party applications [68,69]. In a typical
SSO ecosystem, IdPs are expected to provide minimal information about the user’s identity to the RPs, usually
in the form of security tokens (e.g., Assertion or JWT). However, major IdPs like Google and Facebook allow
RPs to access account data and provision long-term access tokens, even when the user is signed oft [70,71].
This could result in unnecessary exposure of sensitive user information to RPs that do not require access
to such data. Moreover, curious IdPs might be tempted to store more personal attributes than necessary for
various purposes, such as tracking user behaviour, profiling users, or selling data to third parties [72]. This
could raise privacy concerns as users may not be fully aware of the extent of data collection and sharing. For
instance, the OAuth 2.0 and OpenID Connect SSO systems often collect and store user data, including login
credentials, browsing history, purchase history, and other behavioural information without user consent,
leading to privacy violations and breaches of trust [73]. As a result, user consent and control over data become
essential aspects to address in such cases [6,49,74-77].
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Tracking and profiling users (PT2): Tracking and profiling users in the context of SSO refers to
the practice of gathering user data and tracking their activities to create a detailed profile of their habits,
behaviour, and preferences [59,70,78]. When users connect to different services using SSO, the IdP can
potentially track their activities across these services, creating a more comprehensive profile of user
behaviour and preferences [79-81]. This tracking can be facilitated by profiling cookies used for targeted
advertising or other purposes [49,68,69]. As a result, users may be subjected to targeted advertising, profiling,
and tracking without their consent, resulting in privacy intrusions and a loss of control over their PII
Furthermore, users” lack of awareness regarding privacy settings, access rights, and sharing scope when
providing consent for the information shared with RPs during SSO authentication exacerbates these risks
and further compromises their privacy [75,76]. Therefore, it is crucial to educate users about privacy settings,
encourage them to review and adjust their preferences, provide opt-out options for personalized advertising,
and implement transparency measures to inform users about how the collection, use, and sharing of their
data occurred [71,82].

Consent Manipulation (PT3): emerges as a notable threat within SSO systems, introducing privacy
challenges in the management of user consent. Users must possess clear and granular control over the
data they share and with whom. However, certain SSO implementations may fall short of providing users
with sufficient visibility or control over data-sharing permissions [63,67,74,83]. Exploiting this vulnerability,
attackers may engage in manipulative practices, attempting to deceive users into granting excessive permis-
sions to applications through fraudulent user interfaces. The impact of Consent Manipulation is significant,
as users may unwittingly authorize applications to access more data than intended, leading to unintended
data sharing and the potential misuse of personal information [49,75]. To counteract this threat, robust
defence solutions are essential. This includes designing user interfaces that transparently present data access
requests and permissions, implementing user-friendly consent management mechanisms, and fostering
user awareness regarding the risks associated with SSO [78,84]. In a 2023 experiment, Westers et al. [45]
identified 200 instances of compromised user privacy among the 3020 analyzed SSO logins. In these cases,
user information was shared between clients and identity providers without the user’s consent, enabling user
tracking without their awareness.

Account Linking (PT4): presents a significant threat in the context of SSO, where RPs may use
mechanisms like browser fingerprinting or collecting Personally Identifiable Information (PII) such as email
addresses to establish links of user identity across multiple RP accounts [70]. This linkage can result in a loss
of user anonymity and privacy, as the user’s identity and activities on one platform become intertwined with
those on others. Exploiting this interconnection, malicious actors may carry out CSRF attacks, deceiving
users into unintentionally performing actions on other platforms [67,68,77]. The impact of the account
linking threat is significant, as it compromises user anonymity and enables undesired connections between
user accounts. This poses privacy concerns and creates opportunities for profiling and tracking [79-81].
Therefore, it is crucial to empower users with transparent and precise control over which accounts link to
their accounts, enabling them to make informed decisions about their interconnected identities.

User PII Leakage (PT5): Misconfigured or incorrectly implemented SSO systems can potentially
expose user information to third-party apps or services without obtaining the user’s consent [46,70,81]. This
threat can happen through both privileged and non-privileged access [6,76]. While IdPs and RPs are generally
considered trustworthy agents, attackers may possess different levels of access to their infrastructures [36,49].
This is because not all employees or stakeholders within an organization can be fully trusted, despite
the overall trustworthiness of the organization itself [49]. Moreover, if confidential data is communicated
without adequate encryption across insecure communication channels, malicious individuals can intercept
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the conversation between the user and the SSO provider to access sensitive user data [69]. This can lead
to several negative impacts, such as unauthorized disclosure of sensitive user data, privacy violations, and

identity theft.

4.3 Threat Mitigation Measures (RQ3)

In this section, we will address the third question (RQ3) of our literature review by identifying coun-
termeasures that can effectively mitigate the SSO security and privacy threats identified in the Sections 4.1
and 4.2. Fig. 4 presents a summary of the different defence measures that can be implemented for each of

the SSO security and privacy threats.

SSO Security Threats

SSO Privacy Threats

Online accounts
abuse (ST1)

Tokens abuse and leakage
(ST2)

OAuth2.0 and OpenID
Connect incorrect
implementation (ST3)

Comput Mater Contin. 2025;84(3)

Mitigation countermeasures

Use Long-Term Identity; Delete non-active accounts; Maintain consistency between

the user's identity and their account information; Use multi-factor
authentication; Email Address Reuse Prevention; Oblivious messaging; Monitor
enumeration; Avoid open APIs for account validation.

Reduce the token's expiration time; Invalidate honeypot-based tokens; Use temporal

clustering algorithms; Limit the number of requests and actions that a given token
can execute; Send tokens over secure communication transport (TLS); Check the
requests' origin; Extend postMessage APIs with additional declaration.

Requiring the inclusion of the parameter state; Generate non-guessable state value;
Using HTTPS to transfer OAuth and OIDC responses; Validating the OAuth’s
referer header; Using the 303 status code; Impose Strict Redirect URI
Checking; Using codes with a short lifetime; One-time authorization code usage.

Vulnerable or
misconfigured SSO's SDKs
(ST4)

——

Restricted variable/parameter provision; Employing secure storage
mechanisms; Regular updates and vulnerability scans; Source Code
Review; Adherence to Documentation

Single point of compromise
(ST5)

Forced Re-authentication; Use Distributed Proactive Security-Based mechanisms;

Emlpoy Multi-Factor Authentication (MFA); Use non-replayable challenge-response

authentication methods; Implement a safe revocation access mechanism; Isolation
and Encryption of Sensitive User Data; Regular security assessments and updates.

Fraudulent SSO
authentication tickets (ST6)

Secure Ticket Signing; Transparency and Monitoring; Trust-Enhancement
Mechanisms; Correct and Complete Validation.

Insecure integration of
dual-windows SSO (ST7)

Initiator Origin Check; Receiver Origin Check; Use Cross-Site Request Forgery
(CSRF) Tokens; Implement X-Frame-Options and Frame-Ancestors Content
Security Policy (CSP) headers; Use the Intersection Observer v2 APL

Hidden active session
(ST8)

Session timeout; Session monitoring; Regular password updates; Notify the user of
active sessions during the sign-out process; Triggering IdP session invalidation
during the RP service sign-out; Triggering IdP sign-out during an RP service sign-
out.

Unauthorized data
collection and sharing
(PT1)

Implement clear and transparent user consent mechanisms; Strict data access and

sharing policies; Implement strict data access control mechanisms; Implement

strong permissions control; Implement strong encryption methods; Use data
monitoring techniques; Use of browser extensions.

Tracking and profiling

Disable Tracking Cookies; Educate and aware users on Privacy Settings;

users (PT2) > Offer Opt-Out Options for Personalized Advertising;
Implement transparency measures.
. . Implement transparent data access requests and permissions solutions;
Consent Manipulation R .
—> Implement convenient consent management mechanisms;
(PT3)
Educate and foster user awareness.
Implement user consent and control mechanisms; Implement CAPTCHA or other
Account Linking (PT4) |—> security measures; Implement Multi-Factor authentication; Implement audit and
monitoring mechanisms.
User PII leakage (PT5) Use End-to-End Encryption; Implement secure connections using HTTPS;

Encrypt sensitive data at REST.

Figure 4: Mitigation countermeasures to SSO security and privacy threats
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4.3.1 Mitigating Security Threats

Online accounts abuse (ST1): To mitigate this threat, relying on using only long-term identity to
establish online accounts can help to reduce the risk of inconsistency between identity and accounts. This
means that the identity used to create an account should be stable and not subject to frequent changes.
Additionally, removing non-active accounts ensures that unnecessary personal data is not retained in
the system, reduces security risks, and ensures that the accounts within the system accurately reflect the
current status of users’ identities [5]. RPs should prompt users to update their attributes when they gain
access to an account with a matching userID. This helps maintain consistency between the user’s identity
and their account information. Using multi-factor authentication provides an additional layer of security
that significantly reduces the risk of identity-account inconsistency by making it more challenging for
unauthorized individuals to access user accounts. Additionally, IdPs should not allow the reuse of email
addresses to prevent the reassignment of an email address. Furthermore, RPs should display generic messages
for operations like password reset, login, or account creation. For example, using messages like “If an
account exists, a password-reset link has been sent” prevents attackers from determining whether an account
exists based on system responses. Additionally, detecting multiple requests originating from the same IP
address or linked to different email addresses can alert RPs to account enumeration attacks. Subsequently,
RPs should avoid offering APIs that allow attackers to verify whether an account exists based on input
parameters [32].

Tokens abuse and leakage (ST2): To mitigate this threat, shorting tokens’ time expiration can minimize
the window of opportunities for potential abuse. Additionally, using Honeypot-based tokens can help to
detect and track unauthorized access. When an unauthorized user attempts to use a honeypot-based token,
it triggers an alert, allowing the system to identify and respond by revoking access to these tokens when they
are used in unauthorized or suspicious ways, thereby preventing potential misuse and protecting the system
from security breaches [9,33]. Moreover, using temporal clustering algorithms can detect abnormal patterns
of token usage over time, allowing the identification and mitigation of potential threats. Also, utilizing
Transport Layer Security (TLS) for token transmission ensures that the data is encrypted and protected from
interception or tampering. Limiting the number of requests and actions that a given token can execute can
minimize the risk of abuse. Furthermore, checking the origin of requests via a JavaScript function wrapper
helps validate the authenticity of token-based requests, reducing the risk of unauthorized usage. Additionally,
the extension of postMessage APIs [85] with an additional declaration on the designated receiver function
enhances the security of token-based communication and reduces the likelihood of leakage or abuse [13,36].

OAuth2.0 and OpenID Connect incorrect implementation (ST3): mitigating this threat requires
including the state parameter in the authorization request and response and using it correctly. Additionally,
RP should generate an unpredictable and unique state value to ensure security. Using HTTPS to transfer
OAuth and OIDC responses reduces the risk of interception and tampering. The OAuth’s referer header
should point to either the RP or IdP domains to validate the request’s origin and prevent unauthorized
redirection [36,38,39]. Furthermore, employing the 303 status code to redirect the user’s browser to the RP
and imposing strict Redirect URI Checking, also reduce the risk of unauthorized redirects. Using codes with
a short lifetime helps limit their potential exposure and reduces the window of opportunity for malicious
actors to misuse them. Additionally, Authorization codes should be designed for one-time usage, preventing
replay attacks and unauthorized reuse of the codes [17,48,86].

Vulnerable or misconfigured SSO’s SDKs (ST4): To mitigate this threat, SDK developers should
carefully filter which variables/parameters can be provided to users. Restricting access to certain elements can
minimize the risk of unauthorized manipulation or exploitation of the SDK. Securing storage using hashes or
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other techniques can help protect sensitive data within the SSO SDKs. Furthermore, it is essential to regularly
update SSO SDKs and conduct thorough scans for possible vulnerabilities. This enables organizations to
identify and address potential security flaws before they can be exploited. Additionally, it is crucial to
thoroughly review the source code of the SDK before integration in order to identify and address any
potential vulnerabilities or misconfiguration. Also, carefully following the documentation provided by the
SDK provider ensures that the integration and usage of the SDK align with best practices and security
recommendations, reducing the likelihood of misconfiguration or vulnerability [9,48,49].

Single point of compromise (ST5): Mitigating this threat involves implementing a policy to force
the user to re-authenticate at the beginning of each session, thereby preventing unauthorized access if the
current session is compromised. Additionally, using distributed proactive security-based solutions, such as
distributed or threshold-based authentication mechanisms, can mitigate the risks associated with this threat.
Furthermore, the implementation of multi-factor authentication adds an extra layer of security. Additionally,
employing non-replayable challenge-response authentication methods can help to prevent replay attacks
and unauthorized access attempts. A safe revocation access mechanism can promptly revoke access for
compromised or unauthorized entities, limiting the impact of a potential compromise. Moreover, isolating
and encrypting sensitive user data within the IdP protects it from unauthorized access in the event of a
compromise. Additionally, conducting regular security assessments and updates for the IdP is essential for
identifying and addressing potential vulnerabilities, thus ensuring that the system remains resilient against
evolving threats [49,59-61,70].

Fraudulent SSO authentication tickets (ST6): Mitigating this threat requires several countermeasures.
SSO tickets should be signed with a multi-key or a fragmented key to enhance their security and integrity,
making it more difficult for malicious actors to forge or tamper with the tickets. Furthermore, ensure ticket
transparency using public logs to monitor IdP operations. This provides visibility into the operations of
IdPs, allowing for the detection of any suspicious activities or unauthorized ticket issuance. Additionally,
implementing trust-enhancement mechanisms such as pinning, public logging, multi-path verification,
user-controlled policies, restricted scopes of services, and multi-authority certification can bolster the overall
security and trustworthiness of the SSO authentication process. Moreover, SSO tickets must be correctly and
completely validated to ensure that only legitimate and authorized tickets are accepted for authentication,
reducing the risk of fraudulent ticket usage [49,62,63].

Insecure integration of dual-windows SSO (ST7): Mitigating this threat requires implementing a
thorough check of the initiator’s origin to ensure that the request is originating from an authorized and
legitimate source. Similarly, perform a comprehensive check of the receiver’s origin to verify the legitimacy
of the incoming request and prevent unauthorized access. Additionally, the use of CSRF tokens ensures that
requests originate from authorized and authenticated sources. Implementing X-Frame-Options and Frame-
Ancestors Content Security Policy (CSP) headers controls how the SSO integration is embedded within
frames and mitigates the risk of clickjacking and other related attacks. Furthermore, utilizing the Intersection
Observer v2 API [87] efficiently manages and observes intersections between elements in the dual-windows
SSO integration, enhancing both its security and performance [64].

Hidden active session (ST8): Several effective countermeasures can be used to mitigate this threat.
Session timeout mechanisms, which automatically log out users after a period of inactivity, are instrumental
in mitigating the risk of hidden active sessions. Regularly monitoring active sessions and providing admin-
istrators with tools to view and manage these sessions can significantly reduce the risks associated with
this threat [88]. Enforcing regular password updates can help prevent unauthorized access and reduce the
likelihood of hidden active sessions. Notifying the user of active sessions during the sign-out process is crucial
for making them aware of any ongoing sessions and allowing them to take appropriate action. Additionally,
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triggering IdP session invalidation during the RP service sign-out ensures that all active sessions associated
with the user are invalidated when they sign out from a specific service. Moreover, automatically triggering
IdP sign-out during an RP service sign-out guarantees that the user is logged out from the Identity Provider
when they sign out from a relying party service. These measures collectively contribute to a more robust
defence against the hidden active session threat [65,66].

4.3.2 Mitigating Privacy Threats

Unauthorized data collection and sharing (PT1): To mitigate this threat, organizations should imple-
ment clear and transparent user consent mechanisms that fully inform individuals about the collection and
sharing of their personal data and allow them to provide explicit consent. Systems should also allow users
to customize the permissions they grant to IdPs, enabling them to opt out of sharing specific types of data
while still using SSO [59,67]. Implementing advanced security measures, such as encryption and continuous
monitoring, further protects sensitive data from unauthorized access and sharing. Enforcing strict data access
and sharing policies within an organization ensures that data is only accessed and shared in accordance
with established guidelines and regulations [36,89]. Develop and promote browser extensions that can alert
users to known vulnerabilities in RP and IdP implementations, helping them make informed decisions about
which login options to choose [90,91].

Tracking and profiling users (PT2): To mitigate this threat, it is imperative to disable tracking cookies
to help prevent unauthorized tracking of users’ online activities and behaviours. Additionally, educating
users on privacy settings and encouraging them to review and adjust their preferences empowers them to
take control of their online privacy and limit the extent to which they can be tracked and profiled [75,76].
Furthermore, providing users with opt-out options for personalized advertising. This means giving users the
choice to decline or opt out of having their online activities used for targeted advertising purposes, which
gives them greater control over their online privacy Additionally, implementing transparency measures
provides users with clear and comprehensive information about how their data is being collected, tracked,
and utilized for profiling and targeted advertising [49,59].

Consent manipulation (PT3): To effectively mitigate this threat, it is crucial to implement robust
defence solutions. This involves designing user interfaces that transparently present data access requests and
permissions, enabling users to make informed decisions about granting consent for their data to be accessed
or used [92]. Additionally, implementing user-friendly consent management mechanisms allows users to
easily review and adjust their consent preferences, providing them with greater control over how their data
is utilized [49,75]. Furthermore, educating and fostering user awareness about data privacy and consent
practices empowers individuals to understand the implications of their consent decisions and make informed
choices regarding the use of their sensitive data [78,84].

Account linking (PT4): Mitigating this threat involves implementing effective defence solutions.
Providing users with transparent and granular control over which accounts are linked is crucial, allowing
them to make informed choices about their interconnected identities. Additionally, implementing security
measures such as CAPTCHA helps prevent automated account linking, adding an extra layer of protec-
tion against potential threats associated with Account Linking. Furthermore, implementing Multi-factor
authentication to verify the identity of users attempting to link their accounts. Maintaining audit trails and
regularly monitoring account linking activities help detect any suspicious or unauthorized attempts, thereby
identifying and mitigating potential threats [49,89].

User PII leakage (PT5): To mitigate this threat, several countermeasures can be used. Organizations
can use end-to-end encryption to protect data in transit. This ensures that sensitive information remains
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encrypted and secure as it travels between users and servers, reducing the risk of interception and unau-
thorized access [49,59]. Additionally, secure connections using HTTPS should be implemented to establish
a secure and encrypted communication channel between users and web servers [47]. This helps prevent
eavesdropping and tampering with data during transmission. Furthermore, encrypt sensitive data at rest
to safeguard stored information. By encrypting data at REST, organizations can protect user PII from
unauthorized access in the event of a data breach or unauthorized system access [44,63,93].

4.4 State of the Art and Research Gaps in SSO Schemes (RQ4)

In this section, we will answer the fourth research question (RQ4) of our SLR by examining the state of
the art of the existing SSO schemes proposed in the literature and what are the security and privacy threats
these schemes aim to mitigate. This analysis will enable us to pinpoint the specific areas within security and
privacy that require improvement or further research. Based on the security and privacy threats identified
in Sections 4.1 and 4.2, Table 9 illustrates 47 SSO schemes proposed in the selected documents of our SLR.
Furthermore, the table evaluates the coverage level of each identified SSO threat across these analysed SSO
schemes, representing the proportion of schemes that address a given threat in the literature. This coverage
level is calculated as the ratio of schemes mitigating a specific threat to the total number of schemes analyzed
(i.e., 47 SSO schemes).

Table 9: Coverage level of SSO security and privacy threats by existing schemes in the literature
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Table 9 (continued)
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Referring to the results of our analysis, we noticed that Online accounts abuse (ST1), Insecure integration
of dual-windows SSO (ST7) and Vulnerable or misconfigured SSO’s SDKs (ST4) threats are the less addressed
in the literature with a coverage level of 2.13%. Bilal et al’s scheme [99] stands out as the sole work that has
addressed the concern of user identity and account inconsistency, and this is achieved through a multistep
authentication process relying on email authenticity and a Special Secret Encrypted Alphanumeric String
(SSEAS). Similarly, Jannett et al. [64] were the only study that tackled the insecure integration of dual-window
SSO threats by developing the DISTINCT tool. DISTINCT performs a dynamic analysis of the JavaScript
code running within the SSO flow, transforming it into a sequence diagram to illustrate all communicating
entities and their exchanged messages. Finally, it highlighted insecure communication channels and assessed
the severity of quantifying flows in a dual-window SSO. Likewise, vulnerable or misconfigured SDKs threat is
solely addressed by Yang et al’s work [51], and this by developing an automated testing tool called S3KVetter
(Single-Sign-on SdK Vetter) to check the logical correctness and identify vulnerabilities of SSO SDKs.

Furthermore, we noticed that token abuse and leakage (ST2) and single point of compromise (ST5)
security threats are the most frequently addressed in the literature, with a coverage level of 36.17% and
42.55%, respectively. On the privacy front, unauthorized data collection and sharing (PT1) and user PII
leakage (PT5) are the most frequently addressed threats across the analyzed 47 SSO schemes with a coverage
level of 40.42% and 51.06%, respectively. For instance, schemes [52,94] propose distributed or threshold-
based authentication solutions addressing ST2 and ST5 threats. Additionally, Lux et al. [74] proposed system
addresses the risks associated with single points of compromise, token abuse and leakage, and unauthorized
data collection and sharing threats by combining decentralized identifiers, verifiable credentials, self-
sovereign identity (SSI), and distributed ledger technology. On the other hand, schemes [101,117] effectively
mitigated all four threats by employing a range of advanced techniques, including multi-factor authentica-
tion, cryptographic methods such as pseudo-random functions, hash functions, signatures, and credentials
with secret-sharing thresholds. These approaches were further strengthened by leveraging secret-sharing
mechanisms, blockchain technology, smart contracts, the Interplanetary File System (IPES), decentralized
identifiers (DID), and self-sovereign identity solutions.
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Moreover, only three of the analyzed SSO schemes proposed solutions that effectively mitigate all the
identified privacy threats, which are [17,100], and [112]. EL PASSO [17] is a privacy-preserving, asynchronous
SSO system that safeguards users’ privacy against both IdPs and RPs through blind issuance, unlinkability,
accountability, and non-interactive zero-knowledge properties. It also allows users to select the subsets of
attributes to be revealed (e.g., email address but not last name) when signing up or signing on at an RP.
The system provides strong privacy guarantees, prevents tracking of user activities, and supports selective
attribute disclosure, enhancing user control over their personal information during the authentication
process, thus minimizing the risk of PII data leakage and consent manipulation. It also disallows IdPs, RPs,
and any colluding sets of these entities from tracking users” access to RPs or correlating accesses by the same
user to different sites. Otherwise, Garcia-Rodriguez et al. [100] introduce the initial implementation of the
Pointcheval-Sanders Multi-Signatures (PS-MS) cryptographic scheme, which was first proposed in [118].
They also demonstrate its integration into a distributed, privacy-preserving identity management system that
was developed as part of the OLYMPUS H2020 European research project. The evaluation proves that the
system provides remarkable privacy-preservation features, including unforgeability, minimum disclosure of
personal data via zero-knowledge proofs, unlinkability in online transactions, and fully distributed credential
issuance. Moreover, MISO [112] introduces a mixer between the user, RP, and IdP, ensuring that IdPs cannot
track users’ login activities across different websites. The mixer hides the user’s login to a particular RP, and
it obfuscates user information before forwarding it to the RP. This prevents tracking, profiling, and linking
accounts across different services. Additionally, within MISO, users have the ability to disclose only the
information they wish to share with RPs. The mixer allows for selective redaction of sensitive attributes, such
as email or phone numbers, reducing the risk of PII leakage. To prevent data collection, MISO relies on a
Trusted Execution Environment (TEE) to secure the mixer and ensure the confidentiality and integrity of its
operations. Further, MISO prevents consent manipulation during the login process since users authenticate
through the mixer and their consent is always verified before sharing any data with the RP or IdP.

Furthermore, our systematic literature review (SLR) revealed that none of the selected schemes fully
addressed all identified security and privacy threats. However, MISO [112] and our previously proposed
scheme [10] stand out by addressing the highest number of these threats. The scheme [10] was designed
to efficiently secure the authorization and authentication process and preserve users’ privacy of OpenID
Connect, the SSO protocol standard. Specifically, our scheme targets ST2, ST5, ST6, PT2, PT4, and PT5
threats by integrating Blockchain technology and non-fungible tokens within the OIDC protocol. On the
other hand, MISO [112] addresses, alongside the five privacy threats (i.e., PT1-PT5), the single point of failure
threat ST5 by incorporating different IdPs in a single SSO process. MISO allows users to authenticate with a
combination of IdPs (e.g., 2 out of 3), ensuring that even if one IdP is compromised or experiences downtime,
the user can still log in securely through the others. This feature safeguards against service unavailability
and account compromise, enhancing the system’s resilience. Despite the strengths of these schemes, it is
important to note that they address only six out of the thirteen identified threats, underscoring the need for
continued efforts in designing more robust and privacy-preserving solutions for SSO.

5 Conclusion and Future Work

This paper presents a systematic literature review providing a comprehensive overview of SSO security
and privacy by addressing four critical research questions. Through our analysis, we have identified several
key findings and insights that contribute to our understanding of the security and privacy challenges and risks
associated with SSO authentication processes, the potential countermeasures to address these challenges,
and the state of research on the current SSO schemes. The paper identifies and classifies security and privacy
threats that can compromise SSO integrity, availability, and users’ privacy. Additionally, it presents the
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potential implications of these threats, which span from unauthorized access to sensitive information to the
compromise of users’ credentials and data breaches, emphasizing the need for robust security and privacy
measures. Next, the paper highlights the different countermeasures and mechanisms that can be employed
to mitigate the various classified security and privacy threats. This helps researchers and developers make
well-informed decisions about the best practices that align with their needs and motivates further research in
this area. Finally, we explored and analyzed the state-of-the-art of the current proposed SSO schemes in the
literature. This involved assessing the threats each scheme addresses, pinpointing areas where security and
privacy enhancements are needed, and identifying opportunities for further research. Our findings reveal
that none of the selected schemes have successfully managed to mitigate all the security and privacy threats
identified in our SLR. Even worse, the schemes that addressed the highest number of threats only managed
to mitigate six out of a total of thirteen.
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