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ABSTRACT: As a model for the next generation of the Internet, the metaverse—a fully immersive, hyper-temporal
virtual shared space—is transitioning from imagination to reality. At present, the metaverse has been widely applied in
a variety of fields, including education, social entertainment, Internet of vehicles (IoV), healthcare, and virtual tours. In
IoVs, researchers primarily focus on using the metaverse to improve the traffic safety of vehicles, while paying limited
attention to passengers’ social needs. At the same time, Social Internet of Vehicles (SIoV) introduces the concept of social
networks in IoV to provide better resources and services for users. However, the problem of single interaction between
SIoV and users has become increasingly prominent. In this paper, we first introduce a SIoV environment combined with
the metaverse. In this environment, we adopt blockchain as the platform of the metaverse to provide a decentralized
environment. Concerning passengers’ social data may contain sensitive/private information, we then design an
authentication and key agreement protocol called MSIoV-AKA to protect the communications. Through formal security
verifications in the real-or-random (ROR) model and using the AVISPA (Automated Validation of Internet Security
Protocols and Applications) tool, we firmly verify the security of the protocol. Finally, detailed comparisons are made
between our protocol and robust protocols/schemes in terms of computational cost and communication cost. In
addition, we implement the MSIoV-AKA protocol in the Ethereum test network and Hyperledger Sawtooth to show
the practicality.
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1 Introduction
With the progressive development of the Internet of Things (IoT) [1] and Artificial Intelligence

(AI) [2,3], Metaverse technology [4], hailed as the next generation of the internet, is rapidly on the rise.
The metaverse is a digital world with immersive experiences that integrates virtual and real worlds to a
high degree. Constructed upon technologies like Extended Reality (XR), 5G, Artificial Intelligence (AI), and
data processing [5], the metaverse is capable of offering users 3D immersive and personalized experiences.
In addition, blockchain is one of the key technologies of the metaverse [6–8]. Blockchain technology not
only furnishes substantial computational resources for the metaverse but also enables users to transition
seamlessly among different virtual worlds. Given the decentralization of blockchain, it effectively circumvents
the single-point-of-failure issue. Consequently, blockchain technology assumes a crucial role within the
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metaverse. Users enter the metaverse via immersive devices and create virtual avatars. Through these avatars,
users can communicate in real-time and interact with residents of other virtual worlds, experiencing a sense
of presence in virtual reality. Additionally, metaverse offers a variety of virtual experiences and activities, such
as virtual socializing, virtual business, and virtual tourism, allowing users to enjoy diverse entertainment
and social interactions in the virtual world.

The Internet of Vehicles (IoV) [9–11] connects vehicles, road infrastructure, and IoT to facilitate
information exchange and data sharing between vehicles and infrastructures. In IoV, vehicles upload driving
information to obtain corresponding services, such as collision warnings, traffic congestion alerts, and
personalized navigation. However, despite the improvements IoV brings to traffic safety and efficiency, it
lacks social interaction among users.

To address this issue, many researchers have proposed Social Internet of Vehicles (SIoV) [12,13] to
enhance social interaction among users. The Social Internet of Vehicles (SIoV) incorporates the concepts of
IoV and Social Networks, thereby enabling the perception of associations among various entities, including
people, vehicles, and roads. Within the SIoV frameworks, users can establish social relationships with others
during their travels, forming a social network in the context of IoV. Consequently, SIoV can provide various
social services for passengers, such as opportunities for working, studying, playing games, or watching videos
together with fellow passengers in the vehicle. However, with the explosive growth of the scale of the SIoV
networks, the problems of privacy leakage, data sharing, insufficient computing and storage capabilities
have become increasingly prominent [14–16]. For this reason, many researchers have adopted blockchain
technology to address these problems. The decentralized technology of blockchain can avoid a single point
of failure and reduce the risk of data leakage. Additionally, the consensus mechanism of blockchain can
motivate nodes to contribute computing and storage resources. Therefore, blockchain has become a crucial
technology in the development of SIoV [17–19].

Although SIoV improves the social experience of users to a certain extent, it is still insufficient in the face
of a large number of users’ social demands. In recent years, many researchers [20,21] have proposed to use
the metaverse to improve the functionalities of IoV. However, few researchers have focused on how to ensure
the security of the social and entertainment needs of passengers. To address these issues, we propose a SIoV
architecture in a metaverse environment. This architecture utilizes blockchain as the underlying platform for
the metaverse. Blockchain can provide computational power for the metaverse and store transaction data
generated within the metaverse. On the other hand, blockchain can establish a comprehensive economic
system that connects the virtual world with the real world. In Fig. 1, we present the diagram of SIoV
within the metaverse environment. When vehicles in the SIoV connect to the metaverse, passengers in the
vehicles can enter the metaverse by wearing immersive devices. The social data generated by passengers is
transmitted to Road Side Units (RSUs) via On-Board Units (OBUs), which then forward the data to metaverse
companies. These companies provide services to passengers through servers deployed on blockchain or cloud
infrastructure. Compared to traditional SIoV, the SIoV in the metaverse offers passengers more diverse and
realistic social interactions.

However, when the metaverse satisfies the social needs of users, it also faces many network security
threats. Since the vehicle and RSU are situated in public, communication between vehicles, RSUs, and
metaverse service companies occurs over public channels. Consequently, attackers might fabricate or alter
communication information and endeavor to initiate a variety of security attacks directed at passengers.
Through these security vulnerabilities, attackers can obtain the private information of targeted passengers
and potentially use it to gain access to the metaverse and deceiving other users. To tackle the aforementioned
issues, leveraging the SIoV architecture within the metaverse environment, we further put forward an
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authentication and key agreement protocol, namely MSIoV-AKA. The contributions and summary of this
paper are as follows:

1. We propose a novel SIoV architecture in a metaverse environment, enriching the social entertainment
experience for passengers beyond the traditional SIoV framework. Compared to traditional SIoV, the
SIoV in the metaverse offers passengers more diverse and realistic social interactions.

2. In consideration of passenger privacy and security within the metaverse SIoV architecture, we design
the MSIoV-AKA protocol using Shamir’s Secret Sharing [22].

3. To verify the security of the MSIoV-AKA protocol, we make the formal analysis in the Real-or-Random
(ROR) model and the AVISPA tool.

4. To comprehensively evaluate the performance of the MSIoV-AKA protocol, we first conducted a
comparative analysis with several existing protocols in terms of computation and communication
costs. The results demonstrate that our protocol significantly reduces computation overhead, while the
communication cost remains at a comparable level.

5. We also tested the protocol on Hyperledger Sawtooth and Ethereum. In Sawtooth, with 30 blocks and
varying node numbers, we measured computation time and latency. On Ethereum, we recorded the Gas
cost of each protocol phase to verify practical feasibility.

Figure 1: An integrated environment combining SIoV with metaverse

The subsequent sections of this paper are structured in a logical sequence as follows: Section 2 is related
work. Section 3 delves into the attacker model and the goals of our protocol. Section 4 presents our proposed
protocol. Section 5 provides a comprehensive security analysis of the protocol, evaluating its robustness
against potential threats. Section 6 shows the comparisons of the performance between different protocols.
Finally, Section 7 offers a concise conclusion.

2 Related Work
In recent years, researchers have proposed many secure schemes to protect the privacy and security in

IoV and SIoV. In the year 2017, Mohit et al. [23] presented a vehicle authentication protocol that was based on
wireless sensor networks. They confidently claimed that this protocol had the ability to resist impersonation
attacks and stolen smart card attacks, thereby offering a certain level of security. However, the research
landscape evolved, and in 2018, Yu et al. [24] made a significant discovery. They found that the previously
proposed protocol was, in fact, not resistant to impersonation attacks, thus revealing a potential vulnerability.
In light of this finding, Yu et al. took proactive steps to address this weakness and proposed an enhanced AKA
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protocol. They emphasized that this new protocol achieved mutual authentication and anonymity. In 2020,
Sadri and Rajabzadeh Asaar [25] further investigated and found that the protocol proposed by Yu et al. was
not resistant to sensor capture attacks and impersonation attacks. Consequently, Sadri et al. proposed a new
IoV authentication protocol, with the claim that it could provide more comprehensive security features, thus
contributing to the advancement of secure vehicle authentication systems. In 2021, Jiang et al. [26] proposed
an anonymous authentication mechanism and a blockchain-based data sharing scheme. Jiang et al. claimed
that the scheme can protect user anonymity and unlinkability. In 2024, Esfahani et al. [27] introduced an
AKA protocol aimed at connecting IoT devices in SIoV, a crucial step towards improving the reliability and
security of communication among diverse IoT-enabled entities in the social vehicular context. This protocol
overcomes the high computational cost issue of existing solutions through group authentication.

Since the term “metaverse” made its debut in the novel Snow Crash, the emergence of virtual world
platforms has been on a steady rise. At the same time, the security of the virtual world environment has been
discussed in some research. In 2016, O’Brolchain et al. [28] pointed out that users communicate through
public channels and servers, which leads to significant threats to user privacy in virtual spaces. In 2018,
Falchuk et al. [29] classified privacy into several types, including personal information privacy, behavioral
privacy, and communication privacy. In response to the possible privacy violations in the social metaverse,
Falchuk et al. proposed by creating a confusing effect. Through the confusing effect, the attacker’s knowledge
of the user’s avatar activities, location, properties, interests and other information can be reduced. In 2020,
De Guzman et al. [30] offered a comprehensive elucidation of the security and privacy requirements when
users interact with virtual objects, laying the groundwork for subsequent research in this area. In 2022,
Ryu et al. [31] proposed a mutual authentication scheme based on elliptic curve cryptography (ECC). This
scheme not only provides secure communication between users and servers but also demonstrates resilience
against offline dictionary guessing attacks, impersonation attacks, and man-in-the-middle attacks, thereby
enhancing the security of user-server interactions. In the same year, Zhang et al. [32] further proposed a low-
latency AKA protocol specifically tailored for metaverse-based EIoT power trading systems, addressing the
unique requirements of this emerging application domain. In 2023, Yang et al. [33] introduced a biometric-
based dual-factor authentication protocol incorporating chameleon signatures. This protocol represents a
notable advancement as it ensures the verifiability of both virtual and physical identities of virtual characters,
effectively safeguarding the integrity of the metaverse environment. Yang et al. claimed that it can successfully
resist impersonation attacks and replay attacks. Also in 2023, Thakur et al. [34] proposed a certificateless
encryption framework for metaverse identity verification. By leveraging ECC and fuzzy extractors to
achieve mutual authentication between users. Thakur et al. claimed that it can resist replay attacks and
impersonation attacks, further enhancing the security posture of the metaverse. In 2024, Gupta et al. [35]
utilized convolutional neural networks to propose a lightweight encryption protocol to protect the metaverse.
The protocol can provide secure mutual authentication between users and metaverse infrastructure.

3 System Model and Attacker Model

3.1 System Model
Our model involves three entities: vehicle Vi , roadside units RSU j , and Server. The system model is

illustrated in Fig. 2, and the detailed description follows.

1. Vehicle (Vi): We consider private vehicles rather than public transportation. Vehicles are equipped with
immersive devices to access the metaverse, thereby supporting social interactions among passengers.
Vehicles can communicate through OBU and nearby RSUs.

2. Passenger (Uc): We focus on social interactions among passengers within the same vehicle. Passengers
can enter the metaverse using immersive devices in the vehicle. When there are more than one
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passengers in the vehicle, they can engage in various social activities in the metaverse, such as playing
games and watching movies. Because passengers in private vehicles are mostly family or friends, we
consider that passengers in the same vehicle trust each other [12].

3. Road side Unit (RSU j): As the intermediate node between the vehicle and the server, RSU is generally
deployed on both sides of the road. Due to limited computational and storage capabilities, the RSU
primarily handles message transmission. Being located in an open environment, the RSU is susceptible
to attacks. In addition, RSU is considered a semi-trusted entity.

4. Server (Server): The server with a blockchain network maintains the blockchain. It is also responsible
for the registration of vehicles, passengers, and RSUs. By invoking smart contracts, the server can also
package passengers’ transactions into blocks and upload them to the blockchain. Here, we consider the
server as a trusted entity.

5. Blockchain (BC): The metaverse service company deploys the metaverse on the Server integrated with
blockchain. By invoking smart contracts deployed on the blockchain, passengers’ identity information
can be registered or updated. Therefore, the blockchain should be robust, secure, and support smart
contract functionality.

Figure 2: System model of SIoV with metaverse

According to the roles and functionalities of the entities mentioned above, the process of our system
model is as follows. When passengers in a vehicle wish to use metaverse services, both the vehicle and the
passengers should register with the server. After registration, passengers can log into the metaverse through
immersive devices in the vehicle. Subsequently, the server integrated with blockchain technology in the
metaverse service company will authenticate the passengers’ identities and establish a session key. Through
the session key, passengers can securely communicate with the server and invite passengers in the same
vehicle to socialize in the metaverse, such as playing games.

3.2 Attacker Model
In this paper, we base on the Dolev-Yao (DY) model [36] and the Canetti-Krawczyk (CK) model [37]

to define the capabilities of the attacker (A). The specific capabilities are as follows:

(1) A is capable of eavesdropping, intercepting, tampering and replaying information transmitted over
public channels.
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(2) A has the capacity to physically seize the OBU, with the result that the information stored within it can
be extracted.

(3) A can physically capture the RSU and extract the information stored in the RSU.
(4) A may obtain any temporary information about any of the vehicle, the RSU, and the server.
(5) A is able to query transactions recorded in the ledger in the blockchain, but cannot propose

transactions or disrupt the blockchain system [38,39].
(6) A is restricted from accessing the private key stored in the server and the registration information of

the communicating entity, ensuring the integrity and confidentiality of the communication process.
(7) Because passengers in the same private vehicle are usually family members or friends, passengers trust

each other. Therefore, we assume that there is no malicious attacker among the passengers in the
vehicle. In other words, A can be an outsider attacker but not an insider attacker.

(8) For (2), (3), and (4), A just performs one of these attacks, but not all of them.

4 The Proposed MSIoV-AKA Protocol
In this section, we propose an authentication and key agreement protocol, specifically designated

as MSIoV-AKA. This protocol is systematically divided into four sequential phases: the pre-deployment
phase, the registration phase, the login and authentication phase, and the passenger dynamic adding phase.
In Table 1, we offer a comprehensive explanation of the notation utilized in the MSIoV-AKA protocol.

Table 1: Notations table

Symbol Description
Vi , RSU j i-th vehicle, and j-th RSU, respectively
Server Deployed metaverse servers

Uc c-th passenger in the vehicle.
V IDi , IDc , GID j Identities of Vi , Uc , RSU j

PV IDi , PIDc Pseudo identity of Vi , Uc
SK Session key
ks Secret key of Server

f (x) Galois field polynomial with degree t.

4.1 Pre-Deployment Phase
At this stage, the main task is to initialize some parameters for the communication entities. Firstly,

vehicles and RSUs have a unique identifier set at the factory. In our protocol, the identifier is used as the
device’s ID. The ID of vehicles and RSUs are denoted as V IDi and GID j , respectively. Then, the server selects
a private key ks and a large prime number q, secure hash functions h1 ∶ {0, 1}∗ → {0, 1}l , h2 ∶ {0, 1} → Z∗p .
Finally, the server exposes the parameters {h1 , h2, q}, and securely stores {ks}.

4.2 Registration Phase
4.2.1 Vi Registration

Before passengers want to use metaverse social services in a vehicle Vi , they need to register with Server.

(1) First, the passenger Pc selects the identity IDc and the password PWc . Then, Vi sends V IDi and IDc
to Server.
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(2) When Server receives the message, it computes PIDc = h1(IDc ∣∣V IDi ∣∣ks), PV IDi =
h1(V IDi ∣∣ks), Ri = h1(s0∣∣ks ∣∣V IDi), and xc = h2(IDc ∣∣V IDi). Server constructs the t − 1 degree
polynomial:

f (x) = s0 + a1x + ⋅ ⋅ ⋅ + at−1xt−1 (1)

where the constant term s0 is the secret value, a1 , a2 . . . at−1 are elements in the Galois Field GF(2q).
Server then computes yc and stores {s0, a1 , a2 . . . at−1 , V IDi , PV IDi , IDc , PIDc}. Finally, Server
sends {PIDc , PV IDi , Ri , yc} to Vi .

(3) After Vi receives the message, it computes Zc = h1(IDc ∣∣PWc ∣∣Ri ∣∣V IDi). Finally, Vi stores
{PV IDi , Ri , Zc , PIDc , yc} into its OBU.

4.2.2 RSU j Registration
(1) RSU j transmits {GID j} to Server via a secure channel.
(2) When Server receives the message, it selects the random number r j and computes PGID j =

h1(GID j ∣∣r j ∣∣ks), GTj = h1(r j ∣∣Ks). Finally, Server stores {PGID j , GID j , r j} and sends {PGID j , GTj}
to RSU j .

(3) After receiving the message, RSU j calculates GPj = GTj ⊕ h1(PGID j ∣∣GID j). Finally, RSU j stores
{PGID j , GPj} into its database.

4.3 Login and Authentication Phase
During the journey, passengers (Uc) in the vehicle (Vi) can socialise through the metaverse server

(Server). Firstly, Uc needs to complete the login and authentication in the Vi . Then, through RSU j , Server
completes the authentication of Vi and Uc . Finally, Server establishes a session key with the Uc . Fig. 3
illustrates the overall process of user login and authentication. The detailed procedure is described as follows:

(1) Firstly, the Uc in the Vi input his IDc and PWc . Then, Vi computes Z∗c = h1(IDc ∣∣PWc ∣∣Ri ∣∣V IDi) and
checks that Z∗c

?= Zc . If it passes the validation, Vi selects the random number α and the timestamp T1 to
compute HIDi = h1(ID1∣∣ID2∣∣...∣∣IDn ∣∣V IDi), I1 = α ⊕ h1(Ri ∣∣HIDi ∣∣T1), I2 = PID1∣∣PID2∣∣...∣∣PIDn ,
V1 = h1(V IDi ∣∣I2∣∣α∣∣T1). Finally, Vi sends the {PV IDi , I1 , I2, V1 , T1} to RSU j .

(2) After RSU j receives the message, it checks ∣T1 − Tc ∣ ≤ ΔT . If T1 is valid, RSU j picks the ran-
dom number β and timestamp T2 to calculate GTj = GPj ⊕ h1(PGID j ∣∣GID j), I3 = β ⊕GTj, V2 =
h1(β∣∣PGID j ∣∣T2). Finally, RSU j sends {M1 , PGID j , I3, V2, T2} to Server.

(3) When Server receives the message, it checks ∣T2 − Tc ∣ ≤ ΔT . If T2 is valid, Server calculates GTj =
h1(r j ∣∣ks), β = I3 ⊕GTj , V∗2 = h1(β∣∣PGID j ∣∣T2) and then checks that V2

?= V2. If equal, Server
retrieves IDc , V IDi based on PIDc , PV IDi . As shown in Fig. 4, Server performs Al gorithm1
to reconstruct so to calculate Ri = h1(s0∣∣ks ∣∣V IDi), HIDi = h1(ID1∣∣ID2∣∣...∣∣IDn ∣∣V IDi), α = I1 ⊕
h1(Ri ∣∣HIDi ∣∣T1), V∗1 = h1(V IDi ∣∣I2∣∣α∣∣T1). Server checks that V1

?= V1. If equal, Server picks random
number γ and timestamp T3 to compute SK = h1(s0∣∣α∣∣β∣∣γ∣∣HIDi), I3 = (β∣∣γ) ⊕ h1(s0∣∣HIDi ∣∣Ri ∣∣α),
V3 = h1(SK∣∣I3∣∣T3). Finally, Server sends {I3, V3, T3} to RSU j .

(4) RSU j receives the message and checks ∣T3 − Tc ∣ ≤ ΔT . If T3 is valid, RSU j picks T4 and sends {M3, T4}
to Vi .

(5) When Vi receives the message, it checks ∣T4 − Tc ∣ ≤ ΔT . If T4 is valid, Vi computes xc = h2(IDc ∣∣V IDi)
and executes Al gorithm1 to obtain s0. Then, Vi computes (β∣∣γ) = I3 ⊕ h1(s0∣∣α∣∣β∣∣γ∣∣HIDi),
SK = h1(s0∣∣α∣∣β∣∣γ∣∣HIDi), and V∗3 = h1(SK∣∣I3∣∣T3). Finally, Vi checks V3

?= V3. If equal, it indicates
that SK is valid.
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Figure 3: Login and authentication phase

Figure 4: s0 reconstruction algorithm
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4.4 Passenger Dynamic Adding Phase
If a new passenger also wants to use the metaverse service, the passenger needs to perform the dynamic

addition phase. Compared to the vehicle registration phase, the dynamic passenger addition phase allows
for fast passenger registration.

(1) The new passenger P′c chooses its ID′c , PW ′
c . Then, Vi sends {ID′c , V IDi} to Server.

(2) When Server receives the message, it calculates PID′c = h1(ID′c ∣∣V IDi ∣∣ks), x′c = h2(ID′c ∣∣V IDi),
y′c = f (x′c). Then, Server stores {ID′c , PID′c} and sends {PID′c , y′c} to Vi .

(3) After Vi receives the message, it computes Z′c = h1(ID′c ∣∣PW ′
c ∣∣Ri ∣∣V IDi) and stores {Z′c , PID′c , y′c}

in Vi .

4.5 Password Update Phase
To ensure the security of passenger credentials in long-term operation scenarios and to meet the

compliance requirements for password rotation, the MSIoV-AKA protocol introduces a password update
phase. This phase is triggered only after a successful login-authentication session between the passenger Uc
and the vehicle Vi . The Server never stores plaintext or reversible password images, adhering to the principle
of minimal trust.

Let the old and new passwords be denoted as PW ol d
c and PW new

c , respectively. A new 128-bit random
number δ and a timestamp T5 are involved.

(1) Uc enters PW ol d
c and PW new

c on the in-vehicle terminal.
(2) Vi computes Z∗c = h1(IDc ∥ PW ol d

c ∥ Ri ∥ V IDi) and verifies Z∗c
?= Zc . If the check fails, the update

is rejected.
(3) Vi selects a random value δ and records the current timestamp T5 to calculate Znew

c = h1(IDc ∥
PW new

c ∥ Ri ∥ V IDi).
(4) Finally, Vi returns Znew

c to Uc .

5 Security Analysis

5.1 Formal Security Analysis
In this section, we perform a comprehensive formal security analysis of the MSIoV-AKA protocol.

By employing different games, we calculated the probability of an attacker (A) compromising MSIoV-
AKA protocol.

Our protocol consists of three entities, namely Vi , RSU j , and Server. In the following, we use Πx
Vi

,
Πy

RSU j
, and Πz

S erv er to represent the instance of x-th vehicle, y-th RSU, and z-th Server. In addition, we use
a variety of query operations to simulate the real attacks by A. In the following, we will demonstrate various
query operations.

1. Execute(E): By this query, A has the ability to obtain all messages that are transmitted over the public
channel, thereby gaining complete access to the information flowing.

2. Send(E , Mi): By this query, A can send a message to any entity E = {Πx
Vi

, Πy
RSU j

, Πz
S erv er}.

3. Hash(String): By this query, A can obtain the hash value of any string.
4. Corrupt(OBU): By this query, A can extract the information stored in the vehicle.
5. Test(E): By tossing an unbiased coin (c), A guesses the session key. If c = 1, A can obtains the session

key. If c = 0, A obtains a random string.



3184 Comput Mater Contin. 2025;84(2)

Theorem 1: Under the ROR model, the probability that A breaks MSIoV-AKA protocol P in polynomial time
ξ is AdvPA(ξ) ≤

q2
h

∣Hash∣ + 2 ⋅ C′ ⋅ qs′
send . Here, ∣Hash∣, qh, and qsend , denote the range space of the hash function,

the number of hash queries and the number of send queries, respectively.
We define four games: GM0-GM3 to simulate A’s attack process. In the proof process, SuccG Mi

A (ξ)
represents the probability ofA’s success in GMi . AdvPA(ξ) representsA’s advantage in breaking the protocol.
Below, we demonstrate the specific proof process.

GM0: In GM0, A starts the real attack by flipping an unbiased coin c. Thus, we can obtain

AdvPA(ξ) = ∣2Pr[SuccG M0
A (ξ)] − 1∣. (2)

GM1 ∶GM1 adds the Execute(E)query to GM0. By executing the Execute(E)query,A can successfully
eavesdrop on M1 , M2, M3, and M4 sent over the public channel, enabling it to access the content of these
messages. At this point, A tries to compute SK = h1(s0∣∣α∣∣β∣∣γ∣∣HIDi). However, A cannot obtain s0, α, β,
γ, and HIDi , so A cannot compute SK. Therefore, the probability of GM1 equals GM0,

Pr[SuccG M1
A (ξ)] = Pr[SuccG M0

A (ξ)]. (3)

GM2: Based on GM1, GM2 adds Send(⋅) and Hash(⋅) queries. In this case, A cannot tamper with the
information transmitted over the public channel because the hash function protects the authentication value.
In addition, the authentication value contains random numbers, which are of great significance in preventing
collisions in the hash function, thus ensuring the integrity and security of the system. By considering the
birthday paradox, we can deduce

∣Pr[SuccG M2
A (ξ)] − Pr[SuccG M1

A (ξ)]∣ ≤
q2

h
2∣Hash∣ . (4)

GM3: Different from GM2, GM3 removes the Hash(⋅) query and adds the Corrupt(OBU) query. By
Corrupt(OBU) query, A can get {PV IDi , Ri , Zc , PIDc , yc} stored by OBU. However, due to the absence
of parameters IDc , PWc , V IDi , A still cannot calculate SK = h1(s0∣∣α∣∣β∣∣γ∣∣HIDi). A can only crack the
semantic security of MSIoV-AKA by guessing the user’s password. According to the Zipf ’s Law [40], the
maximum probability of A guessing the password is C′ ⋅ qs′

send , where C′ and s′ are two constants. Thus,

∣Pr[SuccG M3
A (ξ)] − Pr[SuccG M2

A (ξ)]∣ ≤ C′ ⋅ qs′
send . (5)

Finally, A can only guess bit c via the Test(⋅) query to win the game. Thus, we have

Pr[SuccG M3
A (ξ)] = 1

2
. (6)

According to GM0 to GM3, we can obtain

AdvPA(ξ)
2

= ∣Pr[SuccG M0
A (ξ)] − 1

2
∣

= ∣Pr[SuccG M0
A (ξ)] − Pr[SuccG M3

A (ξ)]∣
= ∣Pr[SuccG M1

A (ξ)] − Pr[SuccG M3
A (ξ)]∣ (7)

≤
2
∑
i=1
∣Pr[SuccG Mi+1

A (ξ)] − Pr[SuccG Mi
A (ξ)]∣
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≤
q2

h
2∣Hash∣ + C′ ⋅ qs′

send .

Finally, we can obtain

AdvPA(ξ) ≤
q2

h
∣Hash∣ + 2 ⋅ C′ ⋅ qs′

send . (8)

5.2 Formal Security Verification Using AVISPA
AVISPA is a commonly used validation tool. It uses the on-the-fly model checker (OFMC) and the

constraint logic-based attack searcher (CL-AtSe) to verify the security of the MSIoV-AKA protocol. In Fig. 5,
we show the simulation results from OFMC and CL-AtSe. In the OFMC analysis, when the node depth is 12,
it took 6.07 s to access 2704 nodes. For CL-AtSe, the translation time was 0.09 s. Both results show that the
proposed protocol is secure.

Figure 5: The verification results using OFMC and CL-AtSe

6 Performance Comparisons and Simulations
In this section, we conduct a comparative analysis between our proposed protocol and four rep-

resentative robust protocols/schemes [41–44]. The comparison primarily focuses on two key metrics:
computational cost and communication cost, aiming to comprehensively evaluate the efficiency of our
protocol. Furthermore, we deploy smart contracts on both Ethereum and Hyperledger platforms to assess
their runtime performance and validate the practical feasibility of the proposed scheme.

6.1 The Comparisons of Computational Costs and Communication Costs
In this subsection, we use three different devices to simulate the entities summarized in Table 2. The

Honor 70 phone is used to act as the OBU of the vehicle, the Xiaomi 14 phone plays the role of the RSU, and
a Lenovo computer is used to simulate the server. In Table 3, we show the computational costs of the used
operations. Here, Th means the execution time to run the hash function, Tpu f is the execution time to run the
PUF operation, Tecc is the execution time to run the point scalar multiplication operation in ECC, and Tcm
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is the execution time to run for Chebyshev polynomial operation. In Table 4, we show the compared results
with four representative robust protocols/schemes [41–44]. The computational costs of these are significantly
higher than our protocol.

Table 2: Equipment configuration parameters

Honor 70 Xiaomi 14 LenDovo laptop
Operating system Magic UI 6.1 (based on

Android 12)
Android 14 Windows 10

Running memory 12 G 16 G 16 G
CPU Qualcomm Snapdragon

778 G plus
@2.5 GHz

Qualcomm Snapdragon 8
Gen 3

@ 3.3 GHz

Intel(R) Core(TM)
i7-13700 CPU

Table 3: The execution time of operations in the three entities

Symbols Vi RSU j Server
Th 41.2 μs 17.9 μs 8.76 μs

Tpu f 52.21 μs 29.1 μs 10.18 μs
Tecc 308.66 μs 236.32 μs 196.5 μs
Tcm 102.89 μs 78.73 μs 65.5 μs

Table 4: The comparisons of computational costs

Protocols Vi RSU j Server Total
Modarres and Sarbishaei [41] 12Th + Tpu f ≈

546.61 μs
3Th ≈ 53.7 μs 13Th ≈ 113.88 μs 714.19 μs

Al Sibahee et al. [42] 10Th ≈ 412 μs 7Th ≈ 125.3 μs 13Th ≈ 113.88 μs 651.1 μs
Tomar and Tripathi [43] 8Th + 6Tcm ≈

946.94 μs
5Th + 6Tcm ≈

561.88μs
8Th + 10Tcm ≈

725.08 μs
2233.9 μs

Awais et al. [44] 7Th + 4Tecc ≈
1523.04 μs

4Th + 5Tecc ≈
1253.2 μs

9Th + 6Tecc ≈
1257.84 μs

4034.08 μs

Our Protocol 8Th ≈ 329.6 μs 2Th ≈ 35.8 μs 9Th ≈ 78.84 μs 444.24 μs

According to [45], we define the length of identity, password, PUF challenge value, hash value,
random number, timestamp and point in ECC as 128, 128, 128, 256, 256, 32, 160 bits, respectively. In the
following, we show the communication cost of our protocol as an example. In our protocol, the transmitted
messages are {PV IDi , I1 , I2, V1 , T1 , PGID j , I3, V2, T2, I3, V3, T3, T4}, where {T1 , T2, T3, T4} is the timestamp,
and {PV IDi , I1 , I3, V1 , PGID j , I3, V2, I3, V3} is the hash value. Therefore, the communication cost of our
protocol is 4544 bits. The compared results of communication costs are summarized in Table 5.
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Table 5: The cost comparison of communication

Protocol Vi RSU j Server Total
Modarres and Sarbishaei [41] 896 bits 1536 bits 640 bits 3072 bits

Al Sibahee et al. [42] 1056 bits 800 bits 1728 bits 3584 bits
Tomar and Tripathi [43] 1184 bits 3264 bits 1312 bits 5760 bits

AWais et al. [44] 672 bits 1824 bits 1184 bits 3680 bits
Our Protocol 1312 bits 2688 bits 544 bits 4544 bits

6.2 Feasibility Analysis of Blockchain
To validate the feasibility of our protocol, we executed our protocol on Ethereum and Hyperledger.

6.2.1 Ethereum-Based Implementation
In order to figure out the gas cost, we put the smart contract of our protocol on the Ethereum Test

Network called Sepolia. The configurations of our implementation are as follows: Development environment:
Remix, Language: Solidity, Compiler: 0.8.25+commit.b61c2a91, Ethereum wallet: MetaMask 11.14.0, Test
network: Sepolia. First, we connected Remix and Sepolia using the MetaMask plugin in Google Chrome.
Then, we use them to deploy and invoke our smart contract.

In Fig. 6, we show the Sepolia testnet transaction details. Fig. 6a–d represents the invocation results of
the contract of vehicle registration, the contract of RSU registration, the contract of server submission, and
the contract of passenger dynamic addition, respectively. Based on the exchange rate on 18 August 2024, we
consider 1 Ether = 2644.279 USD. In Table 6, we show the cost of deployment and invocation for the four
contracts. The results indicate that the cost of deployment is the highest; however, it only needs to be executed
once. Although the contract needs to be invoked multiple times, the cost of invoking is low. Therefore, the
gas cost of our protocol is acceptable in practical applications.

Figure 6: (Continued)
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Figure 6: Sepolia testnet transaction details

Table 6: Smart contract gas cost

Function Contract deployment/Execution

Gas Ether USD
Vehicle registration 319,144/141,457 0.000,512/0.000,228 1.354/0.603

RSU registration 327,208/78,209 0.000,542/0.000,126 1.433,3/0.333
Server submission 594,236/176,209 0.000,966/0.000,284 2.554/0.751

Passenger dynamic addition 296,688/100,278 0.000,577/0.000,180 1.526/0.476

6.2.2 Hyperledger-Based Implementation
In order to conduct a comprehensive analysis of the time cost associated with packing and uploading

blocks, we carry out experiments on the Hyperledger Sawtooth blockchain platform. Our experimental
configurations and environments are described as follows: Operating system: Ubuntu 20.04.6 LTS, CPU:
11th Gen Inter(R) Core(TM) i9-11900 @ 2.50 GHz, RAM: 16G, Platform: Hyperledger Sawtooth, Develop-
ment Environment: Pycharm 2023.3.5 (Community edition), Programming Language: python, Consensus
Algorithm: Practical Byzantine Fault Tolerance (PBFT). Specifically, we used Docker 26.2.4 to create 10
containers to simulate blockchain nodes. Each node has an intkey transaction processor, a REST API service,
a transaction processor, a validation server, and a PBFT engine. In addition, we pair the nodes to form a
peers network. Through PBFT, each node can confirm transactions and reach consensus. Finally, the nodes
package the transactions into blocks and upload them to the blockchain.

Here, we evaluate the performance of MSIoV-AKA protocol in three cases. Case 1 is shown in Fig. 7a.
We assume that there are 30 blocks to be packed and uploaded. We compared the time consumed for
packaging and uploading blocks containing different numbers of transactions. Case 2 is shown in Fig. 7b.
We assume that each block contains 150 transactions. We compared the time consumed for packaging and
uploading different numbers of blocks. Fig. 7c shows that the left vertical represents the cumulative latency
for processing 30 blocks under different numbers of nodes, illustrated by the bar chart. The right vertical axis
shows the average latency per block, depicted as a line chart.
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Figure 7: Hyperledger-based blockchain simulation results

7 Conclusion
In this paper, we have introduced a novel “SIoV combined with Metaverse” environment and have

defined the system model and attacker model. Based on this environment, an authentication and key
agreement protocol using blockchain called MSIoV-AKA is proposed. The formal security analysis in the
RoR model and the AVISPA tool are used to verify the security of MSIoV-AKA. Finally, the theoretical
comparisons of computational/communication costs and the feasibility analysis of blockchain provide
evidence that our MSIoV-AKA is suitable in practice.
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