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ABSTRACT: The advent of 6G wireless technology, which offers previously unattainable data rates, very low latency,
and compatibility with a wide range of communication devices, promises to transform the networking environment
completely. The 6G wireless proposals aim to expand wireless communication’s capabilities well beyond current
levels. This technology is expected to revolutionize how we communicate, connect, and use the power of the digital
world. However, maintaining secure and efficient data management becomes crucial as 6G networks grow in size and
complexity. This study investigates blockchain clustering and artificial intelligence (AI) approaches to ensure a reliable
and trustworthy communication in 6G. First, the mechanisms and protocols of blockchain clustering that provide a
trusted and effective communication infrastructure for 6G networks are presented. Then, Al techniques for network
security in 6G are studied. The integration of Al and blockchain to ensure energy efficiency in 6G networks is addressed.
Next, this paper presents how the 6G’s speed and bandwidth enables Al and the easy management of virtualized systems.
Using terahertz connections is sufficient to have virtualized systems move compute environments as well as data. For
instance, a computing environment can follow potential security violations while leveraging AI. Such virtual machines
can store their findings in blockchains. In 6G scenarios, case studies and real-world applications of AI-powered secure
blockchain clustering are given. Moreover, challenges and promising future research opportunities are highlighted.
These challenges and opportunities provide insights from the most recent developments and point to areas where Al
and blockchain further ensure security and efficiency in 6G networks.
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1 Introduction

Wireless communication technology has advanced at an unprecedented rate. These wireless advances
add value to numerous areas of our lives. Significant gains have been made with the implementation of
5G networks, including faster data speeds, lower latency, and better connectivity. However, an even more
advanced wireless infrastructure is required to fulfill the needs of upcoming applications such as self-driving
cars, the Internet of Things (IoT), and virtual reality. In this context, the 6G protocol proposals seek to
transcend the constraints of 5G by introducing previously unimaginable capabilities [1,2].
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The 6G proposals offer critical infrastructure for IoT systems. Particularly, 6G is expected to have
features such as ultra-fast data transfer, low latency, and high reliability. However, despite these advantages
offered by 6G, issues such as security, scalability, and energy efficiency have not yet been fully resolved. The
security vulnerabilities that occur when connecting IoT devices to the 6G network will be a critical problem,
especially in terms of decentralized identity management and data integrity. Existing studies independently
address solutions such as blockchain or artificial intelligence in IoT security. Combining these technologies
has not been sufficiently investigated. AI-based threat detection systems have great potential for IoT security,
but there is still an open question about how existing Al security solutions should be optimized due to the
decentralized and ultra-high-speed nature of 6G [3-6]. Blockchain and Al-based security solutions require
more data processing power and low latency in 6G compared to traditional networks. However, how these
two technologies can work together more effectively and be scalable is not yet understood.

6G enables IoT devices to operate faster and more reliably with ultra-low latency and high bandwidth.
It also offers advanced security mechanisms and Al-supported automation processes for IoT devices. The
rapid increase in the number of IoT devices leads to issues such as handling big data analytics, secure
authentication, and energy efficiency. The next-generation network architecture offered by 6G should be
optimized to meet these requirements. This study examines how IoT can be integrated with 6G securely
and efficiently and discusses how AI and blockchain-based security solutions can contribute to this process
[7-10]. Given the low latency and high bandwidth expected for 6G networks, these networks go beyond
moving data efficiently to give the opportunity for moving virtual compute environments. Moving these
virtual compute environments offers a lot, including optimization and security. As an example, this survey
explores virtual Raspberry Pis as systems that can be migrated to follow incidents while leveraging blockchain
technology and Al. Migrating virtual machines quickly is feasible due to the speed and bandwidth of 6G.

This article analyzes the use of AI and blockchain clustering to improve security in 6G wireless
networks. Blockchain clustering divides the blockchain network into smaller clusters to improve scalability
and efficiency. Al approaches can be used to improve cluster management and identify security issues. Table 1
demonstrates that our study differs from previous survey papers.

Table 1: Difference between our survey and other survey papers of a similar nature

Surveys Al Blockchain clustering Enhanced security in 6G

Pathak et al. [11] Vv
Velliangiri et al. [12] Vv
Zhang et al. [13]
Mao et al. [14]

Liu et al. [15]
Kamal et al. [16]
Bargavi et al. [17]
Alanhdi and Toka [18]
Rustemi et al. [19]
Bhat et al. [20]
Our Survey
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This study makes the following significant contributions to the literature on 6G security:

> A comprehensive perspective: A comprehensive overview of the security implications of AI and
blockchain clustering in 6G networks is presented.

> Al and blockchain integration: How the synergistic integration of AI and blockchain enhances 6G
security is investigated.

> Future directions: Future directions and open research issues for Al and blockchain research in 6G
security are identified.

The rest of the paper is organized as follows: Section 2 discusses the concept of blockchain clustering
and its benefits in 6G networks. Section 3 examines related Al techniques for 6G security. Section 4 presents
the architecture and mechanisms of AI and blockchain integration. Section 5 discusses case studies and
applications that demonstrate the effectiveness of the proposed approach. Section 6 highlights the challenges
encountered and future research directions. Finally, Section 7 summarizes the conclusions of the paper.

2 Blockchain Clustering Security for 6G

Blockchain is a distributed ledger system that provides a decentralized, transparent, and immutable
structure. Each block comprises a series of transactions that are cryptographically linked to the previous
block, making it intractable to modify or erase data. These characteristics make blockchain an excellent
solution for 6G security because blockchains provide dependable data sharing, authentication, and autho-
rization processes. However, blockchain technology’s scalability and performance constraints can present
issues, particularly in networks that need high data rates and dense device connections, such as 6G. At this
stage, blockchain clustering appears to be a potential method for overcoming these restrictions by leveraging
6G network requirements [21-25]. Fig. 1 shows a application scheme blockchain for 6G.

Autonomous
Vehicles
Blockchain

Applications in 6G-
enabled IoT

Big Data

Supply Chain

Figure 1: Blockchain applications for 6G

Blockchain clustering is the partitioning of blockchain nodes into smaller, logically grouped clusters
based on shared security needs, geographic distribution, or transaction types. Unlike sharding, which
distributes ledger storage and transactions across independent chains for scalability, clustering enhances
security and efficiency by forming groups of nodes that work together dynamically. This enables data
exchange and resource sharing between different blockchains while also providing the flexibility required to
deal with the complexities of 6G networks. For example, a study by [26] found that blockchain clustering
provides a secure and scalable communication infrastructure for IoT devices. In this study, devices within
each cluster use their blockchain networks, so communication between clusters is safe. The blockchain
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clustering approaches described in Table 2 have the potential to significantly increase security and efficiency
in 6G networks.

Table 2: The blockchain clustering methods

Clustering method Description Security impacts
Clustering by Nodes are grouped into clusters based on Isolation of attacks within a specific
geographic their geographic location. This facilitates region
location communication between nearby nodes Increased resistance to distributed
and reduces network latency. denial-of-service (DDoS) attacks
Implementation of local security
policies
Clustering by Nodes are grouped into clusters based on Protection of critical nodes
connection their network connectivity. This allows for Optimization of security resources
strength more efficient use of resources and Creation of high-performance clusters
increased network performance.
Clustering by Nodes are grouped into clusters based on Isolation of malicious nodes

confidence level

their trustworthiness. This prevents
malicious nodes from harming the
network and increases security.

Increased resistance to Sybil attacks
Creation of reliable clusters

Hybrid clustering ~ Combining different clustering methods Flexible and adaptable network
creates a more flexible and efficient structure
network structure. For example, Meeting different security
geographic location and trustworthiness requirements

AlI-Assisted
clustering

can be used together to create clustering
that both reduces latency and increases
security.

Artificial intelligence algorithms provide
dynamic and automatic clustering by
analyzing network conditions and
security threats. This allows the network
to adapt to changing conditions and
proactively address vulnerabilities.

Enhanced security and performance

Dynamic and automatic cluster
management
Advanced security threat analysis
Proactive remediation of
vulnerabilities

2.1 Blockchain Clustering Methods

Blockchain clustering can be implemented using different architectures and protocols. Some of the
commonly used methods are:

> Astructure in which a pre-selected group of nodes manages the blockchain network. This can increase
scalability and performance, but reduce decentralization. For example, Hyperledger Fabric [27] is a
federation-based blockchain platform that can be used for applications such as identity management
and access control in 6G networks.
> These are secondary blockchains linked to the main blockchain. Sidechains promote scalability by
minimizing the strain on the main chain and are suitable for specialized applications. For example,



Comput Mater Contin. 2025;84(2) 1985

Liquid Network [28] or the Stacks chain [29] are sidechains that connect to the Bitcoin blockchain and
enables rapid and secure transactions. Sidechains in 6G networks can be leveraged for different services.

> It allows transactions to be processed in parallel by dividing the blockchain network into smaller
pieces (shards). This significantly increases transaction speed and network capacity. Zilliqa [30] is a
blockchain platform that uses sharding. So Zilliga may be suitable for 6G applications that require high
transaction throughput.

> Protocols that allow data sharing between blockchain networks. This allows different blockchains to
collaborate and increases flexibility in the 6G ecosystem. Cosmos [31] is one example of a protocol that
offers interoperability between different blockchains and can help integrate heterogeneous blockchain
networks in 6G networks.

2.2 Benefits of Blockchain Clustering in 6G Security

Blockchain clustering offers several benefits to increase security in 6G networks:

> Blockchain clustering’s distributed and immutable structure reduces single points of failure and
improves cyber-attack resistance.

> Blockchain clustering increases the scalability and efficiency of 6G networks by distributing the
processing load.

> Blockchain clustering can be integrated with techniques such as zero-knowledge proofs and homo-
morphic encryption to increase privacy protection. For example, a study by [32] provided secure and
confidential data sharing in 6G networks using blockchain clustering and homomorphic encryption.

> Blockchain-based authentication systems provide reliable and secure identity management in 6G net-
works.

2.3 Challenges of Blockchain Clustering

The application of blockchain clustering to 6G security also presents some challenges:

> Standards are needed to ensure interoperability between different blockchain platforms.
> Blockchain clustering architectures can be complex and difficult to implement.
> Some blockchain clustering methods result in high energy consumption.

Despite these challenges, blockchain clustering has significant potential to improve security in 6G net-
works. Future research should focus on addressing these challenges and further improving the effectiveness
of blockchain clustering in 6G security.

3 Al Techniques

AT refers to a set of techniques and procedures that allow computer systems to demonstrate human-
like intelligence. Given the complexity and dynamic nature of 6G networks, Al is critical for identifying,
preventing, and responding to security attacks [33-36]. In this section, we look at the primary Al techniques
that can be utilized to improve 6G security. The Al approaches listed in Table 3 provide effective tools for

increasing security in 6G networks. Fig. 2 shows Al-enabled applications for 6G networks.
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Table 3: Various Al techniques
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Al technique Description

Security impacts

Machine Learning ML is a type of Al that allows computers to

(ML) learn from data without being explicitly
programmed. In 6G networks, ML

algorithms can be used to analyze network

traffic, detect anomalies, and predict attacks.

Deep Learning DL is a subset of ML that uses multilayered
(DL) artificial neural networks. DL algorithms are
increasingly used in 6G network security due

to their ability to learn complex patterns and

analyze large data sets.

Natural Language  NLP is a field of Al that allows computers to
Processing (NLP)  understand and process human language. In

6G networks, NLP can be used to analyze
text-based data (e.g., social media posts,
forums) to identify security threats.
Computer vision is a field of AI that allows
computers to “see” and interpret images. In
6G networks, computer vision can be used to
analyze images from security cameras and
detect anomalies.

RL is a type of ML that allows an agent to
learn by interacting with an environment
and receiving rewards. In 6G networks, RL
algorithms can be used to optimize security
policies and allocate resources efficiently in
dynamic environments.

Computer Vision

Reinforcement
Learning (RL)

Detection of network attacks and
anomalies
Development of intrusion
prevention systems
Detection of vulnerabilities
Detection of complex attacks and
anomalies
Detection of zero-day attacks
Advanced security analytics

Detection of social engineering
attacks
Early warning system of security
threats
Analysis of security incidents
Detection of physical security
breaches
Prevention of unauthorized access
Image-based security analytics

Creation of dynamic security
policies
Optimization of network resources
Automatic response to security
threats

Modulation
Recognation
Energy
Optimization

Network
Managment

Al-enabled 6G

Network

Intelligent
Routing

Channel
Estimation

Detection and
Prediction

Figure 2: Al-enabled applications for 6G network
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3.1 Machine Learning (ML)

Machine learning (ML) is an area of Al that allows systems to learn from data without being explicitly
programmed. Analyzing network traffic allows ML systems to discover anomalies, categorize malware, and
predict attacks in 6G security. For example, Ref. [37] presents a solution to detect DDoS attacks in 6G
networks based on unsupervised learning algorithms. This technology detects irregularities in network traffic
and blocks attacks in real time. Similarly, the authors of [38] created a machine learning model for detecting
intrusions in 6G networks. Analyzing network data allows this model to detect odd behavior and avoid
security breaches.

3.2 Deep Learning (DL)

Deep learning (DL) is a kind of machine learning that uses multilayer artificial neural networks to
extract complicated patterns from data. DL is particularly useful for dealing with massive datasets and
complicated security risks. In 6G security, deep learning can be utilized for tasks including image identifi-
cation, natural language processing, and time series analysis. For example, the authors of [39] suggested a
deep learning model for detecting malware in 6G networks. This technique can categorize malware samples
accurately and improve network security. This technology can analyze network configurations to identify
potential security concerns and provide preventive steps.

3.3 Reinforcement Learning (RL)

Reinforcement learning (RL) is an Al technique that enables an entity to learn by interacting with
its surroundings and getting incentives. In 6G security, RL can be utilized to create self-learning systems
capable of adapting to changing environments and optimizing security rules. For example, Adawadkar and
Kulkarni [40] presented a reinforcement learning approach to improve resource allocation and prevent
security assaults in 6G networks. This technique, which dynamically allocates network resources, can reduce
the impact of attacks while improving network speed.

3.4 Other AI Techniques

In addition to the techniques mentioned above, other Al techniques can be used to enhance 6G
security. These include fuzzy logic, genetic algorithms, and expert systems. Fuzzy logic can be used to
address uncertainty and complexity, while genetic algorithms can be used to optimize security parameters.
Expert systems can be used to make security decisions by imitating human expertise. The integration of Al
techniques into 6G security offers a powerful toolkit to combat complex and ever-evolving cyber threats.
These techniques increase the reliability and security of 6G networks by making security systems more
proactive, adaptive, and effective [41,42].

3.5 Al Clustering

AT clustering is a machine learning method that recognizes certain patterns by analyzing large data
sets and makes dynamic decisions using this information. Al clustering can be used for the following basic
purposes in 6G networks:

> Al clustering can detect deviations from normal by analyzing network traffic and can identify cyberat-
tacks at an early stage. For example, during a DDoS attack, abnormal traffic clusters can be automatically
identified by AT algorithms, and preventive measures can be taken.

> Al-supported clustering algorithms can allocate resources such as bandwidth, processing power, the
location of virtual compute environments, and energy consumption in the most efficient way in 6G
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networks. For example, by analyzing the traffic density of mobile users in a certain area with Al
clustering, the load distribution of base stations can be optimized.

> Al clustering can create dynamic authentication systems to prevent security breaches by analyzing user
behavioral data. For example, when there is an unusual login attempt, the AT model can automatically
activate additional security measures.

4 Integration of AI and Blockchain

6G wireless networks may be characterized by unprecedented scale of data generation and device
connectivity. This leads to the inadequacy of traditional security mechanisms and makes the network
vulnerable to many cyber threats. The integration of AI and blockchain technologies emerges as a promising
solution to strengthen 6G security and overcome these challenges. While Al offers intelligent decision-
making and automated response capabilities, blockchain provides a reliable and transparent platform.
The synergistic combination of these two technologies offers new possibilities to address vulnerabilities
and establish a reliable communication infrastructure in 6G networks [43-46]. The integration methods
outlined in Table 4 illustrate how Al and blockchain technologies can be combined to improve security in

6G networks.

Table 4: Integration of artificial intelligence and blockchain technologies

Integration method

Description

Security impacts

AI-Enabled
blockchain
consensus
mechanisms

Blockchain-Based
Al models

Blockchain-Based
security auditing

Blockchain-Based
identity
management

Al algorithms can be used to develop more
efficient and secure consensus mechanisms
in blockchain networks. For example,
machine learning models can be used to
detect malicious nodes and prevent network
attacks.

AT models can be trained and deployed in a
distributed manner using blockchain
technology. This increases the security and
transparency of models while reducing data
manipulation and bias.

Blockchain technology can provide a reliable
and transparent platform for security
auditing in 6G networks. Network events
and security breaches can be recorded on the
blockchain in an immutable manner,
allowing the incidents to be reviewed and
analyzed later.

Blockchain technology can provide a secure
and decentralized identity management
system in 6G networks. Users can securely
store and manage their credentials on the
blockchain, preventing identity theft and
unauthorized access.

Faster and more efficient
transaction verification
Improved security and attack
resistance
Reduced energy consumption

Increased model reliability and
integrity
Protecting data privacy and
security
Increased model transparency
and accountability
Detection and analysis of
security incidents
Determining the source of
attacks
Remediation of security
vulnerabilities

Secure authentication and
authorization
Protection of personal data
Increased user privacy

(Continued)
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Table 4 (continued)

Integration method Description Security impacts
AI-Enabled smart Al algorithms can be used to enhance the Automation and optimization
contracts functionality and security of smart contracts. of smart contracts
For example, machine learning models can Reducing vulnerabilities and
be used to detect anomalies in smart errors
contracts and prevent fraud. Increased reliability and

transparency of smart contracts

6G networks pose critical security challenges with their ultra-low latency, large-scale connections,
and broadband data transfer features. To solve these challenges, artificial intelligence can detect threats in
real time using big data analysis and take adaptive security measures. However, the accuracy and integrity
of the decision mechanisms of Al-based security systems are a major problem. At this point, blockchain
increases the reliability of Al by providing transparency and data integrity to decision mechanisms. For
example, security threats identified by AI-supported anomaly detection can be recorded on the blockchain,
ensuring that all security nodes in the network have simultaneous information. Thus, decentralized security
management becomes possible.

Training AI models usually requires large data sets, and it is important to store and share this data
securely. Blockchain provides a decentralized and immutable data storage environment, providing secure
and verifiable data usage during the training of AI models. For example, when Al models need to be trained
with patient data in the medical and healthcare sector, blockchain can be used to protect data ownership,
ensure data validity, and prevent unauthorized access.

Al-based biometric verification systems can be integrated into blockchain to ensure that user credentials
are kept secure in a decentralized manner. By combining AI's dynamic threat detection and automatic
response capabilities of blockchain-based smart contracts, autonomous security measures can be taken in
6G networks. Large data sets analyzed with Al can be encrypted and securely stored on the blockchain,
preventing data manipulation and forgery.

Blockchain and AI integration is not just a theoretical combination, but an important requirement to
ensure security, data integrity, and system transparency, especially in complex network environments such
as 6G. Thanks to this integration, AT’s decision-making mechanisms can be secured and the integrity of the
data used by Al can be ensured. Therefore, the combined use of AI and blockchain creates a new paradigm
shift in modern security systems.

6G enables real-time processing of large volumes of data by providing ultra-high data speeds (up to
1 Tbps). With latencies falling below milliseconds, the ability of Al-supported systems to make instant
decisions is increased. Dynamic spectrum management, network optimization, and self-adaptive security
mechanisms can be provided using Al 6G increases the need for decentralized security approaches, and at
this point, blockchain plays a critical role in issues such as secure data sharing and identity verification. In
this context, the integration of Al and blockchain into the 6G ecosystem is not just an option, but a necessity
to increase network security and efficiency.
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4.1 Benefits of AI and Blockchain Integration in 6G Security

The integration of Al and blockchain can improve security in 6G networks in the following ways:

> Al algorithms can detect anomalies and prevent attacks in real time by analyzing large amounts of
data stored on the blockchain. For example, Liu et al. [47] proposed an Al-based system to detect
vulnerabilities in smart contracts on the blockchain. This system can identify potential security risks
and prevent attacks by analyzing smart contract code.

> Blockchains provide a secure platform for identity management and access control by providing a
decentralized and immutable structure. Al can be used to automate identity verification processes and
prevent unauthorized access. For example, Al Hwaitat et al. [48] developed a system that combines
blockchain and biometric authentication techniques for secure authentication in 6G networks. This
system prevents unauthorized access by securely verifying user’s identities.

> Blockchains enable secure and transparent sharing of data. Al can develop encryption and anonymiza-
tion techniques to protect the confidentiality of sensitive data. For example, Gao et al. [49] proposed
a system that combines blockchain and federated learning techniques for secure data sharing in
6G networks. This system facilitates data sharing and collaboration by preserving the confidentiality
of data.

> Blockchains increase the resilience of 6G networks by eliminating a single point of failure thanks to
their decentralized structure. Al can further strengthen this resilience by optimizing network resources
and dynamically responding to attacks.

4.2 Challenges and Future Directions of AI and Blockchain Integration

Although AI and blockchain integration have great potential to enhance 6G security, it also presents
some challenges. These include blockchain’s scalability limitations, the need for large datasets for training
AT models, and ensuring interoperability between different AI and blockchain platforms [50-52]. Future
research should focus on addressing these challenges to further enhance the effectiveness of AI and
blockchain integration in 6G security.

Al-powered network security solutions detect threats with 30% higher accuracy than traditional
systems. It has been measured that blockchain-based data storage systems provide 99.9% data immutability
compared to centralized databases. It has been observed that network latency is reduced by 25% as a result
of optimizing blockchain consensus algorithms with Al-based prediction systems [53-55]. This data shows
that Al and blockchain integration provide not only theoretical but also measurable, tangible advantages in
6G networks.

Thanks to the integration of Al-based sensor data analysis with blockchain-based verification mecha-
nisms, fake data injection attacks are reduced by 40%. Storing medical data analyzed with Al in encrypted
form on blockchain reduces patient data breaches by 35%. Energy efficiency has been improved by up to 20%
thanks to the management of energy consumption predictions with blockchain-based smart contracts with
Al [56-59].

Considering the existing studies on AI and blockchain, the original contributions of this article are
clarified. While previous research has generally focused on either AI or blockchain, this study highlights the
benefits of integration in the context of 6G. It also discusses in detail how these technologies can be optimized
together, particularly in terms of scalability and energy efficiency.
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4.2.1 Practical and Real-life Uses of AI and Blockchain in 6G

Al-supported threat detection systems can identify dynamic security threats in real time in 6G, and
threat records can be stored immutably with blockchain-based distributed security infrastructures. Given
the decentralized structure of 6G, blockchain-based identity verification systems can ensure the security
of personal data. Also, fraud detection can be improved with Al-supported analysis. Al-supported driving
assistants and communicating vehicles can create a reliable and manipulation-resistant communication
infrastructure thanks to blockchain-based secure data sharing protocols. In 6G-supported smart city
applications, AI can improve instant decision-making processes with big data analytics, while blockchain
can increase data security.

Al-based sensor data analysis and blockchain-based trusted data sharing mechanisms can protect
autonomous vehicles from spoofed signals. For example, one study reported that blockchain-supported data
verification mechanisms provide 30% higher security in autonomous vehicle systems. Medical imaging data
analyzed with AI can be stored immutably using blockchains and made accessible only to authorized persons.
For example, it has been observed that the rate of misdiagnosis has decreased by 20% as a result of integrating
Al-supported patient diagnosis systems with blockchains. When Al-supported threat detection systems are
combined with blockchain-based attack recording mechanisms, the time to detect attacks has accelerated by
40%. These examples show how Al and blockchains can be effectively combined in real-world scenarios.

Blockchains allow transactions to be performed in parallel by fragmenting the blockchain network and
increasing scalability. For example, the Ethereum 2.0 network aims to increase transaction capacity using
sharding. The concept discussed in this study refers to the coming together of certain groups of nodes
to perform certain tasks. For example, Al-supported blockchain clustering can direct security-sensitive
transactions to certain trusted nodes. Unlike sharding, clustering focuses on data storage and security
optimization. These differences will help clarify the concept of blockchain clustering and prevent readers
from confusing this approach with sharding.

6G’s low latency supports Als real-time decision-making ability. 6G’s large-scale connections make
centralized security approaches inadequate. Blockchain-based security solutions offer a critical advantage
at this point. Experiments have shown that AI-supported network management systems combined with
blockchains increase 6G network performance by 25%.

5 Case Studies and Applications
5.1 Security for 6G

Billions of connected devices and sensors, where subnetworks may be operating in untrusted domains
where there are expectations that the new types of security threats will be introduced to 6G. Even though
there will be great benefits in speed, capacity and connectivity introduced in 6G networks, there will be
some great security concerns with the integrations of Artificial Intelligence (AI), Internet of Things (IoT)
devices, integrated systems into the network utilizing the power of 6G [60-63]. Some key security concerns
and mitigations as highlighted in Table 5 can minimize the risk and increase the security for 6G. Table 6
compares the new mechanisms offered by 6G in terms of security with 5G.

Table 5: 6G basic security concerns & mitigations [63]

Security concerns Mitigations
Data privacy and integrity Encryption and anonymization
Network vulnerabilities AT and machine learning for security

(Continued)



1992 Comput Mater Contin. 2025;84(2)

Table 5 (continued)

Security concerns Mitigations
Advanced persistent threats (APTs) Comprehensive security frameworks
Identity theft and fraud User awareness and education

Table 6: Comparison of 6G and 5G security mechanisms

Security criteria 5G security mechanisms 6G security mechanisms Development area
Identity management Centralized Decentralized Reducing
authentication (PKI blockchain-based centralization, secure
(public key authentication access
infrastructure),
subscriber identity
module (SIM)-based)
Encryption methods AES-256, ECDH Quantum secure Resistance to
encryption quantum attacks
(Lattice-based
cryptography)
Threat detection Traditional rule-based Al-powered threat Real-time attack
IDS (Intrusion detection and detection
Detection autonomous security
System)/IPS systems
(Intrusion Prevention
System)
Data integrity Centralized data Blockchain-based data Decentralized and
management storage and integrity reliable data sharing

Access control

Privacy protection

Attack prevention

RAN-based access
control

Differential Privacy,
basic anonymization

DDoS filtering,
firewalls

verification
Al-powered dynamic
access control
mechanisms
Privacy-focused AI
training with
Federated Learning
Al-powered anomaly
detection and
autonomous attack
prevention

Secure access to
sensitive data

Decentralized data
processing

Faster and more
effective attack
prevention

5.1.1 6G Network Architecture Security Concerns

6G security requires integrating physical, connection, and application layers to enhance security func-

tions. The security requirements of 6G applications are complex due to their high communication needs and
performance expectations, necessitating a careful balance of security and performance. The emphasis on zero
trust (ZT) principles and adaptive security measures are critical for effectively combating emerging threats.
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Zero-trust architecture (ZTA) refers to the relationships between network entities, protocol processes, and
access rules using the ZT concept. ZTA should be the foundation of 6G security architecture, focusing
on adaptive collaboration among control domains to prevent malicious access behaviors such as DDoS
attacks and malware propagation [64-66]. Although an official standard for 6G has not yet been established,
organizations such as ITU-T (ITU Telecommunication Standardization Sector), European Union projects,
and NGMN (Next Generation Mobile Networks) define the vision and basic requirements of 6G.

ITU-T 2030 Vision

ITU-T’s 6G vision envisions this technology to have the following critical components:

Faster connections will be provided with data rates of up to 1 Tbps.

6G will enable instant data transmission with latency of less than 1 ms.

6G will have an infrastructure that optimizes itself with AI-based decision mechanisms and can respond
instantly to security threats.

> 6G will include next-generation protocols that reduce carbon footprint and optimize energy consump-
tion.

YVYYVY

HEXA-X Project and European Union 6G Studies

EXA-X is a project funded by the European Union that determines the basic building blocks of 6G
technology. Some of the critical issues that HEXA-X focuses on are:

> Dynamic allocation of network resources with Al-supported communication protocols.

> Creation of 6G’s distributed security infrastructure using blockchain and Al

> Integration of technologies such as terahertz (THz) bands and reconfigurable intelligent surfaces (RIS)
into 6G.

NGMN 6G Studies

NGMN Alliance serves as a platform that defines the basic requirements of 6G for mobile operators.
Some of the basic requirements determined by NGMN are as follows:

> 6G must have a scalable and flexible structure suitable for different usage scenarios.

> 6G is intended to be used for critical tasks by supporting features such as ultra-reliable low-latency
communication (URLLC).

> 6G will offer a wide range of connectivity options for both IoT devices and human-centric services.

3GPP (3rd Generation Partnership Project) TR 23.288—AI-Enabled Network Management

> TR 23.288 defines how Al-enabled network management can be optimized and used in automation
processes. In the context of 6G, Al-based network management will be critical for dynamic spectrum
allocation and real-time security analysis.

>  When Al is used to provide autonomous management of 6G networks, it can predict network outages
in advance and allocate network resources in the most efficient way, in accordance with the principles
set out in TR 23.288.

3GPP TR 28.809—AI-Enabled Security and Network Optimization

> TR 28.809 describes the role of Al in identifying, analyzing and preventing security threats. In
6G networks, it is suggested that AI will be combined with blockchain to provide decentralized
threat management.
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> TR 28.809 addresses how Al-based systems should be protected against attacks and what mechanisms
can be developed against adversarial attacks. In the context of 6G, it is emphasized that Al-enabled
security solutions should be secured with blockchain-based verification mechanisms.

3GPP TS 28.104—AI-Enabled Network Automation

> 3GPP TS 28.104 includes recommendations for AI-based automatic network management and security
protocols. This standard is a guide on how 6G networks can be made more secure and efficient with AI
and blockchains.

> Al-supported network automation can detect threats with blockchain-based records by pre-
determining malicious attacks. The role of Al in security for 6G is detailed based on this standard.

5.1.2 6G Security Goals & Metrics

The goals and metrics on 6G security cover architecture, applications, technologies, policies, and
standardization. It's very important to have a clear vision and goal with practical solutions to detect and
resolve network attacks such as Zero-day attacks. In order to anticipate, detect, mitigate, and prevent security
assaults as well as to restrict the spread of such vulnerabilities in 6G networks, it will be more crucial than
ever to implement intelligent and adaptable security systems. Key Performance Indicators (KPIs) described
in Table 7 will assist in fully accounting for the aspects of impact that transcend the purview of deterministic
performance metrics.

Table 7: 6G Security KPIs & impact [67]

KPI

Description

6G impact

Protection level
Response time
(average, maximum,

etc.)
Coverage

Automaticity level

Al robustness

Security AI model
training time

Security function
chain latency

The guarantee of protection from
particular dangers and assaults.
The duration needed for security
mechanisms to address malicious
activities.

The extent to which security
measures protect 6G elements and
functionalities.

The ability of security systems to
act autonomously.

The network’s AT algorithm’s ability
to survive security threats.

The amount of time needed for
Al-based security models to settle
and adjust.

The amount of time required for
connected security procedures to
run and react.

Higher requirements due to widespread
6G usage and elevated risk levels.
Significantly reduced as 6G’s faster pace
allows attacks to escalate more quickly.

Becomes more complex due to the diverse
and highly distributed nature of 6G
systems.

Easier to implement with widespread Al,
but potential Al-related vulnerabilities
could introduce risks.

Harder to ensure consistent reliability
across the system but increasingly vital
due to AT’s prominence in 6G.
Better hardware and more sophisticated
AI/ML models are helpful, but complexity
and data availability continue to be major
obstacles.
6G’s decentralized architecture poses
challenges, though device- and
edge-centric solutions offer some relief.

(Continued)
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Table 7 (continued)

KPI Description 6G impact

Deployment cost of  The financial cost of implementing  Significantly higher due to the complexity,
security functions  and maintaining security measures. making it difficult to achieve desired
performance levels.

A summary of the 6G security threat landscape is given in Fig. 3. Both public and private blockchain
systems may have security problems. They result in issues including decreased system availability, loss of
accuracy, and monetary losses in cryptocurrency. Table 8 is alist of some of the most significant security holes
in smart contracts and blockchain systems. Before deployment, appropriate validation is required to detect
semantic problems, use security tools, and carry out formal verification to prevent such security flaws. Strong
authentication and access control procedures are also necessary to stop malicious bots and Sybil attacks.

Trust violations
, AIML attacks

&

ffl #
DDoS attacks
ser privacy threats

Data privacy
threats

User privacy

Intelligence Network
Management

Figure 3: Diagram of 6G security threat landscape

Table 8: Blockchain 6G services security vulnerabilities [67]

No. Vulnerability Description
1 The majority Malicious actors gain control over the majority of
attack/51% attack nodes to dominate the blockchain.
2 Double-spending Reusing the same token multiple times fraudulently.
attack
3 Re-entrancy attack Exploiting smart contracts by repeatedly invoking
another contract in a harmful way.
4 Sybil attacks Gaining network control by creating numerous fake
identities.

(Continued)
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Table 8 (continued)

No. Vulnerability Description
5 Authenticationand =~ Weaknesses in mechanisms for verifying identities and
access control flaws managing access rights.
6 Misconfigured Vulnerabilities are caused by outdated or improperly
security settings set security configurations.
7 Privacy breaches Exposure of sensitive data, including user details and
transaction information.
8 Miscellaneous Issues such as faulty contracts, random errors, and
vulnerabilities inefficient computations.

To stop privacy leaks in blockchain-based 6G services, privacy-preserving strategies like Trusted
Execution Environments (TEE) and privacy by design should be incorporated. With varying security con-
sequences, blockchain/DLT (Direct Linear Transformation) allows public, private, consortium, and hybrid
systems. For example, 51% attacks pose a serious risk to public blockchains; hence, consortium or private
blockchains may be better suited for some 6G applications, such as roaming or spectrum management, which
require fewer miners. The appropriate selection of blockchain/DLT type can help mitigate the impact of
specific attacks.

5.1.3 6G Blockchain Security Concerns

There are many potential opportunities for integrating blockchain technology into 6G applications. The
following is a collection of security-related incidents that are offered in an analysis of the prospects and
difficulties of blockchain implementation in 6G [68-70].

Intelligent Resource Management
Elevated Security Features

Industrial Applications

Smart Healthcare

Edge Models ML training Model
Decentralized 6G Communications
Authentication, Availability, Integrity

YYYVYYYY

Decentralization, transparency with anonymity, provenance, and non-repudiation of transactions,
immutability and tamper-proof distributed ledgers, and the removal of single points of failure are some of
the most obvious characteristics, if properly implemented.

5.1.4 6G Al Security Threats
Expectations that enhancements of Al into 6G will minimize security risks, but the new threats will
emerge as hackers will find new venues to penetrate the security holes in 6G using AT limitations.

Fig. 4 shows a summary of an Al-based system that explains:

> Data Poisoning: Involves changing input objects or adding data with erroneous labels to datasets to
trick ML systems.

> Algorithm Poisoning: Uploads modified weights to local learning models in an attempt to interfere
with the distributed learning process.
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> Model Poisoning: Substitutes a harmful model for the deployed one.

Among these, data poisoning poses the greatest challenge because input objects in outdoor environ-
ments are widely accessible, enabling attackers to perform advanced manipulations easily. Addressing these
threats requires a multi-layered security approach, including blockchain-based verifiable training, differen-
tial privacy techniques, adversarial robustness testing, and federated learning validation mechanisms.

% Data poisoning Algorithm poisoning Model inference
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distrubuted lgarning models a manipuflated model
1) Preparation 2) Development stage 3) Development stage
8
2
g, ..
& Malware/traffic/signals Training dataset Al detection engines
£ ) '
B Pre-trained model Almodel for detection Production model
fin| systems
Q
=
e
8
=
. 2. VoY o
2 e Qantify data g R
2 quality Model hardening * Fingerprinting
= s Prediction
9 Data sanitization Robustness PR
g . . . Purification
° Verified pretrained evaluation
S e Conferrable
5 model Model verification
‘S Verified supply Certifiable training e s
8 chain e Output obfuscation

Figure 4: Diagram of 6G operated Al based security model with three attack methods and potential defense methods

Fig. 5 shows an example of an attack that involves using a drone to trick AI-driven control systems in
self-driving cars by projecting a fake traffic light image onto a road banner. Similarly, attackers can interfere
with Al-based resource allocation systems by using data poisoning techniques, such as inserting false data
into transfer or federated learning models [71]. Additionally, it is possible to fool AI-based facial recognition
software into thinking that an attacker (John) is someone else (Lucy). With the increasing reliance on AI for
critical applications like autonomous driving in 6G networks, these threats pose significant risks [72].

There are several defense tactics that can be used to combat hostile threats to Al systems. By enhancing
risk assessments and protecting the integrity of local data and AI models from attacks, technologies like
blockchain and high-performance computing may be crucial in tackling Al security issues in the 6G future.

The vision for 6G includes significantly enhancing current AI protection methods through three main
approaches:

> Improving Data Quality: This includes methods like as lowering noise, altering data characteristics
in adversarial samples, or sanitizing tainted data during training. Using verified data sources, such as
blockchain-enabled supply chains with mutual authentication, is also recommended.
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> Model Protection: Al designers can implement measure like specialized detectors to block ongoing
attacks or conduct multiple evaluations to verify the model’s integrity.
> Restoring Output Integrity: Ensures that the final output remain reliable despite adversarial attempts.
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Figure 5: Diagram of physical poisoning and algorithmic attacks on an AI enhanced 6G UAV (unmanned aerial
vehicle)

Overall, 6G technologies are expected to bolster AI defenses significantly.

Fig. 6 shows simplified defense against algorithm poisoning involves detecting adversarial models by
comparing predictions made on original and compressed (squeezed) input data. Significant differences
between the results suggest that adversarial samples may have tainted the original input. To ensure
output integrity during deployment, techniques like output obfuscation and prediction purification can
be employed.
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Figure 6: Diagram of defense for adversarial

In the 6G era, advanced methods for identifying vulnerabilities in AI-powered systems, such as model
assessment and APIs for scanning weaknesses in Al services, are likely to be developed. The study of
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adversarial attacks and defenses in deep learning continues to be a significant focus for both academia and
industry, emphasizing the need for ongoing research and innovation in Al security.

Since Al models are usually trained with large amounts of data, the security of this data is critical to the
accuracy and reliability of Al The following security risks and precautions that can be taken are detailed:

> Malicious actors can cause the Al model to make incorrect predictions by adding harmful or incorrect
information to the training data. It is recommended that the data be stored in a secure and immutable
blockchain-based environment against such attacks.

> The data used in Al training may contain personal or sensitive information. Techniques such as
Federated Learning can increase privacy by enabling decentralized processing of data.

> Al-based fraud detection systems can prevent the injection of fake data by identifying anomalies. AI
and blockchain integration can be used to increase the accuracy of such systems.

AT models can be manipulated or stolen, especially by attackers. In this context, the following security
threats have been addressed:

> When the parameters of Al models are compromised, attackers can learn how the model works and use
this information for malicious attacks. In order to reduce this risk, it is recommended that Al models
be run in hardware-based secure environments.

> Al models can be made to make incorrect predictions by making small but deliberate changes. For
example, adversarial noise can be added to computer vision systems to cause Al to incorrectly recognize
objects. Defense mechanisms include adversarial training and model compression techniques.

> Malicious code can be added during the update of AI models, creating security vulnerabilities. To pre-
vent such risks, AI model updates can be made to go through blockchain-based verification processes.

5.2 Intelligent 6G Security and Forensics: The Role of GenAI

The emergence of 6G networks, defined by their unprecedented speed and seamless integration of IoT
devices, offers transformative potential in domains such as autonomous systems, smart cities, and biomedical
informatics. However, the exponential growth of connected devices introduces novel challenges, particularly
in ensuring security and conducting digital forensics. Traditional forensic methods struggle to adapt to the
vast and heterogeneous environments enabled by 6G, necessitating advanced Al-driven approaches that
combine intelligence and scalability to effectively manage modern cyber investigations [73-76].

Generative Al (GenAl) has emerged as a pivotal tool for securing 6G networks. Its ability to process
vast amounts of real-time data facilitates the identification of anomalies and potential intrusions with
unparalleled speed. By leveraging machine learning models, GenAlI enables predictive analytics that antic-
ipate vulnerabilities and mitigate threats before they can materialize [75]. Additionally, GenAI’s capacity
to correlate fragmented data streams plays a crucial role in reconstructing cyber incidents, making it
indispensable for comprehensive forensic analysis in the distributed and dynamic 6G ecosystem [76,77].
Its integration with edge computing ensures localized, low-latency analysis for detecting threats at the
source, which further enhances its forensic capabilities. These capabilities underscore GenAT’s transformative
potential in fortifying 6G networks against emerging threats.

However, the integration of GenAl into 6G security frameworks introduces its own set of vulnerabilities.
Prompt injection attacks, where adversarial inputs manipulate AI-generated responses, pose significant risks
to 6G applications. Similarly, threats such as data poisoning and model theft jeopardize the integrity of GenAl
systems by compromising training datasets and enabling unauthorized access to sensitive architectures.
Additionally, inference attacks, which deduce sensitive data from GenAI outputs, and supply chain threats
affecting LLM plugins, present further challenges in securing 6G systems. These challenges necessitate
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robust frameworks like LLMSecOps, which emphasize secure development practices, adversarial training,
and the application of differential privacy to safeguard GenAl deployments [77]. Moreover, the inclusion
of blockchain technology within these frameworks offers immutable evidence storage, which further
strengthens forensic reliability in 6G networks.

Despite its challenges, GenAl holds immense promise for enhancing 6G security and forensics. Its
role extends beyond security, encompassing proactive mitigation strategies such as integrating GenAlI with
decentralized identity verification systems, which enables self-healing networks and automating responses
to detecting anomalies. Its application in real-time threat detection, predictive analytics, and forensic
investigations highlights its potential to address the limitations of traditional methods. To fully realize this
potential, future research must focus on developing resilient GenAI models tailored to 6G environments,
mitigating vulnerabilities outlined in the OWASP taxonomy, and integrating GenAl with blockchain for
tamper-proof forensic evidence. By addressing these avenues, GenAlI can establish itself as a cornerstone of
intelligent 6G security and forensic frameworks, which ensures a secure and resilient digital future [77].

5.3 Mobile Virtual Compute Environments and 6G

Easy access, high security, smart connectivity, integrated sensing, industrial IoT, deep learning net-
work augmentation, AR/VR, and ultra-high wireless data transfer rates are all goals for the 6G wireless
protocol [78-80]. It is projected that ultra-high wireless data transfer rates will be in the terahertz (THz or
102 cycles per second) range. Distributed edge computing with high-speed and broad connections will be
a critical part of realizing many of these goals. In turn, this gives opportunities for small headless virtual
machines to play an important role in 6G. This allows mobile virtual compute environments to be easily
migrated to enhance optimality or for other reasons. As central examples, virtual Raspberry Pis are very small
virtualized headless computers. Here, virtual Raspberry Pis are proxies for any small virtual and headless
devices made with oft-the-shelf components. Such machines may play a significant role in 6G. The headless
virtual machines of focus have small operating system images. These modest image sizes may be run on
emulators seated on powerful and extensive physical systems serving the 6G network.

Headless computers have no persistent screen or keyboard attached to them. Headless computers are
common in the cloud, where they are focused on delivering value. Juxtaposed to headless computers are
personal mobile devices such as mobile phones and tablets. These devices have screens and keyboards
or other human-geared data entry methods. Furthermore, AR/VR, holographic, and haptic systems may
enhance immersive experiences. In addition to physically moving systems such as drones and vehicles.

Virtual machines (VMs) are software instantiations of physical machines. There are several types of
virtualizations. Emulation is the imitation of all aspects of a system. All virtual emulation is done by
VMMs (Virtual Machine Manager). VMMs run on hosts. The guest machine is the VM. VMMs perform
several different types of emulation or virtualization. Full virtualization is complete software emulation of
a physical machine. Hardware-assisted virtualization requires updates to the guest operating system so it
can be emulated. Paravirtualization is the emulation of a physical machine by having a guest machine call
subroutines on the host for emulation. In OS-level virtualization or containerization, the guest operating
system shares major subsystems, i.e., the kernel, of the host operating system. Process-language virtualization
is the virtualization of an abstract language-based machine. For example, the JVM, .NET framework, or
Python3.

Virtual Raspberry Pi guests typically run on full virtualization, hardware assisted virtualization, or
paravirtualization. In turn, these virtual machines can run a host of software tools. They can dynamically
install new software when needed. They can participate in significant distributed computation. They can also
have high speed and broad connectivity on the edge. For example, physical Raspberry Pis can transmit data
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through their RJ45 connectors at 1 GB/s, given a suitably fast connector. Where 6G wireless may be able to
use THz wireless transmissions, which are anticipated to go as fast as 100 GB/s. Assuming a 1 THz wireless
communication network for 6G, consider a virtualized Raspberry Pi. Since these virtual machines are not
limited by RJ45s or, more significantly, their connecting cable’s capacity, these virtual machines can run as
fast as their VMMs and their software and hardware.

Non-Turing complete edge-systems or embedded systems are generally easier to virtualize than com-
plete computers. Emulating these edge systems may help edge computing for 6G. In addition, there are
software defined networks and network function virtualization [81]. Personal mobile devices are important
endpoints on 6G wireless systems. Today, personal mobile devices leverage cloud systems. Though for many
6G applications, these mobile devices require high-speed and high bandwidth networking, so the cloud
may not be ideal for communication or computational support. Along with reliable, high-speed, and high-
capacity networking, a lot of computation can be done on the edge to enhance 6G applications. Indeed, the
cloud will play a significant role in 6G, though it will be augmented by significant edge computing and edge
networking. Particularly, to make 6G most effective, a great deal of edge computing will be necessary.

Initially, early applications of physical Raspberry Pis focused on education. Often, technologies focused
on education find their way into significant application areas. Small virtual headless machines will likely
follow the same path. Virtual Raspberry Pis and similar headless computers have significant potential for
computing on the edge. Interestingly, on one hand, physical components may fail in short time spans. For
instance, inexpensive SD cards or other components may fail within a year of use for physical Raspberry
Pis. On the other hand, when the hardware is virtualized, there are no SD cards or other hardware issues to
worry about. Of course, the systems emulating these machines have taken the responsibility of forestalling
physical system failure. This means putting VMM:s in several places on the edge. These VMMs emulate
virtual machines. In this way, VMMs can be deployed for edge computing. VMMs on the edge have several
advantages over physical devices: (1) a VM may be emulated by several differently located VMMs, (2) VMs
may be dynamically migrated to several other edge locations or the cloud, (3) VMs may be horizontally
scaled by cloning for scaling or failure resistance.

There are also potential issues for these VMMs. For example, VMMs are complex and sophisticated
software systems requiring care and maintenance. VMMs run on a specific architecture and may require
a lot of resources. VMMs often focus their emulation on specific ISAs (instruction set architectures)
and systems. For example, VirtualBox emulates x86 machines, VMware emulates x86-64, Intel VT-x, and
AMD-V (AMD Virtualization). QEMU emulates a host of systems, including various ARMs (Advanced
RISC Machine) and x86 ISAs. QEMU machines can also take device-tree-blobs for describing systems. In
many cloud data centers, OS-level VMs run on fully virtualized machines. These nested virtual machines
add a level of abstraction and enhance flexibility. However, this can also cause a great deal of slowdown. For
example, suppose an edge VMM runs an x86-64 emulator to run a fully virtualized machine M. Then, if M
must run QEMU to emulate an ARM processor A, this may lead to software emulation of A while M may
use hardware assisted virtualization, perhaps using VT-x or AMD-V, or paravirtualization. So, M may be
efficiently emulated, but A not so much.

Also, bootability needs to be secured. Although physical access to computers or embedded systems
can compromise security in any case. The UEFI (Unified Extensible Firmware Interface) unifies and offers
a standard booting system for both computers and embedded systems [82]. UEFI is vulnerable when an
attacker has physical access to a device. If a copy of a VM is obtained by an attacker, they may have full access
to the UEFI instance. Hence, they may be able to circumvent a software version of UEFI.

There are security advantages for virtual Raspberry Pi computers [83]. The attributes that make small
virtual machines useful include agility, clonability, migration, and ease of provisioning. They point out that
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VMs may also follow situations or individuals by migration. They can use blockchain/DTL (Data Control
Language) [84]. These VMs can follow situations along the edge to invalidate deepfakes. For example, systems
or mobile devices may benefit from mobile VMs following people or situations in several ways. Data describes
situations or people, for example, via face recognition. Repeatedly validating face recognition with locations
as a person of interest travels can have added value. Validating factors may be embedded into blockchains
for permanence and verifiability.

VM migration can be done by checkpoint and restart [85,86]. Generally, this may lead to stopping
the VM. Live VM migration is challenging [85]. Live VM migration moves live VMs from one VMM to
another. In any case, it seems best for VMMs to be proactively available in destination locations. Process
migration is more challenging due to residual dependencies [86]. These residual dependences include
libraries, file handles, expected structures, etc. Standard process-language virtualization has language-
based virtual machines. In this case, the developers and system admins must manage the process-language
virtualization and its needs to ensure it transfers occur without residual dependencies. For instance, these
process-language virtualization systems generally have serialization built into their languages. Serialization
allows the conversion of objects or data structures for transportation or persistence. This alleviates some
residual dependencies. Process-language virtualization may also be combined with container virtualization
to include other dependencies.

At the same time, the terahertz wireless connections that are projected for 6G may allow fast live VM
migration in the edge. Particularly, terahertz connections can move a terabit per second. So, moving 1 TB
(TeraByte) will take up to a handful of seconds. Connections to major clouds can run at similar speeds.

Though the Cloud is susceptible to unanticipated congestion. Though the Cloud is very useful for very
large-scale data sharing. Virtual Raspberry Pi’s can be used to enhance security [83]. Small devices can be
easily cloned or migrated. Residual dependencies are not an issue with VM migration. For instance, small
Raspberry Pi operating system images currently range from 1/2 gigabyte for lite versions to under three
gigabytes for full versions. Many ARM operating system images also have accompanying device-tree blobs for
describing the hardware of an emulated system. These device-tree-blob files are quite small. Larger operating
systems such as Ubuntu routinely have images of five or more gigabytes. Of course, some container-based
operating system images, such as Alpine, require as little as five megabytes. No matter the size of the images,
these operating systems may be run on large and high-resource hardware platforms.

Moving such virtual machines to, from, or around the edge can soak up a lot of resources. However, 6G
networks allow these VMs to be moved easily. Images of these VMs can also be verified on blockchains using
message-digest hash functions. Clonability allows horizontal and vertical scaling. Generally, cloning of based
on fixed images and may require time to complete installations and booting. Horizontal scaling is done by
cloning more virtual systems to enhance security when needed. Blockchains/DLT can be leveraged to record
security incidents while the virtual Raspberry Pis are following the likely causes of incidents. Vertical scaling
is resizing the system to help with anticipated or actual issues. Small devices can also be provisioned in many
useful ways. Significantly, Anwar et al. [79] discuss applications of small virtual devices for investigations.

Virtual machines can migrate for many reasons, as well. For example, small virtual machines may follow
mobile devices on the edge. This allows computation to continue on the edge even when connectivity may
not be consistent. Specifically, as the demands on 6G subnets evolve, virtual machines can migrate to more
optimal locations.

Particularly Ref. [84] shows how to build (insecure) blockchain-like systems on virtual Raspberry Pis.
These systems illustrate that small, constrained devices can participate in the security aspects of a secure
blockchain. Perhaps building a side chain that is in an isolated, secure location on the edge.
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6 Challenges and Future Perspectives

Although AI and blockchain clustering have great potential to improve the security of 6G networks,
the implementation and integration of these technologies pose several challenges. In this section, we address
these challenges and shed light on future research directions. The challenges and future perspectives, as
outlined in Table 9, highlight key issues that need to be addressed for the successful implementation of Al

and blockchain clustering technologies to enhance security in 6G networks.

Table 9: The challenges and future perspectives in 6G networks

Challenge Description Future perspectives
Scalability The scalability of blockchain Development of more efficient
technology is a major concern, consensus mechanisms (e.g.,
especially in large-scale 6G networks. Proof-of-Stake)
As the size of the blockchain network ~ Use of Layer-2 scaling solutions (e.g.,
increases, transaction verification and Lightning Network)
block addition times also increase, Partitioning the blockchain network
which can negatively affect network into smaller pieces using techniques
performance. such as sharding
Privacy Blockchain technology can bring Use of advanced cryptographic
privacy concerns due to the techniques such as zero-knowledge
transparent recording of all proofs and homomorphic encryption
transactions. It is important to develop ~ Development of privacy-preserving
privacy mechanisms to protect machine learning techniques
sensitive data in 6G networks. Use of data anonymization and
obfuscation techniques
Computational Artificial intelligence algorithms, Development of more efficient Al
complexity especially deep learning models, can algorithms
require high computational power. Use of technologies such as edge
This can make it difficult for computing and cloud computing
resource-constrained devices to join Use of hardware acceleration
6G networks. techniques C28 (e.g., Graphics
Processing Units (GPUs))
Energy The energy consumption of Development of energy-efficient
consumption blockchain and AT technologies can be blockchain consensus mechanisms

a significant problem, especially for
mobile devices. New solutions should
be developed to improve energy
efficiency in 6G networks.

Design of less energy-consuming Al
algorithms
Use of technologies such as energy
harvesting and wireless power transfer

(Continued)
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Table 9 (continued)

Challenge

Description

Future perspectives

Standardization

Security
vulnerabilities

Data quality

Legal and ethical
issues

The lack of standards for the use of Al
and blockchain technologies in 6G
networks can lead to compatibility

issues between different systems.

AT and blockchain technologies can
have their own vulnerabilities. For
example, Al models can be vulnerable
to adversarial attacks, while
blockchain networks can be exposed
to 51% attacks.

The performance of Al algorithms
depends on the quality of the data they
are trained on. It is important to
develop high-quality data collection
and labeling mechanisms in 6G
networks.

The use of Al and blockchain
technologies may raise a number of
legal and ethical questions, such as

biased decisions made by AI
algorithms or the use of blockchain

technology for illegal activities.

Creation of standards by standards
development organizations (e.g.,
3GPP, IEEE(Institute of Electrical and
Electronics Engineers))
Development of open-source software
and hardware platforms
Encouragement of industrial
collaboration and knowledge sharing
To improve the security of AI models
Developing new consensus
mechanisms and cryptographic
techniques to increase the security of
blockchain networks
Using continuous monitoring and
auditing mechanisms to detect and fix
security vulnerabilities
Using data cleaning and preprocessing
techniques to improve data quality
Using distributed data storage and
management systems
Developing incentive mechanisms to
encourage data sharing and
collaboration
Developing legal frameworks and
regulations to ensure ethical use of Al
and blockchain technologies
Creating mechanisms to promote
transparency and accountability
Carrying out education and
information activities to raise
awareness in society and encourage
ethical discussions

6.1 Challenges

> The scalability of blockchain technology is a significant challenge, especially considering the large data
volumes and high transaction speeds in 6G networks. Blockchain clustering can help alleviate this
problem, but new methods need to be developed to ensure efficient and secure communication between
different blockchains [87,88].

> Al algorithms often require large amounts of data, which can raise privacy concerns. To exploit the
potential of AI while preserving privacy in 6G networks, the use of privacy-preserving Al techniques
such as federated learning (FL) is gaining importance [89,90].
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AT models can be particularly vulnerable to adversarial attacks. When using AI for 6G security,
it is critical to develop models that are resilient to attacks such as adversarial examples and data
poisoning [91,92].

Blockchain and AT techniques can cause high energy consumption, which can be especially important
for resource-constrained devices. To increase energy efficiency in 6G networks, it is necessary to
develop new algorithms and hardware designs that optimize energy consumption [93,94].

Standards are needed to ensure interoperability between different AI and blockchain platforms.
Collaboration between standards development organizations and industry partners is important to
facilitate harmonization and integration in the 6G ecosystem [95,96].

The use of Al and blockchain technologies raises legal and ethical issues such as data privacy, liability,
and bias. It is necessary to develop legal frameworks and ethical rules to ensure the responsible and
ethical use of these technologies in 6G networks [97,98].

6.2 Future Perspectives

>

Hybrid solutions that combine different AI techniques (e.g., deep learning, reinforcement learning)
and blockchain clustering methods can further improve 6G security. Such solutions can provide more
comprehensive and effective protection against different security threats [99,100].

The rise of quantum computing threatens existing cryptographic algorithms. To ensure the long-term
security of 6G networks, it is necessary to develop new blockchain technologies that are resistant to
quantum computers [101,102].

AT can be used to optimize blockchain performance and scalability. For example, Al algorithms can
improve blockchain efficiency by optimizing block size, mining difficulty, and transaction fees [103,104].
Open-source platforms can accelerate the development and adoption of AI and blockchain technolo-
gies for 6G security. These platforms can support innovation by encouraging collaboration between
researchers and developers [105,106]. Al and blockchain clustering offer a powerful synergy for securing
6G wireless networks. Continued research and development efforts are needed to fully realize the
potential of these technologies and overcome the challenges we face.

6.3 6G Security Challenges—Research Focus

6G still faces major security challenges as highlighted in Table 10 [72].

Table 10: Major security challenges [72]

Challenges Highlights

Automated Vulnerable software is a major contributor to security problems in modern

software creation  networks and IT systems.
Software complexity and variety will increase significantly, expanding the
attack surface and creating multiple security challenges.
Integrating AI/ML into the software development process adds numerous
common defects since current AI/ML approaches are still in their infancy and
fragmented.
It’s still difficult to fully utilize AI/ML for safe, highly automated software
development.

(Continued)
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Table 10 (continued)

Challenges

Highlights

Automated
security
operations

Privacy
preserving
technologies

Hardware & cloud
embedded
anchors of trust

Quantum safe
security

Automation based AI/ML has a lot of potential to solve today’s problems and

move toward more sophisticated, self-adjusting, and all-encompassing

orchestration and management systems.

AI/ML can improve network security, but it poses new threats as well. The

two main challenges are:

B Preparing for possible AI/ML-driven assaults.

B Protecting AI/ML systems from targeted attacks while maintaining their
explainability and reliability.

The scope and impact of AI/ML-based attacks are still unpredictable.

To properly respond and safeguard 6G networks, it is imperative to

continuously monitor advances in Automated Security Operations.

Large datasets, frequently gathered from diverse sources across multiple

domains, are necessary for AI/ML techniques to create accurate models.

Large volumes of sensitive data are produced in 6G networks with

high-precision location and network sensing.

It’s difficult to protect data’s privacy and confidentiality from outside threats

and to minimize the amount of private information shared between parties in

order to provide 6G services.

6G’s enormous and ongoing data creation, a strong framework for data

processing, and protecting privacy is crucial. The goals of the framework

should be to regulate and keep an eye on data access and flows.

New approaches that make use of edge processing, federated learning, and

distributed 6G Het-cloud (heterogeneous-cloud) are required for overseeing

and implementing adaptable data security and privacy regulations.

Resolving performance issues improves data privacy.

Hardware-based trust anchors and embedded security are essential

components of a dependable 6G system.

6G challenges of adapting per-server attestation to virtualization and

container technologies, and making it work with the very flexible and

dynamic network deployment of the het-cloud, even though it is effective in

today’s networks.

Research has already advanced significantly in the field of quantum-safe

cryptography methods, producing several intriguing algorithm options that

still need to be developed to their full potential.

The amount of work needed to modify current security protocols to

accommodate these novel algorithms and come to an agreement on them

through an open standardization process should not be underestimated.

(Continued)
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Table 10 (continued)

Challenges Highlights

Jamming To provide a secure 6G radio interface without compromising key
protectionand  performance indicators (KPIs), including latency, throughput, and energy
physical layer efficiency, physical layer security (PLS) approaches should be researched.

security PLS can offer verified security, in contrast to cryptographic methods that

depend on presumptions about the intricacy of particular procedures. It is
nevertheless difficult to maintain the theoretical security characteristics in
real-world implementations that satisfy the exacting specifications of 6G use
cases and protect against highly skilled attackers.

There is a trade-off between providing resilience to jamming and optimizing
spectral efficiency, defending against jamming presents another key challenge.
The scientific community has not yet created a complete solution for
malicious jamming, despite the identification of certain promising strategies.
Further investigation is required to guarantee a crucial high degree of
availability required by critical 6G services.

Distributed The limitations of distributed ledger technologie’s scalability, energy
Ledger efficiency, and latency would be a significant barrier to real-world

Technologies deployments, despite the fact that they provide a helpful framework for
(DLT) expediting the establishment of trust across various operator domains,

enhancing use cases for the 6G era, and encouraging cumulative trust
building based on verified device behavior.

Future work is expected to concentrate on improving the scalability and
quantum safety of DLT consensus algorithms while preserving reasonable
latency and energy costs.

7 Conclusion

This article examines the potential of integrating AI and blockchain clustering to enhance security in
6G wireless networks. The promise of unprecedented speed, capacity, and connectivity of 6G also brings
with it increased security risks and challenges. Traditional security mechanisms are inadequate for coping
with the distributed and dynamic nature of 6G networks. Therefore, new and innovative solutions such as
Al blockchains, and mobile virtual devices are required to address vulnerabilities and ensure reliable and
secure communication in 6G networks.

While AT offers the ability to detect anomalies, predict attacks, and dynamically adapt security measures,
blockchains increase trust and transparency by providing a decentralized and immutable architecture. The
synergistic integration of these two technologies can significantly improve security in 6G networks. In our
study, we discussed in detail blockchain clustering methods (federations, sidechains, sharding) and various
Al techniques (machine learning, deep learning, reinforcement learning) that can be applied to 6G security.
We have shown that the integration of these technologies can provide significant benefits such as improved
threat detection, secure identity management, reliable data sharing, and distributed, resilient infrastructure.
We also addressed the challenges facing Al and blockchain integration. Scalability, privacy, reliability, energy
consumption, standardization, and legal/ethical issues are obstacles to the widespread adoption of these
technologies in 6G networks. We identified future research directions to overcome these challenges: hybrid
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AT and blockchain solutions, quantum-resistant blockchain, Al-based blockchain optimization, mobile
virtual compute environments, and open-source platforms.

In conclusion, Al and blockchain clustering offer a promising future for 6G security. The synergistic
use of these technologies will play a key role in ensuring security and privacy in future wireless networks.
However, to fully realize this potential, continuous collaboration and innovation between researchers,
industry, and standards development organizations are required. We hope that this paper will be a valuable
resource for researchers, engineers, and policymakers working in the field of 6G security.
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