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ABSTRACT: The integration of cloud computing into traditional industrial control systems is accelerating the
evolution of Industrial Cyber-Physical System (ICPS), enhancing intelligence and autonomy. However, this transition
also expands the attack surface, introducing critical security vulnerabilities. To address these challenges, this article
proposes a hybrid intrusion detection scheme for securing ICPSs that combines system state anomaly and network
traffic anomaly detection. Specifically, an improved variation-Bayesian-based noise covariance-adaptive nonlinear
Kalman filtering (IVB-NCA-NLKF) method is developed to model nonlinear system dynamics, enabling optimal
state estimation in multi-sensor ICPS environments. Intrusions within the physical sensing system are identified by
analyzing residual discrepancies between predicted and observed system states. Simultaneously, an adaptive network
traffic anomaly detection mechanism is introduced, leveraging learned traffic patterns to detect node- and network-
level anomalies through pattern matching. Extensive experiments on a simulated network control system demonstrate
that the proposed framework achieves higher detection accuracy (92.14%) with a reduced false alarm rate (0.81%).
Moreover, it not only detects known attacks and vulnerabilities but also uncovers stealthy attacks that induce system
state deviations, providing a robust and comprehensive security solution for the safety protection of ICPS.

KEYWORDS: Industrial cyber-physical systems; network intrusion detection; adaptive Kalman filter; abnormal state
monitoring; network traffic abnormality monitoring

1 Introduction

The rapid integration of advanced information technologies—such as the Industrial Internet of Things
(IIoT), cloud computing, big data, and artificial intelligence—is driving an unprecedented transformation in
manufacturing industries. Intelligent manufacturing has emerged as a central theme in global competition,
with the Industrial Cyber-physical System (ICPS) playing a central role [1]. The advent of ICPS has driven
Industrial Control Systems from traditional electromechanical architectures to interconnected, intelligent
systems. While this evolution enhances automation and intelligence, it also expands the attack surface,
exposing ICPS to sophisticated cybersecurity threats. The deep integration of information and physical
components in ICPS means that cyberattacks on any component can propagate across the entire industrial
network. Several high-profile cyberattacks have underscored these vulnerabilities. In 2013, hackers infiltrated
Haifa’s highway control systems, causing substantial financial losses. In December 2015, a cyberattack on
Ukraine’s power grid disrupted electricity for 22,500 residents. In 2017, a Chernobyl nuclear power plant in
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Ukraine subway and other national facilities were infected by the NotPetya extortion virus. More recently,
on 07 May 2021, a ransomware attack forced the Colonial Pipeline—the largest fuel pipeline in the United
States—to shut down operations, causing widespread disruptions. These incidents highlight the urgent need
for robust, adaptive, and intelligence-driven security mechanisms to protect ICPS from evolving cyber
threats [2].

Traditional communication network security has been studied extensively, focusing on network
anomaly-based and signature-based detection techniques [3,4]. While these methods have demonstrated
effectiveness in protecting IT infrastructures, ICPS security poses unique challenges due to its distinct
operational and structural characteristics [5,6].

(1)  System Integrity vs. Data Confidentiality: Traditional communication network security primarily
safeguards the confidentiality of critical data. In contrast, ICPS security prioritizes system integrity,
including the physical sensory system, the information system, and the overall control system to ensure
reliable operation.

(2) Resource Constraints: Unlike IT communication network systems with relatively ample computa-
tional resources, ICPS often operate under strict energy and processing limitations. Consequently,
cybersecurity measures must enable real-time monitoring while minimizing computational overhead.

(3) Complexity and Heterogeneity: ICPS comprise hybrid wired-wireless networks with diverse com-
munication protocols. The heterogeneity of controllers, sensors, and data acquisition systems
across industries complicates cybersecurity. However, once deployed, ICPS configurations remain
largely static.

(4) Non-interruptible Maintenance: Unlike IT communication network systems that can undergo
periodic updates and patches, ICPS operates continuously, limiting downtime for updates. The intru-
sion detection of ICPSs must provide real-time threat detection and alarm, particularly identifying
unknown and covert attacks.

To sum up, ICPS exhibit relatively stable traffic state with trackable system states, enabling intrusion
detection through system anomaly monitoring [7]. Existing ICPS intrusion detection methods can be
broadly classified into traffic anomaly-based and state anomaly-based intrusion detection technologies [8].

Traffic anomaly-based detection analyzes time-dependent node-level and network-level characteristics
to identify network intrusions and classify attack types. A critical step is effective feature representation,
where clustering techniques, such as K-means clustering, are commonly used. However, traditional K-means
clustering suffers from initialization sensitivity, poor global search capability, and susceptibility to local
optima. Evolutionary K-means (EKM) integrates genetic algorithms to optimize initialization, but its reliance
on the silhouette index (SI) for clustering evaluation weakens its robustness against noise [9].

On the other hand, cyberattacks on sensors, controllers, actuators, or network transmissions can disrupt
ICPS stability by altering system input-output signals. Researchers have explored fault diagnosis-inspired
methodologies, such as outlier detection, for intrusion detection. Linear and nonlinear system models
have been used to detect attacks, like replay attacks and denial-of-service (DoS) attacks [10]. Shinohara
etal. [11] presented the optimal security investment problem as a discrete-time linear time-invariant system.
These studies demonstrate that as long as not all sensors fail simultaneously, state anomaly-based intrusion
detection can effectively identify small, rare, and unknown faults.

Concerning the system modeling, the commonly used method characterizes the ICPS as a linear time-
varying system, with the Kalman filtering frequently employed. For instance, Pasqualetti et al. [12] and Lee
etal. [13] model the ICPS attacks using a linear time-invariant system with unknown inputs and time-varying
process and measurement noise. Zhang et al. [14] advanced distributed state estimation in binary sensor
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networks by integrating variation Bayesian methods to handle noisy, uncertain environments. However,
these methods assume known or invariant noise, making them overly reliant on prior noise statistics, which
limits their applicability in dynamic ICPS environments.

To overcome the above issues, adaptive Kalman filtering models, such as Bayesian inference, maximum
likelihood estimation, correction and covariance matching methods, have been explored. Among them, the
Bayesian method is the most widely used [15]. For instance, Liu et al. [16] introduced an adaptive Kalman
filtering method with time-varying process noise and measurement noise covariance matrix. However, these
methods still assume linear time-invariant system constraints, neglecting the inherent nonlinearity of ICPS
dynamics, which is critical for analyzing stability, faults, and attacks in complex industrial processes.

To capture time-varying and nonlinearity in ICPS, nonlinear ICPS modeling that adapts to process and
measurement noise is essential. Many exploratory studies have been carried out. For instance, Yuan et al. [17]
proposed a model-driven ICPS, leveraging an extended Kalman filter (EKF) to calibrate the empirical model
with online measured data for online diagnosis and monitoring. However, this approach fails to detect covert
attacks (e.g., replay attacks), which do not significantly alter measurement values.

To address the above challenges, an improved variation Bayesian-based noise covariance-adaptive
nonlinear Kalman filtering (IVB-NCA-NKEF) is proposed for the nonlinear system modeling of complex
ICPSs. IVB-NCA-NKF can model the adaptive nonlinear time-varying system with the unknown process
and measurement noise covariance matrices. It is mainly used for sensor system-related attack detection in
ICPSs. To realize the overall security monitoring of networked industrial control systems, a hybrid intrusion
detection framework for securing ICPSs that combines state anomaly detection of the sensor systems and
the network traffic anomaly detection is proposed. The main contributions can be summarized as follows:

(1) A hybrid intrusion detection framework is proposed by combining sensor state anomaly and network
traffic anomaly detection, ensuring multi-layered ICPS security from sensors to network communica-
tion systems.

(2) An IVB-NCA-NKEF is proposed for modeling nonlinear time-varying ICPSs, leveraging a cluster-
based sensor system model and state estimation to enable cybersecurity monitoring of large-scale
distributed ICPS.

(3) An online adaptive network traffic pattern learning approach for network communication system
intrusion detection is proposed, incorporating a cache-based pattern library to enhance the detection
of sparse and unknown attack modes in ICPS.

The rest of this article is organized as follows. Section 2 briefly reviews the theoretical foundations of the
EKF and K-means algorithm. Section 3 details the proposed hybrid intrusion detection approach. Section 4
makes extensive confirmatory and comparative experiments. Section 5 summarizes the whole article with
possible extensions of this work.

2 Preliminaries

This section briefly reviews the principles of EKF and the K-Mean Algorithm.

2.1 Exended Kalman Filter (EKF)

The Kalman filter is a powerful and standard approach for state estimation. However, the standard
Kalman filter is limited to linear systems, whereas most real-world systems exhibit nonlinearity, necessitating
its extension to handle nonlinear dynamics. The EKF [18] is undoubtedly the most widely used nonlinear
form of the standard Kalman filter. The EKF state transfer equations and observation equations can be
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expressed as,

Xk = f (Xk—l: uk_l) + Sk (1)
Vi = b (Xpug) + v (2)

where x; € R" represents the system state vector, u; € R denotes the operation vector, y, € R™ stands for the
observation or measurement vector; f and & are nonlinear differentiable functions representing the transfer
and measurement function, respectively; sy and vi represent the system and measurement noises, and
satisfies sg ~ N (s¢|0, Qx), vk ~ N (vk|0, R ), where N (x|, X) stands for a multivariate normal distribution
with the mean vector of p and variance matrix of X.

Based on the Taylor’s expansion, xj in Eq. (1) can be expressed as,
Xk = f (Xp—1> U—1) + Frog (KXo = Xiop) + 8¢ (3)

where %;_; is the estimation vector of the time t — 1. Based on the Taylor expansion at the state prediction
value Kilk-1 of this round, we have,

Vi = B (Rek-1o ur ) + Hi (Xe = K1) + Vi (4)

where F_; and Hy, respectively, represent the function and the Jacobian matrix at %;_; and Xy

Based on the Gaussian assumption, according to Eq. (4), under a known system state xi, there is,

P (Yelxiouk) = N (yilh (Reje-1> uk ) + He (%6 = Xepeor ) Ree) (5)
When xy_; is known, according to Eq. (3), there is,

P (xklxx-1) = N (x| f (K- ug-1) + Frog (g1 = X1), Qi) (6)

Kalman filter is designed to estimate x; based on historical observations, y,.,. That is, to iteratively
calculate the model parameters %X, Xy in p(xk|y1:k,u1;k) = N (xk|&k, £x). The main iterative steps are
as follows:

(1) Estimate the state of the system at the current moment using the historical observations y;.,_;, i.e.,

P (XY Uik ) = f P (%Y Wiker) P (%kxkt) dxier = N (XK jk> Zijeor) (7)

where Xy, = f (Mg_p»Uk-1) and Xijk-1 = Fio 2 Feor” + Qy.

(2) Update p (xk Y1k ul:k) based on the currently obtained observation vector xy,

P (xulyreo vk ) o< P (Xkl¥yu_p ieker) P (vilxeo ue) = N (xile, Zi) (8)

where Xy = (- KHy) Zgpeoss X = Regeor + Kie (v = 1 (Rkpeor- ux) )» and,
A -1
Ki =y He ' (HiZ g He " + Ry) 9)

By iterating steps (1) and (2), EKF can realize the Gaussian nonlinear dynamic system modeling.
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2.2 K-Means Clustering-Based Pattern Learning

K-means clustering [19] is known as a simple and scalable pattern learning (pattern mining) method.
Given a data set X = {x;,X,, - -+, Xy}, where x; € RP, K-means is used to categorize X into K clusters. The
pattern learning results are usually expressed by the mean vectors of the K clusters, { ik |x=1. - - - . k }- Toachieve
the clustering results, a cluster-assigning notation of points, r,x € {0,1}, referring to that data point x,, is
assigned to the cluster k if r,,x = 1, and r,; = 0 for j # k. Thus, the K-means clustering is to minimize the
following optimization objective, i.e.,

N K )
J= 220 Tuk %0 — pi (10)
n=1k=1

The commonly used expectation maximization (EM) algorithm can be used to address the above
optimization problem. The iteration steps are as follows:

(1) E step. It tries to assign the optimal 7, for each point based on the clustering results, {p|x=1,-- -, x }>
of the last step, i.e.,

lif k = arg min ||x, — 1
gminls, -1 N

'nk =
0 otherwise

Namely, each point will be assigned to its nearest cluster.

(2) M step. Based on the assigned r,,; of each point in the E step, the clustering centers, { k=1, x }>
can be optimized by setting the partial derivative of the optimization objective J over each clustering center

N
be zero, i.e., a% =2 Y ruk (x4 — px) = 0, which can be easily solved to achieve,
n=1

(12)

Iterating the Steps E step M until a convergent result is reached. K-mean clustering is straightforward
to implement with high computational efficiency. However, the clustering results are affected greatly by the
presupposed cluster number (K) and the initialized clustering centers.

Numerous studies have addressed the initialization problem in the K-means algorithm, focusing either
on determining the optimal number of clusters or selecting appropriate initial cluster centers for a given
cluster count. A common approach is to perform multiple clustering operations with varying cluster numbers
or initial centers and then select the best results based on predefined cluster validity indices (CVIs) [20].
Arbelaitz et al. [21] conducted a comprehensive comparative study of approximately 30 CVIs, including the
Dunn index, Silhouette index, and Cluster Separation (CS) measure, to evaluate clustering performance and
optimize algorithm parameters. Some researchers have integrated both cluster number selection and center
initialization using evolutionary algorithms. For instance, the genetic algorithm (GA) was combined with
the K-mean algorithm to achieve an evolutionary K-mean (EKM) algorithm [22].
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3 Proposed ICPS-Oriented Intrusion Detection Scheme

The proposed hybrid intrusion detection framework addresses cybersecurity in ICPS from two key
aspects: system state anomaly detection and network traffic anomaly detection, aiming for comprehensive
protection, as illustrated in Fig. 1.

System state anomaly-based intrusion detection

Sensor node
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Figure 1: Intrusion detection framework

As shown in Fig. 1, the sensor system state anomaly detection model leverages data from ICPS sensor
nodes for real-time anomaly monitoring. A significant system state estimation residual may indicate potential
anomalies, such as sensor system attacks. To mitigate computational and communication constraints, a
sensor grading strategy is adopted, clustering sensor nodes and assigning each cluster a state estimation
detector for anomaly detection, thereby reducing system complexity and cost. Simultaneously, a network
traffic pattern matching-based anomaly detection mechanism is introduced for network security monitoring.
An improved N-Burst model is proposed to represent ICPS network traffic patterns, while an enhanced
clustering stability-based evolutionary K-Means (CSEKM) algorithm is employed for network traffic pattern
learning. By analyzing both node-level and system-level traffic patterns, an intrusion detector is implemented
using the pattern-matching scheme.

The main detection steps can be summarized as follows:
(1)  Sensor node clustering and cluster node head setting;
(2) For each sensor cluster:

(2.1)  Perform IVB-NCA-NKEF to estimate the state vector x;, measuring noise covariance matrix Ry,
and system noise covariance matrix X k|k—1

(2.2) Compute the system state prediction residual;

(2.3) Determine whether an intrusion occurs based on the system residual threshold.

(3) Perform the network traffic anomaly-based intrusion detection:
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(3.1)  Perform N-burst model-based node-level and communication network-level traffic feature
representation;

(3.2)  Perform CSEKM-based Normal/Abnormal network traffic pattern learning;

(3.3)  Perform pattern matching-based network intrusion detection.

3.1 Sensory System State Anomaly-Based Intrusion Detector

Sensor system anomaly-based intrusion detection are detected by analyzing the state estimation
residual—the difference between the actual detected state and the estimated state—based on the proposed
IVB-NCA-NKF model. To minimize transmission delays and enable distributed intrusion detection, sensor
nodes are clustered [23], with each cluster assigned a detector.

3.1.1 Sensor Node Clusters

Following Sarehati’s sensor clustering approach [23], controllers and their associated sensor nodes
(including sensors and actuators) are grouped into clusters. Each cluster is managed by a controller as the
cluster head, while the associated sensor nodes act as members. To enhance distributed attack detection,
active collaboration among member nodes is employed. Sensor nodes periodically transmit local and shared
information—including suspicious activity from neighboring nodes and confirmed attack warnings—to
their linked nodes. The cluster head then aggregates and forwards this data to the next hop or data transfer
node. A schematic representation of sensor node collaboration is shown in Fig. 2.

Aggregate Information

<—>
haring

Information

Sharing
Information

Cluster Head

JMember Node

Figure 2: Collaborative work diagram of sensor node

3.1.2 IVB-NCA-NKF-Based Intrusion Detection

The proposed IVB-NCA-NKF is an optimal EKF based on the variation inference for the system
modeling of unknown process and measurement noise covariance matrixes.

First of all, assuming that a nonlinear sensor system is expressed by Eqs. (1) and (2), under the Gaussian
assumption, the random vector of the state, x;, and observation, y,, are also Gaussian, i.e.,

Xe[Xor ~ N (f (Xeot Wk )s Zigeer) (13)
Vilxi ~ N (B (xk, ur ), R) (14)
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Although we can model the dynamic system by iterating Eqs. (7) and (8), the system noise information,
k-1 in (13) and the measurement noise, Ry, in (14) are actually unknown (system noise and measurement
noise are time-varying). Therefore, the classic EKF model may cause an accumulation of system estimation
errors due to the inaccuracy of process and measurement noise estimation in the system modeling, results
in an inaccurate system model that is far from the real system.

Chang et al. [24] have pointed out that a good solution for modeling the noise-unknown systems is to
use the variation Bayesian method to measure the system state and measurement noise covariance matrices
jointly. Huang et al. [25] have also extended the Kalman filter model with unknown measurement noises.
The results show that the proposed method is more robust to the uncertainty factors in the process and
measurement of linear dynamic systems. However, the abovementioned methods are linear system models,
which are not suitable for nonlinear systems.

In this work, the linear system modeling method is extended to the nonlinear dynamic system modeling.
The proposed IVB-NCA-NLKEF is aimed at estimating the sensory system state, observation and process
noise covariance matrixes jointly by the variation inference based on the sensor observations, i.e., to achieve
a posterior probability, p (x, k1> Ry, )-

Since the analytic solution of the posterior, p (Xk, Z k-1 Relyy, k), is intractable, the variation Bayesian
inference method is introduced to optimally approximate it, where p (Xk, Z k1> Ry, k) is assumed to be
factorable approximately, i.e.,

P (% Zjen Relype) » 4 (x1) 4 (Zxje1) g (Re) (15)
where q (x), g (Zxjx-1)> g (Rk) should be achieved by,

{4 ()4 (Zkk-1)> 4 (Re) } = arg min {KLD (p (x> Zijee> Relyr ) 119 (x¢) 4 (Ze1) 9 (Re) ) } (16)

where KLD stands for the Kullback-Leibler Divergenc, and KLD (p (x) || (x)) = [ p (x)log p (x)/q (x)dx.

Based on the variation inference, the optimal solution of Eq. (16) can be expressed as,
IquAi (9,) = Ej# [logp (ﬂ,ylzk)] ,where 0= (61, 92, 63) = (Xk, Zk|k—1’ Rk) (17)

To achieve g, (6;) in Eq. (17), the total probability formula, p (0, Y. k), should be achieved in advance.
According to the Bayesian rule, p (0, Yl:k) =p (Xk, k-1 R Yl:k) can be expressed as,

p (Xk’ Z"k|k—1> Rk>Y1;k) =p (Y]:kfl) p (Rkl}’l:kfl) -p (Zk|k—1|YI:k71) p (Xk|YI:k71’ Zk‘k_l) P (Yk|xk’ Rk) (18)

In Eq. (18), p (xk|y1:k71, Zk|k_1) and p (yk|xk, Rk) are Gaussian density. R and Xy, are the covariance
matrixes of Gaussian models, whose prior distribution is known to be the Inverse-Wishart (IW) distribu-
tion [24]. By the introduction of the IW distribution, it can ensure that their posterior distribution has the
same distribution form as the prior distribution, which is conducive to the probability calculation. Detailed
information of IW distribution can be found in Appendix A. Briefly, these prior distributions are selected as,

p (Xk|Y1:k_p Ek\k—l) =N (Xk|f<k|k-1, Ek|k-1)

p (Yklxk’Rk) = N(Yk’?kLk—I’Rk) (19)
P (Relypy) = IW (Reldc1, D)
P (Zuialyias) = IW (Zuggrl ot Tejeor)

where g1 =/ (Reoy—> Uk-1)» Vier = 1 (%kje-1> ue ) + Hie (6 = Xgpeen)-
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By these prior distributions, we can achieve the posterior of the dynamic system state based
on Formula (17). A detailed estimation procedure of g (xk),q (Zxjk-1), g (Rg) is shown in Appendix B.

The state estimation residual can be computed by,

& =[xk — Xk, (20)

where |||, stands for the 2-norm. If the industrial control system is affected by malicious attacks, it may yield
state mutation, leading to a deviation from the stable state. Thus, when & is beyond a preset threshold, 7,
the system is considered to have an abnormal state or attack. The threshold value 7 is generally determined
by chi-square detection or by kernel density estimation of &; based on a predefined confidence level.

Here below is an illustrative example to validate the performance of the proposed IVB-NCA-NKF
model. Given a stochastic discrete-time nonlinear dynamic system (DC motor system) has the following
state and measurement expression,

( Wi ) _ ( w1+ (g1 — ckwi—1) TsfT ) g

Ck Ck-1

0 (21)
Yk = Ik
( (ur — crwi)/] )

where uy represents the control value, J = 10, T; = 0.01, and g ~ N (0, Qy), rx ~ N (0,Ry) are the noise
vectors of the system state equation and the measurement equation, respectively, where the covariance
matrixes, Qx, Ry, are time-varying.

Fig. 3 presents a comparative analysis of the prediction results for the nonlinear system described
in Eq. (21) using the IVB-NCA-NLKF model and traditional EKF methods. As can be seen from Fig. 3, the
proposed model demonstrates higher accuracy, particularly for the step state variable. Overall, the predicted
system state closely aligns with the actual state, highlighting the effectiveness of the IVB-NCA-NLKF model
for nonlinear system modeling under unknown process and measurement noise conditions.
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Figure 3: Example of IVB-NCA-NLKF-based nonlinear system modeling

3.2 Network Traffic Anomaly-Based Intrusion Detector

Network traffic anomaly-based intrusion detection consists of offline learning of normal and abnormal
traffic patterns, followed by online anomaly detection with continuous pattern library updates. A schematic
representation of this process is shown in Fig. 4.

3.2.1 Network Traffic Feature Extraction and Representation

Inspired by Huang et al’s study [26], a N-Burst model is adopted for the network traffic representation.
As described in Huang et al’s work [26], the N-Burst model expresses an arrival process of superposition
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of traffic streams from N-independent and statically identical ON/OFF sources. As described in Fig. 5, each
ON/OFF source consists of an ON period, i.e., 1 burst, and an OFF period. A more detailed description of
the N-Burst model can be found in the literature [26].

e Network traffic Network traffic 5
Historical network o
traffic data s i Abnormal Normal &
i i o
representation representation » Nheary - patta ilesry 3
_____ ® _
. o
Online network ISt A =
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Figure 4: Network traffic anomaly detector
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Figure 5: ON/OFF source model

In the ICPS, the ON/OFF source involves actuators and sensors. The ON stage refers to the stage in
which the node transmits data, with a randomly varying duration. The OFF stage refers to the idle stage of the
node, and the duration is also random. The end of each ON phase follows the previous OFF phase. When the
system is running, the sensor data is collected according to the predetermined sequence and period. After a
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specific event triggers data transmission, the pre-set sequence and cycle are restored, and the sensor data is
collected. Due to the coupling relationship between nodes, different nodes enter the ON period according
to a certain time interval. The ON/OFF model-based data feature for the network traffic representation is
shown in Table 1.

Table 1: ON/OFF model-based ICPS Network traffic features

Phase Flow Depiction
ON (node) Time(on) Average time of ON phase
Transon) Average packet transmission rate in ON phase
Interon) Average packet transmission interval in ON phase
OFF (node) Time(orr) Average time of OFF phase
Transorr) Average packet transmission rate in OFF phase
InteroFF) Average packet transmission interval in OFF stages
Idle time (node) Idle time Time interval between different sub flows
Message number (node)  Number Number of traffic messages
Mean value (node) Average Average rate of achievement of total data packets
Total (network) Total Overall packet transmission rate

3.2.2 CSEKM-Based Normal/Abnormal Network Traffic Pattern Learning

The Silhouette Index (SI) is widely regarded as one of the most effective clustering validity indices (CVTIs)
for evaluating cluster compactness and separability [27]. However, SI is sensitive to noise, as outliers can
significantly alter its values, affecting clustering results. To overcome the initialization problem of K-Means
and improve the robustness, He et al. [27] introduced the clustering stability index as an alternative to SI for
performance evaluation. Inspired by He's study, the CSEKM algorithm was introduced for normal/abnormal
network traffic pattern learning. Using the learned pattern libraries, traffic anomalies can then be detected
via pattern matching.

The main procedure of the clustering stability-based K-means model selection is to learn a set of
K-means models using a set of perturbed versions of training samples and choose the minimum instability of
each K-means clustering model as the final model. The clustering instability is often computed as the average
distance between clusters on different perturbed training samples. However, as stated in the literature [27,28],
this criterion may be misleading in the case of EKM. Besides the average distance between clusters, the
other commonly used method for evaluating cluster stability is the Consensus Matrix (CM)-based approach.
As suggested in Yu et al’s study [29], the Aggregation Consensus Matrix (ACM), a modified rand index
calculated based on discrete CM to evaluate clustering stability to determine K, was applicable. In this
work, the ACM-based clustering stability analysis is adopted. By combining the EKM and clustering stability
analysis, a CSEKM-based is adopted for the normal traffic pattern and abnormal traffic pattern learning.
Detailed CSEKM algorithm steps can be found in the literature [27].

3.2.3 Pattern Matching-Based Anomaly Detection and Online Pattern Updating

Once normal and abnormal network traffic pattern libraries are established, anomaly detection via
pattern matching becomes straightforward. However, the dynamic nature of ICPS networks and evolving
intrusion tactics cause attack patterns to deviate from their original features, leading to new intrusion
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variants. Traditional intrusion detection models, which rely on predefined intrusion characteristics, struggle
to detect emerging attacks in such dynamic environments.

To enhance adaptability in dynamic ICPS network environments, an online pattern updating mecha-
nism is incorporated into the intrusion detection model, building on our previous work [30]. The process,
illustrated in Fig. 6, integrates a cache pattern library (CPL) alongside the pre-learned normal pattern library
(NPL) and the abnormal pattern library (APL) to handle unforeseen or evolving network behaviors.
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Figure 6: Pattern matching-based intrusion detection and online pattern updating

Each learned pattern in the libraries is assigned a survival value (SV) to track its activity. Patterns
with SVs below a predefined threshold are discarded to maintain an updated library. Upon receiving a new
network traffic instance, pattern matching is performed sequentially.

o Normal Pattern Matching: If a match is found in the NPL, the SV of the matched pattern increases by
s (e.g., by 1 in experiments), while others in the NPL decrease by e(<«<1). Patterns with SVs below the
threshold (1) are removed.

«  Attack Pattern Matching: If no match is found in the NPL, the instance is checked against the APL. A
successful match triggers an intrusion alarm and updates the APL similarly to the NPL.

o Cache Pattern Matching: If no match is found in either NPL or APL, the instance is compared with
patterns in the CPL. A match leads to CPL updates following the same principle. If unmatched, the
instance is added to the CPL with an initial confidence value (CV).
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For any pattern in CPL, if its CV is larger than a high threshold (7), this pattern can be referred as to a
frequent pattern (FP). And it will perform pattern matching of the FP with NPL and APL, if it is more like
to a normal pattern, the NPL will be updated accordingly. Oppositely, if the FP is more like to an abnormal
pattern, the APL will be updated accordingly.

Many vector distance measurement approaches can be used for pattern matching, such as Pearson
correlation coefficient, Euclidean distance, Cosine similarity, Manhattan distance, Lance Williams distance,
and so on [31]. In this work, the simple cosine similarity is adopted to measure the dissimilarity of two
network records, given by,

T
d(xy)=—Y (22)
x| ly]

where x, y stands for two patterns. The smaller the value of d (x,y), the smaller the angle between x and vy,
and the greater the similarity between x and y.

4 Experimental Validation and Result Analysis

This section details the confirmatory and comparative experiments with result discussions.

4.1 State Anomaly-Based Intrusion Detection
4.1.1 Attacking Models

Four typical and common attacks in the ICPS are considered in this work, namely, the denial of service
(DoS), spoof attack, noise and scaling attacks as described in Liu et al’s study [32]. In the following attacking
model, n represents the number of sensors in the ICPS, y; (t) represents acquired value of the ith sensor
at the  time, u; (t) stands for the received control signal of the sensor i at the time of t and the attacking
duration is [, t. .

(1) DoS

Attackers introduce attacking signals to y; (t) or control signals u; (t) to prevent the collection of
correct control commands or actual sensory data by offsetting the normal signals, i.e.,

N Vi (t) t¢ [ts: te] N U (t) té [tsa te]
y"(t)'{y,-(t)+ay,ay=—yi(t) telt,t.]’ ui(t)_{ui(t)+au,au=—u,-(t) t e[t te] (23)
(2) Spoof attack

The spoof attack occurs when an attacker steals historical data and replaces the current system data with
the historical data in the sensory system. This is a covert intrusion that cannot be easily detected,

N0 teftnt] o [ui®) el te]
$ )= { a,,a, is historical data ¢ € [f,,¢,] ’ i (1) = au, ay is historical data ¢ € [t, t.] 24
(3) Noise attack

Attackers target acquisition signals y; () or control signals u; (t) by constructing specific noises. It can
affect or even change the state of the system, leading to system fluctuation and even process faults,

)A/i(l‘) :{ )/,'(t) t¢ [ts’te] , Ift,-(t) :{ ”i(t) t¢ [ts:te] (25)

yi(t)+ay,a,=w'(t) te[t,t.] u; (t) +ay,a,=0"(t) te[tst.]
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(4) Scaling attack

Attackers collect the sensor signal, y; (), or control signal, u; (¢), and then scale up or down them with
a certain range to change the actual system state, i.e.,

Vi (t) t¢ [tS)te] .
oo Jayyi() te[ts,te],ayy,»(t)e[y?”’",y;-"“x]
Yi (t) - min . min ’
Vi te[ts,te],ay)/l(t)<)/,-
ymax teltste],ayyi (t) >y
u,»(t) t¢ [ts;te]
e (0 te Tt vagun (6) € [un, o]
i (1) = umin teltete],auu; (1) <u™ =
ulmax te [ts) te] > AylUj (t) > uzmax

4.1.2 Experimental Result Analysis

This section verifies the effectiveness of the proposed IVB-NCA-NLKF-based sensor system intrusion
detection method by a numerical simulation system.

(1) Numerical system description and data preparation

Suppose the nonlinear system is expressed as follows,

v (t, 1) =Ju(ty) +sin(u(ty)) +e(ty) u(t)=t+sinty, 1,6, >0
vy (t ) =u () +cos(u(h)) +e(ty)  u(t)=t+cost, t,ty >0
y3 (t 1) = 4u (1) +3u (1) + e (1) u(h) =t + 42, t, s > 0 (27)
ya (t1,ty) =2cos(u(ty)) +3u(t) +e(ty) u(t)=1t+2cost;, t,t,>0
ys (tty) =exp (u(0)) +2u (6)> +e(t) u(t) =t +expty, t,t >0

where y1, ¥2, ¥3, ¥4, y5 represent the five observational variables; ¢ is a Gaussian noise.

In the experiment, four groups of normal sample data are generated based on the system model in (27),
forming four sensory clusters in the ICPS perceptual execution layer. Correspondingly, four attack modes
are introduced as attack samples. These normal and attack samples constitute the initial training set, with
each cluster containing 500 data samples.

Three different working modes (model 1, model 2 and model 3) are given. Each of the three modes
produces 200 sets of samples as the initial training set,

_ | ti:Uniform(2,1.5)

model 1= { t,: Normal (0,0.1) 28)
| t:Uniform(0,2)

model 2 = { ty: Normal (0,0.1) (29)
_ | ti:Uniform(2,1)

model3 = { ty: Normal (0,0.1) (30)

Based on the normal working condition data, under three modes, the variables yi, y,, y3, y4, y5 of
different attack signals are introduced from the 151st sampling data to the 350th sampling data. The DoS
attacks and spoof attacks are added, respectively, that is, from the 151st to 350th group, and they are considered
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as samples with attack. From the 251st to the 401 sampling data, they have added the noise attack and the
scaling attack, respectively.

As expressed in Eq. (20), the residual threshold 7 is an important factor to the intrusion detection
performance. In this work, 7 is determined by crossing validation experiments. Multiple parameter values
were tested. As can be seen from Fig. 7, to achieve a relatively high intrusion detection accuracy with low false
alarm rate (FAR), the residual threshold 7 = 0.8 is a trade-off setting value. Therefore, the residual threshold
was fixed as 0.8 in the following experiments.

100 -

) kH\\\n
S Q\ Accuracy
9 \
e FAR
3 4ot 0\
& A /

20 ‘s .

. Ororo

0 05 1

T

Figure 7: Effect of residual threshold 7

(2) Experimental results and discussions

Intrusion detection results of the simulated three models as described in (28) to (30) are displayed
in Fig. 8.1t can be seen from Fig. 8 that when attacks are introduced into the sensory system models (different
clusters under each model), the system state fluctuations will occur. Though the system state fluctuations of
the same attack vary under different models, they exhibit great differences between the system prediction
results and the actual system state, resulting in a significant difference in the state estimation residual. By
comparing the residual threshold of the system state prediction, attacks can be detected accurately.

To further analyze the effectiveness of the proposed method, the intrusion detection accuracies and
FARs of different clusters under each model are listed in Fig. 9. It can be seen from Fig. 9 that although the
detection accuracy and FAR of different clusters fluctuate in different models, the accuracy rates are generally
over 90%, and the proposed method can achieve lower FARs for different attacks with different models. In
addition, statistics of the detection performance, mean and standard deviation of the detection accuracies
and FARs under different models are counted and listed in Table 2. It can be seen from Table 2 that no matter
the system model, a high detection rate and lower FAR can be achieved.

Moreover, to further verify the effectiveness of IVB-NCA-NLKE, three representative and analogous
methods, namely, Ho.-EKF [33], novel switching unscented Kalman filter (NS-UKF) [34], EKF and recursive
last-square estimator (EKF-RLSE) [35], were used for the comparative experiment. The comparative results
are listed in Table 3. As shown in Table 3, IVB-NCA-NLKF can achieve the highest detection accuracies
with the lowest FAR. In addition, the proposed method can achieve relatively low standard deviation values
of the detection accuracies and FAR, which means that the proposed method can achieve more stable
detection results. In other words, the overall performance of the proposed method outperforms that of these
comparative methods, which can realize effective intrusion detection of the sensory system.
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Figure 8: Experimental results of different models. (a) model 1; (b) model 2; (c) model 3

cluster 1

cluster 2

Emodell ®model2 ®model3

cluster 3

(a)

cluster 4

model3
model2

mmodell mmodelZ ®model3

0.3
0.25
0.2
015
0.1
0.05

cluster 1 cluster 2

cluster 3

(b)

model3
model2
model1

cluster 4

Figure 9: Detection accuracies and FAR. (a) Accuracies; (b) FAR

The IVB-NCA-NLKF method outperforms other methods due to several key advantages. First, the
IVB-NCA-NLKF jointly estimates the system state, process noise, and measurement noise covariance
matrices using variation inference based on sensor observations. This results in a more accurate and robust
estimation of the system’s state, even in the presence of uncertainties or noise in both the process and the
measurements. The adoption of Bayesian inference techniques in IVB-NCA-NLKF allows for adaptive noise
covariance estimation, which improves the model’s ability to handle dynamic and uncertain environments.
This flexibility is particularly beneficial in ICPSs, where both system dynamics and measurement noises
can be highly nonlinear and unpredictable. Furthermore, the IVB-NCA-NLKF’s ability to extend traditional
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linear system models to nonlinear systems makes it more suitable for the intricate behaviors of ICPSs. Unlike
previous linear models that may struggle with nonlinearities, the proposed method can effectively estimate
the system state in more complex and realistic settings.

Table 2: Experimental results under three models of the proposed method

Models Detection accuracy FAR

Mean Std Mean Std

Model1  0.9327 0.0974 0.0026 0.0071
Model 2 0.9236 0.1135 0.0018 0.0186
Model 3 0.9193 0.1217 0.0039 0.0197

Table 3: Comparative experimental results under three models

Empirical method Detection accuracies FAR

Mean value Std Mean value Std

H..-EKF 0.8922 0.0765 0.0137 0.0071
NS-UKF 0.8672 0.1371 0.0454 0.0186
EKF-RLSE 0.8625 0.1584 0.0669 0.0197
IVB-NCA-NLKF 0.9214 0.0212 0.0081 0.0069

4.2 Network Traffic-Based Intrusion Detection

The TrueTime toolbox (https://www.control.lth.se/research/tools-and-software/truetime/, accessed on
2 April 2025) was used to build the simulated network control system for simulating an ICPS. Detailed
parameters of the simulation environment are as follows: Version-TrueTime 2.0; Operating system-Windows
10; Processor—1.99 GHz; Running memory—8 GB; Network protocol-CSMA/CD (Ethernet).

The simulated ICPS involves interference nodes, sensors, controllers and actuators, whose network
structure is illustrated in Fig. 10. The simulated process system model structure is shown in Fig. 11. Some
important factors of network transmission, such as data transmission delay, packet loss, and so on, will affect
the system performance of the process system. By setting the interference node and acting on the whole
system, various attacks are simulated. In the ICPS network system, the greater the impact on network traffic,
the greater the packet loss rate, the greater the impact on system performance. When the packet loss rate
reaches a certain degree, the system will no longer be stable.

Table 4 presents the normal system state and real-time data obtained from the simulation after intro-
ducing a node replication attack (NRA) at the interference node (node 1). The results show that, compared
to the normal state, the average flow through the actuator (node 2) and controller (node 4) increases after
the NRA attack, prolonging the ON phase and shortening the OFF phase. Moreover, the NRA attack reduces
the average transmission rate of packets in the sensor node (node 3) due to bandwidth occupation. This
leads to decreased transmission efficiency and an increased sensor transmission rate during the OFF phase.
Although no data is sent to the controller in the OFF phase, the presence of interference nodes adds to the
communication burden, further straining the system.
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Table 4: ICPS network traffic flow
Node ON OFF Average Idle Number Total (%)
time

Time Trans Inter Time Trans Inter

Normal 2 0.05s 57KB/s 0.04s 0.77s O0KB/s 2.00s 9812% 058s 18 97.97
0.23s 62KB/s 0.01s 054s 1KB/s 137s 9731% 0.47s 23
0.03s 54KB/s 0.04s 0.66s O0KB/s 2.00s 98.49% 0.56s 22
0.15s 36KB/s 0.01s 0.21s 2KB/s 121s 8764% 0.25s 23 86.9
0.07s 86 KB/s 0.02s 1.05s O0KB/s 2.00s 8971% 097s 41
0.24s 59KB/s 0.01s 0.61s 3KB/s 119s 8133% 0.68s 23
0.06s 87KB/s 0.02s 039s O0KB/s 2.00s 8892% 0.4ls 44

NRA

= W N = W
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To summarize, five common attacks, namely Man-In-The-Middle (MITM), Node Replication Attack
(NRA), and Node Compromise Attack (NCA), DoS attack, and Node blocking attack, were tested to evaluate
the effects of different attacks on network traffic. Experimental results are shown in Fig. 12. Fig. 12a shows
the flow mode under normal conditions (no attack). Fig. 12b—d shows the network traffic flow mode after
adding the corresponding attacks, respectively. It can be seen from Fig. 12 that the three attacks caused the
packet loss rate of 0.1, 0.12, and 0.19, respectively, with different effects on the flow rate.

i i i i 3 i i i H i
0.6 0.7 . . 3 3 . 0.4 0.5
time(s) timersl

(© (d)

Figure 12: Impact of attacks on traffic. (a) Normal (no packet loss); (b) MITM (packet loss rate 0.1); (c) NRA (packet
loss rate 0.12); (d) NCA (packet loss rate 0.19)

This experiment evaluates the detection rate and false alarm rate (FAR) of the proposed intrusion
detection method, with results presented in Fig. 13. As shown, the detection rate improves as the number
of training samples increases, stabilizing when the training data reaches 2000. Notably, even with fewer
training samples, the model achieves a high detection rate. Additionally, the FAR decreases as training data
increases, with lower FAR observed in cases of limited training data. These results demonstrate that the
proposed method ensures high detection accuracy and low error rates, performing effectively even with small

sample sizes.
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Figure 13: Relationship between detection effect and number of training sets. (a) Detection accuracy and FAR with
different number of training samples; (b) Detection accuracies of different attacks
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The detection results of the proposed method for different attacks are shown in Fig. 13b. As shown, the
detection rates of other attacks are generally high, except in channel blocking attacks and middleman attacks
because the traffic changes caused by these attacks are obvious and easy to detect. Channel-blocking attacks
and middleman attacks have no great effect on traffic.

To further validate the effectiveness of the proposed intrusion detection method, some representative
methods, including the CUSUM Model with Regression Strategy (CUSUM-RS) [36], Dictionary-based
Compression Theory (DBCT) [37], and Hidden Semi-Markov Model (HSMM) [38], were also conducted
for intrusion detection performance comparison. The detection rate (DR), FAR, and detection time (DT) are
recorded as the comparison indexes. The comparative experimental results are shown in Table 5.

Table 5: Comparison of the detection performance of different methods

Datascale CUSUM-RS [36] DBCT [37] HSMM [38] Proposed

DR/% FAR/% Time/s DR/% FAR/% Time/s DR/% FAR/% Time/s DR/% FAR/% Time/s

1000 89.22 647 1153 90.68 6.44 1042 91.65 723 11.03 92.06 526 1179
2000 9032 581 1682 9156 565 1392 9212 769 1658 92.67 5.02 1702
3000 91.87 533 19.64 92.69 543 16.77 9257 513 1771 9314 4.61 1993
4000 93.83 526 2179 9312 469 1983 9294 451 2133 9361 353 22.04
5000 9396 520 2702 9349 451 2349 9347 424 2543 9422 312  26.89
6000 9433 4.93 36.61 9398 422 3517 94.05 3.87 3472 94.67 3.07 3754
8000 9488 4.61 4157 94.61 4.03 40.58 94,59 341 4156 9527 291 4221
10,000 9534 432 6931 95.09 371 68.24 9547 321 6982 96.21 259 69.98

Table 5 shows that the FAR of HSMM is higher than that of the proposed method. Although HSMM
outperforms simple average-based schemes, it struggles to effectively differentiate between attacks and nor-
mal traffic. Its reliance on detecting spatiotemporal patterns in wake-up packet generation leads to a higher
FAR. In contrast, the proposed intrusion detection method achieves higher accuracy than CUSUM-RS and
DBCT. By analyzing captured data, it simultaneously extracts node-level and network-level traffic, providing
a more comprehensive understanding of data characteristics and enhancing detection performance.

Beyond detection accuracy, detection efficiency is also crucial, as it directly impacts real-time perfor-
mance. To ensure the real-time performance of the detection method, the detection efficiency should also be
maintained at a high level. As shown in Table 5, when the sample size reaches 10,000, the detection time is
only 69.98 s, demonstrating the proposed method’s ability to detect attacks rapidly. While the detection time
is slightly higher than that of other methods, this is due to the inclusion of CPL for dynamic network pattern
learning and updating, which primarily adds time when a pattern does not match normal or abnormal cases.
The system determines whether a pattern is frequent before updating the pattern library. However, given the
high detection accuracy and low false alarm rate (FAR), this slight increase in detection time is negligible.
Overall, the experimental results confirm that the proposed method achieves a high detection rate with
relatively short detection time, proving its effectiveness for cybersecurity monitoring in ICPS networks.

5 Conclusions

To adapt to the dynamic changes of the industrial control network system environment and improve
the detection effect, a hybrid ICPS-oriented intrusion detection approach is proposed. In order to detect
ICPS attacks more comprehensively, intrusion detection is carried out from two aspects, i.e., the system
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state anomaly monitoring and network traffic flow anomaly monitoring. Namely, an IVB-NCA-NLKF-
based sensor system state anomaly detector and an online network pattern learning-based network traffic
anomaly detector, are incorporated, to achieve a comprehensive cybersecurity monitoring of large-scale
ICPSs. At the same time, an online pattern updating mechanism is also introduced to adjust the model
automatically during the intrusion detection process to realize real-time cybersecurity monitoring. Extensive
confirmatory and comparative experiments carried out by the numerical simulation system and TrueTime-
based simulated network control system have demonstrated the effectiveness and superiority of the proposed
method. However, the proposed ICPS security protection method in this work is based on the situation that
the system is deterministic. In the current large-scale ICPS, sensors, actuators, and controllers are all likely
to be dynamically added. Therefore, further work will focus on how to extend the method of this work to the
system resources-dynamically changing ICPS and the real ICPSs.
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Appendix A IW Distribution
Inverse Wishart (IW) distribution, also termed inverted Wishart distribution, is a probability distribu-

tion model defined over real-valued, symmetric, positive-definite matrices. In the Bayesian estimation, it
is mainly used to describe the conjugate prior distribution of the covariance matrix of multivariate normal
distribution samples. The probability density of IW distribution can be expressed as [14],

’R|—(A+d+1)/2

IW (R|A, D) = exp {—%tr (DR‘I)} (A1)

w
where R are d x d symmetric positive definite matrices; D € R?*? is a symmetric positive definite matrix,
also known as an inverse scale matrix; ¢r (-) means the trace of a matrix; A stands for the degrees of freedom,
and Zpy = 24/21,; (1/2) ID[2, I is a d-D Gamma function.

When A > d + 1, the IW distribution has the following properties,

D

ERI=a

(A2)
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The variance of each element of R is,

(A-d+1)D;*+ (A -d +1)D;;Dj;
Var[R,‘j]Z ! 2 2
A-d)(A-d-1)°(A—-d-3)

(A3)

Given 7 i.i.d d-D Gaussian variables, X = [ X, - - -, X,, |, drawn from the distribution of N (X|0, R), the
conditional distribution of p (R|X) has an IW distribution of IW (R|A + , A + D), where A = XX. Due to
its conjugacy to the multivariate Gaussian, it can integrate out the covariance parameter in Gaussian by,

[RIY2T (25)

»(X|\,D) = / p(XIR) p (RIL, D) dR = — i (A4)
T R+Al? T (3)
Appendix B Detailed q (x¢), g (Zk| x-1)>q (R) Estimation Procedure
Firstly, by the expansion of the Formula (18), we can achieve,
1,4 1 _
log p (xk, Zk|k_1,Rk,y1:k) == (dk|k_1 +m+ 2) log |Rk| - Etr (Dk|k_1Rk 1) -
1,. 1 -
5 (tk|k—1 +n+ 2) 10g|2k|k—1| - Etr (Tk|k—12k\k—l 1) -
1 . T - . 1 . T, - .
5 (Xk - Xk|k—1) Zkk-1 ! (Xk - Xklk—l) T3 (Yk - Yk|k—1) R, (Yk - Yk|k—1) +C
(A5)

where Cy represents terms that do not related to parameters, 6 = {xk, Zkik-1> Rk}.
Mg (Ek|k_1) Estimation

Denote 6 = Xx_;, according to the Formula (17), we can achieve,
i 1 A i 1 i _ 1 A
log g™ (6) = -3 (dgjir + m +2) EO [log [Ry|] - EE( ) [tr (DyRe )] - 3 (Tkk-1 + 1+ 2) log [Z ]
1 i - 1 i A T - A
- Etr{(Ak( )+ Tiik1) Zijk - EE( ) [(Yk _Yk|k—1) R (Yk ‘Yk|k—1)] +Co
1, 1 i _
= C2k|k—1 + E (tk|k—1 +n+ 2) 10g|zk‘k_1| - Etr {(Ak( ) + Tk\k—l) 2k|k—1 1} (A6)
where g(*1) (0) represents the i + 1 iteration of ¢ (8) estimation, and,
(Xk - )A(](cl) + )A(il) - )A(k|k_1)
, , T
(e = 57 + %7 = )
- i NO () 4 NOIA T
- 50 [ (s -5 (s 5) ] (57 ) (- )

_ Zk|k(i) + ()A(l(cl) - )A(k|k_1) ()A(,({l) - )A(k|k—1)T

Ak(i) - | [(Xk —ﬁk|k—1) (Xk _f(k|k—1)T] 0!

(A7)

According to the Formulae (A6) and (A1), we can see that q(”l) (Z K| k—l) also obey an IW distribution,
ie.,

gt (Zipper) =IW (Ek|k-1

fl(j+1)’ Tk(z‘+1)) (A8)
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where f,EiH) 2 Bpr + 1, T D éAk|k_1(i) + Tkt

(2) g (Rg) Estimation

A 1 .
(dk|k—1 +m+ 2) 10g|Rk| - Etr ((Dk|k + Bk(l))Rk_l) -

S A

log g™V (Ry) = -

A : 1 . B
(tk\k—l +n+ 2) E(l) [10g|2k\k—1|] - EE(I) [tr (Tk‘k_12k|k_1 l)]
(A9)

N | =

1 .. -
_E]E(z) [(Xk B )A(k|k—1)T 2k|k71 1 (xk - ﬁk|k—1)] + Cq

= Cg, + % (dijer + m +2) log|Ry| - %tr ((Dger + B )R )
where,
B,V =-F [(Yk —Yik-1) (ve - i’k|k—1)T]
= E{E (yk - h (Reiet) = Hix + Hikeeor ) - (v6 = b (Regeet ) = Hioxe + HiRigeos ) }

= E{E (yx - Hixpe ™ + Hixp ) = Hixg + Hykegpor = b (R ) - (A10)
() (i) . . T
(v = Hixge ' + Hixy ) = Hiexe + Hykggeor — b (Repen )
. A T i
= (ye = h (Repe=1)) (ye = h (Reper ) + Hk2k|k( JH, "
According to the Formulae (A9) and (A1), q(i“) (Ry) also obeys an IW distribution, i.e.,
(A1)

q(i+1) (Rk) =W (Rk|dA](€i+1):IA)/(gi+l))

where cilgm) = czk|k,1 +m+1, 15,(<i+1)

(3) q (xx) Estimation

= D1 + B 9.

log g0V (x¢) = -1 (x¢ - fik|k—1)T ECD 2] (xk — Keper) —
1 5 T+ [p -1 . (A12)
3 (Yk - Yk|k—1) ECD [R™] (Yk - Yk|k—1) +Cx,

According to the first two steps, we can see that Xj,_; and Ry all obey the IW distribution,

(i+1) (i+1) S T,
Zklk = {E"V [Ze ']} = 2(i+1) (AL3)
t -n—-1
4 ﬁ(H—I)
Rk(z+1) _ {E(H—l) [Rk—l]} _ A(i+1)k (A14)
do 7 -m-1

Based on the Formula (A12), we can see that q(”l) (xx ) obeys a Gaussian distribution, i.e.,
g (x¢) =N (Xk|Xk|k(i“), Zk|k(i+1)) (A15)
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where,
e = Xepeor + Kie (v = b (Repeen ux)) (A17)
where,
A ; 1. S|
Kk(z+1) A Zk|k—1( +1)HkT (szk|k—1( +1)HkT " Rk(z+1)) (A18)

Given the initiation value of X, fo|0, Tojo, C§0|0, D)o the variation Bayesian estimation of x, Xy|x_, Rx
based on the observations can be computed by a M-step iteration compution or terminated automatically
by the convergence of the estimations, Formulae (A8), (All) and (A15).
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