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ABSTRACT: Counterfeiting is still a pervasive global issue, affecting multiple industries and hindering industrial
innovation, while causing substantial financial losses, reputational damage, and risks to consumer safety. From luxury
goods and pharmaceuticals to electronics and automotive parts, counterfeit products infiltrate supply chains, leading to
a loss of revenue for legitimate businesses and undermining consumer trust. Traditional anti-counterfeiting measures,
such as holograms, serial numbers, and barcodes, have proven to be insufficient as counterfeiters continuously develop
more sophisticated replication techniques. As a result, there is a growing need for more advanced, secure, and reliable
methods to prevent counterfeiting. This paper presents a novel, holistic anti-counterfeiting platform that integrates
Near Field Communication (NFC)-enabled mobile applications with blockchain technology to provide an innovative,
secure, and consumer-friendly authentication mechanism. Our approach addresses key gaps in existing solutions by
incorporating dynamic product identifiers, which make replication significantly more difficult. The system enables
consumers to verify the authenticity of products instantly using their smartphones, enhancing transparency and trust
in the supply chain. Blockchain technology plays a crucial role in our proposed solution by providing an immutable,
decentralized ledger that records product authentication data. This ensures that product verification records cannot
be tampered with or altered, adding a layer of security that is absent in conventional systems. Additionally, NFC
technology enhances security by offering unique identification capabilities, enabling real-time product verification.
To validate the effectiveness of the proposed system, real-world testing was conducted across different industries. The
results demonstrated the platform’s ability to significantly reduce counterfeit products in the supply chain, offering
businesses and consumers a more robust and reliable authentication method. By leveraging the combined strengths of
blockchain and NFC, this solution represents a significant advancement in the fight against counterfeiting, ensuring
enhanced security, transparency, and consumer trust.
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1 Introduction
Counterfeiting refers to the production and sale of products by a third party under an original brand

name without the authorization of the brand owner. The presence of counterfeit products in the market
causes significant financial losses to industries, consumers, and governments. Consumers are often deceived
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into purchasing fake products, believing them to be genuine. The global value of counterfeit goods has
reached 1.6 trillion US dollars [1], making it the largest criminal enterprise in the world. Over the past
two decades, counterfeiting has grown by more than 10,000%, affecting various industries, including food,
beverages, footwear, apparel, electronics, auto parts, accessories, pharmaceuticals, toys, cosmetics, and
currency [2]. Despite continuous efforts by industries, universities, and governments to combat counter-
feiting, the problem remains unresolved and continues to escalate [3]. This persistence indicates that no
concrete solution or holistic system has yet been developed to effectively eliminate counterfeit products from
the market.

While numerous research efforts, including those involving Near Field Communication (NFC) technol-
ogy and Blockchain technology, claim to address counterfeiting, few attempts have been made to combine
both technologies to enhance effectiveness [4]. In this research, we investigate the integration of NFC and
Blockchain technology to tackle the counterfeiting problem. Through a comprehensive literature review
of previous studies, we examine existing anti-counterfeiting platforms (ACPs) and propose a remodeled
holistic ACP to address the limitations of current platforms. The key components in designing the new ACP
include NFC technology [5], Blockchain technology, and Mobile Computing. Besides the original product
manufacturers, consumers play a crucial role in a holistic ACP (HACP). Therefore, we developed an effective
HACP that combines these components to mitigate counterfeiting.

Based on our literature review, we identified three major gaps in previous studies. The first gap is the
failure to address the counterfeiting problem holistically [6]. Previous research did not consider the complete
supply chain management processes across the lifecycle of a product in the fight against counterfeiting [7].
Additionally, the role of consumers as a key component in this battle has been largely neglected.

The second gap concerns product identity encoding and authentication, specifically the issue of static
product identities. Since static identities are easily cloned, this vulnerability should have been highlighted in
prior research. However, static product identities remain widely accepted. We approach this problem from
a different perspective by adopting the concept of dynamic product identity [8,9]. In the authentication
process, encoding is typically performed by original product manufacturers, while authentication is carried
out by consumers. Traditionally, these processes operate independently. However, we propose a novel
technique, Blockchained Dynamic Encoding within the Authentication process (AuthentiCoding), which
represents a key contribution of this research. Blockchained AuthentiCoding ensures that product identities
remain dynamic, effectively neutralizing any compromised identities.

The third gap in previous research is the lack of emphasis on a holistic “proof of concept.” Researchers
have often focused on micro aspects of anti-counterfeiting efforts, with insufficient attention given to how
their findings fit into a broader, real-world context [10]. As a result, it has been difficult to determine the
practical effectiveness of their solutions. To address this, we evaluated our HACP in a real-world environment
using a working prototype with potential live clients.

We aim for our new HACP to establish a benchmark in holistic counterfeiting prevention. Beyond
benefiting original product manufacturers, the outcomes of this research will also serve the public and
governments. Additionally, this study lays the foundation for future academic researchers seeking to tackle
the global counterfeiting problem effectively.

2 The Concept
In this research, we propose a Holistic Anti-Counterfeiting Platform (HACP) to combat counterfeiting

by utilizing a Near Field Communication (NFC)-enabled mobile application integrated with Blockchain
technology. The proposed HACP will enable buyers to verify whether a product is original or counterfeit at
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the point of purchase. This system includes an NFC-enabled mobile app that interacts with a backend server
connected to a blockchain engine. NFC chips will be encoded and tagged on products at the manufacturing
stage by the original manufacturers. We propose an NFC tag serialization and encoding algorithm that
leverages blockchain technology. Additionally, we introduce our AuthentiCoding algorithm, which keeps
the NFC tag ID dynamic, thereby mitigating risks associated with compromised NFC tags.

Our work includes an evaluation of various encoding systems, encompassing algorithms, tools, and
techniques. Encoded NFC chips will be tagged on products throughout the supply chain until they reach the
storefront. Consumers will use an NFC-enabled mobile app to authenticate NFC tags via our AuthentiCoding
algorithm before making a purchase. The key research components include: (i) NFC Tag Encoding and
(ii) NFC Tag AuthentiCoding. Our contribution involves assessing different encoding and AuthentiCoding
systems, including their algorithms, tools, and techniques. The new HACP builds upon past research while
introducing additional features to enhance the system’s effectiveness.

This research employs the block-supply chain concept, a decentralized supply chain mechanism
designed to detect counterfeiting attacks using blockchain and NFC technologies [11]. The block-supply chain
replaces traditional centralized supply chain models and implements a newly proposed consensus protocol
that, unlike existing protocols, is fully decentralized and optimizes both efficiency and security. Simulations
demonstrate that the proposed protocol delivers remarkable performance while maintaining a satisfactory
level of security compared to the state-of-the-art Tendering consensus protocol.

We adopt the Tag Reapplication Detection (TRD) approach as a key strategy for detecting reapplication
attacks [12]. This method employs low-cost NFC tags and public-key cryptography. The use of NFC enhances
user-friendliness, as many modern smartphones support NFC functionality. TRD detects reapplication
attacks by tracking the number of times a tag has been scanned throughout the supply chain using an online
AuthentiCoding protocol. By integrating Alzahrani’s lightweight authentication protocol with the block-
supply chain and our AuthentiCoding method, we aim to enhance security and combat counterfeiting more
efficiently and accurately.

Table 1 provides a summarized overview of selected prior research efforts addressing counterfeiting.
It highlights the approaches, methodologies, and technologies utilized in these studies, along with the
specific challenges or shortcomings identified in each. This table serves as a foundational reference for
understanding the existing landscape of anti-counterfeiting strategies and identifying gaps that future
research and interventions can address.

Table 1: Sample glance of previous studies on addressing counterfeiting problem with their respective limitations

Reference Summary Comments/limitation
[13] This article proposed blockchain

technology in India’s entire drug
supply chain to address the lack of

adequate audibility and clarity of the
initial source of drugs.

Utilised blockchain technology to address
counterfeiting but no significant evidence

that the proposed idea is feasible.

(Continued)
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Table 1 (continued)

Reference Summary Comments/limitation
[14] This article proposed an

anti-counterfeit model via NFC
technology using a lightweight
cryptographic algorithm on the

NFC.

The setback of this model is on the secret
information to be stored on the NFC for it

to work offline. The NFC has limited storage
space and is unable to store a large amount
of data for it to work offline. A significant

working prototype would be good as POC.
[15] This paper proposed

packaging-related anti-counterfeit
methods that can be utilized within
a broader anti-counterfeit strategy.

The exact packaging measurement proposal
is vaguely defined. However, any packaging

is easily duplicable.

[16] This research proposes a new split
production-based pill-level

unduplicatable chipless RFID tag
that inherently produces a random
unique ID from numerous sources.

The proposed a reliable unclonable solution
but needs a special device to detect if the

item is original or fake. Consumers are not
roaming around with those gadgets to
detect if the pill-level UCR is genuine.

[17] The counterfeit problems were
addressed using RFID technology.

RFIDs are easily duplicable. Hence, this
approach will not be a completely proven

anti-counterfeit solution.

2.1 More on Technology
Recent advancements in Radio Frequency Identification (RFID) and Near Field Communication (NFC)

technology have encouraged original product manufacturers to explore ways to replace traditional product
identification methods such as barcodes, QR codes, and holograms. NFCs are a type of RFID. These
RFID/NFC tags are cost-effective labels that facilitate real-time tracking and tracing. Additionally, these tags
enable retailers to provide a more intelligent shopping experience, allowing customers to purchase items
through smart retail systems equipped with RFID-enabled shopping carts.

Subramaniam et al. [14] stated that, to combat counterfeiting, researchers have designed solutions
based on the Internet of Things (IoT), incorporating barcodes, RFID, and QR codes for authentication and
authorization. However, RFID technology requires a physical RFID reader device, which is not yet widely
accessible or affordable for general consumers. Compared to QR codes, RFID tags and labels are slightly
more expensive as they are designed for both reading and writing. These tags can only be read using an RFID
reader, meaning that anyone with an RFID reader can access and potentially clone the code [18].

The proliferation of counterfeit products has plagued various industries for decades, making the fight
against counterfeiting a persistent challenge. Existing anti-counterfeit solutions are generally centralized.
To address this limitation, Alzahrani et al. [19] proposed the Block-Supply concept, a decentralized anti-
counterfeiting supply chain that integrates NFC-enabled mobile computing with blockchain technology.
Unlike most existing protocols, this approach introduces a truly decentralized consensus protocol that does
not require Proof of Work (PoW) [19].

In another study, Alzahrani et al. [5] introduced an authentication protocol based on the Internet of
Things (IoT) to help validate unit drug dosages in anti-counterfeit pharmaceutical systems. This protocol
utilizes NFC technology, which is particularly convenient for mobile environments. Their test results indicate
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that the proposed system effectively mitigates common vulnerabilities while enhancing computational
efficiency and security.

Further proposals suggest the use of NFC chips in banknotes to prevent counterfeit currency [20].
A smart-banknote system was developed and evaluated using fault tree analysis and flow model analysis.
Additionally, research has explored electrode signal transformation into a 105.9-kb/s Manchester-encoded
serial bit stream transmitted via NFC, reinforcing the potential adoption of NFC chips in anti-counterfeiting
platforms [21].

A survey conducted in Indonesia demonstrated that NFC-based mobile payment systems have been
well received [22]. Beyond financial transactions, NFC technology has also become a promising tool for
healthcare and wellness monitoring. Research has demonstrated the feasibility of embedding temperature
and sweat sensors into smart textiles using NFC antenna technology [23]. This proven concept could be
adapted for anti-counterfeiting applications.

India has been one of the earliest adopters of NFC technology in the pharmaceutical industry [24].
The proposal involved embedding NFC tags into pharmaceutical packaging to improve drug authentication
and traceability. However, the research did not propose a comprehensive end-to-end solution to evaluate the
feasibility of implementing this system in real-world environments.

3 Literature Review
Over the past two decades, counterfeiting has increased by over 10,000% [25], spreading across various

industry segments, including food, beverages, footwear, apparel, electronics, auto parts, accessories, phar-
maceuticals, toys, cosmetics, and currency [25]. Vendors of counterfeit goods often infringe upon a brand
proprietor’s trademark, design, or copyright, falsely passing off their products as genuine. Counterfeiting has
become a serious issue in modern commerce, with an estimated global value of 1.6 trillion U.S. dollars [26].
Brand owners collectively spend up to 204 billion dollars annually to combat this growing problem. In
2013, counterfeit goods accounted for 5%–7% of global trade, and by 2014, counterfeiting had led to an
estimated loss of 2.5 million jobs worldwide, including 750,000 jobs lost in the United States. Furthermore,
the Organisation for Economic Co-operation and Development (OECD) reported that in 2013, nearly 5% of
products imported into the European Union were counterfeit.

Over the past few decades, numerous efforts have been made to combat counterfeiting. It is estimated
that approximately 1347 anti-counterfeiting tactics are currently being used [27]. Technology has played
a significant role in these efforts. However, despite technological advancements, counterfeiting has not
declined, raising concerns about the effectiveness of current solutions.

One widely adopted method is QR code authentication using smartphones [28]. Technology vendors
provide QR code-based labels or stickers that allow consumers to verify a product’s authenticity by scanning
the QR code at the point of purchase. Users are then redirected to an application programming interface
(API) [29] or a centralized database [30] for verification. This method offers convenience; however, QR codes
are easily replicable, allowing counterfeiters to duplicate them and place them on fake products. Since the
validation check relies solely on scanning, a copied QR code cannot reliably indicate whether a product is
counterfeit. As a result, QR code-based track-and-trace systems are ineffective in combating counterfeiting.

Researchers have also explored machine learning and the Internet of Things (IoT) for counterfeiting
detection in e-commerce. A prediction model has been proposed to analyze consumer purchasing patterns
and detect potential counterfeit product sellers [31]. Additionally, a universal forgery detection system based
on cloud computing has been proposed as a theoretical framework. While empirical evidence supports the
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feasibility of this method, it has a significant drawback-counterfeit detection occurs only after fraudulent
transactions have already taken place [32].

By the time counterfeit products are detected, fraudulent manufacturers may have already altered or
discontinued their fake products. Typically, counterfeit manufacturers operate with short-term objectives,
aiming to maximize quick profits before shifting to new counterfeit products. As a result, a universal cloud-
based forgery system is ineffective as a long-term anti-counterfeiting solution.

4 Methodology
We began by reviewing the strengths and weaknesses of existing anti-counterfeiting solutions through

an extensive literature review. Based on this review, we analyzed a range of Anti-Counterfeiting Platforms
(ACPs), examining the advantages and disadvantages of each. Following this analysis, we proceeded to
investigate the remodeling of ACPs, considering the technologies utilized, tools employed, methodologies,
algorithms, and approaches.

The key components in designing the new Holistic Anti-Counterfeiting Platform (HACP) include Near
Field Communication (NFC), Blockchain, and Mobile Application technology. An effective HACP to combat
counterfeit products will be developed using a combination of these components and factors. The remodeling
of the HACP consists of two main phases: “Encoding” and “AuthentiCoding.”

The first phase, “Encoding,” encompasses various processes such as serialization, metadata construction,
data hashing, blockchain notation, and digital signatures, among others. In this phase, we employ Alzahrani’s
protocol to enhance security and data integrity. The second phase, “AuthentiCoding,” involves data decryp-
tion and authentication. Fig. 1 illustrates the evolution of the HACP, from HACP1 to HACP5, demonstrating
the progressive improvements in its design and functionality.

Figure 1: The journey of remodeling HACP

HACP1 = PEA1 +QR Codes
HACP1 is the initial HACP model derived from a preliminary literature review. This model establishes

the starting benchmark for the research work. It incorporates key technological components, including
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the manufacturer portal, encoder application, authenticator mobile application, and a backend processing
system that integrates with the blockchain network. This set of components closely represents current anti-
counterfeiting practices in the industry. The manufacturer portal allows original product manufacturers to
independently create product brands and production batches with Security IDs, ensuring that no third party
is involved in generating the Product ID.

The encoder mobile application is used by manufacturers to encode product information, followed by
consumers utilizing the mobile authenticator application to verify the Product ID at the point of purchase.
The Product ID is a common static identifier used across all products, a standard practice among industry
practitioners. This complete solution was demonstrated to respondents to gather their feedback. However,
initial industry feedback indicated that this model is susceptible to duplication, similar to existing anti-
counterfeiting systems. Security IDs can be replicated across counterfeit products, making duplication
relatively easy. Once an ID is duplicated, it can be copied across an unlimited number of counterfeit products.

HACP2 = PEA2 + Unique QR Codes
The limitations of HACP1 led to the development of HACP2, where we introduced a Unique Security ID

for each product. Every Product ID is uniquely assigned. Consequently, to produce n counterfeit products,
counterfeiters would need to acquire n original products to duplicate n Security IDs. While this model
partially mitigates the counterfeiting problem, industry feedback indicated that further improvements
were necessary.

HACP3 = PEA3 + NFC
To enhance HACP2, we developed HACP3, incorporating NFC chips known for their resistance to

duplication. We designed, developed, and introduced an NFC-enabled mobile encoder application for
encoding NFC chips. While this model improved security compared to HACP2, industry feedback suggested
the need for further refinements.

HACP4 = PEA4 + NFC + Blockchain
Our literature review on blockchain research highlighted its adoption across the downstream supply

chain ecosystem. As a result, HACP4 was introduced to leverage blockchain technology. Our backend system
was redesigned to accommodate blockchain integration, and we implemented the Ethereum blockchain in
this research. However, further industry feedback necessitated continued improvements to the model.

HACP5 = PEAC + NFC + Blockchain +DynamicID
Finally, we further enhanced HACP by introducing DynamicID. All previous security measures relied

on static IDs. Recognizing the vulnerabilities of static identification, we leveraged NFC chips’ read-and-write
capabilities to implement DynamicIDs as product identifiers.

To facilitate authentication and encoding, we replaced the traditional authenticator mobile appli-
cation with the AuthentiCoding mobile application, which integrates the newly introduced DynamicID
system. This transition enables seamless authentication and encoding, significantly strengthening HACP5’s
security framework.

By combining Near Field Communication (NFC), blockchain technology, and DynamicID, we devel-
oped a novel system that enhances security against counterfeiting threats. Previous security protocols relied
primarily on static IDs, making them vulnerable to attacks. The introduction of DynamicID adds a dynamic
element to product authentication, making it more resilient to security breaches.

The AuthentiCoding mobile application functions as an efficient platform for authentication and encod-
ing tasks, further strengthening the security measures of HACP5. By incorporating DynamicID alongside
NFC and blockchain technology, our research significantly improves the overall security framework, offering
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a more comprehensive solution to address evolving challenges in secure identification and authentication
protocols. We utilized Alzahrani’s [5] lightweight authentication protocol. The second part of the system
involves data decryption and AuthentiCoding.

4.1 More on Methodology
To further enhance security, we propose the use of dynamic product IDs embedded within NFC

chips, leveraging blockchain technology. Unlike static identification systems, our proposed product IDs are
dynamic. Our product authentication algorithm includes an encoding algorithm that ensures the product
ID remains dynamic.

Addressing the counterfeiting ecosystem requires multi-stakeholder involvement across the product
supply chain. Therefore, utilizing NFC-based dynamic product IDs in conjunction with blockchain tech-
nology will significantly enhance security in a holistic manner. The desired processes and parameters for
constructing an optimized, remodeled ACP are illustrated in Fig. 2.

Figure 2: Introducing AuthentiCoding

Thus, as shown in Fig. 3, even if a counterfeit manufacturer successfully duplicates the product ID and
places it on a fake product, the authentication will fail due to the duplicate entry.

Figure 3: Proposing dynamic product AuthentiCoding
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After we finalised the remodelled ACP, the next step was the design and development of a prototype to
validate the desired ACP. Based on the literature review, one of the major gaps in previous studies is, missing
proof of concept or missing working system to prove the proposed system works or not. Past research was
focused on individual components of an anti-counterfeiting platform. Hence, they are unable to perform
a complete end to end test to address the counterfeiting problem holistically. Thus, in our research, we are
serious about closing this gap. Hence, we see designing and developing an ACP prototype as the critical
success factor of this research. The product originator module shall be made available for the original product
manufacturer to configure and encode the NFC tags into their original products. On the other side, a
mobile app shall be made available for the public to authenticate the NFC tags. The encoding process and
AuthentiCoding process are two separate processes to be developed independently. The challenge here is to
ensure the AuthentiCoding function will be able to verify the authenticity of the encoded NFC tags.

Finally, our research findings will be evaluated with the industry [33,34]. We have selected manufac-
turers of original products who are committed to protecting their products from counterfeiting. We will
provide training to help them utilize our prototype system and allow their products to circulate in the market.
Consumers will then use our mobile authenticator application to verify the authenticity of these products
before purchasing them. We also challenge the original product manufacturers to attempt to duplicate the
product ID. Feedback from these manufacturers will be obtained to assess the reliability of our proposed
methods and solutions, validating that our research findings work as expected. Industry feedback is a
key factor in determining whether we succeed in the battle against counterfeiting. Unlike other research
methodologies where evaluation occurs at the end, our evaluation process is continuous and integrated into
the research journey.

5 The Holistic Anti-Counterfeiting Platform (HACP)
We need both hands to clap. Most of the anticounterfeiting efforts were centralised on the suppliers as

the key stakeholder in the framework but the role of consumers are often neglected when considering an
HACP. The role of consumers plays vital role in perfecting an anticounterfeiting framework.

As depicted in Fig. 4, we identified there are four major components that would form a successful HACP.

Figure 4: A holistic anti-counterfeiting platform

• Backend Server System that facilitates Administration, Blockchain operation, authentication, Encod-
ing Algorithm

• A portal for the original product manufacturers
• Mobile application for NFC encoding for the original product manufacturers
• Mobile application for NFC authentication for consumers (public)
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5.1 Backend Server System
The backend server system is hosted on cloud which keeps the records of original product manufacturers

and their respective products and transaction. This server also will facilitate the blockchain integration.
We utilize off-chain concept [35,36]. Off-chain transactions can be better understood when compared to
on-chain transactions. An on-chain transaction, simply called a transaction, occurs, and is considered
valid when the blockchain is modified to reflect the transaction on the public ledger [37]. It involves the
transaction being validated and authenticated by a suitable number of participants, recording the details of
the transaction on the suitable block, and broadcasting the necessary information to the whole blockchain
network, which makes it irreversible.

The backend module of our simulation project is implemented using Flask for the backend, SQLite
for the database, and a simulated blockchain for hash storage. Here are some key points about the backend
module:

1. API Endpoints: The backend includes several API endpoints to handle various functionalities. For
example, the /api/nfc-authenticate endpoint handles NFC tag reading and authentication.

2. Database Integration: The backend uses SQLite for database integration. The database stores product
details such as productId, productDesc, productPrice, timestamp, and hash.

3. Blockchain Integration: The backend includes a simulated blockchain to store hash values. The
blockchain is used to verify the authenticity of products by checking the hash values.

4. NFC Functionality: The backend includes functions to read from and write to NFC tags. For example,
the read_from_nfc function reads the hash value stored on an NFC tag, and the write_to_nfc function
writes the updated hash value to an NFC tag.

5. Hash Generation: The backend includes a function to generate hash values using the SHA256 algorithm.
6. Threading: NFC writing is triggered in a separate thread to ensure the API response is not delayed.

The blockchain module is implemented using a simulated blockchain for hash storage. Here are the key
points:

1. Blockchain Class: The Blockchain class is defined in the blockchain.py file. It includes methods to
initialize the blockchain, add a block, and verify a block.

2. Initialization: The blockchain is initialized with an empty chain when an instance of the Blockchain
class is created.

3. Adding Blocks: The add_block method appends a new hash value to the blockchain.
4. Verifying Blocks: The verify_block method checks if a given hash value exists in the blockchain item

Integration with Backend: The blockchain is integrated with the backend module implemented using
Flask. The backend includes API endpoints to handle product registration and authentication, which
involve adding and verifying hash values on the blockchain.

5. Hash Generation: Hash values are generated using the SHA256 algorithm and are used to ensure the
authenticity of products.

6. NFC Integration: The backend also includes functions to read from and write to NFC tags, which involve
interacting with the blockchain to verify and update hash values.

5.2 Self-Serviced Portal for Original Manufacturers
We proposed a portal for original product manufacturers to configure their company, products, and

brand details so that they can encode the NFC tags in batches. This dedicated portal for the original
manufacturers is necessary due to the privacy and security of the original product information. The original
manufacturers must be independent in providing their product details. This is to avoid any third-party
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involvement that might lead to potential fraudulences. Hence, the portal would be able to ensure the objective
is achieved to upkeep this security measurement. Past research neglected this component as their focus was
not on a holistic platform to address counterfeiting problem.

Figs. 5 and 6 illustrate an admin portal in our proposed HACP for the original product manufacturers
to do initial registration and the setup of their products. The first step is for the manufacturers to register
themselves and provide their business details. This first step is only required only once before setting up
anything else. Normally to be done by the system admin. A centralized authentication team is required to
verify the authenticity of the manufacturer. Once the manufacturer was verified, they are allowed to proceed
to login into the portal and setup products.

The second step, shown in Fig. 7, involves manufacturers setting up their product brands in the
system. The system supports multiple brands per manufacturer, allowing users to add brand details such as
descriptions and logo images. For our research evaluation, configuring just one brand is sufficient.

Figure 5: Admin portal for original product manufacturers steps
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Figure 6: Admin portal for original product manufacturers to manage their brands

Figure 7: Admin portal for original product manufacturer to manage the contents of their brands

Once the product brand and contents were configured, the fourth step is to create production batches as
illustrated in Fig. 8. Each batch consist of the batch ID, quantity, creation date, expiry date and other relevant
fields. Though we provide both options of NFC tags and QR codes, this step is required to generate unique
identifications which will be encoded into the NFC tags. It is necessary to have the batches as the products
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are produced in batches and each batch has its own properties like the manufacturing dates, expiry dates
etc. The batches are associated with the brand and their respective contents. It is also required to specify the
quantity for each batch. The quantity is the control for the number of NFC tags to be issued for the batch.
Our research considers all aspect of business requirements which is in line with the production operation.

Figure 8: Admin portal for original product manufacturer to create production batches

The fifth step, as illustrated in Fig. 9, is to generate a QR code for the batch for pairing with the NFC
encoder mobile application. This QR code is the key to bridge the product profile to be transferred into the
NFC encoder mobile application. This step describes to role of the mobile encoder application starting from
importing the desired profile from our backend server before enabling NFC tag encoding.

Figure 9: Admin portal for original product manufacturer to pairing tag batches
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5.3 Mobile Application for NFC Encoding
The 3rd technology component of our HACP is a mobile application for NFC encoding, which has been

designed and developed to encode the NFC tags. Also referred as the NFC Encoder. As illustrated in Fig. 10,
this step describes to role of the mobile encoder starting from importing the desired profile from our backend
server before enabling NFC encoding.

Figure 10: Encode NFC tags step 3

The first step from the mobile encoder is the pairing process where the encoder application is required
to scan the QR code generated by the batch process in the web portal. A mobile application for NFC encoding
has been designed and developed to encode the NFC tags. Also referred as the NFC Encoder. The first step
is to scan the QR code generated by the batch process mentioned above.

Once the QR code is scanned as shown in Fig. 9, the NFC Encoder will download the NFC encoding
details of the desired products from the backend server and prepared for encoding the NFC tags. A confir-
mation popup is displayed upon successful pairing of the product details into the NFC encoder application.

We just need to tap on the NFC tags one by one. The mobile apps will display successful results on screen
as shown in Fig. 10. These steps mentioned above, completes a full cycle of product encoding from the original
product manufacturers, which is the first part of a complete anti-counterfeiting platform. Meanwhile, the
user can also opt to use multiple NFC Encoders to encode the same batch. This encoding process also can
be automated for large quantities. Once the NFC Tags has been encoded, the NFC Tags must be attached on
the respective products. Normally it will be attached on the product packaging. NFC encoding success will
be displayed to the users to confirm that the NFC tag has been encoded successfully. Along the process, our
backend server will keep track of the encoding quantities.

Fig. 11 illustrates the tracking of the NFC tags that has been encoded and used on the field. We keep track
the frequency of the tag verified via our NFC authenticator mobile application. We are also able activate or
deactivate and NFC tag if there is any suspicion of the NFC tags being compromised. This is the management
console to manage the tags that has been generated. We may click the refresh button to load newly generated
tags. Once tags are listed in the table, we may click on the individual row to preview the tag and make any
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changes if required. Once the NFC Tags has been encoded, the NFC Tags must be placed on the respective
products. Normally it will be placed on the product packaging.

Figure 11: Logs of encoded NFC tags

5.4 Mobile Application for NFC Authentication
The second part of the anti-counterfeiting platform is the role of the consumers. This role is a critical

factor in an anti-counterfeiting eco-system. This component is often overlooked in previous research
evaluation [38]. A mobile application for the NFC authentication has been designed and developed and made
available for the public [39]. We expect the consumer to scan the NFC Tags using the NFC Authenticator
application, which will cross check the validity of the NFC Tags with our server [40]. With the start-up screen
displayed as illustrated on Fig. 12, a touch on the product with the NFC tag, shall read the SecurityID of
the NFC tag and cross check for the authenticity with our backend server. If the NFC tag do not have any
contents, nothing will be displayed on the screen. If an invalid NFC were detected, an error message will be
displayed. If a valid NFC tag were detected, the application will fetch the NFC Tag details from our server as
per configured at setup stage by the original manufacturer.

During authentication, the AuthentiCoding process will take place. This step will be the climax of the
cycle of the proposed anti-counterfeiting eco-system where the system will regenerate the blockchained
product identifier and recode it back on the NFC chips. Hence, this will keep the product identifier
dynamic, which eliminates static identifiers that prone to duplication. The DynamicID defuses any attempt
of duplication. With this process it completes an end-to-end anti-counterfeiting eco-system. These steps
completes showcase of one full cycle of NFC tag encoding and authentication.
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Figure 12: NFC authentication

6 AuthentiCoding
Common anti-counterfeiting solutions have two main components, that is Encoding and Authentica-

tion. Encoding is the process from the original product manufacturer to generate product codes that will be
attached along with the products. A simplified version of encoding pseudocode is shown on Fig. 13.

Figure 13: Encoding pseudocode

The second component is the Authentication process to authenticate the product codes. The common
practice is for these product codes to remain static across the lifespan of the product. However, in our
research, we are introducing the AuthentiCoding process instead of Authentication process. A simplified
AuthentiCoding pseudocode is shown in Fig. 14. The NFC encoding function is being called within the
Authentication function.



Comput Mater Contin. 2025;83(3) 4273

Figure 14: AuthentiCoding pseudocode

7 Evaluation

7.1 Research Evaluation Participants
One of our sponsoring companies, Global Vision Research Sdn Bhd (GVR), facilitates the engagement

of the research participants. GVR has more than 25 years of experience in the research business, has been
supporting this research project since the introduction of HACP. A total of 400 invitations were sent to
various industry experts from multiple countries. We shortlisted forty (40) industrial experts based on their
seniority, position and industrial experience to assist us in the evaluation by providing industrial feedback on
our research findings. These industrial experts include original product manufacturers that have concern on
their products being imitated by the counterfeiters. GVR has carefully identified respondents by circulating
invitations to four hundred (400) randomly selected industrial experts. From the responses, forty industrial
experts were shortlisted to participate in this research. The average industrial experience of these participants
is 28 years.

With reference to Table 2, 26% of the research participants are from Fast Moving Consumer Goods
(FMCG) sectors while another 26% from pharmaceutical sector. These two industries are among the
industries that are extensively affected by counterfeiting. The respondents from these 2 industries includes
manufacturers and retailers. The remaining research participants of 48% are from the Technology sector who
are involved or interested in developing anti-counterfeiting solutions.

Table 3 refers to the positions of the research participants. Only respondents with senior positions are
considered for the research, where 19% of the research participants comprises of Chief Executive Officers
(CEO), 40% are Chief Information Officers (CIO), 17% are Chief Operating Officers (COO) and the
remaining 24% are other Senior Managers.
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Table 2: Industry sectors of the research participants

Industry sector Ratio
FMCG 26%

Technology 48%
Pharma 26%

Total 100%

Table 3: Positions of the research participants

Positions Ratio
CEO 19%
CIO 40%
COO 17%
SM 24%

Total 100%

Table 4 shows the origin country of the research participants. Based on the seniority qualification and
the industrial sector, the filtered research participants come from various countries. The largest number of
research participants are from Malaysia, with 31% of them. Number of the research participants from Italy
is the second largest with 24%. The remaining 45% of the research participants comes from United Arab
Emirates, Germany, Brazil, United States, Greece, Canada, Qatar and Saudi Arabia.

Table 4: Origins of the research participants

Countries Ratio
Brazil 5%

Canada 2%
Germany 7%

Italy 24%
Malaysia 31%

New Zealand 5%
Qatar 2%

Saudi Arabia 2%
United Arab Emirates 12%

United States 5%
Greece 5%
Total 100%

7.2 The Research Evaluation Process
After the initial literature review and industry exploration, we introduced our first HACP. We identified

there are four major components in the HACP that comprises of (1) a backend server system, (2) a self-
serviced portal, (3) encoder application and (4) an authenticator mobile application. These 4 components are
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required to form a complete anticounterfeiting solution. This is mandatory to evaluate our research findings.
The backend server system is required to process all requests from the web portal, encoder application and the
authenticator mobile application. Apart from that, the backend server system also processes communication
between blockchain networks. The self-service portal is required for the manufacturers to establish their
presence as the original product manufacturer, create their product branding and production batches. This
is followed by the use of encoding mobile application that acquires the product batch details to create
the product identification with cryptographically generated product codes. That completes the first three
components of HACP that catered for the original product manufacturers. The other side of the coin is the
authentication process. An authenticator mobile application was developed and provided for the key players
of HACP, consumers. Consumers play a vital role in combating counterfeiting. The authenticator mobile
application was provided to consumers to authenticate the product at the point of purchase. Apart from the
consumers, all parties across the downstream supply chain can also utilize the authenticator application to
authenticate the products at the entire logistic process.

HACP1 (as per Table 5), was the first release introduced, which utilizes static identification as the
product identification. This first release of HACP will be the benchmark to further evaluate our research
findings. Hence, we imitated the most common anti counterfeiting measurements that are being practiced
in the industry. HACP1 is the control measurement for our next phases of research and for the future releases
of HACP. HACP1 utilizes static identifications (StaticID) as the product identifications. With the initial forty
respondents, the entire platform works as expected. The self serviced portal enables original manufacturers
creation. They were able to continue to create their product brands by themselves and followed by their
production batches for their respective SKUs. Once the production batches are created, they proceed with the
product encoding application. For this test, we utilized QR codes. They were able to successfully generate QR
codes with the respective brand and batches. Then the QR codes were placed on the original products. The
final step is to utilize the mobile authenticator application to scan the QR codes where our backend server
will facilitate authentication of the QR codes. If it is a valid QR code, the product details will be fetched from
our database and displayed on the users mobile screen. If the QR code is not valid, the system will respond as
invalid identification. This completes the full cycle of product encoding and authentication. Almost 100% of
the feedback obtained from the respondents is about the vulnerability of static identification which is prone
to duplication. Apart from that, the counterfeiters just need to use one original ID to duplicate unlimited
multiple IDs. Hence, there is a huge gap in addressing counterfeiting problem.

Table 5: Survey summary-acceptance levels of security measurements incorporated into HACP

HACPv1 HACPv2 HACPv3 HACPv4 HACPv5
Very low 76% 2% 0% 0% 0%

Low 24% 12% 0% 0% 0%
Medium 0% 38% 7% 0% 0%

High 0% 38% 24% 5% 2%
Very high 0% 10% 69% 95% 98%

Considering the feedback on HACP1 about the vulnerability of the static identification that is prone for
duplication, and after further literature review, we introduced HACP2. This is our second release of HACP,
where we introduced unique IDs. Despite being a static ID, made it a unique static ID. For example, in
HACP1, if the manufacturer wants to produce 1000 products, he just needs to use the same product IDs
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for all the 1000 products. Currently, this is the common practice among most manufacturers. In HACP2
(as per Table 5), we introduced unique IDs for each product. Our authentication system was also reviewed
and redeveloped to detect similar product IDs being scanned repeatedly from multiple geographic locations.
Geolocations has been incorporated into the authenticator application. This method is able to detect the
presence of duplicate products because the same product cannot be presence at multiple locations within
a short time frame. The current algorithm will take into account the timing and travel distance of multiple
locations of the same product. Our application will trigger an alarm to the original product manufacturer
and prompt to block the suspected duplicated identification. The system also allows blocking of the suspected
identification, where the authenticator application will notify the consumer about the suspected duplication.
Hence, if the original manufacturer were to produce 1000 products, he needs to have 1000 unique IDs
for each product. So, if the counterfeiter were to clone 1000 duplicate products, he must purchase 1000
original products to achieve his objective. But this action may not be feasible as it defeats their objective of
counterfeiting. The redeveloped HACP2 was presented to the research participants again. They went through
the same process of creating product batches and generate new product identifications with unique IDs for
each product. The research participants we requested to scan the IDs using the mobile authenticator from
various geographical locations to witness the duplication alerts. We obtained feedback from the respondents
and noted the confidential level improved where 38% of them have a high level of satisfaction and 10% of them
very high level of satisfaction with HACP2. But we still have 52% of the research evaluation participants not
reached high level of acceptance level. The feedback was that there is still room for possibilities of duplication
and the battle on counterfeiting is not fully addressed. Hence, we proceed with further literature review to
try to close the gap.

Next, we introduced HACP3 (as per Table 5), with NFC tags as our security measurement key instead
of QR codes. Our literature review revealed a huge number of security measurement identifications like
QR codes, hologram, security stamps, etc. One of the best security measurements was the NFC tags as it is
known for its inability for duplication [41]. The entire HACP has been reviewed, reengineered, and modified
accordingly. This modification includes the backend system, encoding mobile application, and the mobile
authenticator application. The process of setting up the original product details like the brand and production
batches remains the same. The product ID encoding has been shifted from QR code encoding to NFC tags
encoding. We continued the unique identification concept introduced in HACP2. We went into phase 3 of
our research evaluation. We requested the same respondents to test HACP3. We invested in a good number of
NFC tags to facilitate the product encoding process. We obtained further feedback and noted more than 90%
of them have a high level of satisfaction with HACP3. 24% of the research evaluation participants recorded
high level of satisfaction and 69% of them recorded very high level of satisfaction. Nevertheless, we still
have another 7% of them still feel there are room for improvement. Despite obtaining up to 93% of high
satisfaction level, we still have about 7% gap. This is due to the nature of NFC tags. Though the NFC tags are
known for their inability to be duplicated, but there are still very slim chances for duplication [42]. Hence,
we decided to further the research to close this gap too.

Next, we introduced HACP4 (as per Table 5), where we bring blockchain technology into the equation.
We proceed with further literature review where we noted that blockchain technology is known for its
highly secured database features. We utilized the blockchain technology to record the encoded product
identification which captures the timestamp, NFC details, GPS location, etc. At this stage, the backend server
system was reviewed, reengineered to cater for blockchain notation and authentication for the new product
code. The mobile encoder and mobile authenticator have been revisited to meet this new requirement. There
were not major changes in the user interaction perspective as the changes happens at backend processing.
The research evaluation participants were presented again with this new version of HACP. Upon evaluation,
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we obtained 95% of very high levels of satisfaction and balance 5% is high level of satisfaction. Despite this
high level of satisfaction achievement, we still wanted to further the research to obtain 100% of very high
level satisfaction.

In HACP5 (as per Table 5), we introduced DynamicID concept with AuthentiCoding method. Hence,
the evaluation focused on the AuthentiCoding component of our HACP, thats on encoding result vs. Authen-
tiCoding result. Both Encoding process and AuthentiCoding process are 2 separate processes that work
independently. The result from the Encoding process must match with the result from the Authorization
process. All these processes happen in the background. The users will not be able to see these processes.
Nevertheless, which the introduction of this new research findings, the acceptance level of very high level of
satisfaction increased to 98% and the remaining 2% of the participants remains at high level of satisfaction.

Based on the survey conducted to assess the acceptance level of various security measures incorporated
into a holistic anti-counterfeiting platform (HACP), the results indicated that the acceptance level varied
significantly across different versions of the platform. HACPv5, the latest version, demonstrated the highest
acceptance level with 98% of the respondents rating it as “Very High.” This version incorporated advanced
security measures such as NFC (Near Field Communication) and blockchain technology, which likely
contributed to its high acceptance level. The NFC-enabled mobile application aspect of HACPv5 appeared
to have a significant impact on the respondents’ perception of security and trustworthiness.

It is worth little that earlier versions of the HACP, such as HACPv1 and HACPv2, were met with
limited acceptance, with only 76% and 10% of respondents rating them as “Very Low” and “Very High,”
respectively. This indicates that the incorporation of new security measures in subsequent versions, such as
the dynamic ID functionality, played a crucial role in improving acceptance levels. The dynamic ID feature
likely provided a heightened level of security, enabling the platform to adapt and evolve in response to
emerging counterfeiting threats. Overall, the survey results suggest that the integration of NFC, blockchain,
and other cutting-edge technologies into a holistic anti-counterfeiting platform can greatly enhance its
acceptance and effectiveness in combating counterfeiting activities. With this results, we decided to proceed
to the next phase of evaluation.

8 Results and Discussion
One of the major gaps in previous studies is the lack of a concrete evaluation method for their

proposed anticounterfeiting solutions. Thus, our proposed HACP evaluation will be on encoding result vs.
AuthentiCoding result. Both the encoding process and AuthentiCoding process are 2 separate processes
that work independently with various parameters and algorithm. The result from the Encoding process
must match with the result from the Authorization process. The ultimate objective of this research is to
ensure our proposed ACP will not be compromised. Key research components will be (i) NFC Tag Encoding;
and (ii) NFC Tag AuthentiCoding. Our work includes evaluating various encoding and AuthentiCoding
systems which include algorithm, tools, and techniques. The new HACP adopted some of past research
works while enhancing them with additional features to improve the system. Hence, we evaluated and
validated the remodeled the HACP with a prototype using real-life case studies [43]. We found 5 established
original product manufacturers to evaluate our system. The research ensures that serialization and encoding
algorithms are not possible to be imitated or duplicated. The encoded NFC chips were tagged along with
the products across the supply chain until they reached the storefront. An NFC-enabled mobile application
was proposed for the consumers. The Mobile application was used to authenticate the NFC tags, which
adopted our algorithm for the AuthentiCoding. The consumers used our proposed mobile app to scan the
NFC chip that was tagged on the product before buying it. We obtained feedback from the original product
manufacturer on the ease of using the platform across the supply chain. We also challenged the manufacturers
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to try to duplicate our proposed product ID. We met our aim of ensuring our research findings that our
proposed solutions are not prone to be compromised.

9 Conclusions
This research contributes to the ongoing fight against counterfeiting by proposing a holistic platform

that integrates NFC and blockchain technologies. The system’s validation through real-world application
shows its effectiveness in reducing counterfeit goods in the supply chain. Future research should focus on
expanding this model to other industries and improving consumer accessibility to authentication tools.

The concept of AuthentiCoding is to keep the product identification dynamic, which defuses any
duplicated identification because the duplicated identification will carry an obsolete identification. When
the mobile authenticator tries to authenticate the NFC tag with an obsolete identification, The NFC tag will
be shown as unauthorized tag. However, there are chances of the original NFC tags also to be shown as
duplicated if the duplicated supersedes the AuthentiCoding process. Hence, further research will be required
to close this gap. Despite the above stated limitations, we would consider our research outcome as one of the
most sophisticated, state of art holistic anti-counterfeiting platform to combat counterfeiting at the moment.
Nevertheless, there is always room for improvement.
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