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ABSTRACT: The Internet has been enhanced recently by blockchain and Internet of Things (IoT) networks. The
Internet of Things is a network of various sensor-equipped devices. It gradually integrates the Internet, sensors,
and cloud computing. Blockchain is based on encryption algorithms, which are shared database technologies on
the Internet. Blockchain technology has grown significantly because of its features, such as flexibility, support for
integration, anonymity, decentralization, and independent control. Computational nodes in the blockchain network are
used to verify online transactions. However, this integration creates scalability, interoperability, and security challenges.
Opver the last decade, several advancements in blockchain technology have drawn attention from research communities
and industries. Blockchain technology helps IoT networks become more reliable and enhance security and privacy.
It also removes single points of failure and lowers the cost. In recent years, there has been an increasing amount
of literature on IoT and blockchain technology applications. This paper extensively examines the current state of
blockchain technologies, focusing specifically on their integration into the Internet of Things. Additionally, it highlights
the benefits, drawbacks, and opportunities of recent studies on security issues based on blockchain solutions into
categories. The survey examined various research papers from different types of publications. Also, a review of the other
IoT applications has been included, focusing on the security requirements and challenges in IoT-based systems. Future
research directions are gathered for the effective integration of Blockchain and IoT.
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1 Introduction

The IoT network comprises a variety of diverse nodes linked together via the Internet [1-4]. Four phases
comprise the operation of the Internet of Things: first, sensors gather data; second, data is stored in the cloud;
third, data analysis is performed, and the outcome is sent back to the device; and last, the device acts in
response to the data it has received [5]. Data produced by the Internet of Things can be stored on multiple
servers throughout a cloud infrastructure. Subsequently, a distributed approach to data processing and access
is possible [6-8]. The number of internet-connected devices, including digital assistants, refrigerators, and
lighting devices, is increasing daily [9].

By 2025, there will be 75 billion IoT devices worldwide, according to predictions [10,11]. The IoT is also
estimated to produce 79.4 zettabytes of data by 2025. Devices in IoT networks collect, process, compute, and
communicate with each other. The security of traditional network systems is threatened by the variety of
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Internet of Things devices [12-15]. Sensitive data generated on the Internet of Things are attractive targets for
attackers, exposing the entire network to security risks [16-19]. Internet of Things networks can be impacted
by cyberattacks like ransomware and distributed denial of service (DDoS) [20]. Massive data production can
cause a bottleneck on the Internet of Things, affecting the quality of services (QoS) [21-24]. One likely way
to address this bottleneck issue is through blockchain architecture.

The integration of IoT and Blockchain is used in many fields, such as education, healthcare, smart
homes, finance, agriculture [25], industry [26], and the environment [27]. Blockchain integration with the
Internet of Things is a recent innovation that has boosted security. Every day, security threats produce newer
forms of danger [28]. Consensus algorithms, processing speed and power, storage capacity, scalability, and
other issues have arisen due to blockchain and IoT integration.

Blockchain is described by the National Institute of Standards and Technology [29]. A blockchain
network is a decentralized/distributed network in which messages are broadcast through the network. In
the context of IoT applications, cloud services often fail to guarantee the expected levels of data integrity
and availability [30]. Although blockchain was initially created to record and confirm digital currency
transactions, it is also used today to protect Internet of Things devices [31].

The communication protocols connected nodes use to exchange information have weak privacy and
security [32]. Therefore, with the increasing popularity of the Internet of Things and the increase of smart
devices, the current solutions are insufficient [33,34]. Blockchain technology can, therefore, be used to
provide a secure, encrypted modular infrastructure [35,36]. Because blockchain is decentralized, most IoT
experts today use it to protect against several cyber-attacks [37]. The security needs of the IoT can be met

through the utilization of Blockchain technologies [38,39].

This paper contrasts with the current IoT security survey papers. It is preferable to split the chosen
paper into two groups: IoT security survey papers and IoT security papers based on blockchain technology.
Popular academic databases like IEEE Xplore, Web of Science (WoS), and Scopus were used to select the
chosen papers. Based on the most current five-year reference (Google Scholar).

The primary goal of this survey is to determine the main challenges in IoT. In other words, find the
challenges and proper solutions for them. The following is the contribution of this paper:

e An overview of blockchain types, architecture, and applications.

 This survey examines blockchain technology’s distinct features and unresolved issues.

o Several methods for integrating blockchain technology with the IoT are identified and evaluated.

o The approach of integrating IoT with blockchain and the existing literature surveys are thoroughly
compared.

« A thorough examination of blockchain applications across a range of IoT-related fields.

o The challenges, benefits, and problems of combining blockchain and IoT are discussed.

The rest of the paper is structured as follows: Section 2 discusses the historical background of the
field and reviews the relevant literature. Section 3 provides an overview of IoT and blockchain technology
architecture, applications, and challenges. Section 4 emphasizes IoT and blockchain integration. Section 5
describes the current challenges of IoT, Blockchain, and Integration and how to address these chal-
lenges. Section 6 offers suggestions for future directions and research areas. Finally, the paper concludes
in Section 7. Fig. 1 presents the paper’s instructions and roadmap, and the acronym.

Although there has been a lot of research on blockchain and IoT, a comprehensive survey that
classifies, evaluates, and contrasts current solutions is essential. Researchers and practitioners must have
a thorough understanding of how blockchain can improve the security, scalability, interoperability, and
efficiency of the Internet of Things. This article aims to fill the gap by offering a thorough analysis of the
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most recent developments in blockchain-based Internet of Things solutions, covering current frameworks,
challenges, and future research directions. Researchers, developers, and industry professionals will find this
a useful resource.

[

—+ 3.1 Architecture of the loT network

[y

3.2. Applications of loT

—+3.3. IoT Security

5.1. Challenges in blockchain-loT integration

5.2. Challenges of integrating blockchain in loT Applications

Figure 1: Survey road map

2 Related Works

Technological viewpoints have been applied to many recent studies on Blockchain, IoT, and related
subjects. Several attempts have been made to produce review articles on this research topic. In [40], the
authors describe the challenges of the IoT and the solutions that Blockchain provides to face these challenges.
It also examines the integration of Blockchain with the Internet of Things and blockchain and introduces the
architecture for integrating the Internet of Things and blockchain.

In [41], the authors assess the challenges in blockchain IoT applications to provide a proper analysis
of how blockchain can improve the IoT. Reyna et al. conducted a study to explore the feasibility and
research challenges associated with integrating blockchain technology with IoT. In [21,38], the authors also
discussed the challenges of integrating the Internet of Things and Blockchain and pointed out their future
research directions.
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In [42], the authors presented a literature review on integrating blockchain technology into IoT.
The authors provide a comprehensive overview of the existing Blockchain of Things (BCoT) research
and discuss the possible applications of this new paradigm in various fields, such as healthcare, supply
chain management, and energy management. This paper also highlights the technical challenges and open
research directions in BCoT, such as scalability, consensus mechanisms, and regulatory issues. In addition
to examining the challenges mentioned to bring blockchain technology and the Internet of Things together,
the authors present BCoT architecture.

In [43], the authors presented a literature review of existing blockchain technologies focusing on their
IoT applications. The authors identify the limitations of current blockchain technologies for Internet of
Things applications by analyzing consensus protocols and data structures. This paper focuses on two typical
structures for blockchain-based IoT applications: the IoT-involved blockchain and the blockchain as a service
for IoT. It also discusses industrial blockchain-based IoT applications and projects. The authors analyze
blockchain performance and IoT requirements, presenting critical challenges in integrating blockchain
with IoT.

In [44], the authors looked at Blockchain technology in relation to the Internet of Things. A review of
recent research on blockchain-based approaches to Internet of Things security is included. However, it only
covers the technical aspects of blockchain technology, and there is no opinion on blockchain solutions in
the real world. The difficulties and restrictions of combining blockchain technology with Internet of Things
devices are also unmentioned. Blockchain, ML, and IoT technologies are concurrent, and Fazel et al. explore
the exciting possibilities that result in [45]. This article did not address the scalability issues or potential
constraints that could arise when implementing these technologies in large-scale IoT systems.

In [46], the authors investigate how blockchain can improve the Internet of Things security while also
analyzing the risks associated with combining blockchain technology with the Internet of Things. They
also present a framework for security problems that uses machine learning and game theory methods. By
extracting historical data, machine learning aims to forecast potential future attacks, and game theory is
utilized to update existing defense strategies, thereby optimizing defense strategies.

The main conclusions and input from earlier in-depth surveys that looked at the IoT and blockchain
integration are summarized in Table 1.

Unlike the previous studies, our survey covers every facet of IoT security research, making it a unique
contribution to the field. Their research focuses on the difficulties of using the Internet of Things. Although
the potential of these technologies is discussed in each study, the literature contains case studies and empirical
data that show how blockchain improves IoT security. Our survey closes this gap by combining these
elements, adding a fresh perspective to the current literature and opening the door to investigating uncharted
research territory. This survey is distinctive in covering works published through 2024 and includes a review
of the most recent publications.

Consequently, our research and findings are grounded in the most recent developments and trends in
the IoT space. As such, our work provides an up-to-date representation of cutting-edge research by compiling
recent articles that have used blockchain technology in these networks.
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3 Background

To understand how IoT and Blockchain will integrate, it is necessary to have a proper understanding
of their background. In this section, we briefly describe the architecture of IoT, applications of IoT, and
blockchain technology.

3.1 Architecture of the IoT Network

The architecture of the IoT might be centralized, distributed, or decentralized. As described above,
the taxonomy of the main features needed by the Internet-of-Things to support [49] is graphically depicted
in Fig. 2.

» Device heterogeneity: The IoT includes heterogeneous devices that have different capabilities in terms
of computing and communication. This heterogeneity’s management must be supported in terms of
structure and protocol.

« Scalability: Problems with object naming and addressing, communication and data networks, infor-
mation and knowledge management, and providing and managing services are brought about by
connecting objects to the global information infrastructure.

« Pervasive data interchange via proximity wireless systems: Wireless communication technologies
enable the networking of intelligent objects in the IoT, where the widespread use of wireless media may
cause problems in terms of availability.

« Energy-optimized solutions: Because IoT devices have limited resources, minimizing energy con-
sumption for communication and computing is a primary requirement. Therefore, optimizing energy
consumption is essential.

+ Localization and tracking capabilities: IoT devices are detectable within the network, and short-range
wireless communication facilitates tracking of the whereabouts and motion of intelligent objects. In
terms of product life cycle management, this is also crucial.

+ Self-organization capabilities: Nodes in the IoT organize themselves independently in the network and
provide the possibility of sharing data and performing coordinated tasks; in other words, nodes can
discover devices and services without the need for another system, build overlap, adaptively adjust the
behavior of protocols to adapt to the current network conditions.

« Semantic interoperability and data management: The IoT is used to exchange and analyze a massive
amount of data. Convert the data into useful information and ensure that the data are presented in
appropriate and standard formats for cooperation between diftferent programs.

+ Inbuilt privacy-preserving and security features: Security should be viewed as a crucial component to
ensure privacy and safety in IoT.

Many architectures have been introduced for the Internet of Things, of which there are two famous
architectures: three-layer architecture and five-layer architecture. The three-layer architecture is illustrated
in Fig. 3a, and the five-layer architecture is shown in Fig. 3b. Gathering information about objects at any time
and location is the responsibility of the Perception layer. Transporting object information over the Internet
is the responsibility of the network layer. The information gathered must be processed by the application
layer [50].
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Figure 3: IoT architectures

3.2 IoT Applications

Today, IoT is used in many real-time applications, and numerous fields have developed applications
for the IoT. IoT devices can sense and activate via the Internet [51]. IoT applications significantly impact
daily life; for example, sensors embedded in the patient’s body to monitor the patient’s health status, gas
leaks in smart homes, smart cities, smart car parking, vehicle location tracking sensory [52,53], smart
contracts, wearables [54], automotive [53,55], environment, smart grid, etc. [56,57]. IoT and device-to-device
communication [58] are also used in smart retail; in other words, smart retail uses IoT services to increase
efficiency and improve performance and inventory system management [59].

3.3 IoT Security

Maintaining privacy in IoT devices is more difficult because they reach the communication and program
level later than information gathering. Securing the device to prevent unauthorized users from accessing the
data that is stored. The security requirements of any IoT system include confidentiality, integrity, availability,
and authentication [60,61]:
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« Confidentiality: IoT devices gather and handle private user information [62]. Confidentiality guarantees
the information’s privacy and ensures only authorized users can access and view it [10]. A breach of
confidentiality occurs when private information is made public through a data leak.

 Integrity: This ensures that an unauthorized person has not changed the information. One of the most
common integrity attacks is the man-in-the-middle attack, in which the victim is redirected from a
legitimate website to a malicious website. The physical security of IoT devices must be considered
to protect them from tampering or unauthorized access, as they are typically deployed in physical
environments [63].

o Availability: This ensures that the authorized person can access the information at any time [64].
The most significant attacks of this type include DoS attacks, which prevent authorized people from
accessing data.

« Authentication: Verifies the identity of both sides of communication. Using weak passwords makes it
easier for attackers to crack the password [65].

IoT device firmware updates have the potential to introduce vulnerabilities and jeopardize the devices’
integrity. As a result, firmware updates should be carefully monitored for vulnerabilities or malicious
code [66,67].

3.4 IoT Challenges

The single point of failure is one of the primary issues with centralized IoT network architecture.
Additionally, a central server is no longer adequate due to the growing volume of data in IoT networks. Thus,
by time-stamping transactions, blockchain addresses these issues in the IoT networks.

The requirement for end-to-end communications in order to carry out automation services was one
of the difficulties faced by centralized servers in IoT networks. This issue is resolved by the blockchain’s
decentralized architecture, which means that IoT devices’ autonomy is preserved through its use [68]. By
using a decentralized framework that maintains operation even with different levels of device capabilities,
blockchain can enhance the management of diverse IoT networks, ensuring that all devices contribute to and
benefit from the network.

One of the primary issues with IoT networks is the requirement for an intermediary to handle
transactions and information transfers. The blockchain’s transparency eliminates the need for a middleman.

Cyberattacks, network issues, and sensor errors can all cause changes in IoT data. IoT data logs and
events will be unchangeable once they are stored on the blockchain, allowing for accountability and
traceability. Blockchain prevents unwanted changes and uses digital signatures, cryptographic hashes,
and decentralized storage to guarantee immutability, transparency, and data security. It guards against
data manipulation and cyber threats by offering real-time traceability through audit trails. Consequently,
blockchain improves IoT security [69].

Devices with diverse protocols and standards from different manufacturers coexist in heterogeneous IoT
environments. Blockchain can offer these devices a common framework for interaction and communication.
Creating interfaces that support various device specifications through the use of a modular blockchain
architecture enables smooth network integration and communication [70].

Many Internet of Things devices have limited computational and energy resources. Traditional
blockchain designs can be resource-intensive, especially those based on proof-of-work (PoW) like Bitcoin
and Consortium blockchains. However, blockchain can be made more appropriate for devices with limited
resources by modifying its mechanisms, such as with less resource-intensive consensus algorithms like
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proof-of-stake (PoS). This modification enables effective transaction processing without taxing the device’s
capacity. Fig. 4 shows the Internet of Things Challenges.

. Security and Privacy
. Scalability and Data Management
. Interoperability and Standardization
. High Costs and Energy Consumption
. Data Integrity and Trust

Figure 4: Internet of things challenges

3.5 Blockchain Technology

Blockchain technology, introduced by S. Nakamoto as the first generation focused on financial trans-
actions, operates as a decentralized ledger where each peer node maintains a shared copy. To create a secure
chain of records, the system is organized as a sequence of timestamped blocks, each of which is identified by
a cryptographic hash that refers to the hash of its predecessor. Users communicate in a standard blockchain
network using private and public keys, signing transactions that are then broadcast to neighboring peers for
validation. Predefined rules are used to verify transactions, and if a transaction meets the necessary criteria,
it is compiled into blocks that are mined and added to the blockchain [71].

Blockchain databases are dispersed throughout the network rather than kept in one location. A
blockchain ledger is a copy of synchronized storage that computing nodes maintain on a broadcast network
known as a blockchain network [72]. They use a consensus mechanism to synchronize each node’s stored
information and generated data [73,74]. Using consensus methods in the blockchain ensures all shared
versions are the same. Through the voting of particular nodes, transactions in the consensus mechanism
are verified and confirmed quickly [75]. Every subsequent block in a blockchain contains a cryptographic
reference to the block before it [76].

The blocks in the blockchain are connected in a chain; therefore, removing and changing one block
in the chain also results in changes in the next block [77,78]. Blockchain technology eliminates the need
for centralized servers because they are distributed. Decentralized methods, such as blockchain, provide an
attractive alternative by establishing a consensus mechanism among several parties, whereas a single point
of failure could occur with centralized servers [75].

Blockchain allows people to control how they share their personal data, and they can share it only with
the people they want under consented circumstances [58,79-82]. The blockchain’s transparency allows users
to monitor changes, which deters fraud. As a result, users can be confident that their information is safe [33].
Hashes of the previous and current blocks are included in blocks along with data, as seen in Fig. 4. The
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block comprises two sections: the header and the block body. Information about the block is contained in
the header. The block was created at the time indicated by the time stamp. Verification is done using the
block hash. A set of each blocK’s transactions are stored in the Merkle root. The consensus process produces
a number that is known as Nonce. The Nonce is used to solve the proof-of-work algorithm’s mathematical
puzzle [5].

Accountability and trust among network participants are encouraged by the transparent nature
of blockchain, which makes the complete transaction history visible to anybody [84]. Blockchain
offers enhanced privacy for data sharing using zero-knowledge proofs. The distributed architecture of
blockchain emphasizes elements like user privacy, data consistency, transparency, and resistance to backward
changes [85]. State Machine Replication (SMR) is an algorithm blockchain system that guarantees consis-
tency between data replicated on various nodes. Numerous issues with conventional IoT applications are
resolved by blockchain. It provides the integrity of IoT data without needing a third party; in other words,
blockchain also helps with data protection.

Using blockchain in Internet of Things networks provides a secure and scalable platform for sending
sensitive information in a distributed manner. The bandwidth and processing power of the Internet of
Things devices are also decreased by blockchain. Blockchain technology is used in various services, such as
online micro-payments, supply chain tracking, digital forensics, healthcare record sharing, and insurance
payments. Asymmetric cryptography techniques like RSA and ECC, which combine the public and private
key, encryption hash, and digital signature generation, are used by blockchain to guarantee the security
of user data. As an illustration, consider Bitcoin SHA-256, where the hash function links data blocks in a
chain [86]. Fig. 5 shows the structure of blockchain.
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3.5.1 Types of Blockchain Networks

Two perspectives exist for classifying blockchain: the first is based on network type, where there are four
types: public, private, consortium, and hybrid; the second is based on the type of blockchain, where there are
two types: permissioned and permissionless. Every taut is fully explained below:

Public, Private, Consortium, Hybrid

There are four types of blockchain networks: public, private, consortium, and hybrid [76]. Each node
can independently join or leave the network in a public blockchain network. Public blockchains allow any
node to join the blockchain network. Examples of public blockchain networks are the Bitcoin and Ethereum
networks. A node can only join a private blockchain network with authorization. Access can be authenticated
and managed by the network administrator or owner. Only authenticated nodes can participate in the
blockchain network [87]. Public blockchains are used in cryptography, whereas private blockchains are used
in business applications.

The public blockchain has particular security vulnerabilities. For example, in digital currencies, the
hacker attack on the Bitfinex exchange in 2016 led to financial losses of around 65 million US dollars [88].
The cause of this is most likely the infancy blockchain code that hackers use for zero-day attacks. The public
blockchain is also subject to the Time Jack attack, in which the attacker manipulates the network’s time
counter by broadcasting inaccurate timestamps and, in this way, tries to trick the connected nodes into
accepting and replacing alternative blocks [89].

Every user on a consortium blockchain network is an employee of its partner companies or the network
itself. A hybrid blockchain network effectively combines the features of public and private blockchains while
maintaining privacy by allowing nodes to join the network and using the consensus of public nodes to
validate transactions that do not contain private data [90]. Hyperledger is an instance of a consortium
blockchain wherein a group of peers manages the blockchain. Private and consortium blockchains use
Byzantine or benign error-resistant algorithms to control malicious nodes [91]. Table 2 summarizes the key
features of blockchain networks.

Table 2: Capabilities of a blockchain network

Capability Public BCN Private BCN Consortium BCN  Hybrid BCN
Decentralization Yes Yes Yes Yes
Distributed computing No No No No
Network participation Open to any Approved by Approved by Depends on
node network network different factors
Fault tolerance Yes Limited Limited Yes
Consensus mechanism  PoW, PoS, etc. PoW), PoS, etc. PoW), PoS, etc. PoW), PoS, etc.

Permissionless and Permissioned Blockchain

Permissioned and permissionless blockchains are the two different types of blockchains [92]. Permis-
sioned blockchains are used in business and institutional procedures, while permissionless blockchains are
used in cryptocurrency and financial markets [93]. Permissionless blockchain is maintained and controlled
by no one but shared by all network users and updated by miners. Permissionless blockchain systems are
public networks that use computing nodes without a priori known identities to manage the blockchain, which
can join or leave the blockchain network at any time.
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In the beginning, blockchain technology was created as a permissionless system. It was used to host
the Bitcoin cryptocurrency, which offered a way for parties to a transaction to stay trusted by acting as a
disintermediary. This kind of blockchain relies on the efforts of numerous anonymous miners to solve the
hashing of transaction blocks to one another. Trial and error determine how a sophisticated mathematical
algorithm competes for that block of transactions. Using a consensus process, other miners confirm the
solution once one of them has figured out the algorithm. Through the hashing process and encrypted
transactions that guarantee the data’s integrity, the authentication of a data block creates a permanent record
on the blockchain. Miners can obstruct the process if they work together in concert, but blockchains are
generally public and transparent [93].

Permissionless blockchains can only process a certain number of transactions per second. One of the
primary concerns with this kind of blockchain is privacy since it could expose distributed ledgers and,
consequently, reveal business owners’ trade secrets [94].

Permissioned blockchains typically consist of companies that work together to block transactions and
have authorized gatekeepers to verify them rather than anonymous miners. 2013 Ethereum and Hyperledger
were introduced, two permissioned blockchains [95]. Permission and role must be granted to every node in
a permissioned blockchain [96]. Permissioned blockchains offer greater privacy because each member has
varying levels of access control.

Permissioned blockchains were undergoing pilot testing by 2016; however, no actual implementation
had occurred yet [92]. To increase system performance, permissioned blockchains are needed to parallelize
the “execution” stage of various transactions [97]. Permissioned blockchains can be integrated with the
Internet of Things to improve efficiency in unmanned aircraft and remote monitoring operations.

All the permissionless blockchain network’s nodes maintain copies of the transaction records. Since
these copies are continuously synchronized, the data is accurate and up to date, making the network’s
transactions traceable and visible. They offer total transparency, whereas the permissioned blockchain
network allows partial transparency. Some nodes only have a portion of the transaction record copy, and
access control settings determine how much information can be accessed. Access control mechanisms
prevent unauthorized access to private information [98].

3.5.2 The Blockchain Architecture

Verifier and normal nodes are the two categories of computing nodes found in blockchain networks.
Verifier nodes are responsible for verifying transactions because they maintain a replica of the blockchain
structure. These nodes also have greater storage and processing capacities than other nodes. On the other
hand, normal nodes don’t require much processing or storage capacity [90]. They use various communication
protocols, such as Kademlia and gossip, to transmit transactions and messages.

Each transaction consists of three parts: data, hash, and hash of the previous block [99]. The five-layer
blockchain architecture model is proposed in [90], illustrated in Fig. 6. In blockchain architecture, each layer
has its own goal and responsibility.

Each block in the blockchain is uniquely identified by a hash value, with the Genesis block being the
first block. The header of each block contains essential information about itself, including the version, root
hash of the Merkle tree, timestamp, N-Bits, and Nonce [100].

Similar to the general topology of the network, the blockchain’s structure can be divided into three
categories: centralized networks, decentralized networks, and hybrid [75,101], as shown in Fig. 6.
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Figure 6: Five-layer blockchain architecture

Centralized: A central node manages all transactions and communication, which has the benefits of
faster consensus and simpler efficiency. Communication failures may occur due to this type’s centralized data
storage structure. The integrity and privacy of the entire network may be in jeopardy if such a central node
becomes the primary target of attacks.

Decentralized: Direct communication between network nodes is possible in this centralized or dis-
tributed structure. Therefore, a central node is not required to link the nodes. Additionally, transaction
processing and data verification are carried out in a distributed fashion within the nodes. Due to the lack
of a single point of failure in this network, the data is safer and more reliable. The scalability and consensus
speed of this distributed structure are its challenges.

Hybrid: There are multiple central nodes in this type. This design strengthens security and lessens the
harm caused by a single point of failure. There may still be problems with centralized control and scalability
with this structure. Fig. 7 shows the category of blockchain.

(a) Ceneralized (b) Decentralized (c) Hybrd

Figure 7: Blockchain network structure categories

3.5.3 Blockchain Features

Decentralization, anonymity, transparency, and immutability are the four primary features of
blockchain technology [102,103].

Decentralization: In centralized systems, a third-party agency must verify the authenticity and validity
between two nodes, leading to overload. Consensus algorithms are used in blockchain technology, so it has
a decentralized structure, and nodes collaborate to maintain the ledger’s integrity.
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Anonymity: Users can execute their transactions using a randomly generated address because the
blockchain lacks a centralized mechanism to track and verify the legitimacy of the addresses.

Immutability: The blockchain guarantees data integrity, as once a transaction is entered into the system,
it cannot be modified or removed. When someone tries to alter information in a blockchain block, the hash
correspondingly modifies, indicating an attempt to alter blockchain data.

Transparency: Blockchain makes transactions publicly visible and allows all nodes to track and audit
historical records [104].

Cryptographic: A pair of private and public keys is used to encrypt transactions stored on the
blockchain. The data is broadcast over the network after encryption with the sender’s private key [94].

3.5.4 Blockchain Challenges
Although blockchain has many advantages, this section describes the challenges in blockchain:

Scalability: Scalability is one of the primary issues with blockchain. Existing blockchain architectures
handle large numbers of transactions, which can cause network congestion and raise transaction costs. To
improve scalability, increasing throughput and decreasing congestion can ensure smoother operations on
blockchain networks [105].

Storage capacity: Because the network exchanges and processes more messages, scalability problems
associated with increasing the number of copies have a detrimental effect on network performance metrics
like throughput and delay [106].

Security: As its decentralized nature, blockchain does not ensure security. Misconfigurations, coding
mistakes, and other defects could happen. Solutions like formal verification methods, secure coding
practices, and frequent security audits must address these vulnerabilities [107].

Anonymity and data privacy: Blockchain allows devices to interact with each other without the
involvement of servers. Due to the public key’s visibility to other network peers, blockchain may be
susceptible to breaches in transactional privacy [108].

Smart contracts: A collection of data and codes maintained at a particular blockchain address is called
a contract. Devices may use a contract’s public functions. Functions can start events. The application logic
of IoT applications can be safely modeled by smart contracts [109]. Ensuring smart contracts are secure and
reliable is essential to preserving the integrity and trustworthiness of the blockchain system [46].

Legal issues: The IoT space is influenced by a country’s privacy laws or regulations. Revisions to most
of these laws are necessary, particularly considering the introduction of blockchain technology. Developing
new rules and regulations will help facilitate the certification of security features, making the IoT network
more secure and reliable.

Consensus: IoT devices are inappropriate for consensus mechanisms because of resource constraints.
The blockchain network’s consensus protocol determines how many resources are needed. Tasks are usually
assigned to unrestricted gateways or processors by solutions. Another suggestion for this problem is to use
off-chain solutions to reduce the delay in the blockchain.

3.5.5 Blockchain Applications

Blockchain is used in various fields. Traditional industries may apply blockchain technology to
improve system efficiency [110]. In this section, examples of blockchain applications in the real world are
described [111].
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Cryptocurrencies: Blockchain technology is used by cryptocurrencies such as Bitcoin and Ethereum to
facilitate safe and transparent transactions. Transactions are now peer-to-peer since blockchain technology
and related protocols are decentralized, eliminating the need for intermediaries such as banks. Because this
technology disrupted the established financial system, it garnered much attention.

Supply Chain Management: Blockchain technology improves the traceability and transparency of
financial transactions in supply chain management. Blockchain assures authenticity by tracking the product’s
location in an unchangeable ledger at every stage, lowering the possibility of fraud and imitating it to
defraud [112]. It allows consumers and businesses to verify the origin and quality of goods.

Financial Services: Blockchain can completely transform the financial services sector because of its
features, which include being more secure, faster, and affordable. It eliminates the need for an intermediary,
speeds up transaction settlement, and eliminates transaction fees [113]. Blockchain-based systems streamline
payment procedures and enhance identity verification.

Healthcare: Decentralized access and secure patient record storage are made possible by the application
of blockchain technology in the healthcare industry. Blockchain protects sensitive medical data and allows
for private, secure access. In Addition, it guarantees the confidentiality of patient data [114]. Moreover,
blockchain makes drug supply easier. Blockchain is being used by many organizations to distribute and safe-
guard health data, providing insurers with high-quality information while cutting down on administrative
expenses [115].

Voting Systems: Voting systems based on blockchain technology offer more excellent reliability because
each vote is transparent and verifiable. Because this system keeps votes in a decentralized ledger, data
cannot be manipulated, making voting transparent and verifiable and lowering the possibility of vote fraud
and forgery.

Intellectual Property Protection: Blockchain technology creates a decentralized, transparent ledger,
which also aids in the protection of intellectual property. Blockchain technology aids in the preven-
tion of unauthorized resource use and plagiarism. Blockchain facilitates equitable compensation for the
inventiveness of creators.

Real Estate: Blockchain technology can make real estate transactions easier and offers solutions
in this area. Transparency and safety are enhanced by smart contracts [116], which eliminate the need
for intermediaries in the transfer of property ownership. Providing confidential property history records
achieves increased trust and decreased real estate market fraud.

Energy Sector: Blockchain makes it possible to trade energy as the globe shifts to renewable energy.
Renewable energy can be produced by individuals using decentralized energy and sold via a blockchain
platform. Assists in creating a cleaner and more efficient energy ecosystem.

Supply Chain Financing: By confirming the transaction data stored in the blockchain, lenders can
lower risks and offer financing options to companies facing financial difficulties. Consequently, they can
grow businesses and strengthen the supply chain network.

Identity Management: Identity management systems are also advanced by blockchain technology.
The architecture of blockchain technology facilitates identity management by granting rights to people
with greater control and protection of personal data. Blockchain reduces the risk of data breaches and
makes an individuals identity unforgeable by enabling decentralized storage and selective sharing of identity
information. Blockchain technology has been used by some airlines to manage flight information and to
create a billing system that authenticates passenger identities [117]. Below, Fig. 8 shows the applications
of blockchain.
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Figure 8: Applications of blockchain

4 IoT and Blockchain Integration

Blockchain is a DLT that securely stores and transmits data agreed upon by all mining nodes in
an encrypted and authenticated manner. These data are secure and immutable [7]. The immutability of
blockchain technology presents an opportunity to improve IoT authentication [118]. The Internet of Things
network’s nodes may not currently trust one another, but blockchain can help to establish trust [119].
Blockchain blocks that use timestamps are connected to one another through cryptographic hashes [120].
The integration of blockchain technology and the Internet of Things has been predicted to be one of the
most critical factors in creating a revolution in digital transformation in various fields [49]. IoT security
gaps can be filled with fundamental blockchain network characteristics such as transparency, verifiability,
data redundancy, and reliability [90,121]. Real-time transaction visibility via the distributed ledger is made
possible by the combination of blockchain technology and the Internet of Things [122].

Interoperability, resource constraints, and vulnerabilities are some of the significant issues facing the
Internet of Things. Using blockchain technology can help to improve the confidentiality, integrity, and
availability of data in IoT networks [10]. The Internet of Things (IoT) has much to gain from the blockchain’s
functionality and can help advance existing IoT technologies. Blockchain’s decentralization, consensus
process, data encryption, and smart contract features make it a good choice for guarding against possible
intrusions in the Internet of Things network [47]. Public key cryptography can be used by blockchain
technology to confirm that Internet of Things transactions and blocks are legitimate before appending them
to the chain [123].

The integration of the Internet of Things and Blockchain is a noteworthy development in the com-
putational communication system. Blockchain can assist with important IoT security needs [21]. There
are no trust mechanisms between IoT devices, which create security problems. Blockchain uses consensus
mechanisms to provide Internet of Things security [124]. This integration would be a significant revolution
in situations where many participants need to exchange IoT information securely.

New opportunities, such as incentive strategies, are created by integrating blockchain technology with
IoT networks and using tokens and smart contracts in these networks.

In practice, blockchain enhances IoT across a range of sectors. It offers real-time shipment tracking and
verification in supply chain management, which lowers fraud and inefficiencies. In smart cities, blockchain
secures data from connected infrastructure like traffic sensors and energy grids, ensuring reliability.
Blockchain technology protects patient data on healthcare IoT devices, allowing for private and secure
provider sharing.
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Smart contracts on the blockchain also eliminate the need for middlemen by automating transactions
between IoT devices. To ensure effective energy distribution, smart meters, for instance, can independently
purchase and sell electricity in response to real-time demand. In addition to promoting data sharing in IoT
networks, token-based incentive models also help industries like manufacturing’s predictive maintenance.

Blockchain integration improves the security, transparency, and efficiency of IoT ecosystems while
accelerating digital transformation in a number of fields.

Real-World Applications and Case Studies

o The integration of IoT sensors with blockchain helps to increase the security and transparency of supply
chain operations. IoT sensors monitor parameters such as temperature, humidity, and location. Then,
this data collected from sensors is stored on the blockchain, and as a result, a tamper-proof and audible
record is provided.

« Secure access control is facilitated by blockchain technology in smart home systems. The blockchain
provides a unique identity for every device, which is utilized for authorization and authentication pro-
cedures.

« Integrating blockchain technology with IoT devices creates a decentralized healthcare data management
system. Medical devices with IoT capabilities gather patient data and securely store it on blockchains.
Blockchain and IoT integration can improve patient data management by protecting privacy and
data integrity. Attribute-based encryption (ABE) and homomorphic encryption are two examples of
advanced cryptographic techniques that enable safe data operations while protecting patient privacy.
Ensuring that sensitive patient information is accessible only to authorized medical personnel is
imperative [125,126].

o Blockchain and Internet of Things integration can increase compliance in the nuclear energy industry.
Blockchain technology guarantees that all regulatory data is recorded transparently and securely,
enhancing regulatory supervision and auditability.

+ Blockchain technology combined with the Internet of Things can optimize energy consumption and
distribution in the energy sector. Blockchain technology can protect the real-time data collection
capabilities of Internet of Things devices, guaranteeing that the data is reliable and unchangeable. This
may result in increased effectiveness and a decrease in energy transaction fraud [126].

o Blockchain technology can improve the use of IoT in smart cities by securing data from various
applications, including public safety, environmental monitoring, and traffic management. It guarantees
the security and reliability of the sensor data collected.

o  Thebenefits of integrating blockchain and the Internet of Things include improving security and privacy,
increasing speed, reducing costs, improving reliability, and eliminating a single point of failure [38].
Several blockchain IoT projects, such as IoTA, Waltonchain, IoTex, Ambrosus, Moeco, and Atanomi,
have impacted the business and industry. In addition, there are some real blockchain-based IoT
examples, such as Telstra, Mediledger, NetObjex, and Slock. It, and Drone on the Volga [28].

Although there are many advantages to integrating blockchain and the Internet of Things, there are also
obstacles in the real world. The inherent limitations of IoT devices cause these obstacles. Limitations include
task distribution, energy consumption, and the computing power of IoT devices. It should be noted that
there have been studies in this area in recent years [127-129].

A key aspect of using blockchains in the IoT is using cryptographically impenetrable databases as
connection nodes [60]. Blockchain can help in the more efficient use of computing resources, storage
capacity, and broadband of distributed idle IoT devices, thus reducing costs [130]. Some improvements that
this integration can bring include:
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o On centralization and scalability: Integrating IoT and blockchain can improve the system’s fault
tolerance and scalability; additionally, it helps improve IoT scalability.

 Identity: Blockchain technology can provide reliable distributed device authorization and authentica-
tion for Internet of Things applications [131].

« Autonomy: Next-generation application features and the creation of intelligent autonomous assets and
hardware as a service are made possible by blockchain technology.

« Reliability: Blockchain technology allows for the distribution of IoT data over time while maintaining
its immutability. System users are guaranteed that the data are authentic and have not been altered by
their ability to confirm this.

o Security: Transactions on the blockchain allow secure storage of communications and information.
Blockchain technology can be used to optimize the secure standard protocols currently used in the
Internet of Things [132].

The location of these interactions must be determined when integrating blockchain: through
blockchain, inside the IoTs, or in a hybrid design combining the two [133]. This article [98] introduced a
blockchain-based trust architecture to build end-to-end trust for IoT-based applications. In this article, they
proposed [134] an access control scheme based on attributes and collaboration on top of a blockchain for
IoT devices. This article introduces a distributed blockchain system to ensure and detect the integrity of IoT
data [135].

According to forecasts, the top 5 integrations of blockchain and IoT by 2030 will be e-government,
digital economy; self-sovereign identity standard [136], global supply chain management, and digital energy
and smart grid [137], as shown in Fig. 9. Blockchain can be critical in IoT systems’ authentication and
authorization management. Block stack [138] is a common blockchain technique that uses JSON web tokens
to authenticate IoT transactions.

T —— Digital World Trade Sof:g; Token-based
C Energy and and Supply Dieit %ﬂ Digital
e Smart Grids Chain I d;%lti;:y Economy

Figure 9: Top 5 blockchain and IoT integration predictions by 2030

By providing a distinct GUID and PKI pair to every IoT device, blockchain can enhance key man-
agement among IoT devices. Therefore, blockchain effectively reduces runtime computation and memory
management needs in secure communication between IoT devices [132]. For the messaging protocol, the
integration of blockchain protocols into the IoT communication layer is proposed [139], as well as the use
of TeleHash based on Kademlia DHT [140]. TeleHash [141] is a lightweight and secure protocol for P2P
communication that uses encryption for secure mesh communication.

In [142], the authors introduced a blockchain-based framework to solve the security problem of
sharing lightweight information on the Internet of Things. This framework provides a double-chain model
combining blockchain data and transactions. Blockchain data are responsible for the distribution of storage
and data integrity. The transaction blockchain is also responsible for data registration and resource and
data transactions.
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In [143], the authors presented a firmware management architecture using the Interplanetary File System
(IPES) and blockchain technology. By guaranteeing reliability, blockchain technology enhances data integrity
and offers a distributed database. Researchers have developed a blockchain-based Internet of Things data-
sharing framework to manage and store edge resource allocation [144]. Fig. 10 shows the applications of BIoT.
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Figure 10: Applications of BloT

This paper [12] introduces a new method integrating FL, dense neural networks, and blockchain
technology to improve Internet of Things security protocols. This method utilizes the security features of
blockchain for privacy and data integrity. Through a quantitative approach and experimental validation
of the Internet of Things’s real data, it has introduced new security efficiency measures and comparative
improvement factors. The advantage of this method is that it increases the integrity of the data and the
learning model. However, this method has limitations in terms of compatibility with various Internet of
Things devices and diverse environments.

This paper [145] presents a PUF-based device authentication model integrated with blockchain technol-
ogy’s “Energy Proof” consensus algorithm to improve the security, effectiveness, and scalability of Internet
networks for medical equipment. A layer of defense against impersonation and the creation of false data
is created by using PUF keys to generate the device’s identity. This approach has the benefit of lowering
energy and storage overhead while simultaneously accelerating transaction processing and enhancing system
security. This article [146] proposes a blockchain-based reputation assessment system to identify malicious
devices that aim to cause harm in IoT networks. The system determines a device’s reputation value by
calculating its communication time, quality, and historical reputation value. As a result, it guarantees the
device communication’s security. When malicious behavior is noticed, this suggested scheme will quickly
lower the reputation score of the device.

Blockchain-based IoT access control solutions are becoming increasingly popular [147]. The system
decentralizes access control decisions by leveraging attribute-based access control models and identity-
based signatures, ensuring verifiability and immutability. The system enhances security by preventing DDoS
attacks, facilitating secure cross-domain access, and providing efficient access control mechanisms. By
incorporating security features and design considerations, the Blockchain-Based IoT Access Control System
significantly enhances IoT security by providing robust access control mechanisms, resilience against attacks,
and efficient cross-domain access management. Scalability challenges may arise as the number of devices
and transactions increases. The article does not extensively address how the system handles scalability issues
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in large-scale IoT deployments. In [148], the SDACS framework for IoT networks is introduced, integrating
attribute-based access control, hyperledger fabric blockchain technology, and interplanetary file system. This
schema can solve the key challenges in IoT data sharing and address privacy concerns, data security, and
scalability issues.

An architecture was suggested to improve the security of machine learning models in IoT networks.
The introduced model [149] enhances overall security and trustworthiness in IoT networks by combining
deep learning, edge intelligence, and blockchain technology to provide a reliable and secure solution for
managing data exchange and access control. Integrating blockchain technology with deep learning models
for edge intelligence in IoT networks can introduce complexity in implementation and maintenance, which
may pose challenges for adoption and scalability. IoT environments with limited resources may find it
difficult to implement blockchain-assisted solutions due to the potential need for large computational and
energy consumption. This paper [135] introduces a distributed blockchain data simulation system for IIoT
applications to detect and guarantee data integrity. Maintaining the integrity of IoT data is challenging, but it
is an essential component of data flow. The elements of the suggested system are data generation, data storage
in a database built on the blockchain, and data reading stored in the blockchain. Reliability and accuracy of
the data are also impacted when data integrity is violated.

This paper [97] presents a layered architecture to enhance end-to-end communication in blockchain-
based Internet of Things applications. The blockchain layer’s trust evaluation modules verify the block’s
integrity, while the data layer assesses the sensor’s dependability. The blockchain can help establish trust on
the Internet of Things, where nodes do not trust one another. Sensor nodes use information from other node
observations to create a reputation history that considers the node’s long-term behavior. The likelihood of
an attack on a node decreases with increasing reputation value. This paper [150] focuses on the feasibility
of using blockchain technology to address the trust issue in Internet of Things applications. Thus, the IoT
database’s availability is restricted to establish trust. This blockchain-based secure data-sharing model aims
to monitor data integrity across various IoT systems. Its novelty lies in integrating a lightweight consensus
mechanism and using smart contracts to ensure data integrity and traceability. While the method aims to be
lightweight, blockchain integration still requires significant computational power, which may not be feasible
for all IoT devices, especially those with limited resources.

This paper [151] presents a blockchain-based trust-enabled CDP system with reinforcement learning to
give the Internet of Things network a safe and reliable business environment. Smart devices in IoT networks
receive data in real time, enabling the rapid development of Crowdsourced Data Trading (CDT) systems. A
blockchain-based two-way smart contract is also introduced to establish a trade-off between cost and benefit
within a safe system via the Internet of Things network. It also suggests a traceable trust computing (TTC)
scheme to filter malicious devices further and enhance system security. This scheme performs previous trust
evaluations based on historical data backtracking to correct previous trust evaluations.

Data privacy is still a major concern, even though blockchain integration with IoT improves the security
of IoT data. This paper [152] presents a blockchain-based architecture that implements various privacy
at the data stream level produced by IoT devices by applying Laplace noise and Gaussian noise using a
low-complexity cryptography mechanism and a fast convergence protocol to preserve privacy in blockchain-
based IoT networks. The owner can designate three levels of privacy in this DP-based architecture: low,
medium, and high. This paper [153] presents an encryption architecture based on decentralized hierarchical
attributes. This suggested architecture combines blockchain technology with edge computing to enable safe
information sharing across various networks. Protecting user privacy is the goal of this IIoT architecture.
This architecture also uses decentralized authentication. Implementing this architecture reduces the risk of
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unauthorized access because only a user whose identity has been confirmed can decrypt the data and access
sensitive information based on their attributes.

This paper [154] presents a deep learning-based blockchain architecture designed to protect the
privacy and security of transmitted data for the security of industrial IoT networks because there is a
chance that hackers could engage in malicious activity between entities when data is transmitted over an
insecure communication channel. Additionally, a unique key is generated for every device using a secure
hash algorithm. A deep neural network algorithm is created to carry out the encryption and decryption
procedure for every data record. Information that has been encrypted is kept in separate blocks. It optimizes
the validation process and guarantees effective and secure communication between devices by capturing
contextual information from both historical and future data using an Enhanced Bidirectional Long Short-
Term Memory (EBLSTM) algorithm. This paper [155] presents a two-level blockchain-based IoT privacy
protection framework incorporating deep learning methods. MABLSTM is used to authenticate the user and
the collected data, which is the first level of privacy. After authentication, the data is saved in the blockchain
database. The second level of privacy encrypts the data using Elliptic Curve Cryptography (ECC) and the
encoder portion of Autoencoder.

In [156], the authors introduced a framework for decentralized data transmission in IoT networks that
integrates blockchain and SAGIN to secure data transmission within the network, making it impossible for
hackers to access and alter the data. The suggested framework uses distributed consensus and asymmetric
encryption features to improve security. This paper [157] presents BlockRep, a blockchain-based reputation
system for the Internet of Things (IIoT) retail sector that guards against Sybil attacks like competitors inject-
ing false negative reviews and retailers injecting false positive reviews. Therefore, the authentication process
is based on the accuracy of cryptographic tokens. The legitimacy of retailers’ reputations is guaranteed by this
approach, which also removes the need to trust e-retail platforms and ensures the anonymity and authenticity
of reputation systems. In [158], the authors presented BBAD, a blockchain-based assured deletion scheme for
Internet of Things networks that employs MHT for public deletion verification, Shamir secret sharing and
re-encryption for secure key deletion, and smart contracts for access control during the data validity period.
Additionally, after deletion, it allows public verification, so a reliable third party is not required.

In [159], the authors proposed a blockchain-based decentralized dual identity management and authen-
tication framework to enhance IoT network devices’ security and management. Every IoT node in this newly
introduced framework is given a dual identity, which makes the secure authentication process easier. The
framework provides IoT devices with two identities: blockchain-generated and device-inherited identities.
This dual strategy improves the network’s security and traceability of device interactions. Table 3 summaries
these recent methods of integrating Blockchain for IoT.

Table 3: Summary of recent frameworks integrating blockchain and IoT

Ref. Criteria Method Advantages Limitations
[134] Authorization ~ To ensure the security of real-time +  Enhanced Security «  The complexity of
IoT authorization, the »  Efficiency Implementing
Attribute-Based Access Control ~ «  Scalability and managing
method leverages blockchain o Privacy concerns related
technology to enhance access to storing sensitive access
control technology in the Internet information on a
of Things public ledger

(Continued)
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Table 3 (continued)

Method

Advantages

Limitations

Ref. Criteria
[135] Integrity
[12] Integrity
[145] Authentication
[154]  Authentication
[155] Authentication
[159]  Authentication
[148] Encryption
[147] Access Control
[149] Access Control

The Data Integrity Detection
Model uses blockchain technology
to guarantee data integrity in
Industrial Internet of Things (IIoT)
applications

This research advances IoT security
by including LR and DNNs in the
FL configuration and utilizing
blockchain technology.
Combining blockchain technology
with Physical Unclonable Function
(PUF) to guarantee safe loMD
device authentication

Integrates deep learning with a
blockchain framework to enhance
security in Industrial Internet of
Things (IIoT) networks

Combines Long Short-Term
Memory (LSTM) and Adaboost for
authentication and utilizes an
autoencoder with ECC-based data
encryption
Utilize the benefits of blockchain
technology to offer a strong identity
management and authentication
solution for IoT networks
Punishment mechanism for
malicious users and the encryption
of data stored in IPFS
Implementation of a
blockchain-based IoT access
control system

Method for integrating deep
learning models and blockchain
technology to improve data
processing, security, and efficiency
in Internet of Things networks.

e Quickly identify
unauthorized changes

o  Enhancing trust in the
data stored

Improves the training of
models and data integrity

o Lowering energy and
storage overhead

«  Improving transaction
processing speed and
overall system security

Improving authentication
accuracy and reducing
processing time for data
transactions

Enhance accuracy and
precisionion

Enhance security,
traceability, and
accountability

Enhance the security and
privacy of IoT data sharing

o Robust access
control mechanisms

. Resllience
against attacks

o Decentralized
access control

«  Enhanced security

o Datalength restrictions
may limit the kinds of data
that can be processed and
stored on the blockchain
in an efficient manner,
which could affect the
modularity of the system

o The system may involve
significant costs

o Significant computing
resources, which could be
a limitation for
organizations with limited
IT infrastructure

Having limited adaptability
with a wide range of devices
and Internet of Things
environments

Insufficient standardization for

real-world implementation

o Dependency on
trusted authority
o Implementation complex-
ity
o  Computational overhead
Adaptability of the framework
to various IoT applications and
environments

The implementation of dual
identities and secure data
uploads may impose resource
overhead
Lack of real-world
implementation and validation
of the schema

o Scalability issues
« Integration complexity

*  Resource requirements
o Scalability issues
o Complexity

(Continued)
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Table 3 (continued)

Ref. Criteria

Method

Advantages

Limitations

[158]  Access Control

[119]

[150]

[156]

[157]

[152]

Trust

Trust

Trust

Trust

Trust

Privacy

Privacy

A blockchain-based scheme that

«  Enhancing security

Energy consumption and

uses Shamir secret sharing to safely «  Elimination of the
handle keys and ciphertext while need for a trusted
letting data owners establish their third-party
deletion time limits. It also includes «  Reduces the risk of a
a public verification system that single point of failure
allows confirmation of deletions ~«  Low computation
even when the data owner is not
online.
A lightweight block generation
mechanism where gateway nodes
send blocks to other blockchain
nodes for validation
Blockchain-based secure
data-sharing system lies in
integrating a consensus mechanism
and using smart contracts to ensure
data integrity and traceability.
Create a secure and efficient
environment for data trading by
integrating blockchain and
reinforcement learning methods to
enhance data accuracy and
trustworthiness in the IoT
ecosystem.
Blockchain-based data security o
transmission mechanism for .
securing communication of IoT
devices

Improving block validity
with the help of trust
management

Enhances security

Improves data quality and
security

High throughput
Low latency
Enhance security

A blockchain-enabled reputation
system designed for the of retailer reputations
IloT-enabled retail industry. This resilience against Sybil
system utilizes tax-endorsed attacks
reviews to ensure that any
malicious retailer attempting to
post fake reviews incurs additional
tax fees
Method, which integrates
differential privacy techniques with
a blockchain framework, allowing
ToT data owners to set
customizable privacy levels
Lightweight authentication and
data encryption based on user
attributes, enabling efficient and
privacy-aware data transactions
between IoT devices and cloud
servers

Enhancing the authenticity

Ensuring secure data
tranmission continuous
auditing for privacy
compliance

Improve security and trust

scalability

Scalability of the trust
calculation process
Resource utilization

Computational Overhead
Complexity
of Implementation

Dependence on
Historical Data
Resource Intensive
Regulatory and
Privacy Concerns

Complexity

of Implementation
Dependence on
Network Conditions

Complexities and challenges of

integrating the proposed

system into existing e-retail

platforms

Increased processing
overhead storage demands
Potential for

Data Inaccuracy

Scalability issues

5 Challenges of IoT, Blockchain, and Integration

Deploying IoT applications on blockchain systems is still challenging. The architecture of an IoT

blockchain system needs to support many IoT devices. Second, because IoT devices have limited storage and
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processing power, the consensus mechanism in the blockchain, which maintains peers’ data integrity needs
to be specially created for IoT blockchains. Third, to achieve high system performance in IoT blockchains,
traffic modeling of a blockchain network is necessary. A thorough understanding of a traffic model can
improve communication processes and protocols.

« Storage capacity and scalability: In IoT, devices can generate gigabytes of data in real-time, which is a
major obstacle to blockchain integration of the IoT, as a small number of transactions can be processed
per second by certain existing blockchain implementations. It might act as an IoT bottleneck. In other
words, the IoT consists of thousands of heterogeneous devices continuously generating large amounts
of data. Scaling blockchain in IoT networks is a big challenge because the blockchain isn’t meant to store
much data [132].

« Resource constraints: IoT devices have limited resources, while blockchain requires much processing
power, bandwidth, and speed [160,161]. For instance, the main consensus mechanism in most blockchain
systems is proof-of-work. However, proof of work requires significant computing power. One of the main
resource limitations of IoT devices is energy limitation. Therefore, energy efficiency is one of the main
aspects of long-term computing maintenance of IoT nodes. Blockchain mining [162] and P2P commu-
nication [163] cause nodes to consume energy. Proof-of-stake [164] and proof-of-space [165] algorithms
are suitable for mining processes. Mini-blockchain [166] is also ideal for P2P communication to reduce
energy consumption. Encryption techniques such as Myriad or Scrypt [167] and multi-algorithm mining
are faster than other algorithms and can significantly reduce energy consumption [100].

- Security: Internet-of-Things applications face security issues at various levels due to inefficiency and
high device heterogeneity. The characteristics of the Internet of Things, such as mobility, wireless
communication, and scaling, affect security [168-170]. IoT and blockchain integration can also
impact IoT communications [132]. Slock proposed a blockchain framework for security, identity,
coordination, and privacy challenges for IoT devices.

- Anonymity and data privacy: Because IoT applications deal with confidential data, privacy and
anonymity are essential. Blockchain is the best solution for identity management on the Internet of
Things. For instance, blockchain technology is used in BloT healthcare applications to store patient
health data, and the patient’s identity must remain confidential [171].

- Absence of an IoT-focused consensus mechanism: Most real-time IoT systems need instan-
taneous. Transaction confirmation shouldnt use consensus finality since it causes a delay in
Transaction confirmation. PoET also requires special hardware, which is why it is not suitable for
Internet networks. Current consensus protocols such as PoW, PoS, PoET, and IOTA are designed
for permissionless blockchains. However, PoS and PoET can also be applied to permissioned
blockchains [172]. The primary problem with these consensus protocols is that they are susceptible
to blockchain forks because no permanently committed block is produced by the consensus process,
which is probabilistic in nature [49]. It is possible to increase performance and decrease power
consumption by eliminating the BC Proof of Work (PoW) consensus mechanism [173]. Conversely,
Proof of Work (PoW) guards malicious Sybil attacks and ensures that Blocks cannot be altered.
Therefore, the objective is to improve BC procedures to align security and efficiency properly [143].

Blockchains have integrated consensus mechanisms as fault-tolerant systems for verifying transactions,
with these mechanisms serving as a means to maintain agreement among network nodes. However, as the
network expands and the number of nodes increases, achieving agreement becomes more challenging. In
public blockchains, user participation is essential for verifying and authenticating transactions. Due to the
dynamic and self-regulating nature of blockchain, it necessitates the incorporation of a secure mechanism
to confirm the authenticity of transactions, enabling participants to reach a consensus. Several consensus
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mechanisms have been proposed, each with unique fundamental principles and applications. PoS, the most
well-known substitute for the PoOW mechanism, selects validators for new block creation at random. A node’s
chances of being chosen to validate the following block are based on how many assets or stakes it has. In
contrast to PoW, which necessitates expensive mining techniques because of its high energy consumption,
PoS is made to remove challenging computational puzzles, which lowers mining costs [71].

It is possible to determine which node has the authority to publish the next block using consensus
models like “proof of work” and “proof of authority”. Through a consensus mechanism, participants agree to
transactions and records, making certain that every party’s perspective of the shared database is in line with
everyone else’s. This removes the need to have faith in other participants, who might act maliciously or with
different intentions. Any improper modification or tampering of the data will be independently detected and
rejected by honest participants through the consensus mechanism. Therefore, once they are stored on the
blockchain or transferred, digital assets and records cannot be altered without the participants’ approval in
the form of a digital signature [70].

A consensus algorithm called PoA has been suggested for permissioned blockchains. The PoA algorithm
is implemented in two ways: Clique and Aura. Although they both employ a similar block proposal scheme,
Clique does not need a block acceptance procedure. After a majority of authorized entities have signed it, each
proposed block is approved. The PoA consensus’s primary benefit is the ability to execute more transactions
simultaneously and it requires fewer computational resources [174].

As more users join the network, the scalability issues with blockchain could become a major concern
that worsens over time. However, these issues can be minimized to a manageable level by employing the
appropriate consensus algorithms. PoW is unsuitable for an IoT environment due to its massive power
consumption [175]. Table 4 shows a comparison of blockchain consensus mechanisms.

Table 4: Comparison of blockchain consensus mechanisms

Consensus Type of Permission Scalability Security  Latency Energy  Suitable for
mechanism consensus type consump- IoT?
tion
PoW Competitive Permissionless ~ Low Very high High Veryhigh ~ No (High
resource
demand)
PoS Competitive Permissionless ~ High High Medium Low Partially
(Requires
strong
validator
nodes)
PoA Collaborative  Permissioned High Veryhigh  Verylow  Verylow Yes (Low
energy, fast
transactions)

Challenges of integrating blockchain in IoT applications

The tradeoff between power consumption, performance, and security: Implementing blockchain algo-
rithms requires considerable computing power, which is challenging for IoT devices with limited resources.
The solution to this challenge proposed by the researchers is to optimize the central algorithms to increase
the number of approved blocks per second. For example, although removing the blockchain proof-of-work
consensus mechanism improves efficiency and reduces energy consumption [173], the disadvantage of this
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solution is that the network becomes vulnerable to malicious Sybil attacks. Therefore, the aim is to balance
security and efficiency well [176].

The tradeoff between concurrency and throughput: The constant data flow from IoT devices leads
to high concurrency [177]. Because blockchain throughput is limited, quickly synchronizing new blocks
between blockchain nodes in a chain structure ledger requires a lot of bandwidth to improve through-
put [178]. Therefore, increasing blockchain throughput on the Internet of Things network is challenging.

The tradeoff between transparency and privacy: Blockchain can ensure transaction transparency by
maintaining an immutable record of every transaction [179], which conflicts with privacy. Therefore, it is
necessary to maintain a balance between transparency and privacy to control access to IoT using blockchain.
Creating an affordable access control system for IoT using blockchain is required to preserve a balance
between privacy and transparency.

Handling big data on the blockchain: The need to manage large amounts of IoT data on the blockchain
poses a challenge in integrating blockchain and IoT applications due to the limited storage capacity of devices.
Studies conducted in 2018 showed that with 1000 participants and each participant exchanging a 2 MB image
in the blockchain application every day, each blockchain node requires 730 GB of storage space in a year.
Therefore, the challenge is that more blockchain storage space is needed [180].

Regulatory problem in BC technology: Although blockchain’s features of decentralization, automa-
tion, immutability, and anonymity have brought many benefits to IoT applications, they also bring new
regulatory challenges [181]. One of the challenges that blockchain automation poses is errors in the code,
the consequences of which are the loss of data or the execution of unauthorized transactions. Intentionally
obfuscating or hiding the code also hinders understanding the purpose of the smart contract or code. If a
malicious agent executes the smart contract, it can harm the network or its users [41]. The current rules and
regulations of the IoT are becoming outdated with the emergence of new technologies such as blockchain,
as these rules were designed for a centralized world and do not consider the DTL feature. Due to the
immutability of blockchain, the data generated in DTL is permanent and cannot be changed or deleted.
Additionally, there is no central control over records before publication; therefore, they can’t be filtered or
removed in privacy-violating circumstances. Hence, sensitive information can be published without the need
for authorization or vetting. A lack of governance leads to problems in identifying parties involved in illegal
activities. In other words, tracing the source of illegal activities, such as money laundering or fraud, has
become challenging.

Connection problem with IoT devices: IoT devices generate large amounts of data that must be pro-
cessed, stored, and analyzed. Therefore, IoT devices are expected to be connected to high computing storage
and network resources to exchange data. High computing storage space enables efficient data management.
However, the Internet of Things has limited capacity to connect to blockchain technology. Fig. 11 illustrates
the challenges of integrating blockchain into IoT applications, while Table 5 summarizes the solutions to
these challenges.
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Figure 11: The challenges of integrating blockchain in IoT applications
Table 5: Solutions for IoT and blockchain integrating challenges
Challenges Issues Solutions
1 Scalability Limited scalability due to high Use lightweight consensus
data volume mechanisms like Proof of Authority
(PoA) or Delegated Proof of Stake
(DPoS) to enhance scalability in IoT
environments [182].
2 Latency Latency in data processingand ¢  Utilizing Edge Computing and
transmission Fog Computing to process data
closer to the source and minimize
delays [183].

o Implement off-chain solutions or
sidechains to reduce the delay in
transaction processing, enabling
real-time IoT interactions [184].

3 Energy High Energy consumption Use energy-efficient consensus
consumption and computational power algorithms such as Proof of Stake

in Consensus Mechanisms
Power limitations of
IoT devices

(PoS) to minimize the energy
requirements of IoT devices [185].

(Continued)



Comput Mater Contin. 2025;83(2)

Table 5 (continued)

Challenges Issues Solutions
4 Security Security vulnerabilities (e.g., Implementing robust authentication
unauthorized access, hacking, = mechanisms, multi-signature schemes,
and Sybil attacks) and intrusion detection systems to
prevent unauthorized access [186].
5 Data privacy ~ Privacy concerns (e.g., exposure  Utilizing encryption techniques such

6 Interoperability

7 Cost
8 Device
management

of sensitive data and user
identity leaks)

Lack of standardization across
devices

High implementation and
operational costs

Device management challenges
(e.g., handling a large number of
IoT devices, firmware updates,
and identity management)

as zero-knowledge proofs (ZKPs) and
homomorphic encryption to ensure
privacy while maintaining
transparency [187].

Develop standardized communication
protocols and use blockchain
interoperability layers to enable IoT
devices from different manufacturers
to communicate seamlessly [21].
Use hybrid blockchain models that
combine private and public
blockchains to optimize costs while
ensuring security and scalability [188].
Implement decentralized identity
management systems and automated
smart contracts for secure and efficient
IoT device management [189].

6 Future Research Direction

The potential of this integration has been investigated in many studies, which have also suggested future
lines of inquiry in this area. Researchers from various parts of the globe are actively working on exploring
and creating innovative methods to incorporate blockchain technology into the IoT ecosystem. The aim is to
leverage the potential of blockchain to enhance the functionality, security, and efficiency of IoT devices and
networks. Using the blockchain can solve many problems in the IoT network, so the blockchain provides a
reliable encryption system. As a result, the performance of network security has improved. While the IoT
network’s integration with blockchain addresses certain issues, it also introduces new ones, including higher
transaction latency and network communication overhead and more difficult management and monitoring
of large networks.

While there are numerous advantages to integrating IoT and blockchain in terms of enhancing data
security, integrity, and transparency, consideration must also be given to how it is implemented. Future
research could concentrate on tackling particular issues like boosting throughput and scalability and
investigating the possible uses of these integrated technologies across a range of industries [190]. Energy
efficiency is one of the primary concerns in blockchain networks; since IoT networks have limited resources,
research into hybrid consensus mechanisms and energy-efficient protocols to lower energy consumption can
be considered future work [191].
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To provide a roadmap for future work, hardware-based security solutions, improved consensus
algorithms, and the use of trendy technologies like machine learning and artificial intelligence to com-
bat sophisticated cyberattacks are all being considered. To fill these gaps, future studies will examine
attacker behavior, lower modeling costs, and develop new approaches to scalability, computational overhead
reduction, and BloT component integration [46].

Future research can focus on implementing the blockchain-based system in real-world Internet of
Things environments. This will entail tackling issues like scalability, maintenance expenses, and deployment.
Additionally, it investigates how the system can be modified to fit various IoT infrastructures [158]. Future
research should concentrate on improving blockchain technology for IoT environments, creating powerful
consensus methods, and developing new interoperability standards [192].

According to our review, we can see that scalability issues with IoT and blockchain integration have been
the subject of very little research; thus, it is still in its infancy. As blockchain technology opens up new IoT
markets, it is also possible to introduce a variety of blockchain applications in the IoT [193]. Future research
can be done to address the primary issues with integrating blockchain with the Internet of Things, which
include blockchain scalability, energy consumption, integration complexity, regulatory compliance, security
and privacy, cost, and centralization [194].

7 Conclusion

In this paper, we analyze in detail the impact of blockchain technology on the Internet of Things. We
first examined the effect of blockchain on the IoT and then identified the challenges that stand in the way
of the broad adoption of blockchain in the IoT. Additionally, we engaged in an in-depth review of various
applications that combine blockchain and IoT to shed light on emerging trends in IoT applications and how
these applications address the issues associated with blockchain implementation. This article presents the
challenges blockchain and the Internet of Things should face to cooperate successfully. Blockchain can play
an effective role in enhancing IoT applications.

We have conferred on IoT applications. IoT devices have constrained resources. While blockchain
has much computing power, blockchain and Internet of Things integration present several difficulties. In
addition, IoT systems based on blockchain are susceptible to several privacy risks, which must be addressed
before they are used.

This survey examines the problems with IoT integration and offers pertinent solutions from the
literature. Additionally, we have provided suggestions for future IoT integration research directions. Because
the integration of blockchain and the Internet of Things has attracted much attention in science and business,
other technologies are likely to influence their development and growth. Due to this integration, there is
also the possibility that services and applications will emerge in the future. We also looked at blockchain’s
advantages for IoT problems.
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Abbreviation

IoT Internet of Things

BCN Blockchain Network

p2p Peer to Peer

SDN Software Defined Network

EC Fog Computing

DDoS Distributed Denial of Service
FT Fault Tolerance

PoA Proof of Authority

DLT Distributed Ledger Technology
TX Transaction

IPES Interplanetary File System

QoS Quality of Services

BCoT BC of Things

IoE Internet of Everything

SC Smart Contract

DL Deep Learning

DTL Decentralized Technology Landscape
BloT Blockchain IoT

Wi-Fi Wireless Fidelity

WSN Wireless Sensor Network

IDS Intrusion Detection System

P Internet Protocol

BcoT Blockchain of Things

IIoT Industrial IoT

DC Distributed Computing

PoW Proof-of-Work

IOTA Internet of Things Association
PoET Proof of Elapsed Time

WSN Wireless Sensor Network

PoS Proof of Stake

DTL Distributed Transaction Ledger
RFID Radio-Frequency Identification
BASN Body Area Sensor Networks
FL Federated Learning

HIoT Healthcare IoT

SMR State Machine Replication
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