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ABSTRACT: The advent of the digital age has consistently provided impetus for facilitating global trade, as evidenced
by the numerous customs clearance documents and participants involved in the international trade process, including
enterprises, agents, and government departments. However, the urgent issue that requires immediate attention is
how to achieve secure and efficient cross-border data sharing among these government departments and enterprises
in complex trade processes. In addressing this need, this paper proposes a data exchange architecture employing
Multi-Authority Attribute-Based Encryption (MA-ABE) in combination with blockchain technology. This scheme
supports proxy decryption, attribute revocation, and policy update, while allowing each participating entity to manage
their keys autonomously, ensuring system security and enhancing trust among participants. In order to enhance
system decentralization, a mechanism has been designed in the architecture where multiple institutions interact
with smart contracts and jointly participate in the generation of public parameters. Integration with the multi-party
process execution engine Caterpillar has been shown to boost the transparency of cross-border information flow and
cooperation between different organizations. The scheme ensures the auditability of data access control information
and the visualization of on-chain data sharing. The MA-ABE scheme is statically secure under the g-Decisional
Parallel Bilinear Diffie-Hellman Exponent (q-DPBDHE2) assumption in the random oracle model, and can resist
ciphertext rollback attacks to achieve true backward and forward security. Theoretical analysis and experimental results
demonstrate the appropriateness of the scheme for cross-border data collaboration between different institutions.
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1 Introduction

With the advent of the digital era, global economic and trade activities are becoming increasingly
digitized, and international cross-border trade has entered a new stage of facilitation and efficiency [1].
To effectively reduce trade costs and enhance efficiency, paperless trade has emerged as a new trend [2].
According to estimates by the WTO, the current scale of digital trade has reached approximately $4
trillion, accounting for about half of the global service exports [3]. The entire international trade process
typically encompasses at least 25 participants and generates 30-40 trade documents, with over 200 copies
produced [3,4]. These documents in the international trade process must be extensively shared with
various stakeholders, including importers, exporters, banks, logistics providers, government agencies, and
customs [5]. Therefore, the rapid development of digital international trade urgently demands improvements
in the secure and efficient sharing of cross-border data, thereby augmenting the utilization of shared data
and promoting the globalization of the digital economy [6].
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Currently, several challenges impede the effective cross-border sharing of data in international trade,
including data redundancy, lack of trust, insufficient collaboration, privacy concerns, interoperability issues,
and data source management [7]. In the face of these challenges, developing a technological solution that
both strengthens trust mechanisms and ensures information security has become increasingly urgent. As
blockchain technology matures, it is gradually emerging as an ideal solution to these issues due to its
unique advantageous features. Blockchain not only provides a decentralized structure to reduce reliance on
a single entity but also ensures data authenticity and persistence through its immutable ledger. Moreover,
the high transparency of blockchain and the automated execution of smart contracts greatly enhance
trust among all participants [8]. For example, in cross-border e-commerce, blockchain technology has
wide applications in combating counterfeit goods [9], providing immutable records of transactions [10],
enabling secure electronic payments [11], safeguarding the privacy of international business users [12], and
integrating with the Internet of Things (IoT) [13]. Blockchain also facilitates information sharing through
a distributed network, uses smart contracts to prevent data tampering [14], validates trade documents [15],
and provides traceability of supply chain processes to increase transaction transparency [16]. Liu et al.
introduced a blockchain-based cross-border e-commerce supply chain framework that employs a multi-
chain model to store diverse data and combines RSA and Elliptic Curve Cryptography (ECC) for product
information encryption and signing, targeting improved product traceability [17]. Zhao proposed a similar
method using SHA-256 and ECC for file encryption and authentication via user ID [12], though lacking
support for fine-grained data access control. Singapore’s TradeTrust project integrates blockchain and digital
signature technologies, significantly enhancing the authenticity and traceability of shared documents in
international trade [15]. The project uses blockchain to generate a unique digital fingerprint (hash value) for
each document, recording it on the blockchain to ensure that any tampering with the original document
can be detected, thereby improving document authenticity. However, its limitation lies in its ability to only
verify whether a document was sent by a specific signer, without ensuring the privacy of the document itself.
Wu et al. constructed a model based on blockchain combined with incentives to improve the regulation
and data sharing of cross-border logistics in modular construction (CLMC) [18]. This model strengthens
CLMC activity supervision and promotes information flow among participants, addressing issues of unclear
responsibility, weak data tracking, and insufficient incentive for information exchange. Rahman et al.
designed a cross-border data exchange platform with multi-layer secure gateway features, which requires
two Elliptic Curve Digital Signature Algorithm (ECDSA) signing and verification steps during each data
interaction [19]. Although the platform adopts a “relaxed trust assumption”, meaning it does not fully trust
either the data providers or receivers. It still relies on global cloud services as intermediaries, using an
audit blockchain at the application layer to validate the secure gateway and enforce penalties. However, this
centralized control mechanism may pose a single point of failure risk, and if the global cloud service itself is
attacked or behaves maliciously, the security of the entire system will be significantly threatened.

In order to provide a more thorough explanation of the aforementioned scheme, the subsequent
example will be employed to illustrate the process of cross-border trade. The exporter and importer
establish contract terms and exchange necessary documents (contracts, orders, invoices, packing lists).
Exporters prepare some documentation, including commercial invoices, packing lists, origin certificates,
and inspection/quarantine certificates, which are submitted to to customs and governmental regulatory
authorities for regulatory review. Often, companies struggle to track the status of document reviews, leading
to information asymmetry and lack of transparency. Post-audit, the company sends transport documents and
insurance policies to the carrier, who delivers the goods to the importing country via international transport.
The importer then processes import declarations and collects the goods. This process involves repetitive
document transmission.
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Facing the complexities of diversified and fine-grained file-sharing among organizations, where single
files may require access by multiple entities. During the document-sharing process, only policy-specified
authoritative entities participate in document sharing; others may engage in different file exchanges but not
in this process. We propose a decentralization MA-ABE scheme that allows each participating entity to freely
join and manage the keys. Using IPFES for decentralized storage and integrated with Caterpillar, our solution
enforces adherence to predefined processes and offers real-time status transparency, thereby enhancing trust
and compliance in customs clearance document exchanges.

The main contributions are summarized as follows:

«  Wepropose a practical MA-ABE scheme that supports proxy decryption, attribute revocation, and policy
update. The security proof shows that our MA-ABE scheme is statically secure in the random oracle
model. Theoretical analysis and simulation experiments demonstrate that our scheme is highly efficient
and practical in terms of proxy decryption and attribute revocation.

o We improve the CTUpdate algorithm for the problem of ciphertext rollback attacks in general attribute
revocation mechanisms. In our scheme, the update algorithms must all be operated by attribute
privileges, which do not send any update cipher keys to any entity, thus achieving true backward security.
While this increases the computational burden of attribute permissions, it strikes a reasonable balance
between efficiency and security.

« We propose a Multi-Authority Data Exchange Architecture (MADEXA), which integrates hybrid
encryption, MA-ABE, smart contracts, and IPES. To enhance system decentralization, we implemented
a mechanism in the MADEXA scheme where multiple institutions interact with smart contracts and
jointly participate in the generation of public parameters.

o We demonstrate the integration of MADEXA with Caterpillar to provide data flow protection for
business process management systems. This enables secure sharing of process-oriented data between
different departments and enterprises, and enables visualization of the status of data sharing, and
real-time monitoring of the clearance status by each participant.

2 Background Knowledge
2.1 Complexity Assumption

For our security proof, we utilize the q-type assumption over prime-order bilinear groups, specifically
referring to the -DPBDHE?2 [20], which is a variant of the q-decisional parallel bilinear Diffie-Hellman
exponent assumption presented in [21].

Definition 1. (q-DPBDHE2 Assumption) Select a bilinear group G of prime order p, associated with a
non-degenerate bilinear map e: G x G — Gy, based on the security parameter A. Let s,a,by,b,,. .. ,bq
be chosen uniformly at random from Z, and let R be chosen uniformly at random from Gr. Let D =

(G,p,e, 8.8, H,9,5, ), where

A ={g" [iell,q]} A ={gh" |ie[l,2q]\{q+1},je[lq]}

7={¢" lieL2g\{g+1}} 4 ={g""/" |ie[Lg+1].je[Lql.j €[Lql.j*)’}
and this assumption states that no polynomial-time distinguisher can differentiate between the distributions
(D, e(g g)”qﬂ) and (D, R) with non-negligible advantage.

2.2 Business Process Modeling and Notation

Business Process Modeling and Notation (BPMN) and Decision Model and Notation (DMN) are the
most widely used process and decision modeling languages [22]. BPMN defines the symbols and semantics
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for collaboration diagrams, flowcharts, and processes. It is intended for direct use by stakeholders involved in
designing, managing, and implementing business processes, while also being precise enough to allow BPMN
diagrams to be converted into software process components. It features easy-to-use, flowchart-like symbols
that are independent of any specific implementation environment. In Fig. 1, it shows a BPMN collaboration
diagram that illustrates the customs clearance process based on a single window system.
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Figure 1: Customs clearance process based on single window

Caterpillar is designed to combine the convenience of Business Process Management System (BPMS)
with the security and transparency features of blockchain platforms [23]. Similar to the traditional BPMS,
it supports the instantiation of process models and allows users to monitor the status of process instances
and perform tasks within them. What sets it apart is the preservation of each process instance’s state on the
Ethereum, where workflow management is facilitated by smart contracts produced via a BPMN-to-Solidity
compiler. It is particularly suited for cross-organizational processes and is often referred to as “process-centric
decentralized applications” The applications operate among untrusted participants and require ensuring that
all parties adhere to predefined process model rules. Caterpillar aims to ensure design compliance, meaning
that no party can execute a transaction that violates the collaborative process model.

3 MA-ABE Scheme

This paper proposes an enhanced Ciphertext-Policy Multi-Authority Attribute-Based Encryption (CP-
MA-ABE) scheme that supports proxy decryption, attribute revocation and policy updates. It builds on the
MA-ABE framework by Liu et al. and addresses the inadequacy of the model in resisting user collusion
attacks [24]. The proposed improvements are designed to optimise proxy decryption and attribute revocation
for practical applications, particularly for users with limited resources.The policy update method is consistent
with that of Liu et al’s scheme [24]. The key symbols utilised in the proposed scheme are listed in Table 1.
The subsequent sections provide detailed descriptions of the algorithms.
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Table 1: The ABE scheme system symbol

2355

Symbol Description Symbol Description
GP The global public parameters T Maps each attribute to a
unique attribute authority
Zy, The set Z, — {0} BT, Binary state tree
corresponding to attribute x
uid Unique user identity Suid.o The attribute set owned by
uid under 0
U The attribute universe AUG, The attribute user group
corresponding to attribute x
GID The global identifier universe ASKy/APK, The authority secret
key/public key
0 The attribute authority GK;, Attribute group key
corresponding to attribute x
Ueo The system authority H/F Maps each user
universe identities/authority to
elements of G.
RK, ;4 User uid retrieval key ®g, Vo, dy Random numbers belong to
z;
TK,ia User uid transformation key UAKs 4id.0 User attribute key under

authority 0

GlobalSetup(1) — GP: This algorithm accepts an implicit security parameter A as part of its input. It
chooses a suitable bilinear group G of prime order p, and sets g as a generator of G. It defines a bilinear map
e : G x G - Gr. The algorithm outputs GP = (G, Gy, p,e, g, e(g, £), U, %o, GID,H,F, T).

AAKeyGen(GP, 0) - (APKy, ASKp): The attribute authority (AA) is responsible for executing this
algorithm. For 0 € %, it selects ap, g € Zj, the final output ASKy = {ap, yo } and APKy = {e(g, g)"’, g’ }.

UserKeyGen(GP, ASKy, uid, S,i4.0 > UAKSs ,i4,9: For each attribute x in S,;4 ¢, the authority main-
tains AUG, who possess the attribute x and selects GKy, dy € Z, then Kyjq,x = g% H(uid)”F(x)% and
KP,igx = g% are computed. Finally, The authority sends UAKs ;4.9 = {Kuid,xs KPyid x } xes,a, and
publishes F(x)Y K-,

Encrypt(m, 2, GP,{APKy}) — CT: 2l is the access structure, where 2 = (A, §). A is an | x n matrix,
and § maps each row A; to an attribute §(i). The function p associates each row A; with the authority
that grants the attribute §(i), which can be represented as p(i) = T(8(i)). The encryption of the plaintext
message m proceeds as follows: Choose random numbers ry,...,7; € Z; and two random vectors v =
(s,va...,vy)Tandz = (0,23,...,2,)T. For i € L, compute 8; = A;vand w; = A;z, where L = {1,2,...,1}.
Then, calculate
Co=m-e(g,8)’s Cii=e(g,8)e(gg)" ", Cpi=g", Cs;=g""0g",

Cy; = F(8(i))" /s,

The ciphertext CT is set to be CT = (2, Cy, B), where B = {Cy;, C2.;, C3.;, Cy j }ierL-
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Decrypt(GP, uid, UAKs ,i4, CT) — (m/1): Assuming user possesses the S,;; and wants to decrypt
CT.If S,;4 ¢ 2, the algorithm outputs stops. Otherwise, the algorithm finds the constant set {c;|i € I} for
which I = {i|6(i) € S,;4} and ¥ ;¢; ¢;A; = (1,0,...,0). Then compute:

H(Cl,i : e(Kuid,S(i)’ Cy,i)e(H(uid), C3,i)e(KPuid,8(i)’ Cyi))"

iel

= [T(e(8 8)" e(8,8)" " e(g" O H(uid )" F(8(i))", g™ )e(H(uid), g™ Je(g DK,
iel
F(8(i))n/oKeny)e

= T1(e(¢ 8)P e(H(uid), g)")*
iel

=e(g8)
Finally, the decrypted message is m = Cy/e(g, g)°.

3.1 Proxy Decryption

For decryption users with limited computational resources, proxy Decryption is an option. This phase
comprises three algorithms: GenTR, PartDec, and FinalDec.

GenTR (uid, UAKs 4i4) = (TK,i4, RK,iq): User uid selects teZ, and calculates K!

uid,x ~

(Kuiax )Vt KPLiy . = (KPyiax)/!, where x € S,;4. The algorithm outputs TK,iq = {K}., ., KP%.y . }res,,

uid,x uid,x’
and RK ;4 = t. Finally, the user sends TK,,;; to the proxy server and retains RK,,;,.

PartDec(TK,;4, CT,GP) — CT’/1: The partial decryption algorithm is executed by the proxy server.
If S,ia ¢ 2, the algorithm outputs stops. Otherwise, it calculates

CT{ =[] (Cui-e(H(uid),C5,;))" and CIg:[I(qximﬁﬁy(ajye(Kpiiao,c&J)”
iel iel
Finally, it generates the partially decrypted ciphertext CT = {2, Cy, CT/, CT,} to be sent to the user.

FinalDec(CT’, RK,;;) — m/1: The final decryption algorithm is run by the user. If S,;; ¢ 2, this
algorithm outputs stops. Otherwise, compute:

Co _me(g.8)° _
CT! » CTfKue  e(g,g)

3.2 Attribute Revocation

When the attribute authority revokes the user’s attribute x, the authority should update the membership
of AUG, and generate a new attribute group key GK,.. The authority then computes the revocation update key
RUK, = gd"(GK;’GK"). The authority sends RUK to users and generates the update ciphertext key UCK, =
GK./GK..

KeyUpdate(uid, UAKs, .4, x, RUK,) - UAK}, .: The user executes the revocation attribute key
update algorithm. x is the revoked attribute. For non-revoked attribute sets, the corresponding attribute
keys remain unchanged. Otherwise, the algorithm updates KP! ,, . = KP,,;4 x - g?*(6K:=GK) The revocation

uid,x

attribute key updated by the user is UAK’ ., = = {K,ig.x» KP4 + }-

uid,x uid,x
CTUpdate(CT,x, UCK,) — CT*: This algorithm is executed by AA to update the ciphertext. The
algorithm updates Cj; = Cy,; K00/ 9Kac Finally, it generates the new re-encryption ciphertext CT* =
(2, Co, €), where € = {Cy,;, Cs4, Cs3,i, Cy ; el
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3.3 Security Model

In this section, we extend the security model of RW15 by defining a security game between the challenger
¢ and adversary o/ [20]. The game requires that all key-query requests from .7 are instantly forwarded to
¢ after observing the global public parameters. Additionally, .7 is allowed to corrupt (or manipulate) a fixed
number of attribute authorities, with these corrupted entities remaining constant throughout the duration
of the game.

The security attribute revocation in ABE should have two security requirements: forward security and
backward security. Forward security means that if one or more attributes are revoked and a user’s remaining
attributes no longer satisfy the access policy, that user will not be able to access data that was previously
accessible using the revoked attributes. Backward security means that if one or more attributes are revoked,
then the user will not be able to access subsequent data using the revoked attributes.

Ciphertext rollback attack refers to a scenario where, when updating a ciphertext, a malicious user
obtains ciphertext update items from the relevant AA. For example, attribute revocation or policy update.
The user rolls back the updated ciphertext to a previous version by using the ciphertext update item. Finally,
the malicious user can decrypt the rolled-back ciphertext using the private key of the older version.

The security game proceeds as follows:
GlobalSetup: % execute GlobalSetup algorithm obtains the GP and then forwards them to .27

Adversary’s Queries: o/ establishes a set of corrupt permissions % ¢ %Ze and the remain-
ing uncorrupted permissions %y c (%o — %c). Our query and reply is similar to RW15 regarding
Authority Public Keys and Secret Keys. 7 statically issues the following queries:

« Transform Key query: o requests a key transformation by submitting a sequence of (uid, S,:4)
tuples to %, also under the condition that T(S,;4) N %c =@. Note that it is meaningless to query the
transform key for a user uid who has already had their secret key queried.

« Encryption query: <7 submits a challenge access structures (A*, §*) and two equal-length messages
my, m; to €. The requirement is that these challenge access structures cannot be met through attributes
Suia,p involved in previous secret key query operations, nor through attribute combinations controlled
by the corrupt authorities.

« KeyUupdate query: .o/ issuesarevocation attribute key update query by submitting (uid, S,;4) and
a revocation attribute x to €.

« UKeyGen query: o issue a update the ciphertext key query by submitting two equal-length chal-
lenge messages myg, m; and two access policies (A}, d7), (A;’,S;), where i,j€{1,2,...,q} and i #
j-

Challenger’s Replies: Upon receiving a query, the challenger ¢ selects a random bit b € {0,1} and
responds accordingly.

« Transform Keys : % runsthe GenTR algorithm to get the transformed key set TK ,;; and send them
to <.

« Encryption: € run Encrypt(m;, (A*,8*),GP,{APKy}) — CT, where {APKy} is the set of all
authority public keys (corrupt and non corrupt).

« KeyUpdate: For (uid,S,iq,x) and x € S,;4, ¢ run KeyUpdate algorithm to get UAKS ., and
subsequently send to .27

« UKeyGen: % run Encrypt(m,,(A;,d87),GP,{APKy}) > CT. Then % proceeds to execute
UKeyGen (GP, (A}, 67), (A}, 07),{APKs}) - UK,,, and CTUpdate2(CT, UKy, ) — CT. At last,
it sends CT to 7.
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. Guess. o7 outputs a guess bit b’ € {0,1}. If b’ = b, o/ win the game.

. Definition 2. We say that an attacker statically breaks the scheme if it has a non negligible advantage in
correctly guessing the bit b in the above security game. The advantage of <7 in this game is defined as Adv ., =
|Pr[b’ = b] - 2

-4
4 Our Framework

Throughout the paper, the scenario in Fig. 1 will be consistently referred to. Table 2 provides detailed
information on three documents: i) the manufacturer’s purchase order, ii) the international supplier’s export
documents—comprising the shipping bill and commercial invoice-which can be merged for efficiency,
and iii) customs clearance data from national customs. This integrated design facilitates accessibility for
multiple stakeholders, enabling all participants to validate the information’s overall integrity while ensuring
decryption access is restricted to intended recipients only.

4.1 Modeling Framework

As shown in Fig. 2, our architecture’s main components consist of the following seven entities:

»  Certifier Central: It is responsible for deploying smart contracts, assigning user roles, and generating
unique global identifiers for each user and authority within the system.

o Data Owner: Responsible for encrypting information, setting access policies, and maintaining a
blockchain account along with an RSA key pair.

o Data User: Participants who desire to obtain information, such as that of the manufacturer, customs,
and the supplier. The Data user can choose whether to use proxy decryption or not.

o Authority Network: Each Authority is an independent attribute authority. Each Authority can manage
any number of attributes, and each attribute is only associated with an Authority.

o Proxy Server: Responsible for providing robust computational support, enabling ciphertext updates and
partial decryption for users.

o Smart Contracts: Utilized for the secure storage of resource locators, these contracts are detailed in
subsequent sections.

o Data Store: This IPFS-based storage server generates a unique hash for each file based on its content.
Utilizing IPFS’s InterPlanetary Naming System (IPNS), it ensures stable and persistent content references
by maintaining unaltered access links despite content updates. IPNS is used as the resource locator.
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Figure 2: Interaction between the framework and components of the model

4.2 Model Process

In this section, a detailed introduction to the specific processes of system startup, authority initialization,
key management, data sharing, proxy decryption, attribute revolution, and policy update is provided. First,
it is assumed that all participants agree on the smart contract code and user roles. The Certifier Central
deploys all smart contracts on the blockchain. The Certifier Central assigns participant roles to specific users
identified by their blockchain accounts. Each Authority assigned the attributes to the appropriate user. Data
users generate RSA key pairs and upload their public keys to the RSA smart contract, which Authorities use
to verify identities and transmit attribute keys.

As shown in Algorithm 1, the Initialization phase involves constructing the Authorities network and
establishing encryption parameters. To ensure complete decentralization, the public parameter generation
procedure for MA-ABE has been redesigned as a Multi-Party Computation protocol. Specifically, a commit-
then-open coin-tossing protocol is used to produce a random generator. Each Authority publishes the hash
of the locally generated random pairing elements on the blockchain, then reveals these elements themselves,
completing the commit-then-open protocol. Each Authority verifies that the hash of the pairing elements
matches their revealed values and then processes all revealed values to compute the public parameters, which
become part of the public parameters. Each Authority uses the AAKeyGen algorithm to create its own
public/private key.
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Algorithm 1: Authority initialization algorithm

1: Input: process_instance_id, authorities_names, addr
2: Output: public/private key
3: initialization participant roles
4: Each Authority send metadata file to IPFS and get metadata_link
5: Authority run setAuthoritiesNames(process_instance_id, metadata_link)
6: checks the metadata files of other published Authority
7: if metadata file == participant roles then
8:  return false;
9: end if
10: Authority run setElementHashed(process_instance_id, firstHashed, secondHashed)
11: if Authority all submitted then
12:  return frue;
13: else
14:  return false;
15: end if
16: Authority run setElement(process_instance_id, firstelement,secondelement)
17: gets all published elements
18: generate_public_parameters(MAABE, IPFS_api, process_instance_id)
19: if all public parameters equal then
20: return true;
21: else
22:  return false;
23: end if
24: creates public/private key
25: store Authority public key to Data store and blockchain

Key management securely distributes and assembles attribute keys, enabling authorized data users to
access encrypted information. As shown in Fig. 3a, it represents the steps of the key management phase, this
phase involves the Certifier Central storing user attributes and records of their process participation. For
instance, the manufacturer holds the address 0 x 07e. .. A6, associated with process 45,896,228. To access
message data, users request keys from Authorities using their uid. Each Authority retrieves relevant user
information from the Attribute Certifier Contract and generates an attribute key using this information,
public parameters, and its own key. The Authorities then send these keys to the user for decryption. Only
after collecting keys from all Authorities can a user combine them into the complete attribute key. No single
authority is capable of generating the complete attribute key independently.

The process of data sharing is divided into encryption and decryption phases, with Algorithm 2
illustrating the data owner’s encryption procedure. Based on MA-ABE, the data owner establishes an access
control policy. Considering that business processes may require encryption of plaintext data of arbitrary size,
we employ a two-stage hybrid encryption strategy. The data owner encrypts a randomly generated symmetric
key using the Encrypt algorithm. The symmetric key is used to encrypt the actual business information using
a symmetric key encryption algorithm. The encrypted symmetric key and data are stored in a formatted file
(message). Decryption mirrors this process. Access to the original information requires the symmetric key,
ensuring only policy-compliant users can decrypt the data, thus enforcing fine-grained access control.
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Algorithm 2: Message encrypt algorithm

1: Input: GP, (A, ), {APKp}

2: Output: true or false

3: get the metadata and GP

4: if metadata and GP are consistent then

5: return true;

6: else

7: return false;

8: end if

9: obtains all authority public keys

10: Symmetric key Syk randomly generated by the data owner
11: run Encrypt(Syk, (A, 8), GP,{APKy}) - CT

12: encrypts business information with Syk.

13: send information and CT to IPFS and get message_link
14: construct TX = (message_link, process_instance_id)
15: store TX on the blockchain

16: if store TX successfully then

17: return frue;

18: else

19: return false;

20: end if

As illustrated in Fig. 3b, the process of proxy encryption involves several key steps. Firstly, the data user
generates transformation key and a retrieval key from the attribute key, then transmits the transformation
key along with the message ID to the Proxy Server. The Proxy Server retrieves the corresponding message
from the Message Contract and Data Store using the message ID and applies the transformation key for
partial decryption. It forwards the partially decrypted message to the data user, who completes the decryption
process using the retrieval key to obtain the symmetric key, thereby gaining access to the information.
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In Algorithm 3, it describes the process of attribute revocation in MADEXA. The policy update process
in MADEXA can be obtained through the Algorithm 4. In their algorithm, “link” refers to the content
identifier (CID) used for rebinding in IPNS.

Algorithm 3: Attribute revocation algorithm

1: Input: attribute x, UAKs ,i4, RUK,, UCK,, message

2: Output: true or false

3: Authority generates new attribute group key

4: Authority update Attributes_user set and publish to IPFS

5: Data user run KeyUpdate(uid, UAKs ,iq, X, RUK, ) »UAK];, .
6: Authority run CTUpdate(message, x, UCK,) - CT*

7: Data owner store message CT* to Data Store and get re_message_link
8: publish re_message_link on the IPFS

9: if publish re_message_link successfully then

10: return frue;

11: else

12: return false;

13: end if

Algorithm 4: Policy update algorithm

Input: (A, d), (A*,8*), GP, {APKy}, message

: Output: true or false

: run UKeyGen((A, 8), (A*,8%), GP, {APK,}) » UK
: run CTUpdate2(message, UK) - CT

: store new message C T and get re_message_link

: publish re_message_link on the IPES

: if publish re_message_link successfully then

return frue;

VN QU A W

: else
10: return false;
11: end if

4.3 Data Structure

In Table 2, it presents the format of messages that are encrypted and stored in the Data Store. Each
storage entry is composed of one or more slices, designed to meet the access needs of different participants.
Each file consists of metadata and a body. The metadata contains the sender, process id, and unique message
id, while the body contains encrypted key-value pair data for easy indexing and retrieval, with each slice
identified by a unique slice id. The sender corresponds to the user’s ethereum address and is used to identify
the sender of the message. The process id and message id are fixed-length random numbers generated by the
entity to uniquely identify each process and message instance. Key corresponds to the symmetric key that
has been encrypted using MA-ABE, and Fields indicates the JSON-formatted data encrypted by the above
symmetric key. We achieve finer-grained access control management by setting access policies on message
slices. The messages are stored in the Data Store, retrievable via resource locators, and their integrity and
authenticity are verified through hashing.



2364 Comput Mater Contin. 2025;83(2)

5 Security Proof
Our main security theorem is shown below:

Theorem 1. If the architecture proposed by RW15 maintains static security under g-DPBDHE2 assumptions
in the random oracle model, then all probabilistic polynomial-time (PPT) adversaries attempting to statically
break our scheme within this model will have a negligible success probability.

Proof. Suppose there exists a PPT adversary capable of compromising our scheme with a non-negligible
advantage ¢. Then, we can construct a simulator & in the random oracle model that breaks the static security
of the RW15 scheme with the same advantage ¢. O

GlobalSetup:# obtains the GP from the challenger ¢, and then forwards them to the
adversary 7.

Static security: < establishes a set of corrupt permissions % ¢ %e and the remaining uncorrupted
permissions %y c (% — %c). The attacker </ outputs the lists mo, mi, (A%, 67), (A7, 6]), (A},67) anda
sequence of (uid, S,;4). 9 obtains this information and subsequently forwards it to €. Our proof is similar
to RW15 regarding Authority Public Keys and Secret Keys.

Transform Keys: % performs Secret key query to obtain the UAK ;4 from €. 2 then selects t € Z
and computing TK ;4. Subsequently, % sends TK ;4 to 7.

Encryption: Upon receiving a ciphertext query from the adversary, % forwards this request to €. ¢
randomly selects b € {0,1} and run Encrypt(m,, (A*,8*),{APKy}, GP) - CT. Finally, # transmits the
ciphertexts CT to 7.

KeyUpdate Keys: In response to a KeyUpdate query from the adversary, % conducts a secret key
query operation to obtain UAKj ;4 from €. 2 executes the KeyUpdate algorithm to refresh the attribute
key UAK§ ,;,- This updated key is subsequently delivered to .7

UKeyGen Keys: For a UKeyGen query, & forwards the request to ¢, which does not provide an
advantage to /. ¢ independently selects the challenge message m; and generates encrypted messages
EnMess (m),) using (A}, 8} ). Assuming identical encryption randomness for both mg and my, it follows that
EnMess (m) = EnMess (). Thus, when & executes UKeyGen and CTUpdate2 to obtain the updated
ciphertext CT, no information about the chosen message is revealed. 2 then relays CT to <.

Guess. of outputs a guess bit b’ € {0,1}, subsequently forwarding b’ to €. If b’ = b, o/ win the game.

If the adversary <7 has an advantage Adv,, (1) = € in destroys the scheme, then the simulator # can also
be destroyed the RW15 scheme has the same advantage Adv./ (1) = €. As demonstrated in [20], the RW15
scheme is non-adaptively secure under the -DPBDHE2 assumption within the random oracle model, thus
the proposed scheme also satisfies this security property.

Theorem 2. Our proposed scheme is secure against user collusion attacks.

Proof. When an attribute x is revoked from a user uid, a different randomly generated value of d,
corresponds in the revocation update key RUK, = ng(GK;‘GKx) for each unrevoked user uid’. This prevents
a revoked user from using another user’s revocation update key to update their secret key. At the same time,
it is difficult for non-revocation users to calculate d, and GK — GK, by solving the discrete logarithm
problem, which prevents it from helping revocation users to update keys. O

Theorem 3. Our attribute revocation enables forward and backward security.

Proof. When attribute x is revoked from a data user uid, all relevant ciphertexts are re-encrypted by the

authority according to C ; = Cifd s, making it highly difficult for revoked users to revert the re-encrypted
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ciphertexts. Meanwhile, the attributes of the newly joined users satisfy the access policy of the ciphertext,
and they can still decrypt the previously published ciphertext.c

Theorem 4. Our scheme is resistant to ciphertext rollback attacks.

Proof. Our plan involves updating ciphertext through attribute revocation and policy update. When
updating ciphertext, our strategy is not to give any ciphertext update items to any other entity. In attribute
revocation, AA does not provide ciphertext update items to any other entity, while in policy update, users
do not provide them. By way, the attacker cannot roll back the updated ciphertext to its previous state. O

6 Analysis and Experiment
6.1 Theoretical Analysis

In Table 3, we compare our scheme with various MA-CP-ABE schemes. The GLGL23 [25] employs an
access tree structure, while the proposed scheme and others use LSSS structures. The GLGL23 and ZLWR24
support user-level attribute revocation, while our scheme and others implement attribute-level revocation.
The schemes [24-27] are susceptible to collusion attacks. The LJ18 [24] direct transmission of attribute group
keys from AA to users can lead to adversaries obtaining revoked keys. Additionally, the scheme [24-28]
are vulnerable to ciphertext rollback attacks, where adversary may exploit cloud-obtained update items to
compromise backward security. In contrast, our scheme and ZHZL22 [29] conduct all ciphertext updates
independently by AA without delegating update items to the cloud. Furthermore, CBZ22 [26], GLGL23 [25],
and GWZ23 [27] exhibit significant security flaws, potentially allowing malicious entities to obtain plaintext.

Table 3: Feature comparison with other MA-CP-ABE schemes

Scheme Access structure PD RT PU Securitymodel WCA CRA Blockchain

LJ18 [24] LSSS v/ Attribute ROM X X X
HKQ21 [28] LSSS v Attribute X ROM v X X
ZHZ122 [29] LSSS v Attribute X ROM v v X
CBZ22 [26] LSSS v Attribute X ROM X X X
GLGL23 [25] Access tree v User X ROM X X v
GWZ23 [27] LSSS v Attribute X SM X X v
ZLWR24 [30] LSSS v User v SM v X v
Ours LSSS v Attribute ROM v v v

Note: PD: Proxy Decryption. RT: Revocation Type. PU: Policy Update. ROM: Random Oracle Model. SM: Standard
Model. WCA: Withstand Collusion Attack. CRA: Ciphertext Rollback Attack.

In the CBZ22 scheme, a critical security flaw occurs during the Online.Enc phase, where parameters Cy, ;
and Cs j exposes A, closely associated with the secret value s. This exposure allows an adversary with access
to these ciphertext components to deduce s, thereby decrypting the ciphertext and recovering the plaintext.
In the GLGL23 scheme, due to the desire to achieve user Escrow Free, random numbers related to attributes
are generated by users. This design allows an adversary to forge random numbers for attributes they do not
possess, thereby generating false attribute keys. Once an adversary acquires sufficient valid attribute keys,
they can decrypt the ciphertext. Algorithm 2 of the GWZ23 scheme also contains potential security risks.
Here, €&; is part of the transformation key (TK,,;4), while the retrieval key (RK,;;) equals €. According to the
scheme description, TK,,;, is directly provided by the authoritative sending server. It is noteworthy that €&;
is the result of multiplying two random numbers, and this operation is not based on any widely recognized
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hard mathematical problem. Consequently, it is feasible for an adversary to find ¢ through brute force or
exhaustive search. Once the adversary determines RK,,; 4, they could gain access to the plaintext, threatening
the confidentiality and integrity of the system.

In Table 4, we present a comparative analysis of computational complexities between our scheme and
other studies. Here, P and E denote bilinear pairing and exponentiation operations in group G, while H and
M represent hash and multiplication operations, respectively. We use 1y, n., and n4 to indicate the number
of attributes for key generation, policy setting, and decryption, respectively. For the proxy decryption phase,
the complexity of the GenTR algorithm in our scheme and those from [24,26-29] scales linearly with the
number of user attributes. GWZ23 [27] incorporates symmetric decryption and hash verification in the final
decryption step, due to its encryption mechanism. Preprocessing for proxy decryption in CBZ22 [26] and
GWZ23 occurs during key generation, not proxy decryption. Although ZHZ122 [29] and CBZ22 [26] have
reduced preprocessing operations, this leads to increased P operations in ciphertext updates for attribute
revocation. Our scheme and HKQ21 maintain identical computational complexity for the final decryption
operation, adding only one extra multiplication compared to LJ18. When discussing attribute revocation,
our scheme aligns with [28,29] when users update their attribute keys. The CTUpdate in other schemes
modifies the revoked attribute’s associated ciphertext portion but incurs additional operations compared to
ours. Overall, our attribute revocation and proxy decryption have low computational complexity.

Table 4: Comparison of computation cost

Schemes Proxy decryption Attribute revocation[]
GenTR PartDec FinalDec KeyUpdatel?] CTUpdate [*]
LJ18 [24] 2niE + 2n.E 3nqP+ nyE + E+M E (2ne +1)P+ (61, +
(4ng -1)M+H DE+ (2n.+1)M +
ncH
HKQ21 [28] 2n,E 3ngP + 2ngE + E+2M M E+M
(4nd - 2)M +H
ZHZ122 [29] (ng +1)E 2ngP +3n4E + E+2M+2H M P+2E+2M
3(Hd - I)M
CBZ22 [26] (ng +1)E 3ngP+ (4ng +1)E + 2E +2M E+M P+E+2M
(6ng4-2)M+H
GWZ23 [27] (2ng +3)E (3ng +1)P+n4E+  E+ M+ H+ Decgym - n¢E
3ngM+H
Ours 2n E 3n4P +2n4E + E+2M M E

(4nd - Z)M +H

Note: Dec;,,, is a symmetric decryption operation. 7, is the number of layers in the KEK tree. (UOne atribute is revoked
from one user. [2JOne user updates his/her secret keys. [*JProxy server/AA updates one relevant.

6.2 Experiment and Evaluation

The performance of the proposed scheme was assessed by the Charm'. The experiments utilized a super
singular symmetric elliptic curve group(“SS512”), which is defined over a 512-bit base field. The experiments
were run on a VMware® Workstation 15 Pro virtual machine platform, which was configured with a 2.60
GHz Intel Core processor, 2.0 GB of memory, and a 64-bit Linux Ubuntu 16 operating system. The findings
from all experiments are calculated as the mean of 10 separate runs.

As shown in Fig. 4a—c, the efficiency of proxy decryption is primarily explored. For this experiment,
the system included 4 AAs, and the number of attributes per AA was increased according to the encryption
policy. In Fig. 4a, our GenTR algorithm incurs less time than LJ18, with a slower increase as the number of

lhllpsz,’,’gilhub.cmn/THUTST/(hdrm (accessed on 27 January 2025)
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attributes grows. The LJ18 scheme includes an extra ciphertext processing step that increases linearly with the
number of attributes. In Fig. 4b, our FinalDec decryption times are slightly longer but generally remaining
stable compared to LJ18. After increasing the number of experiments, L]18 still occasionally has a little more
than us, which may be an experimental inaccuracy due to the short decryption time. As shown in Fig. 4c,
the decryption phase time cost for users is presented. The proxy decryption time of user is the sum of the
GenTR and FinalDec algorithms™ times. When the number of attributes is 20, the LJ18 scheme’s proxy
decryption requires 88.016 ms compared to 123.414 ms without it; our scheme demands 52.564 ms with proxy
decryption vs. 98.278 ms without. Through proxy decryption, our scheme reduces the overall computational
workload for users by approximately 50%, despite the added overhead. Overall, these figures demonstrate
that our scheme performs better in handling a large number of attributes during proxy decryption.
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Figure 4: Experimental performance of proxy decryption in our scheme. (a) Running time of GenTR algorithm.
(b) Running time of FinalDec algorithm. (c) The decryption time for the user not using proxy decryption and the
decryption time of the user when the user using proxy decryption

For proxy decryption, the handled key and ciphertext constitute the main communication overhead.
In Table 5, it shows the communication overhead comparison of GenTR algorithm under different numbers
of attributes. Compared to the LJ18 scheme, our scheme only needs to transmit the key during processing,
instead of having to transmit both the ciphertext and the key for processing as in L]18. In addition, due to this
algorithm are based on attributes. Therefore, when the number of attributes increases, the communication
overhead of the L]J18 scheme will be significantly higher than our proposed scheme. As shown in Table 6,
the communication overhead of the ciphertext is compared. In the PartDec algorithm, our scheme requires
the transmission of two attribute-independent ciphertext parameters, in contrast to the LJ18 scheme which
requires the transmission of only one similar parameter. So for messages of the same length, the costs in our
scheme and the LJ18 scheme are essentially fixed, with slight fluctuations. Our scheme incurs slightly higher
costs than the LJ18 scheme, which is consistent with the PartDec algorithm. In practice, our scheme reduces
network bandwidth usage and improves communication efficiency.
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Table 5: GenTR algorithm communication overhead (KB)

Schemes Number of attributes
2 4 6 8 10 12 14 16 18 20
[24] 3.19 5.24 7.24 9.20 11.17 13.12 15.07 17.02 18.96 20.84
Ours 1.16 1.75 2.34 2.92 3.49 4.06 4.61 5.18 5.73 6.29

Table 6: Communication overhead of ciphertext in PartDec algorithm (KB)

Schemes Number of attributes

2 4 6 8 10 12 14 16 18 20

[24] 081 0.82 083 084 08 0.8 0.86 0.86 0.87 0.87
Ours o 112 112 113 114 115 115 116 116 117

In Fig. 5, it shows the time consumption under different numbers of revoked attributes. As shown
in Fig. 5b, the execution time of the L]J18 scheme’s CTUpdate algorithm is basically constant, about 198 ms.
The LJ18 scheme’s CTUpdate algorithm involves re-randomizing the entire ciphertext, this process is not
affected by the number of revocation attributes [24]. As shown in Fig. 5¢, it represents the overall attribute
revocation time. The execution time of our scheme’s KeyUpdate and CTUpdate algorithm increases
linearly with the number of revoked attributes. Our execution time is significantly lower than that the L]18
scheme. In Fig. 5, it indicates that our scheme performs better when handling the revocation of a large
number of attributes.
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Figure 5: Experimental performance of attribute revocation in our scheme. (a) Running time of KeyUpdate
algorithm. (b) Running time of CTUpdate algorithm. (c) Total time for attribute revocation

6.3 Integrate with Process Execution Engine

In the Ethereum protocol, the cost of executing or deploying a smart contract is measured in gas,
reflecting the number of opcodes invoked [31]. We use ganache to simulate the merged version of Ethereum.
The version used for Smart Contract is Solitidy”0.8.0. To estimate mainnet expenses, we adopted an average
gas price of 6.50 Gwei and an ETH to USD exchange rate of 3192.15 as of 09 July 2024. Contract 1 is
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primarily designed to manage and record users’ RSA public keys as well as establish user identities. Through
this contract, each user can register their public key and associate it with a unique identity. This process
ensures the verifiability of all participants’ identities while providing the necessary public key infrastructure
for subsequent encryption and decryption. Authority Contract invokes a decentralised public parameter
generation mechanism that allows multiple authorities or nodes to jointly participate in the public parameter
creation process. Message Contract focuses on implementing the information-sharing functionality.

Contract 1 RSA and Attribute Certifier Contract
Structures

UserpublicKeys: mapping Authority_attributes: mapping

Authority_attributes_users: mapping

Functions
setUserPublicKey(UserpublicKey) getUserPublicKey(address)
- Append or get user asymmetric public Keys
setA_attributes(instancelD, Authority_attribute) getA_attributes(instancelD)
- Append or get the attribute of authority control
setA_attributes_U/(instancelD, Attributes_user) getA_attributes_U(instancelD)

- Append or obtain the user set of attributes.

Contract 2 Authority and Message Contract

Structures
authoritiesNames: mapping firstelementHasheds: mapping
secondelementHasheds: mapping firstelements: mapping
secondelements: mapping parameters: mapping
publicKeys: mapping Ciphertexts: mapping
Functions

setAuthoritiesNames (instancelD, authName)
- Append authority metadata file IPFS hash

setElementHashed (instancelD, firstHashed, secondHashed) getElementHashed (address,

instancelD)

- Append or get the hash of two random pairing elements

setElement (instancelD, firstelement, secondelement) getElement (address, instancelD)
- Append or get two random pairing elements

PublicParameters (instancelD, parameter) PublicKey (instancelD, publicKey)
- store public parameters and each authority public key

equalparameters (parameters)
- check the legality of public parameters.

function setCiphertext (messagelD, Ciphertexts) function getCiphertext (messageID)
- Append or get ciphertext

As illustrated in , four stages were evaluated: smart contract deployment, system startup,
authority initialization, and data sharing. Specifically, smart contract deployment consumes the most gas at
2,357,360 units, approximately $49. In the long run, this cost will be amortized, as the smart contract will
continue to be used for future similar scenarios. System startup and authority initialization consume 299,231
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gas units ($6.2) and 473,516 gas units ($9.8), respectively, with both being one-time costs. Data sharing incurs
a cost of 89,420 gas units ($1.80) per file, also a one-time expense. The results indicate that the average gas
consumption across these stages is relatively low.

Table 7: Execution cost analysis

Execution cost

Deploy System startup  Authority initialization Data sharing

Gas 2357360 299231 473516 89420
Fee (ETH) 0.01532284 0.00194500 0.00307785 0.00058123
USD 48.91280371 6.20873654 9.82497165 1.85537334

We integrated MADEXA with Caterpillar v1.0°, serving as its data management layer to enhance secure
data storage. As depicted in Fig. 6, the experimental results from the previous scenario are illustrated, the
right side corresponds to the process of data sharing for MADEXA integration with Caterpillar. Specifically,
the BPMN corresponding to the Single Window process depicted in Fig. 1 is uploaded to Caterpillar, which
then converts it into a smart contract to be uploaded to Ethereum. The data sharing of the entire process is
then visualised. Users input data through Caterpillar’s interface and mark it with the prefix “@MAABE:” to
indicate that they wish to encrypt the information with MAABE. This example focuses on the transmission of
customs clearance data by international suppliers to customs authorities, specifically the order information
in the export documents listed in Table 2. After encryption, the first parameter remains unchanged, while
the second is replaced by an IPFES link. Consequently, the execution engine logs the resource locator on
the blockchain for audit purposes. The process outlined enables the maintenance of each customs clearance
process instance on the ethereum, the execution of workflow routing through smart contracts, and the
real-time monitoring of the process state by all participants, thereby facilitating on-chain data sharing
and visualisation.
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7 Conclusion and Future

This paper presents an attribute-based multi-authoritative data exchange architecture and integrates it
with a process execution engine, which aims to address the challenges associated with cross-border trade
data sharing. The architecture provides fine-grained data access control management for cross-border trade
and supports proxy decryption, attribute revocation, and policy update. The proposed scheme ensures the
security and visibility of cross-border trade data-sharing processes, effectively overcoming the challenges
of effective sharing and trust in traditional cross-border trade information systems. We conducted a
thorough discussion and provided a formal demonstration of the security aspects of our scheme. Through
detailed performance analysis and simulation experiments, the superiority and feasibility of the proposed
scheme in real-world application scenarios are demonstrated, effectively balancing security requirements
and operational efficiency.

In our approach, we have identified several limitations that need to be addressed in future research.
The user attribute keys are currently generated by an authoritative entity, which raises concerns regarding
key management. We envision propose a more decentralized approach to generating attribute keys, wherein
users collaborate with one or more trusted third parties in the key generation process, using techniques like
zero-knowledge proofs or secure multi-party computation to ensure security [25]. This design realizes the
paradigm of self-sovereign keys [32]. Although the current research focuses more on the theoretical aspect,
aiming to provide a reference framework for cross-border trade data sharing, in future practical applications,
we will need to consider the performance and applicability in different blockchain environments, as well as
the system scalability under large-scale users and high-concurrency access.
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