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ABSTRACT: With the fast development of multimedia social platforms, content dissemination on social media
platforms is becoming more popular. Social image sharing can also raise privacy concerns. Image encryption can protect
social images. However, most existing image protection methods cannot be applied to multimedia social platforms
because of encryption in the spatial domain. In this work, the authors propose a secure social image-sharing method
with watermarking/fingerprinting and encryption. First, the fingerprint code with a hierarchical community structure
is designed based on social network analysis. Then, discrete wavelet transform (DWT) from block discrete cosine
transform (DCT) directly is employed. After that, all codeword segments are embedded into the LL, LH, and HL
subbands, respectively. The selected subbands are confused based on Game of Life (GoL), and then all subbands are
diffused with singular value decomposition (SVD). Experimental results and security analysis demonstrate the security,
invisibility, and robustness of our method. Further, the superiority of the technique is elaborated through comparison
with some related image security algorithms. The solution not only performs the fast transformation from block DCT
to one-level DWT but also protects users’ privacy in multimedia social platforms. With the proposed method, JPEG
image secure sharing in multimedia social platforms can be ensured.

KEYWORDS: Multimedia security; digital watermarking; image encryption; image sharing; privacy protection

1 Introduction
The rapid development of mobile communication, cloud storage, and multimedia social networks makes

content dissemination on social media platforms popular. Many users share social JPEG images with their
smartphones on a social multimedia platform. Personal-generated social multimedia content is distributed
on social media platforms [1]. Secure sharing depends on confidentiality and traceability. Thus, a double
level of security techniques, such as joint encryption and watermarking/fingerprinting [2], should be applied.
Content encryption can hide the original information of plaintext multimedia content to protect privacy. It is
difficult to access plaintext without the correct key. With the sensitivity properties of initial values and control
parameters, chaotic maps can generate the encryption keys for image encryption [3]. The noise-like signal
makes non-authorized users ignore the method with which it is generated [4]. Those legal users with the
correct keys can access the plaintext data successfully [5]. Due to the application value of chaotic systems in
image encryption [6], various chaotic systems have been constructed recently. Wu et al. designed a circularly
shifting chaotic map generation method [7]. A two-dimensional coupled complex chaotic map was designed
in [8]. Multiscroll Hopfield neural network for video encryption was introduced in [9].
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Image encryption schemes based on different chaotic systems have been researched in [10]. Most
existing image encryption schemes were conducted in the spatial domain. For example, Kocak et al. proposed
an encryption scheme based on a logistic exponential map [11] and a color image encryption algorithm using
a 2D hyperchaotic map [12]. Feng et al. researched a pixel fusion strategy for image encryption [13], and
a plane-level image encryption scheme [14]. Wang et al. proposed a color image encryption scheme [15].
Feng et al. [16] proposed a multi-channel image encryption scheme based on hyperchaotic maps. A color
medical image encryption and compression scheme was proposed in [17]. The paper [18] presented an image
encryption algorithm with a novel two-dimensional cross-hyperchaotic Sine-modulation-Logistic map (2D-
CHSLM). A three-dimensional chaotic map for ship image encryption in [19]. A batch medical image
encryption scheme was proposed in [20]. The research [21] encrypted face image based on DNA diffusion.

These proposed image encryption schemes can prevent sensitive content from being exposed by
illegal users. The decrypted plaintext content could be illegal to use. Privacy may still be leaked. Secu-
rity methods should be applied to the decrypted plaintext content to deter illegal redistribution [22].
Digital watermarking/fingerprinting can embed a specific mark into social multimedia content. Digital
watermarking/fingerprinting is an effective technique to deter redistribution. Both encryption and water-
marking can provide a way to protect multimedia content. They are applied to protect multimedia content
separately [23,24]. Recently, the marriage of encryption and watermarking/fingerprinting for multimedia
content protection has been rising. Image encryption schemes in the spatial domain are not desirable
to social multimedia encryption. There are so many resource-constrained mobile devices in multimedia
social networks. Apart from millions of professional cameras of media people, there are billions of personal
smartphones used in the world, and most of them can take pictures/videos. If every single smartphone takes
one picture every day, the number of generated images will be exceptionally large. It will be tough to imagine
how much network bandwidth would be consumed within social media platforms [25]. In this case, image
compression is a must for social media platforms [17].

The encryption technology in the spatial domain not only has high time complexity but also has no
scalability. Image encryption in the spatial domain cannot meet the requests of various security levels,
and it consumes more resources in cloud storage and secure communications. On the contrary, selective
encryption, which is possible for the most important wavelet coefficients encryption in the transform
domain, can improve the encryption efficiency. Selective encryption in the transform domain is scalable, and
the encrypted content can be embedded into the watermark. On the other hand, once the encrypted image
is decrypted, there is no way to protect it. Decrypted images can be used maliciously. Therefore, decrypted
images need to be constantly monitored to prevent illegal misuse. As a copyright verification technology,
digital watermarking can continuously monitor the use of images. Digital watermarking can prevent illegal
misuse of plaintext images.

Joint watermarking and encryption would provide a higher level of security for social multimedia
platforms. In [26], a digital watermarking method was proposed for the encrypted content. However, it did
not cover social JPEG image protection. Because social photographs are becoming increasingly important
on social media platforms as portable photography equipment becomes more common, they must be saved
or sent economically.

In addition, digital watermarking [27] cannot trace who redistributes the watermarked copy on social
multimedia platforms. With the help of digital watermarking, unique identification information can be
embedded into the original content. Every copy will be different from each other. Although as an application
of digital watermarking, digital fingerprinting can trace the source of the illegally redistributed copy, the
existing fingerprinting schemes do not research the users’ social relationships. They are not suitable for social
multimedia tracking on social multimedia platforms. How to use social network analysis (SNA) to trace
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social multimedia content is considered in [28]. The DWT can realize a hierarchical decomposition of a
social image. It is possible to make a mapping relationship between the hierarchical community structure
and the tree structure wavelet transform. The map relationship can be used for content tracing on social
multimedia tracing.

If those existing joint watermarking and encryption methods are used in social multimedia platforms,
they will face some challenges. First, most of them focus on the non-compressed content. It will transfer a
huge volume of social images within social multimedia platforms. Second, most image encryption methods
in the spatial domain do not have scalability for social multimedia distribution in social multimedia
platforms. Third, resource-constrained mobile terminals and central servers will be a bottleneck for image
security methods in the spatial domain. It will take a lot of computing and storage resources for those image
security methods in the spatial domain. In this paper, to address privacy disclosure within multimedia social
platforms to meet the double security level request, and implement scalable operations on encrypted images,
a joint watermarking and encryption (JWE) scheme for social images is proposed.

As a nonsymmetrical decomposition, SVD can not only be used to embed watermarks but also to
encrypt images. Although watermarking is often used for copyright protection, digital watermarking in
the compressed-encrypted domain for social image security is novel. To save storage space and network
bandwidth, social images are often compressed with JPEG standards. The rapid growth of JPEG image shar-
ing within social multimedia platforms has magnified the requirement for multimedia content encryption
and watermarking.

DWT from block DCTs can help to lower the time complexity of the JWE algorithm. In the meantime,
scrambling along with SVD diffusion can increase the security level. The proposed scheme can provide a
JWE scheme for balancing different security requirements and algorithm efficiency. The proposed scheme
uses an 8D hyperchaotic map and GoL for permutation, SVD computing for diffusion and watermarking.
The proposed scheme can overcome the shortcomings of existing image security schemes. First, a social
fingerprint code is designed based on a hierarchical community structure. Then, the paper proposes a
multimedia encryption scheme based on GoL confusion and SVD diffusion for wavelet coefficients, which
are obtained from block DCTs.

There was no related research for privacy protection with GoL permutation and SVD diffusion for
wavelet coefficients. Related techniques are introduced in Section 2. Section 3 details the privacy protection
scheme. Then, the experimental results are demonstrated in Section 4. Section 5 concludes the paper.

2 Basic Theory

2.1 SVD
For a matrix, SVD is an important matrix decomposition with nonnegative scalar entries. Usually, a

social image is also a matrix. A given social image A with size M×N can be divided with SVD. As a useful tool
in image processing, SVD is an approximation and factorization technique. A social image can be regarded
as a matrix. SVD can be shown as follows:

A = USV T (1)

where A is a rectangular matrix. U is a unitary matrix, the same as V . Both U and V are orthogonal matrices.
U is also called the left singular vectors of image A, whereas V is its right singular vectors. S is a singular
value matrix. Then, U and V are always satisfied the following relationship:

IN = U T U = UU T (2)
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IM = V T V = VV T (3)

Both IN and IM are identity matrices, their sizes are N × N and M × M, respectively.

2.2 Chaotic Map
The 8D chaotic map can be described as follows:

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

x∗1 = ω1(x2 − x1) + x4
x∗2 = ω2x1 − x2x3 + x4
x∗3 = x1x2 − x3 − x4 + x7
x∗4 = ω3(x1 + x2) + x5
x∗5 = −x2 − ω4x4 + x6
x∗6 = −ω5(x1 + x5) + ω4x7
x∗7 = −ω6(x1 + x6 − x8)
x∗8 = −ω7x7

(4)

X (0) = (x1 (0) , x2 (0) , . . . , x8 (0)) (5)

where (ω1, ω2, ω3, ω4, ω5, ω6, ω7) is control parameter. If the initial value X(0) = (1, 1, 1, 1, 0, 0, 0, 0) and
control parameter (ω1, ω2, ω3, ω4, ω5, ω6, ω7) = (10, 76, 3, 0.2, 0.1, 0.1, 0.2). The chaotic system evolves into a
chaotic state. Both the control parameter and the initial value are secret keys. This 8D chaotic Map generates
random values.

2.3 Secure Hash Algorithm (SHA)-3
SHA-3 can process messages of any size to a fixed length. At the same time, it can authenticate

encryption and generate pseudo-random numbers. SHA-3 is a widely used hash function [29]. Through SHA-
3 computing, the given type of message, a fixed length of 256/512-bit hash values can be generated. All hash
values can ensure the consistency and integrity of the input message. In this work, the proposed encryption
scheme will use a 256-bit hash value. For SHA-3, even if the original input information has changed a tiny bit,
the new returned hash result will be different from the original hash result of the information. Furthermore,
because computing is based on bit-level operations, its time performance is superior. Because SHA-3 is
sensitive to the initial message, it often is used to generate keys.

2.4 CA (Cellular Automata)
Cellular automation [30] is a dynamic and complex system that is discrete in space and time. Cellular

automation is a special form of finite-state machines. Cellular automation can generate chaotic behavior
with simple operations, and its computational complexity is low, making it an effective way to encrypt
multimedia content.

Two-dimensional cellular automation, also known as Game of Life, is composed of a cell matrix,
in which each cell is a cell, and each cell has only two states, life and death (represented by 1 and 0,
respectively). Every once in a while, all cells must use the rules of life and death to refresh their own state.
In the two-dimensional matrix of the game of life, each cell has 8 neighbors, and the life and death of its
surrounding neighbors determine whether the cell will live or die in the next period. In GoL, the Moore
neighborhoods [31] can be represented by

NB (x0, y0, L) = {(x , y) ∶ ∣x − x0∣ ≤ L, ∣y − y0∣ ≤ L} (6)
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where L is the neighborhood range. Then each cell transitions to the next state through the following life-
and-death rules:

Rule 1: when the total number of neighbor cells surviving is less than 2, and the cell state is alive, the
state changes from a living state to a dead state. When the cell state is dead, the state will not change.

Rule 2: when the total number of surviving cells in neighbors is greater than 3 and the cell state is
survival, the state will change from survival state to death state. When the cell state is dead, the state will
not change.

Rule 3: when the total number of surviving cells in the neighbor is 2, the state of the cell will not change.
Rule 4: when the total number of surviving cells of neighbors is 3 and the cell state is death, the state

changes from death state to survival state. When the cell state is survival, the state will not change.
For binary cells c1, c2,. . ., c9, the transition rule [32] is of the form:

ϕ
⎛
⎜
⎝

c1 c2 c3
c4 c5 c6
c7 c8 c9

⎞
⎟
⎠
=

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎩

1, if
9
∑
i=1

s (ci , t) = 3

1, if
9
∑
i=1

s (ci , t) = 3, i ≠ 5

0, otherwise

(7)

3 The Proposed JWE Algorithm
Important notations are listed below:
Nu the number of total users in a multimedia social platform
XO the community code
X

I
the user code

LO the length of XO

LI the length of X
I

X∗ half of the initial fingerprint codeword
Sum∗ the sum of X∗
dk fingerprint embedding strength control vector
Yk multimedia content embedded with fingerprints
G0 the cell grid of the initial state of CA
Plr original coefficient block
C pr scrambled coefficient block
Ai evolution matrix of GoL
I JW E the watermarked and encrypted image
DWT discrete wavelet transform
DCT discrete cosine transform
GoL Game of Life
SVD singular value decomposition
DPCM joint encoding method of predictive coding
BS code A kind of fingerprint code
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JPEG Joint Photographic Experts Group
QIM quantization index modulation
SNA social network analysis
JWE joint watermarking and encryption
CA Cellular Automata
NC Normalized correlation values
BER bit error ratio
SHA Secure Hash Algorithm
FRFT fractional Fourier transform

3.1 Fingerprint Code
The scheme in [33] is used to detect the hierarchical community structure of users within a multimedia

social platform. A multilevel hierarchical fingerprint code is designed based on the community structure.
According to Fig. 1, all users belong to different communities. They are encoded as community codes by [34].
Every user in a community is coded as a user code with Tardos scheme [35]. Then, every fingerprint codeword
can be concatenated by a multilevel social codeword and a user codeword [36].

Multilevel outer

code for community

community 1

community 2

community 3

community c

Inner code

community member

L1 L2 Ln

Length of outer code LO Length of inner code LI

community c-1

Collusion

community

c-1

innocent

communities

Figure 1: Encoding based on community structure

3.2 DWT from DCT Directly
The JPEG compression standard is based on the DCT transform [9]. Given an image, divide it into

blocks of eight-by-eight size. Perform DCT on each image block. Every DCT block is quantized, then the
quantized block is scanned by zigzag mode. JPEG adopts a joint encoding method of predictive coding
(DPCM), discrete cosine transform (DCT), and entropy coding to remove redundant images and color data,
belonging to the lossy compression format. JPEG can use lossy compression to remove redundant image data
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and achieve better image quality with less disk space. Most images in multimedia social platforms are stored
in JPEG format. Block coefficients in the DCT domain can be obtained from a JPEG image through partial
decoding. These block coefficients are subsequently used to perform one-level DWT.

A fast one-level DWT can be gotten from block DCTs directly. The computational complexity is lowered.
Compared with DCT, the tree structure haar wavelet transform is hierarchical because it decomposes an
input image into several multiresolution subbands which can be processed independently. Because the DWT
does not partition an image block, it causes fewer visual artifacts than the DCT. An image is decomposed
into LL, LH, HL, and HH subbands through fast one-level DWT. The LL subband is called as approximation
subband, LH is the horizontal detail component, HL is the vertical detail component, and HH is the diagonal
detail component. The LL subband can be decomposed into four components through DWT.

The JPEG compressed image is firstly decompressed block DCTs of the JPEG image into many single
pixels. In the end, it is possible to perform DWT on these pixels. DWT is an invertible transform, and so
does DCT. Given an image, there is a one-to-one map relationship between DWT and block DCTs [37]. The
one-level DWT of a JPEG image can be obtained from block DCTs directly. Thus, without involving inverse
DCT, we can perform the watermarking and encryption scheme in the DWT domain to avoid full decoding
of JPEG images. Because the computational time of inverse DCT can be avoided [38], the DWT from block
DCTs can lower the computational cost of the proposed watermarking and encryption operation. The DWT
from block DCTs is efficient because it will not take a large amount of time to inter-converse between the
spatial pixel data and the DCT coefficients. Hence, the direct conversion between one-level DWT coefficients
and the block DCTs can prevent full decoding.

Given an image I0 with size (L × S) × (K × S). It can be divided into L × K blocks. An image block is
denoted as BLi j with size S × S. Ci j(u, v) is the DCT coefficient block. It can be represented as

Ci j (u, v) =
√

2
S

α (v)
S−1
∑
q=0

√
2
S

α (u)
S−1
∑
q=0

I (p, q) cos((2p + 1)uπ
2S

) cos((2p + 1) vπ
2S

) (8)

where u, v = 1, 2, ...., S, α (v) , α (u) = { 1/
√

2, i f (v = 0 or u = 0)
1, el se .

Perform DCT on Sbi j, then Ci j (u, v) = B1 × BLi j × BT
1 . BLi j = B1

−1 × Ci j × (BT
1 )
−1 is the inverse

transform, where B1 and BT
1 are block DCTs, both of them are orthogonal matrices. Therefore I0 is as follows:

I =

⎡⎢⎢⎢⎢⎢⎢⎢⎣

B1 0 ⋅ ⋅ ⋅ 0
0 B1 ⋅ ⋅ ⋅ 0
⋮ ⋮ ⋱ ⋮
0 0 ⋅ ⋅ ⋅ B1

⎤⎥⎥⎥⎥⎥⎥⎥⎦

−1

LS×LS

×

⎡⎢⎢⎢⎢⎢⎢⎢⎣

C11 C12 ⋅ ⋅ ⋅ C1K
C21 C22 ⋅ ⋅ ⋅ C2K
⋮ ⋮ ⋱ ⋮
CL1 CL2 ⋅ ⋅ ⋅ CLK

⎤⎥⎥⎥⎥⎥⎥⎥⎦

×

⎡⎢⎢⎢⎢⎢⎢⎢⎣

BT
1 0 ⋅ ⋅ ⋅ 0

0 BT
1 ⋅ ⋅ ⋅ 0

⋮ ⋮ ⋱ ⋮
0 0 ⋅ ⋅ ⋅ BT

1

⎤⎥⎥⎥⎥⎥⎥⎥⎦

−1

KS×KS

(9)

B4, Cpar t , and B5 are used to denote the right three matrices of the above equation. DWT uses the
simplest haar wavelet. It can be expressed as the following equation:

KR = H × I0 × QT (10)
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The haar wavelet is both symmetric and separable. For the DWT, H contains hz (k), hz (k) is a haar
basis function. Then h0 (z) = h00 (z) = 1√

LS
, z ∈ [0, 1].

hk (z) = hpq (z) = 1√
LS

⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

2p/2, (q − 1) /2p ≤ z < (q − 0.5) /2p

−2p/2, (q − 0.5) /2p ≤ z < q/2p

0, otherwize, z ∈ [0, 1]

(11)

The image I0 can be recovered according to the inverse transform I0 = HT × KR × Q. KR can be
represented by

KR = A1 × Cpar t × A2 (12)

where A1 = H × B4, A2 = B5 × QT , KR is the wavelet coefficient matrix. Through the inverse transformation
from DWT to block DCTs, block DCT coefficients can be obtained from the wavelet coefficient matrix KR
directly as follows:

Cpar t = AT
1 × KR × AT

2 (13)

Given a JPEG image, perform DWT from block DCTs directly, the JPEG image is decomposed
LL approximation component, and LH, HL, and HH detail components. We can transform LL subband
repeatedly. For a given community structure, the DWT splitting scheme is determined using social network
analysis (SNA). According to Fig. 1, the number of communities is c. The number of total community layers
of a multimedia social network is n + 1.

3.3 The Privacy Protection Scheme
The proposed scheme is shown in Fig. 2. The whole JWE processes include fingerprinting embedding

and encryption.
1) Fingerprint embedding
Suppose there are Nu users in a multimedia social platform. The fingerprint embedding is based on

quantization index modulation (QIM). The user fingerprint codeword is embedded with an improved QIM
scheme. Coefficients in the LL subband are chosen to compose the host vector X

I = (x1 , x2, . . . , xLI) to
embed personal user code, and the authors choose another robust coefficient sequence in the horizontal
and vertical components to compose another coefficient vector XO = (x1 , x2, . . . , xLO) for multilevel com-
munity codeword embedding. The user codeword embedding scheme is based on Eq. (14). The multilevel
community fingerprint codeword embedding scheme is as follows:

y(i)
j = qx j = round

⎛
⎝

x j + d( j)
i

ΔZ

⎞
⎠
× ΔZ (14)

where ΔZ is a constant, x j is a wavelet coefficient set with length LO , it is used to embed multilevel community
fingerprint codeword, i, j = 1, . . ., LO . Round is a Floor and Ceiling operation.

To detect fingerprint information for content redistribution tracing, the fingerprinted coefficients are
gained to compose a vector z. By deducting, user k related to the least Tk is determined as the illegal
distributor.

Tk = ∥z − yk∥2 , k = 1, . . . , L (15)



Comput Mater Contin. 2025;83(2) 2935

+

HH1

HH2

HL2
FE

LH2
FE

HL1
FE

LH1
FE

LL2
FE

Fingerprint
Vector

Permutated
Vector

Permutation

HH1

HH2

HL2

LH2

HL1

LH1

LL2

Block DCTs to DWT
JPEGEncoding

Parallel
Piecewise

Fingerprint
Embedding

Initial
Parameters

8D chaotic
Map

Game of Life
Permutation

Scrambling

Initial
Parameters

8D chaotic
Map

Random
Matrix

SVD
UM SM VM  Parallel

Diffusion

Hash Value

SHA-3 Hash

Index

Matrix

Replacing

Watermarked and
 Encrypted Image Distribution Using

 and Multicast

HH1

Unique  User  Code

Community Code

Community Code

HH1

HH2

HL2
F

LH2
F

HL1
F

LH1
F

LL2
F+

LL2
FE

HL2
FE, LH2

FE, HH2

HL1
FE, LH1

FE, HH1

Unicast

Multicast

Multicast

Figure 2: Architecture of proposed JWE

2) Encryption algorithm
Visual quality is essential to digital multimedia content such as images. Image encryption which

hides the original information should resist algorithm attacks. If the encrypted content is unintelligent, the
encryption algorithm is secure. We focus on JPEG image security on multimedia social platforms. With the
proposed encryption algorithm, the encrypted image must appear as noise. It is difficult to obtain original
plaintext information from encrypted content without a decryption key. Because it is necessary to massively
disseminate encrypted content in parallel [39] for near real-time requests of resource-constrained devices
in multimedia social platforms. Existing image encryption in the spatial domain is not feasible because of
the high volumes of uncompressed content. Resource-constrained devices in multimedia social platforms
cannot decrypt the encrypted content.

If the existing encryption and fingerprinting algorithms are applied to the compressed JPEG image,
the total encrypted and fingerprinting time will be longer. Big data problems will be produced when the
JPEG image is embedded into the fingerprint codeword repeatedly and distributed to users. To solve these
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issues, partial encryption is proposed. Selected important content is encrypted to lower computation time
for the JWE. CA can show dynamical chaotic behavior with several quite simple rules, which can offer
the benefit of lowering computation complexity. The chaotic behavior makes CA an interesting system for
image encryption [40]. Conversation of DWT from block DCTs helps in achieving this fast computation
capability. Chaotic CA is used to encrypt fast too. SVD is performed for the confused matrices in the real
number domain.

The lowest computational complexity can be obtained by selective encryption, which is efficient without
compromising encryption security. In this paper, we propose a joint watermarking and encryption method
for JPEG image security to overcome the drawbacks of conventional permutation-only type image cipher.
The novel JWE scheme is based on CA and SVD in Fig. 2. Coefficients in the DWT domain are watermarked
and encrypted. Image encryption includes permutation with CA and diffusion with SVD operation. The
random matrix for SVD is produced with a chaotic map. The proposed coefficient encryption algorithm has
the following steps:

Step 1: Permute codeword of user. The confused codeword vector is divided into two different parts:
X = X1 + X2. The sum of both parts is calculated. SumX1 is the sum of the first part, and SumX2 is the second
part. Get Th through subtracting two sums SumX1 and SumX2 . The initial value is generated from Th using
SHA-3 to get V T h . V T h is divided into 16 equal parts V T h

1, V T h
2,. . ., V T h

16. Each part is a 16-bit binary
number. We can compute initial values x1, x2, . . ., x8, and control parameters (ω1, ω2, ω3, ω4, ω5, ω6, ω7) with
V T h

1, V T h
2,. . ., V T h

16, respectively, the initial values and control parameters are secret keys in the proposed
encryption algorithm.

Fig. 3 shows the state change of GoL with a 6 × 6 matrix, Fig. 3 (left) demonstrates the first state of the
GoL; state 1 is regarded as a living cell. Fig. 3 (middle) displays a 6 × 6 matrix to permute. The encrypted
matrix corresponding to Fig. 3 (middle) is shown in Fig. 3 (right). Through inverse GoL, the original matrix
can be obtained from the encrypted matrix. Where the matrix A0 and k can be regarded as keys.

0 1 0 0 1 0 1 5 9 4 6 5 1 5

0 0 0 1 0 1 6 3 5 0 4 2 9 4

1 0 0 0 0 0 5 8 1 5 0 6 6

0 0 1 0 0 0 0 5 7 8 3 5 5

0 0 0 0 1 0 2 0 4 5 9 6 6

1 0 0 0 0 1 4 0 3 0 2 2 5 0

Figure 3: Matrix element mixing based on GoL (left, original GoL, middle, original image, right, encrypted image)

Step 2: There exists a strong correlation between adjacent coefficients in an image. For image encryption,
the correlation between adjacent coefficients should be broken. The wavelet coefficients are scrambled based
on GoL. The evolution of GoL is based on an orthogonal grid composed of square cells. They only have two
states, alive or dead. For image encryption in the wavelet domain, the GoL can achieve both scrambling and
diffusion effects simultaneously. The state change method of the evolution matrix of GoL is as follows:
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(1) A chaotic sequence (x1x2 ⋅ ⋅ ⋅ xM×N ) is generated based on the 8D chaotic map, then a two-
dimensional grid of cells G0 can be created from the generated chaotic sequence. G0 is the seed of GoL. The
main rule is that whether the corresponding cell is alive or not depend on the value of xi . A cell is dead if
and only if its corresponding xi is less than the average value of x1x2 ⋅ ⋅ ⋅ xM×N , else it is alive. G0 is used to
encrypt the coefficient matrixes of the original image. Run the M × N GoL automaton for k generations to
obtain {A1 , A2, . . . , Ak} matrices from the initial random configuration A0.

(2) Given IG is the coefficient matrix in the DWT domain, then a set of {Pl1 , Pl2, . . . , Plk} can be gotten
for the original matrix.

(3) For Plr (r = 1, . . . , m), assume matrix Plr is the input block; while matrix C pr is the scrambled block.
A1 is the first encrypted matrix scrambled with GoL. Set row = 1, col = 1.

(4) If A1 (i , j) = 1, put the value of Pe (row, col), in C pr (i , j). Increment (row, col) to point to the
neighbor in matrix Plr from row to col.

(5) Use the life and death rules of GoL to generate the k-th generation matrix Ak (i , j), replace the
corresponding plaintext coefficients in Plr one by one into the encryption matrix C pr (i , j).

(6) Put the remaining value in Plr into the corresponding C pr (i , j), where Ap (i , j) = 0 and p =
1, 2, . . . , k.

(7) Steps 3, 4, and 5 are used to confuse every independent C pr with the original GoL grid.
Step 3: Perform the one-level DWT transform from the block DCTs for a given JPEG image. The LL

subband is scrambled based on GoL in Step 2.
Step 4: Scrambled content is diffused with the 8D chaotic map and SVD computing to enhance image

security. With the 8D chaotic map, a chaotic sequences RPJ
M×N = {r pJ

1 , r pJ
2, . . . , r pJ

M×N
} is generated, and

then we can get the sequences CPJ
M×N = {cpJ

1 , cpJ
2, . . . , cpJ

M×N
}, where cpi = ceiling ( f pi). Arrange CPJ

M×N =
{cpJ

1 , cpJ
2, . . . , cpJ

M×N
} into an M × N matrix CPJ . Perform SVD on CPJ , then, CPJ = UCP VCP V T

CP .
Step 5: Diffuse each subband with orthonormal matrices UCPK and V T

CPK , as

IJWE =
⎧⎪⎪⎨⎪⎪⎩

UCP IV T
CP , M ≤ N

VCP IU T
CP , M > N

IJW E is the encrypted and watermarked image I JW E .

4 Experiment Results and Security Analysis
The experimental results and security analysis are demonstrated in this section. The proposed scheme

runs with a MATLAB platform on an Intel(R) Core (TM) i5-10500 CPU and 16-GB RAM computer. To show
the effectiveness of the proposed scheme, we used the very popular standard benchmarking gray images
of size 512 × 512, “Peppers, Airplane, Fishing boat, Baboon, and Watch” to carry out the cryptanalyses.
The encrypted images are exhibited in Fig. 4b. Fig. 4c shows the decrypted image with fingerprints. From
the experimental results, according to those encrypted images in Fig. 4b, it is very difficult to get the
original information.

4.1 Perceptual Effect
Generally, to get confidentiality for secure sharing, it should not perceive the original content from the

encrypted object. The watermark information hidden in the images should not be perceived. The watermark
embedding should not impact the visual quality. In the proposed encryption algorithm, the LL subband
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is scrambled with Game of Life. After that, SVD is used to diffuse the permuted image. Fig. 4b shows
the encrypted images. All encrypted images are unintelligible because of noise-like signals. Therefore, the
proposed privacy protection method shows high perceptual security. Fig. 4b,c shows the encrypted and
decrypted results, respectively. All encrypted images are not perceived. Their visual quality is extremely poor.
According to Fig. 4b, the original information cannot be perceptible. Thus, the JWE method can ensure
privacy protection.

(a) (b) (c) (d) (e)

Figure 4: Experimental results: (a) the original images; (b) the encrypted images; (c) decrypted and fingerprinted
images; (d) the grey histogram of the original images; (e) the grey histogram of the encrypted images

4.2 Imperceptibility of Marks
To protect the multimedia content further after the encrypted content is decrypted. The fingerprint

information is embedded when the image is decrypted. To preserve the visual quality of the original content,
the fingerprint information hidden in the image should be imperceptible and perceptually undetectable.
Related experimental results of decrypted fingerprinted images are shown in Fig. 4c. The visual quality of the
watermarked images has not changed apparently. To have verification capability later, it should not perceive
any watermark information from decrypted images. From Fig. 4c, it is apparent that the watermark cannot
be perceived from the decrypted and watermarked images.
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4.3 Resisting Exhaustive Attack
The keys used in the encryption process include: initial values x1, x2,. . ., x8, and control parameters

(ω1, ω2, ω3, ω4, ω5, ω6, ω7). The total key space is about 1016×15 = 10240. Therefore, with a large key space, the
proposed encryption algorithm can resist the brute-force attack.

4.4 Statistical Attack Discussion
1) Histogram attack analysis
To evaluate the encryption effect, histogram attacks should be analyzed. A key part in the DWT domain

is selected to encrypt a JPEG image. The histograms of the encrypted content should be different from their
corresponding original content. Therefore, if all encrypted images have similar histograms, and all of them
are significantly different from their corresponding original histograms, the algorithm is regarded as a good
encryption method. Fig. 4d,e shows the original histograms and their corresponding encrypted histograms,
respectively. Comparing Fig. 4d,e, it can be found that the encrypted histograms are remarkably similar, the
original histograms are different from each other. On the other hand, those similar encrypted histograms
are different from the original ones from Fig. 4d. Therefore, similar encrypted histograms make statistical
attacks difficult. Histogram analysis shows the scheme can resist statistical attacks.

2) Correlation coefficient analysis
Image encryption algorithms should effectively resist statistical attacks based on correlation coefficient

analysis. 3000 pairs (horizontal, vertical, and diagonal) of adjacent pixels were randomly selected from the
image to analyze the correlation between these pixels before and after encryption. From Fig. 5 (left), the
correlation coefficient of the Lena image is high before encryption, the adjacent correlation of the encrypted
Lena image is decreased in Fig. 5 (right), which effectively destroys all the correlations of the original image.
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Figure 5: Correlation analysis: (left) original image; (right) encrypted image

4.5 The Encryption Process Analysis
The unintelligibility of images can be enhanced by the GoL scrambling operation. GoL permutation

based on a single coefficient in the LL subband can achieve the effect of scrambling and diffusion. GoL
permutation of a single coefficient will take 16 times as much as the running time of that GoL permutation of a
4× 4 coefficient block. However, both GoL permutations can get similar unintelligibility of encrypted images
in the DWT domain. Because the SVD diffusion matrices still protect the image, even if the permutation
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operation based on GoL is cracked, the original image information will still not be leaked. The image
encryption comparison is shown in Fig. 6. The SVD diffusion can enhance unintelligibility from Fig. 6e.
Therefore, the proposed encrypted scheme with SVD computing can be applied in areas where confidentiality
is in high demand; otherwise, only the GoL permutation method can meet the unintelligibility request. In the
higher security level, both GoL permutation and SVD diffusion are applied. Even if the GoL permutation is
cracked, a rough sketch of the original image will be revealed; the rough sketch makes the perceptual quality
unacceptable at the higher security level.

(a) (b) (c) (d) (e)

Figure 6: Comparison of encrypted images: (a) plaintext images; (b) images with 4 × 4 block permutation based on
GoL for the LL2 subband; (c) images which are permuted based on GoL by single coefficient permutation in the LL
subband; (d) images which are permuted by 4 × 4 block permutation based on GoL for LL subband; (e) 4 × 4 block
permutation based on GoL in the LL2 subband and SVD diffusion

4.6 Analysis of Gaussian Noise Attack
Normalized correlation (NC) values and bit error ratio (BER) for extracting image watermarks are

tested. Table 1 shows watermark extraction with different intensities of Gaussian noise added to the host
image. Table 1 shows the host image with different intensities of Gaussian noise added, and how it affects the
extracted image watermark. The image watermark is still clear after adding Gaussian noise with a mean of
0.01. Its normalized correlation coefficients are all above 0.78.
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Table 1: Features of extracted watermarks under gaussian noise attack

Gaussian noise Host image Watermark BER NC

0.001
Airplane

Fishing boat
0.2324 0.7846

Baboon 0.0648 0.8506
Watch 0.2236 0.9312

0.005
Airplane

Fishing boat
0.2298 0.7849

Baboon 0.0467 0.8591
Watch 0.2634 0.8905

0.01
Airplane

Fishing boat
0.2137 0.7837

Baboon 0.1267 0.8581
Watch 0.2529 0.8978

4.7 Comparative Analysis of Encryption Efficiency
With the proposed joint watermarking and encryption scheme, important coefficients are chosen to

encrypt. The proposed selective scheme encryption process is shown in Fig. 2. First, the LL subband is chosen
to confuse. The encrypted results are shown in Fig. 6. The LL subband is chosen to encrypt. Here, the single
coefficient is permutated in the LL subband. Only permutation in the LL subband can get unintelligible visual
results. From Fig. 6, all permuted images are not perceptual.

The proposed JWE method is compared with some related research. The considered techniques include
two encryption algorithms [41,42]. Their encryption algorithms have a high time complexity because of the
full encryption. In addition, all security operations are performed in the spatial domain. It is inefficient to
encrypt all pixels for image sharing in social multimedia platforms. Rostami et al.’s image encryption [41]
consists of three steps. Firstly, a one-dimensional chaotic mapping is used to generate a chaotic matrix, and
the image is divided into many blocks. Then, the values of the chaotic matrix are XORed with the values
in each block. Secondly, use one-dimensional logical mapping to generate a pixel matrix that is equal in
size to the length and width of the image, and shuffle the positions of the image pixels. Finally, generate a
new chaotic matrix using the new initial values and perform an XOR operation with the blocks divided by
the image.

Diaconu proposed a cyclic displacement and chaos encryption technique [42], which mainly consists
of two steps. The first step is to convert the pixel values of the original image into an 8-bit binary array, count
the number of 1s, and divide the count by 2 to find the remainder. If the remainder is 0, the binary array is
cyclically shifted to the right by counting bits in the form of a linked list. If the remainder is 1, the binary
array is cyclically shifted to the left by counting bits in the form of a linked list; The second step is to use
logical mapping to generate two encryption matrices equal in size to the length and width of the image, and
then perform two XOR operations with the pixel values of the three color components of the image to obtain
the encrypted image.

The proposed JWE scheme can improve the performance problem through selective important content
permutation and SVD diffusion. Wavelet decomposition makes all security operations perform in parallel.
The permutation and diffusion process in parallel will be faster than the joint encryption/watermarking
algorithm. In the proposed technique, SVD diffusion operation can meet higher security requests. SVD
operation is also revertible, then the decryption will be fast.

In this subsection, the time efficiency is evaluated. For social image sharing, if a privacy protection
algorithm has a higher time complexity, then the algorithm will not be considered a feasible scheme. The
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encryption time is below 0.7 s. Therefore, the JWE scheme has a low time complexity, and it can provide
privacy protection services to social platform users within strict time deadlines.

Encrypt 4 images of the same size using both the above methods and the method described in this
article, and the resulting data is shown in Table 2. From the table, it can be seen that the entropy values of
the proposed algorithm are lower than algorithms in [41] and [42]. From the perspective of time complexity
analysis, the algorithm proposed in this article only takes 0.7 s to encrypt an image, while Rostami’s algorithm
requires 56 s for computation, and Diaconu’s algorithm has a computation time of up to 192 s. By comparing
and analyzing the above two parameters, the algorithm proposed in this paper is significantly superior to the
other two encryption algorithms in run time.

Table 2: Comparison of the encryption algorithms

Image Proposed [41] [42]

Entropy Time (s) Entropy Time (s) Entropy Time (s)
Plane 6.85686331 0.5961 7.99972415 43.0971 7.99971570 158.6377

Baboon 6.72414890 0.6587 7.99972561 42.4773 7.99971582 158.9323
Watch 5.98332156 0.6432 7.99976891 42.1421 7.99978153 159.2884

Peppers 6.25747512 0.6928 7.99972315 47.3456 7.99976258 158.6079

4.8 Algorithms Comparison
The algorithm proposed by Anand et al. is to perform DWT transform on the host image, select its

horizontal and vertical components for singular value decomposition, and then divide the image watermark
into two equal parts multiplied by an incremental factor K and added to two singular value matrices. Then,
the inverse transform is used to obtain the embedded watermark image [43].

The algorithm was used to embed and extract image watermarks for Plane, Baboon, and Watch. The
data obtained is shown in Table 3. The algorithm exhibits good robustness in dealing with some attacks,
which is better than the algorithm proposed in this paper. However, the algorithm’s robustness in handling
cropping attacks and noise attacks is not as good as the algorithm proposed in this paper. Both algorithms
have their advantages, so different watermarking algorithms can be selected for embedding watermarks and
fingerprints in different application fields.

Table 3: Comparison watermark NC value with Anand algorithm

Attack type Proposed [43] Proposed [43] Proposed [43]

Plane Baboon Watch
No attack 0.9995 0.9989 0.9978 0.9908 0.9969 0.9993

Upper left corner
cropping (1/16)

0.9536 0.5523 0.8561 0.2912 0.9826 0.8965

Center cropping (1/16) 0.9851 0.3158 0.9128 0.1891 0.9759 −0.0217
Around cropping (1/8) 0.6752 −0.1561 0.9230 0.1726 0.9745 −0.3612
Salt & pepper (0.005) 0.8636 0.8028 0.8751 0.8327 0.9253 0.8938
Salt & pepper (0.01) 0.8123 0.7102 0.8631 0.6958 0.9189 0.7821
Salt & pepper (0.02) 0.7712 0.5123 0.8230 0.6128 0.9279 0.5587

Gaussian noise (0.001) 0.7905 0.6127 0.8504 0.5736 0.8398 0.4367

(Continued)
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Table 3 (continued)

Attack type Proposed [43] Proposed [43] Proposed [43]

Plane Baboon Watch
Gaussian noise (0.005) 0.7821 0.6539 0.8602 0.6312 0.8968 0.5129
Gaussian noise (0.01) 0.7735 0.6678 0.8728 0.6218 0.8874 0.5357

Table 4 summarizes the roles of the proposed security method and some image security schemes such
as hybrid watermarking and encryption technique in the fractional Fourier transform (FRFT) domain [44],
image encryption scheme in [18], watermarking scheme in [45], and multi-layer security method in [43].
In Table 4, selective encryption means that only the important part, rather than the whole content,
is encrypted.

Table 4: Comparisons of the related schemes

Proposed [18] [44] [45] [43]
Watermarking Yes No Yes Yes Yes

Selective encryption Yes No No No No
Tracing Yes No Yes Yes Yes

Scalability Yes No No No No
Communication security Yes Yes No No Yes

Watermark domain DWT No FRFT DWT&DCT DWT
Compressed domain Yes No No No No
Block DCTs to DWT Yes No No No No
Encryption domain DWT Spatial No No Spatial
Encryption scheme GoL&SVD Chaos No No Chaos

As the existing image security schemes only provide part security protection, a highly comprehensive
security measure is not guaranteed. These schemes are not scalable, and their encryption is performed in the
spatial domain to protect uncompressed spatial domain images. As we all know, compressed multimedia such
as JPEG images is the main medium on social multimedia platforms. Uncompressed multimedia content
sharing on social multimedia platforms will bring about multimedia big data issues. Social multimedia plat-
forms will suffer heavy computational and communication burdens in the case of numerous uncompressed
images. For a secure social image-sharing method, the scheme should be sensitive to scalability so that
the fingerprinted content can be protected according to the security requirements. This can be achieved
by introducing scalable joint encryption and fingerprinting for social JPEG images. Most importantly, the
proposed fast transformation from block DCTs to DWT can not only protect JPEG images in the compressed
domain but also improve the performance of the proposed security algorithm.

5 Conclusion
The JWE algorithm is proposed for JPEG image sharing in multimedia social platforms to focus on the

privacy problem. With the JWE method, full decoding of JPEG images can be avoided through DWT from
block DCTs. This fast transformation can save running time for some secure operations. The encryption
includes selective GoL permutation and further diffusion with SVD computing. Selective permutation,



2944 Comput Mater Contin. 2025;83(2)

which can meet fast requests in multimedia social platforms, encrypts important parts. The research will help
the development of related areas such as secure multimedia storage systems and multimedia communication.
Related analysis shows that the proposed scheme can not only resist brute-force attacks and histogram attacks
but also owns visual security. Furthermore, because only the important parts are chosen to encrypt, it has a
lower time complexity than those encryption schemes in the spatial domain. Finally, the time efficiency of
the JWE scheme is desirable, so it is a suitable candidate technology for privacy protection in multimedia
social platforms.

In the future, the authors will research new challenges of social JPEG image distribution. The main
research direction will be secure content sharing to avoid the effects of multimedia big data.
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