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ABSTRACT: With cloud computing, large chunks of data can be handled at a small cost. However, there are some
reservations regarding the security and privacy of cloud data stored. For solving these issues and enhancing cloud
computing security, this research provides a Three-Layered Security Access model (TLSA) aligned to an intrusion
detection mechanism, access control mechanism, and data encryption system. The TLSA underlines the need for
the protection of sensitive data. This proposed approach starts with Layer 1 data encryption using the Advanced
Encryption Standard (AES). For data transfer and storage, this encryption guarantees the data’s authenticity and secrecy.
Surprisingly, the solution employs the AES encryption algorithm to secure essential data before storing them in the
Cloud to minimize unauthorized access. Role-based access control (RBAC) implements the second strategic level,
which ensures specific personnel access certain data and resources. In RBAC, each user is allowed a specific role and
Permission. This implies that permitted users can access some data stored in the Cloud. This layer assists in filtering
granular access to data, reducing the risk that undesired data will be discovered during the process. Layer 3 deals with
intrusion detection systems (IDS), which detect and quickly deal with malicious actions and intrusion attempts. The
proposed TLSA security model of e-commerce includes conventional levels of security, such as encryption and access
control, and encloses an insight intrusion detection system. This method offers integrated solutions for most typical
security issues of cloud computing, including data secrecy, method of access, and threats. An extensive performance
test was carried out to confirm the efficiency of the proposed three-tier security method. Comparisons have been
made with state-of-art techniques, including DES, RSA, and DUAL-RSA, keeping into account Accuracy, QILV, F-
Measure, Sensitivity, MSE, PSNR, SSIM, and computation time, encryption time, and decryption time. The proposed
TLSA method provides an accuracy of 89.23%, F-Measure of 0.876, and SSIM of 0.8564 at a computation time of
5.7 s. A comparison with existing methods shows the better performance of the proposed method, thus confirming the
enhanced ability to address security issues in cloud computing.
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1 Introduction
As regards conventional local storage, cloud computing provides greater flexibility, affordability, and

access to data. The character of data storage in cloud computing differs is unique since it does not involve
the use of major facilities but can be charged based on the volume of use. Moreover, the Cloud information
can be accessed anywhere, making the system more flexible and proficient for traversing divisional teams.
The improved reliability of Cloud data depends on several methods, including the use of encryption levels
and authorized restrictions. It not only helps to protect from various threats such as data breaches, malware
attacks, and several unauthorized access attempts, but it also enhances the system’s immunity against virus
attacks. The biggest threats to cloud-stored data are the threat of access by unauthorized personnel, data
leakage, and data loss. The proposed TLSA model mitigates these challenges by providing a layered security
wall comprising encryption mechanisms and intrusion detection systems to deal with these threats. The
three-tier strategy improves scalability and redundancy by integrating the concept of redundancy and fault
tolerance in improving cloud infrastructure [1].

Moreover, integrating RBAC enhances access management’s usefulness as it accurately controls user
rights. In the age where many industrial systems are getting connected to the Internet, they are prone to
many security threats. Security devices such as intrusion detection systems (IDSs) are becoming important
in defending industrial infrastructures against identified malicious activities. Several studies on IDS that
integrated signature-based and anomaly-based systems showed that the latter was more efficient [2]. When
IDS is implemented at the third network layer, it is feasible to identify and prevent dangerous activities. The
three-tier strategy also promotes compliance with safety regulations and laws in the workplace. It can show
that an organization is committed to protecting an individual’s data and following policy regulation standards
prescribed by specific industry bodies by having several layers of protection.

1.1 Overview of Cloud Computing and Its Security Challenges
Cloud computing allows businesses to rapidly and smoothly get the right of entry to computing assets

that include networks, applications, services, servers, and storage. Nevertheless, the significant advantages
of cloud computing are scalability, cost-effectiveness, flexibility, and others. These concepts lead to security
issues that need to be resolved to protect the privacy integrity and availability of resources and data [3].

• Data Protection and Privacy: This poses a challenge in cloud computing due to the latent risks associated
with unauthorized access, data breaches, or data loss when data is managed on remote servers managed
by cloud service providers (CSP).

• Identity and Access Management: Managing security requires managing user identities and restricting
access to cloud resources. Reducing the risk of illegitimate access and unauthorized privilege escalation
requires sound identity and access management best practices, such as strong user authentication,
flexible RBAC, and constant access auditing [4].

• Data Encryption: To improve security and reduce the chances of being accessed and attacked by
unauthorized persons, data is encrypted and stored in the Cloud. However, its usage has certain
drawbacks—sometimes, it is complicated to regulate encryption keys and guarantee safe representations
of keys.

• Cloud Application Security: It is important to avoid threats that attackers can exploit. It is best to use tight
means of authentication and authorization in cloud applications to avoid cases of illegitimate access [5].

To address these cloud security concerns, organizations must complete their cloud security initiatives
with the risk assessment and management approach. As cloud computing progresses, tackling the problem
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of cloud security and promoting a safe environment demands integration between enterprises and cloud
service providers.

1.2 Importance of Secure Algorithms for Cloud Security
For organizations to ensure their measures work, secure algorithms must first be in place. From the

study of literature, the following main arguments underline the importance of current secure algorithms for
cloud security:

• Confidentiality and Data Protection: The secure technologies of Elliptic Curve Cryptography, RSA, and
Advanced Encryption Standard (AES) can be used to show the importance of data security in cloud
computing [6].

• Authentication and Access Control: Other means to verify the identity of the users, and get access to the
cloud services via tight measures include secure protocols such as Transport Layer Security (TLS) and
digital signatures [7].

• Key Management: Due to secure algorithms, activities that include key creation, distribution, storage,
and revocation are easily simplified. According to papers, intense key management is required to ensure
encryption keys are processed safely in the Cloud and prevent unauthorized access [8].

• Intrusion Detection and Prevention: IDS/IPS employs strong algorithms to detect and prevent security
threats or threats in the cloud environment [9].

• Performance and Efficiency: Thus, aspects such as the performance and efficacy of present-day secure
algorithms in cloud systems are more relevant. It also includes performance, computational complexity,
encryption/decryption time, and resources [10].

1.3 Data Integrity and Privacy in Cloud Computing
Maintenance of data quality, consistency, and reliability plays a significant role in cloud computing.

To maintain data integrity, issues such as unwanted modifications, tampering, and value checking, must be
considered. Implement certain security features like authentication, authorization, and auditing to guard data
integrity and privacy in cloud resources [9–12]. In case, the sharing of resources is important, data privacy
takes a serious hit in the cloud-computing environment. Accessing of sensitive information by unwanted
entities is prevented by the execution of technologies such as data anonymization, data masking, and data
encryption [13–15]. SSL/TLS and all the other data transfer security protocols are a must if data is to be
protected from leakage and interference during transfer. Legal requirements are crucial while dealing with
data to ensure the correct procedure is followed. This helps to meet the set legal measures such as GDPR
or HIPAA compliance. Cloud providers must retain transparency and accountability to provide insight into
data processing, and security measures the customers implement. Measures of data backup and data recovery
are important to maintain the data’s integrity and security. In case of data loss [16] or system failure, it’s crucial
to maintain business operations [17,18].

1.4 Purpose and Objectives of the Paper
How companies handle data is significant and has been transformed through cloud computing. Cloud

computing technology is an excellent approach to delivering the highest scalable, cost-efficient, and flexible
computing with the help of remote servers and diffused computing ingredients. In order to maintain the
confidentiality, integrity, and availability of information, many security aspects concerning the use of cloud
services [19] have to be considered. One of the main problems of cloud computing is data security. The
threat of data vulnerability has become a significant problem in cloud computing. Cloud providers share
security certifications, security incident response efficiency, and open security policies, and they have a
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reasonably significant role in implementing the security of their platforms and services [19,20]. Although
cloud computing offers advantages, like being cost-efficient, productive, and reliable, organizations must
always watch out for threats and protect their data and systems [21,22]. However, to make the best use of cloud
technology’s opportunities, businesses must recognize several features specific to the cloud environment and
provide reliable protection for sensitive information [23,24].

The subsequent sections encompass the remaining content of this paper: This paper examines the secu-
rity research in the context of cloud computing in Section 2. Section 3 describes the nature of the dataset
utilized in the study and the feature extraction and pre-processing step of the presented method. The
following section describes the prediction method of stroke. Section 5 performs the comparative study of
the evaluation parameters of the proposed method against the baseline methods. The last section contains
the conclusion.

2 Related Work
Personal computing and organizational use, and the collaborative network and hybrid cloud distribu-

tion model, as depicted in Fig. 1, are demonstrated. Attention is paid to access control methods, including
mandatory access control, role-based access control, and discretionary access control [25]. The proposed
approach is used for availability and integrity—to provide users with easy access and efficient performance
execution while ensuring confidentiality.

Figure 1: Overview of cloud computing

Fig. 1 explains the Cloud Concept by analyzing the Overview of Cloud Computing. It concentrates
on providing computing resources, especially servers, storage, and applications, as services are accessible
through the Internet. Three approaches to cloud computing, known as IaaS, PaaS, and SaaS service delivery
models, explain cloud computing. Authors in [25] propose a revolutionary Cryptographic Role Engineering
(CRE) approach to solve security issues in organizations. In contrast with the previous encryption models
that employ El-Gamal, Baillier, and Benaloh techniques in [26], the introduced model utilizes SPHE for both
the encryption of data and the computation of the encrypted data, enhancing security. In a cloud context that
improves access control and database privacy, SPHE is implemented in conjunction with a role-based user
policy. This model is deployed in an Amazon Web Service environment of Elastic Beanstalks (EB). In [27],
authors take a closer look at cloud computing opportunities besides Virtual Reality, Augmented Reality,
and Metaverse. As the requirement for computation rises, the data owners shift towards the remote server
to obtain computation. However, having multiple tenants on the same Cloud brings issues with access to
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unauthorized personnel and probing of the networks. H-IDS is the host-based intrusion detection system
proposed in [28] to protect virtual machines in cloud computing. The NSL-KDD dataset is used to train
and test the model, and simulation proves satisfactory for approximately 97.51% of attack detection against
normal states.

In this work [29], the authors present the IBET model of Identity-Based Encryption Transformation
to address the key difficulty of sharing encrypted data with a more extensive audience than the intended
recipients. This IBET model perfectly integrates Identity Based Encryption (IBE) and Broadcast Encryption
(IBBE) methods. For addressing data security in cloud-based applications, the paper presents a proposed
cryptographic model called Autonomous Path Identity-Based Broadcast Proxy Re-Encryption (APIB-BPRE)
but in a different setting. Evaluating and comparing APIB-BPRE reveals that it is effectively applied to
practical engineering problems. In [30], authors enhance the security of data stored in cloud storage
systems using trust models in conjunction with cryptographic role-based access control (RBAC) schemes.
Considering inheritance and role hierarchy, these trust models enable owners and roles to assess each user’s
and role’s trustworthiness inside the RBAC system.

The research gap lacks a holistic security framework that addresses data encryption, access control,
and intrusion detection in cloud computing environments. While some papers discuss Role-Based Access
Control (RBAC), there is a research gap in the comprehensive coverage of user roles and permissions,
especially in dynamically changing cloud environments. The proposed research addresses the challenges of
evolving user roles and permissions in the realm of cloud security. This research introduces a comprehensive
three-tier security framework that focuses on enhancing cloud computing security through the integration of
Advanced Encryption Standard (AES)-based encryption, Role-Based Access Control (RBAC), and Intrusion
Detection Systems (IDS). Motivated by the imperative need to fortify cloud data security, our proposed
method employs AES as the cornerstone for first-layer data encryption.

3 Working of Proposed Method TLSA

3.1 Components and Layers of the Algorithm
3.1.1 First Layer: Data Encryption

AES strengthens data authenticity and secrecy, meaning the encryption algorithm is computationally
secure from brute force attacks. These are encryption features: data at rest and data in transit so that the
wrong people cannot intercept or modify the various forms of information. AES also opts for fast data
encryption and decryption rate, which is important for large-scale cloud applications. Its features encrypt
data at rest and in transit, making it impossible for the wrong force to breach the information. This layer
focuses on protecting data using encryption methods such as asymmetric encryption (such as RSA) or
symmetric encryption (such as AES). This technology converts the original data into an encrypted version
while maintaining confidentiality through mathematical operations and encryption algorithms. Efficient key
management is essential for secure encryption. The algorithm includes mechanisms to generate encryption
keys and securely transmit them to authorized parties. Key management strategies are employed to safeguard
the integrity and confidentiality of cryptographic keys.

3.1.2 Second Layer: Access Control
Depending on their roles and responsibilities, the user can access cloud resources through this layer,

which controls and manages this access. RBAC provides a versatile and scalable method for creating and
implementing access controls. Depending on user roles and the permissions associated with those roles,
the algorithm combines RBAC techniques to grant or restrict access privileges. Trusted authentication
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techniques such as username/password, biometric authentication, or multi-factor authentication are imple-
mented to confirm the identity of users accessing the cloud environment. Authorization techniques, such as
attribute-based access control (ABAC) and access control lists (ACL), define the extent of access granted to
authorized users.

3.1.3 Third Layer: Intrusion Detection and Prevention
Before presenting the proposed methods, the paper conducts a comprehensive review of related work in

the field of Intrusion Detection. Some concerns for traditional machine learning and deep learning models
are the lack of labeled data and the disparity in data distribution that characterizes ICNs. DTL is a potential
solution to transfer knowledge from pre-trained models to target tasks with little training data. The paper
introduces IDS types (anomaly, signature, and hybrid) and overviews potential issues that arise during their
application to ICNs. A schematic block diagram of the proposed method, the Three-Layered Security Access
(TLSA) Model, is shown in Fig. 2.

Figure 2: Block diagram of TLSA

3.2 Algorithm of Proposed Method—TLSA
3.2.1 First Layer: Data Encryption

Encryption Techniques and Algorithms Used: This layer employs the AES encryption algorithm, as
shown in Fig. 3, a symmetric key cryptographic algorithm widely used for secure data encryption. It starts
with adding the first round key, known as the round key (0). Much about a decision point, it looks into a
question as to whether the current round, ‘i’, is equal to the total number of rounds, “Nr.” If not, the encryption
process will take three steps. However, despite the Data Encryption Standard (DES) comprising 16 rounds
of operation, four primary operations bear mentioning: sub bytes, shift rows, mix columns, and ultimately,
adding the round key. If yes, only two operations are performed, sub-byte and shift rows, and then the last
round key (round key (Nr)) is added. The final step is the output of the ciphertext, often referred to as the
encrypted result. The complete Algorithmic details are given in Appendix A as 3.3.1.
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Figure 3: Advanced encryption system

3.2.2 Second Layer: Access Control—RBAC (Role-Based Access Control)
Fig. 4 illustrates Role-Based Access Control (RBAC) in access control. The process ensures that only

those employees with the right roles will request the proper Permission to connect to the system.

Figure 4: Second layer: access control—role-based access control (RBAC)

In this model, the user authenticates to affirm his identity and authorize his or her access with roles. It
then verifies the user’s position and his or her authorization level. This enables to allow or deny him or her,
the given resource. Such an approach forms the system to ensure that only authorized users can run jobs and
are considered appropriate by their status. RBAC is a broadly used access control model that grants users
permissions based on their assigned roles, as shown in Fig. 4. The RBAC implementation includes multiple
steps, as shown in Appendix A, which are 3.3.2.

3.2.3 Third Layer: Intrusion Detection Systems (IDS)
Intrusion Detection Systems (IDS) Implementation: IDS are security mechanisms that detect and

respond to potential intrusions or malicious activities, as shown in Fig. 5. The IDS implementation includes
multiple steps, as shown in Appendix A, such as 3.3.3.
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Figure 5: Third layer: intrusion detection systems (IDS)

4 Evaluation and Performance Analysis

4.1 Experimental Setup
The experimental setup specification used for implementation and performance evaluation configured

to specific parameters/conditions given in Section 4.1. Experimental setup configuration given in Table 1.

Table 1: Detail of experimental setup

Category Details
CPU: Intel Xeon E5-2678 v3 (12 Cores, 24 Threads)

Hardware specifications RAM: 32 GB DDR4
Storage: 1 TB SSD (NVMe) for faster I/O operations

Platform: AWS EC2 Instances
Region: US-East (N. Virginia)

Cloud platform setup Instance type: m5.xlarge (4 vCPUs, 16 GB RAM)
Virtualization: Xen/AMI-based virtualization

Security configurations: VPC, Subnets, Security Groups, and IAM Roles for
access control

4.2 Performance Metrics
The performance metrics are often used to evaluate the quality and effectiveness of various algorithms.

The following performance metrics are used in this paper:
• SSIM (Structural Similarity Index): It measures the structural similarity between images. It assesses how

well the structural information in an image is preserved after processing.

SSIM (x , y) = (2 ∗ σ x y + C2) ∗ (2 ∗ μx ∗ μy + C1)
(μx2 + μy2 + C1) ∗ (σ x2 + σ y2 + C2) (1)

In (1), x, y are the input and processed images, μx, μy are the means of x and y, Standard deviations of x
and y is σx, σy, Covariance of x and y is σxy, C1 and C2 are constants to stabilize the division.

• QILV (Quality Index of Luminance and Visibility): QILV is a metric that assesses the quality and visibility
of important features in an image.

QILV (x , y) = (μx ∗ μy + k)
(μx2 + μy2 + k) (2)

In (2), x and y are the input and processed images, means of x and y are μx and μy, k is a constant.
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• Precision (%): Precision is a metric used in classification tasks. The percentage of total expected positive
cases is measured precisely by the percentage of expected positive cases.

Precision = (True Positives)/(False Positives + True Positives) (3)

• Sensitivity (%): Sensitivity is the ratio between accurately predicted positive cases and the total number
of positive cases that occurred.

Sensitivity = (True Positives)/(True Positives + False Negatives) (4)

• F-Measure (%): The harmonic mean of Sensitivity and precision is known as F-measure. Classification
functions use it to find a trade-off between recall and precision.

F −Measure = (2 ∗ Precision ∗ Sensitivity)/(Precision + Sensitivity) (5)

• PSNR (Peak Signal-to-Noise Ratio): PSNR is a statistic used to evaluate the quality of image noise
reduction or compression. Calculates the ratio between the highest possible signal strength and the
strength of the signal causing noise.

PSNR = 10 ∗ log 10
⎛
⎝
(Max2)

MSE
⎞
⎠

(6)

In (6), the maximum pixel value, typically 255 for 8-bit images, is denoted by Max.
• MSE (Mean Squared Error): MSE measures the mean squared difference between the pixel values of the

original and processed image.

MSE = (1/N) ∗ Σ(x − y)2 (7)

In (7), the total number of pixels is N. The pixel values of the original and processed image at a given
location are represented by x and y.

• Accuracy (%): A classification statistic called accuracy calculates the proportion of accurately predicted
occurrences to all instances.

Accuracy = (Correct Predictions)/(Total Predictions) (8)

• Computation Time (s): Computation time measures how long a specific operation or algorithm takes to
process the data, typically in seconds.

5 Performance Analysis of the Algorithm
Fig. 6 shows the time it takes to perform encryption using different encryption algorithms for various

key sizes. As the key size increases to 10 bits, TLSA and DES remain the fastest, but their encryption times
have increased significantly. RSA and DUAL-RSA, asymmetric encryption algorithms, show a much more
significant increase in encryption time than symmetric algorithms like TLSA and DES. TLSA, using a 50-bit
key, completes the encryption process in 2.86 s, while DES takes 2.93 s, DUAL-RSA 3.23 s, and RSA 4.87 s.

The comparison reveals that symmetric encryption methods such as DES and TLSA outperform
asymmetric encryption algorithms such as DUAL-RSA and RSA, especially with large key sizes. In addition,
the encryption time of RSA and DUAL-RSA is significantly affected by the key size, making them slower
than TLSA and DES for larger key sizes.
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Figure 6: Encryption time comparison

For minimum key sizes, TLSA—Proposed method, DES, RSA, and DUAL-RSA all decrypt the data
in Fig. 7 in about 0.05 s, which means they are all fast and have comparable decryption speeds. Although
TLSA and DES are relatively fast compared to RSA and DUAL-RSA, decryption times increase as the key size
approaches 10 bits. TLSA and DUAL-RSA emerged as the slowest decryption options, with TLSA requiring
2.89 s and DUAL-RSA 5.07 s. RSA follows with 4.99 s, but DES is the fastest with 1.98 s. Even with a key size
of 100 bits, TLSA decryption is still somewhat slow, taking 4.7 s. The comparison indicates that symmetric
encryption algorithms like DES and TLSA tend to be faster for decryption than asymmetric encryption
algorithms like RSA DUAL-RSA [31]. As the key size increases, the decryption times for all algorithms also
increase, but the relative performance remains consistent.
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Figure 7: Decryption time comparison

To compare the performance of different encryption methods, several parameters have been employed
to measure different aspects of encryption from [32,33]. F-Measure considers both precision and recall to
measure encryption reliability where there is an imbalance of the data. Sensitivity evaluates the encryption
method and how well it identifies all the important data that needs to be encrypted. MSE measures the level of
encrypted and original data. According to the current research, the data quality after decryption using PSNR
is studied. Validating SSIM focuses on checking perceived similarity in encryption output. Computation
Time gives the time taken to perform the encryption in a given method.

Table 2 compares different encryption methods based on various evaluation metrics. DUAL-RSA
performs well across various metrics, balancing quality, accuracy, and speed well. TLSA and DES also
perform reasonably well, while RSA lags in quality and accuracy. Table 3 compares access control models
based on layer 2 of the proposed method.
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Table 2: Performance analysis of encryption methods

Methods Accuracy (%) QILV F-Measure (%) Sensitivity (%) MAP PSNR (dB) SSIM Computation time (s)
DES 92.55 0.8456 0.879 0.865 3.4 66.52 0.8431 5.2

TLSA 89.23 0.9042 0.876 0.853 3.5 65.32 0.8564 5.7
RSA 82.65 0.8992 0.848 0.826 3.9 62.12 0.8241 6.5

DUAL-RSA 93.48 0.9098 0.912 0.894 3.2 68.23 0.8896 3.5

Table 3: Comparison of access control models

Access
control
model

Access granted Access permissions Security
implications

Examples

DAC Based on the
user’s

identification

The access control list defines
permissions.

Simple to attack and
exploit

Old versions of
Windows/UNIX

MAC System
administrator

The administrator has complete
control over altering an object’s
and the user’s security clearance.

Vulnerable to
exploit

Military
applications

RBAC Depending on
the role that a

system
administrator

has allocated to
a user

An administrator grants a user a
position with predetermined
system privileges and rights.
Once given a role, a user can
only access system resources

and carry out the tasks listed in
the assigned role. Additionally,

the system administrator
centrally oversees the tasks

assigned to users.

Compared to the
MAC and DAC

variants, they are
more secure and

durable

Microsoft Azure,
Google Cloud, Most

of the enterprise
applications

6 Scalability Testing
The scalability test of the Triple Layered Approach for Mitigating Security Risks in the Cloud shows

how the system responds to workloads of 100, 1000, and 10,000 users in Fig. 8, which shows trends. From
500 users, latency increases steeply from 50 to 350 ms in Fig. 8a, suggesting system bottlenecks for higher
workload levels. It becomes apparent that computational requirements have increased from 100 to 10,000
users, from consuming 30% of the CPU to 85% in Fig. 8b. Likewise, memory usage in Fig. 8c increases
from 40% to 95% due to the growing need for memory-bound operations in the system. The error rate
also increases from 0.5% at 100 users to 3.8% at 10,000 users in Fig. 8d, which indicates that the system’s
reliability is affected when the system is under pressure. It also underlines current trends to focus on resource
management in general and performance in particular, as well as the determination of system thresholds for
large-scale workloads.
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Figure 8: Scalability test of the triple layered approach for mitigating security risks for 100, 1000, and 10,000 users

7 Conclusion
Focusing on data encryption, access management, and intrusion detection systems (IDS), a three-

layer secure technique is proposed for cloud security in this paper. This technology uses IDS for intrusion
detection, RBAC to control access, and Advanced Encryption Standard (AES) to encrypt data. AES encryp-
tion protects Sensitive data during storage and transmission in the Cloud. AES, a well-known and trusted
encryption technology, maintains the security and integrity of data while reducing the possibility of illegal
access. RBAC, the second layer of the algorithm, provides a systematic method for access control. RBAC
secures specific data in the Cloud by allocating roles and specifying pertinent permissions, limiting access to
only permitted ones. This layer improves security by imposing stringent access controls based on roles and
responsibilities. The intrusion detection system (IDS), which examines network traffic and system records for
security breaches and malicious activities, is the attribute of the third layer of the algorithm. This three-layer
security algorithm deals with security concerns related to cloud computing, successfully guarding against
hostile actions, illegal access, and data breaches.

When the proposed method, TLSA, was compared against the current approaches—DES, RSA,
and DUAL-RSA—it produced impressive results on several performance criteria. Notably, the suggested
approach performs better in accuracy, Sensitivity, F-Measure, MSE, signal maximum, QILV, SSIM, PSNR,
computation time, and accuracy. The proposed method performed the best, DUAL-RSA, and has the greatest
SSIM of 0.8896, indicating that the encoded data’s structural similarity is optimally preserved. Moreover,
it has the greatest QILV (0.9098), demonstrating its exceptional visual coding performance. The DUAL-
RSA’s dependability is further supported by precision and sensitivity tests, which show that it has the lowest
rates of false positives (87.9%) and false negatives (89.4%), with the greatest F-Measure (91.2%). Together
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with its efficiency, our suggested technique has an accuracy rate of 93.48%, which makes it a complete and
practical solution for cloud computing security. A weakness of the proposed method of enhancing data
security is that the DUAL-RSA algorithm forms the core part of the three-layer security system. As can
be observed, the average response time of DUAL-RSA is higher than that of TLSA and DES. However,
its computation complexity makes its overhead relatively high for a resource-constrained environment.
Moreover, the choice of one particular cryptographic technique could restrain innovation and portability
to modern cryptographical methods or risks. This could become troublesome, especially in environments
where the cloud setup is dynamic, scalable, and agile.
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Appendix A
Algorithms details:
Section 3.3.1:
Advanced Encryption Algorithm: The round keys are generated form the initial encryption key using

the Key Expansion algorithm of AES. Initial round which take the plaintext and an XOR is done between the
plaintext and first round key. In each round it has SubBytes (byte substitution using the S-Box), ShiftRows
(cyclic shifts in row wise), MixColumns (column mixing for diffusion) and AddRoundKey (XOR with
round key).

Key Expansion Algorithm: KeyExpansion expands the key from its initial size (128, 192, or 256 bits).
SubWord, RotWord, and Rcon are helper functions used for transformations and round constant application.

Ke yEx pansion (Ke y, RoundKe y) ∶
Input∶Ke y (initial encr yption ke y)

(Continued)



732 Comput Mater Contin. 2025;83(1)

Output∶RoundKe y (set o f round ke ys)
RoundKe y [0] = Ke y
f or j = 1 to Nr∶
T = RoundKe y [ j − 1]
i f j mod Nk == 0∶

T = SubWord (RotWord (T)) XOR Rcon [ j/Nk]
el se i f Nk > 6 and j mod Nk == 4∶

T = SubWord (T)
RoundKe y [ j] = RoundKe y [ j − Nk]XOR T

Initial Round Algorithm: Initial Round performs an initial XOR operation between the first round key
and the input data block.

InitialRound (State , RoundKe y) ∶
Input∶ State (input data block) , RoundKe y ( f irst round ke y)
Output∶ State (modi f ied data block)
State = AddRoundKe y (State , RoundKe y)

SubBytes Algorithm: SubBytes performs a byte-level substitution operation using a predefined substi-
tution table (S-Box). SubByte(byte) replaces a byte with a corresponding value from the S-Box.

SubBytes (State) ∶
Input∶ State (input data block)
Output∶ State (modi f ied data block)
f or each byte in State∶

byte = SubByte (byte)

ShiftRows Algorithm: ShiftRows cyclically shifts the bytes in each row of the data block to the left based
on their row index.

Shi f tRows(State)∶
Input∶ State (input data block)
Output∶ State (modi f ied data block)
f or each row in State∶

row = Shi f tRow (row)

MixColumns Algorithm: MixColumns Algorithm performs a matrix multiplication operation on each
column of the data block using a predefined matrix.

MixColumns (State) ∶
Input∶ State (input data block)
Output∶ State (modi f ied data block)

(Continued)
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f or each column in State∶
column = MixColumn (column)

AddRoundKey Algorithm: AddRoundKey performs an XOR operation between the round key and the
current state.

AddRoundKe y (State , RoundKe y) ∶
Input∶ State (input data block) , RoundKe y (round ke y)
Output∶ State (modi f ied data block)
State = State XOR RoundKe y
Round (State , RoundKe y) ∶
Input∶ State (input data block) , RoundKe y (round ke y)
Output∶ State (modi f ied data block)
SubBytes (State)
Shi f tRows (State)
MixColumns (State)
AddRoundKe y (State , RoundKe y)

AES (Pl aintext, Ke y) ∶
Input∶ Pl aintext (input data block) , Ke y (encr yption ke y)
Output∶Ciphertext (encr ypted data block)
1. Ke yEx pansion (Ke y, RoundKe y)
2. State = Pl aintext
3. InitialRound (State , RoundKe y [0])
4. f or i = 1 to Nr − 1∶

Round (State , RoundKe y [i])
5. Round (State , RoundKe y [Nr])
6. Ciphertext = State

Section 3.3.2
User and Role Management: AssignRole(user, Roles) is a helper function that assigns a role to a user

based on defined rules and policies. It assigns roles to users based on predefined rules and policies.

AssignRol es(Users, Rol es)∶
Input∶Users (set o f users) , Rol es (set o f rol es)
Output∶UserRol es (mapping o f users to rol es)

f or each user in Users∶
UserRol es[user] = AssignRol e(user, Rol es)

1. Permission Assignment: AssignPermission(role, Permissions) is a helper function that assigns specific
permissions to a role. It assigns permissions to roles based on predefined rules and policies.
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AssignPermissions(Rol es, Permissions)∶
Input∶Rol es (set o f rol es) , Permissions (set o f permissions)
Output∶Rol ePermissions (mapping o f rol es to permissions)

f or each rol e in Rol es∶
Rol ePermissions [rol e] = AssignPermission (rol e , Permissions)

2. Authorization: Authorization relies on the mappings from UserRoles and RolePermissions. It verifies
whether a user has the necessary permissions to access a specific resource. Authorization relies on
the mappings from UserRoles and RolePermissions. Authentication Mechanisms are used to verify the
identity of the user prior to granting access.

IsAuthorized (User, Resource , Permission) ∶
Input∶ User, Resource , Permission (requested permission)
Output∶Bool ean (true i f the user is authorized , f al se otherwise)
rol e = UserRol es [User]
permissions = Rol ePermissions [rol e]
i f Permission in permissions∶

return true
el se∶

return f al se

AuthenticateUser (User, Credential s) ∶
Input∶User (user requesting access) , Credential s (user′s credential s)
Output∶Bool ean (true i f authentication succeeds, f al se otherwise)

UserRol es [user] = AssignRol e (user, Rol es)
Rol ePermissions [rol e] = AssignPermission (rol e , Permissions)
IsAutorized (User, Resource , Permission) = (Permission ∈ Rol ePermissions [UserRol es [user]])
AuthenticateUser (User, Credential s) = (Authentication succeeds)

Section 3.3.3:
System Monitoring: It Monitors system events to detect potential intrusions or anomalies and generates

alerts. AnalyzeEvents(Events) is called to analyze events and identify potential issues.

MonitorSystem (Events) ∶
Input∶Events (set o f system events)
Output∶Al erts (set o f generated al erts)
//Per f orm system monitoring and anal ysis o f events
Al erts = Anal yzeEvents (Events)

Event Analysis: It analyzes each system event to detect potential intrusions or anomalies and generates
appropriate alerts. IsIntrusion(event) determines if a specific event indicates a potential intrusion or anomaly.
GenerateAlert(event) creates an alert when an intrusion or anomaly is detected.
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Anal yzeEvents (Events) ∶
Input∶Events (set o f system events)
Output∶Al erts (set o f generated al erts)
Al erts = {}
f or each event in Events∶

i f IsIntrusion (event) ∶
al ert = GenerateAl ert (event)
Al erts.add (al ert)

return Al erts

Triple Layer Secure Algorithm:

System∶
Input∶ User credential s, resource requests, system events

Output∶Authentication status, access control response , al erts f or intrusions
1. User Database∶

Users = {
"user1"∶ {"password"∶ "password1", "rol e"∶ "admin", "permissions"∶ ["read", "write"]} ,
"user2"∶ {"password"∶ "password2", "rol e"∶ "user", "permissions"∶ ["read"]}
}

2. AES Encr yption and Decr yption∶
AES_Encr ypt (data, ke y) ∶

Input∶ data (pl aintext) , ke y (encr yption ke y)
Output∶ nonce , cipher, tag
cipher_ob j = AES .new (AES_MODE_A, ke y)
nonce = cipher_ob j.nonce
cipher, tag = cipher_ob j.encr ypt (data)
return nonce , cipher, tag

AES_Decr ypt (nonce , cipher, tag , ke y) ∶
Input∶ nonce , cipher, tag , ke y
Output∶ pl aintext
cipher_ob j = AES .new (ke y, AES_MODE_A, nonce = nonce)
pl aintext = cipher_ob j.decr ypt_and_veri f y (cipher, tag)
return pl aintext

3. Intrusion Detection System (IDS) ∶
Anal yzeEvents (event) ∶

Input∶ event (system event)
Output∶Bool ean (true i f intrusion detected , f al se otherwise)
i f "attack" in event∶

return true
el se∶

return f al se
(Continued)
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4. User Authentication∶
AuthenticateUser (username , password) ∶

Input∶username , password
Output∶Bool ean, Message
i f username in Users and Users [username] [′password′] == password∶

return true, "Success f ul Login"
el se∶

return f al se , "Fail ed Login"
5. Resource Access Control ∶

AccessResource (username , resource) ∶
Input∶username , resource
Output∶Message , Status Code
i f username in Users∶

user = Users [username]
i f "admin" in user [′ rol e′] ∶

return f "Admin has access to {resource} ", 200
el i f resource in user [′ permissions′] ∶

return f "{username} has access to {resource} ", 200
el se∶

return f "Access denied f or {username} to {resource} ", 403
el se∶

return"User not f ound", 404
6. Fl ask Appl ication∶

Initial izeApp()∶
ke y = GenerateRandomKe y(16) #Generate AES encr yption ke y

StartFl askApp() #Run the Fl ask appl ication
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