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ABSTRACT: Low data encryption efficiency and inadequate security are two issues with the current blockchain cross-
chain transaction protection schemes. To address these issues, a blockchain cross-chain transaction protection scheme
based on Fully Homomorphic Encryption (FHE) is proposed. In the proposed scheme, the functional relationship is
established by Box-Muller, Discrete Gaussian Distribution Function (DGDF) and Uniform Random Distribution Func-
tion (URDF) are used to improve the security and efficiency of key generation. Subsequently, the data preprocessing
function is introduced to perform cleaning, deduplication, and normalization operations on the transaction data of
multi-key signature, and it is classified into interactive data and asset data, so as to perform different homomorphic
operations in the FHE encryption stage. Ultimately, in the FHE encryption stage, homomorphic multiplication and
homomorphic addition are used targeted for the interactive data and asset data, thereby reducing the computational
complexity and enhancing the FHE encryption efliciency. The significance of the proposed scheme is proved by
experimental results: Firstly, the multi-key generation function and its specific sampling method and transformation
ensure the security and efficiency of key generation. Data preprocessing can also accelerate the FHE encryption process
by eliminating invalid data and redundancy, so the FHE encryption efliciency is significantly improved. Secondly,
the FHE encryption method based on discrete logarithm problem enhances the security of transaction data and can
effectively resist multiple attacks. In addition, the preprocessed data also has good performance in capacity storage. The
proposed scheme has significant impacts on key indicators such as encryption efficiency and security, it provides a new
reference for blockchain cross-chain transaction protection technology and has an important impact on the security
improvement of various cross-chain transaction data.
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1 Introduction

The Interledger Protocol (ILP) proposed by Adrian et al. [1] in 2012 laid the foundation for cross-
chain transactions between different types of blockchains. However, due to the public transparency of the
blockchain, cross-chain transaction data is still easily stolen or tampered with by malicious attackers [2,3].
The particularly famous Poly Network hacking attack led to the theft of $610 million in cryptocurrencies [4].
Similarly, the Binance Coin (BNB) incubated by the cryptocurrency exchange Binance was hacked, and two
million BNBs worth approximately $566 million were stolen [5]. Multiple cross-chain transaction security
incidents have caused a huge stir in the global cryptocurrency market. It not only makes users’ assets
on various platforms face huge risks of loss but also makes the whole industry question the security of
cross-chain transactions.

The protection scheme for cross-chain transaction data involves knowledge in many fields, such as
homomorphic encryption technology [6], multi-signature technology [7,8], multi-party computation [9],
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and verifiable random function [10]. To solve the problems of transaction data protection schemes in
cross-chain transactions, technologies such as symmetric encryption [11], asymmetric encryption [12], hash
function [13], and fully homomorphic encryption [14] have been proposed respectively. However, symmetric
encryption and asymmetric encryption need to decrypt the transaction data before the calculation operation,
and the hash function is an irreversible conversion of the transaction data. The fully homomorphic
encryption technology can perform computational operations in the encrypted state without decrypting
transaction data.

Therefore, according to the advantages of fully homomorphic encryption technology, the blockchain
cross-chain transaction protection scheme based on fully homomorphic encryption (FHE) is proposed. To
improve security and encryption efficiency in the cross-chain transaction process, structured functions such
as the FHE function, data preprocessing function, multi-key generation function, and others are written into
the smart contract [15-17]. The main contributions can be summarized as follows:

1) The Discrete Gaussian Distribution Function (DGDF) is introduced to generate the private key, and
the relationship with the Uniform Random Distribution Function (URDF) is established by the Box-Muller
transform. The private key generated by this scheme is faster and more secure.

2) Adding data preprocessing operations, such as cleaning, deduplication, and normalization of cross-
chain transaction data. It can reduce the time of the encryption stage and improve the overall efficiency.

3) The FHE algorithm can ensure the security of cross-chain transaction data during transmission, stor-
age, and calculation. The homomorphic multiplication encryption and homomorphic addition encryption
are implemented on the classified data, improving the encryption efficiency and capacity.

2 Related Works

Encryption technology combined with blockchain is widely used in medicine [18-21], the Internet of
Things [22], government information sharing [23], and other fields. It shows the powerful decentralization
ability of blockchain technology, thus avoiding the problem of a single point of failure. However, in a scenario
where different blockchain networks need to realize the interoperability of transaction data, the original
independent blockchain networks can communicate and trade with each other to achieve the free circulation
of data and assets. This situation is most common in the financial field. For example, there are transaction
initiators and transaction receivers for the exchange of Bitcoin and Ether coins. These users belong to
different blockchain networks, so they need to use cross-chain technology with high security and fast speed
for transactions.

FHE encryption technology has realized data privacy protection in many application scenarios [24,25],
but at present, algorithm efficiency, security, application expansion, and other fields in fully homomorphic
encryption technology are still the focus of attention. In [26], by combining FHE and SE technology, the
functions of information sharing and secure search are realized, and the cloud storage security of sensitive
data is improved. However, the encryption and decryption time of the index value of the FHE encryption
algorithm is not evaluated. In [27], FHE is divided into polynomial operation and non-polynomial operation,
and the concept of ciphertext calculation conversion is introduced into Ethereum to realize the conversion
between different ciphertext calculation types. However, the efficiency of the FHE encryption phase has
not improved.

Summarizing the above research on the combination of FHE encryption scheme and blockchain
technology, low encryption efliciency is a common phenomenon. Based on the current research on
blockchain technology and FHE technology, we apply the FHE encryption technology to blockchain cross-
chain transaction protection for the first time and propose the blockchain cross-chain transaction protection
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scheme based on FHE. The feasibility of the proposed scheme is verified by a large number of experiments,
and the problems of low encryption efficiency and insufficient security involved in the above research are
solved by introducing functions such as data preprocessing and multi-key generation.

3 Proposed Scheme

Fig. 1 shows the blockchain cross-chain transaction protection model based on FHE technology. Fig. 2
shows the sequence diagram of the cross-chain transaction protection model based on FHE technology. In
the blockchain cross-chain transaction protection scheme based on FHE technology, the security protection
of cross-chain transaction data is achieved by the multi-key generation function, data preprocessing function,
and FHE encryption function. These functions are written into the smart contract and deployed in the
blockchain network. The users’ information on cross-chain transactions is processed by the multi-key
generation function, which generates multiple public-private key pairs and returns them to the users. The
transaction information is encrypted by the users using the private key and decrypted using the public key.
The encrypted transaction information is classified into interactive data and asset data by data preprocessing.
The interactive data is encrypted by homomorphic multiplication, and the asset data is encrypted by
homomorphic addition. The generated transaction ciphertext data is stored in the InterPlanetary File System
(IPES), and the IPFS system generates a unique content identifier (CID). After verifying the CID number, it
is packaged and uploaded to the blockchain cross-chain network. Cross-chain transactions between different
blockchains are realized by gateway direct connection. In this way, the centralized institutions are eliminated,
and the risk of transaction data leakage can be avoided. The receiver submits an access request to the IPFS
system by the acquired public key and obtains the transaction ciphertext data after obtaining the license. The
ciphertext data is decrypted by the public key to obtain the original transaction data.
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Figure 1: Blockchain cross-chain transaction protection model based on FHE technology
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Figure 2: Sequence diagram of cross-chain transaction protection model based on FHE technology

3.1 Multi-Key Generation and Encryption

The key pairs in cross-chain transactions are usually generated by URDE However, the attackers may
guess or crack the key pairs by the statistical properties of the URDE The generation of private keys is more
uniform by introducing the DGDE It can create more randomness and uncertainty in this way, improving
the security of the whole system.

Due to the correlation between the private key sk and the public key pk, the Box-Muller transform is
used to establish the relationship between DGDF and URDF as shown in Fig. 3.

X =+-2InU cos(2x¥)
¥=+-2Inl/ sin(2x2V)

Uy ~(ab
) Box-Muller transform

Modulus value

Inverse transform

Figure 3: Box-Muller transform



Comput Mater Contin. 2025;82(3) 3987

According to the Box-Muller transformation, any U and V belong to the uniform random distribution
variables, which can be converted into discrete Gaussian distribution variables by Eq. (1). Where the mean
value is 0, the standard deviation is 1, X and Y are random variables that obey the DGDE

X =+-2InUcos (27V)

@
Y =v-2InUsin (27V)
The mapping random variable of URDF is generated by the DGDEF, and the inverse transformation of
the Box-Muller transformation is required. Therefore, continue to calculate the modulus values of X and Y,
as shown in Eq. (2).

R=vX?+Y? (2)

Due to the modulus R having a linear relationship with U and V, U and V can be recovered from R,
such as U" and V' in Eq. (3), the Box-Muller transformation is a one-way transformation. U’ and V' are
different from U and V, but they still obey the URDE.

U= exp (_;) 3)

V' = exp( 2)

Finally, the private key is obtained by X and Y, and the public key is obtained by U’ and V', that is, the
key pairs y = (pk, sk) required for cross-chain transactions.

3.1.1 Multi-Key Generation

As shown in Fig. 4, a total of n users participated in the cross-chain transactions. The users upload
their personal information x to the blockchain node for registration, and the multi-key generation function
in the smart contract returns the key pair y = (pk, sk). Users can only obtain the output of their personal
information by secure multi-party computation, but they cannot obtain the input and output information of
other users.

Private key generation: P(x;u, 0°)= J%o‘ cxp[—%(%)zj
Public key generation: F(x)= i
b—a
A A A A A
X[ Ph X2 eee XY eee X |Vua x|,
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Figure 4: Multi-key generation
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Private key generation: This sk is obtained by sampling the DGDF once, and sk is used to sign and
encrypt the cross-chain transaction data. The DGDF is shown in Eq. (4).

1 _ 2
plosne) - on] 5 (45| @

In (4), p is the mean value, o is the standard deviation, i, 0 € R,and ¢ > 0. For any x € Z, Eq. (4) holds.
The Alias Method is used to sample the DGDE, so that each random number x corresponds to a sk, and the
length is set to 2048 bits. The specific steps are shown in Fig. 5. The implementation process of private key
generation is shown in Algorithm 1.

Alias Table

@ DGDF, Pl WP (x, P x, pr— R, < P(x,): sampling value :
© R
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Alias Array
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Random number generator

Figure 5: Private key generation

1) Calculating the probability distribution: According to the mean value ¢ and standard deviation o,
the probability of each random number x may be calculated.

2) Construction of alias table and alias array: The probability distribution of the DGDF is normalized
so that the sum of all probabilities is 1. According to the Alias Method, the probability distribution is divided
into two parts, the Alias Table, and the Alias Array. The Alias Table stores the received probability and the

alias value for each x possible value, and the Alias Array records the index number of the alias value for
each sk.

3) Generate random numbers: Two random numbers are generated by the random number generator,
one is used to select the alias value index number, and the other is used to determine whether to accept the

index number.

4) Sampling: According to the generated random number, the receiving probability and the alias value
index number are found in the Alias Table. If the random number is less than the receiving probability, the
sampling value is used as the private key. Otherwise, the alias value of the sampling value is sampled as the
private key.

5) Private key generation: The value is mapped to the corresponding position in the key space, and the
sampled value is encoded as the sk.

6) Verify the private key: Verify the attributes of the sk, including statistical characteristics, key length,
and other attributes, to ensure that sk meets the requirements of specific applications.
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Algorithm 1: Private-key generation
Input: x, y, o
Output: sk

L function  Discrete-Gaussian(x, p, o)

2. pre_sk==Discrete-Gaussian(x, y, o)
3. if pre_sk==true then

4, sk==Alias-Method(pre_sk)

5. return sk

6. else

7. return pre_sk

8. end if

9. return sk

10. end function

Public key generation: The URDF is sampled once to generate pk, and pk is transmitted to the receiver
to decrypt the transaction data. The URDF is shown in Eq. (5).

F(x)=7—

(5)

In (5), a, b is the interval endpoint value, x € R, and a < x < b. The pk is generated by sampling the
URDE and the length is also set to 2048 bits to enhance the randomness of the pk. The specific steps are
shown in Fig. 6. The implementation process of public key generation is shown in Algorithm 2.

(Geen>) ®

Random number generator

Encodilng

Inverse transformation of
the Box-Muller

Figure 6: Public key generation

1) Determine the distribution parameters: Determine the parameter range (a,b) of the URDF to
determine the value range of the pk.

2) Generate random numbers: Use the random number generator to generate a series of random
numbers and use these random numbers as samples of the URDE

3) Public key generation: The generated random number is mapped to the key space and converted to
the pk by the mapping function.

4) Hash function: To ensure security, pk is hashed by the hash function to increase its anti-collision
and irreversibility.

5) Verifying the public key: Verifying the attributes of the pk encrypted by the hash function to ensure
that pk meets the requirements of specific applications.
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Algorithm 2: Public-key generation

Input: x

Output: pk

L function  Uniformly-Rand(x)

2. pre_pk==Uniformly-Rand(x)
3. if pre_pk==true then
4. pk==Rand(pre_pk)

5. return pk

6. else

7. return pre_pk

8. end if

9. return pk

—_
e

end function

3.1.2 Multi-Key Encryption

In the blockchain cross-chain transaction network, the multi-key scheme is used to encrypt the cross-

chain transaction data. The implementation process of multi-key encryption is shown in Algorithm 3.

In Fig. 7, if Alice wants to send a cross-chain transaction m to Bob, the multi-key encryption steps are
as follows:

Bob

Figure 7: Multi-key encryption
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1) Alice encrypts the transaction data m by sk ;.. and only pk,j;.. can decrypt the encrypted data.

2) Alice uses Bob's pkg,;, to encrypt pkaj;c. and generate the encrypted multi-key pkp,p (pkasice) sO
that Bob can decrypt pkaj;c. by his skp,p.

3) Alice sends m and pkgop, (pkajice) encrypted by the sk ;.. to Bob.

4) Bob decrypts pkpoy (pkaiice) to obtain pkaj;c. by his skp,, and then uses pkyj;.. to decrypt m to

obtain transaction data.

5) In the meantime, Alice also sends the encrypted pk,;s. (pkajice) to other users in the blockchain
cross-chain network. Other users do not need to decrypt the transaction data but only need to act as witnesses
of cross-chain transactions to verify the authenticity of the transaction data.

Algorithm 3: Multi-key encryption

Input: Transactions, sk;, sk, pk;
Output: Ciphertext, key

L. function  Multi-key encryption(Transactions, sk;)
2. Ciphertext==sk; (Transactions)

3. if Ciphertext==true then

4, key==sk,(pk;)

5. return key

6. else

7. return Ciphertext

8. end if

9. return Ciphertext, key

10. end function

3.2 Data Preprocessing

Fig. 8 is the data preprocessing process. The FHE encryption phase includes homomorphic multiplica-
tion and homomorphic addition. To improve the efficiency of the two calculations, cross-chain transaction
data needs to perform data preprocessing operations before uploading them to the local blockchain. Since
homomorphic multiplication is suitable for processing data with diverse data types and frequent interactions
in the transaction process, such as transaction negotiation information, transaction requests, and transaction
verification, such data is defined as interactive data. Homomorphic multiplication can directly multiply the
encrypted data, and the result of the operation is still the encrypted value, which can save the time of the
FHE decryption stage. The homomorphic addition operation is suitable for processing data such as digital
currency, which is defined as asset data. Homomorphic addition can perform addition calculations on two
or more encrypted asset data in an encrypted state. The result of decryption is the sum of the original asset
data, which is very convenient for the calculation of asset data in the FHE encryption and decryption phase.

The data preprocessing process is divided into three stages: data cleaning, data deduplication, and data
normalization, the implementation process is shown in Algorithm 4. The three stages have a sequential
relationship, and the following is the specific implementation process.

1) Data cleaning: The invalid data doped in cross-chain transaction data is deleted by data cleaning. The

asset data is defined as the float type, where the values of 0 and null are judged, and deleted if they appear.
Asset data with a single transaction amount exceeding 2000 will be set as a security warning.



3992 Comput Mater Contin. 2025;82(3)

2) Data deduplication: The repeated asset data values are deleted to avoid misjudgment as a double-
flower attack or replay attack while reducing the complexity of asset data analysis. The subsequent submitted
asset data is compared with the original data. When repeated asset data appear, the original data is retained
and the subsequent submitted data is deleted. To ensure the efficiency of the data deduplication process, the
total number of asset data is limited to 100.

3) Data normalization: The amount of transaction data is limited to [0, 2000] to ensure the security

of asset data. The asset data is scaled to ensure that the results are within the range of [0, 2], which helps to
eliminate the influence of unit dimensions among the data and enhances data comparability.
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Figure 8: Data preprocessing

Algorithm 4: Data preprocessing

Input: Transactions
Output: Interactive, Asset

1. function  Cleaning(Transactions), Deduplication(Asset), Normalization(Asset)
2. Cleaned_data==Cleaning(Transactions)

3. if Cleaned_data==true then

4. Deduplicated_data==Deduplication(Cleaned_data)

5. if Deduplicated_data==true then

6. Normalized_data==Normalization(Deduplicated_data)
7. return Interactive, Asset

8. else

9. return Deduplicated_data

10. end if

11. else

12. return Cleaned_data

13. end if

14. return Interactive, Asset

—
N

end function
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3.3 FHE Encryption

Cross-chain transaction information is classified into interactive data and asset data, which will be
encrypted separately by the FHE function in the smart contract. The 2048-bit key is used to encode the
original data, which can more effectively resist the brute force mechanism of the quantum computer. The
original cross-chain transaction information is encoded to generate plaintext data. The plaintext data is then
encrypted into ciphertext data by FHE. The final ciphertext data is stored in the IPFS system. Fig. 9 shows
the FHE classification encryption process and the implementation process of the FHE function is shown in
Algorithm 5.

smart contract

Encode function FHE function
. UTF-8 =} FHE add i @ .
= (2048-bit) | > — > | FHE mul _ - @
...... = b
original data plaintext data ciphertext data

Figure 9: FHE classification encryption

1) Homomorphic multiplication encryption: In Fig. 10, the cross-chain interactive data is encoded
using UTF-8 to convert the string data into a 2048-bit digital format. For encrypted strings, homomorphic
multiplication can be performed directly. Due to the properties of homomorphic multiplication encryption,
the result of two encrypted strings is still an encrypted value. As shown in Eq. (6), E (-) is the encryption
function, a and b are the transaction data.

E(a)+*E(b)=E(a*b) (6)

i E(a)
(#) Multiplication

b E(b)
3.5 Equ al

-

a*b E(a*b)

Figure 10: Homomorphic multiplication

2) Homomorphic addition encryption: In Fig. 11, the key pairs are used to encrypt the cross-chain
asset data to obtain the encrypted asset data. In the encrypted state, homomorphic addition operations can
be performed on two or multiple encrypted asset data, and the result after decryption will still be the sum of
the original asset data. As shown in Eq. (7), E (+) is the encryption function, a and b are the transaction data.

E(a)+E(b)=E(a+b) (7)
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Algorithm 5: FHE algorithm
Input: Interactive, Asset
Output: En-Interactive, En-Asset

1. function  Mul-FHE(Interactive), Add-FHE(Asset)

2. Pre-Interactive==Mul-FHE (Interactive)

3. Pre-Asset==Add-FHE(Asset)

4. if Pre-Interactive==true & Pre-Asset==true then
5. En-Interactive==Mul-FHE(Pre-Interactive)
6. En-Asset==Add-FHE(Pre-Asset)

7. return En-Interactive, En-Asset

8. else

9. return Pre-Interactive, Pre-Asset

10. end if

11. return En-Interactive, En-Asset

12. end function

4 Experiment and Analysis

The experiment is implemented on Ubuntu 22.04.2 LTS 64-bit, CPU dual-core, the memory is 2 GB,
and the hard disk is 100 GB. The comprehensive tests include multi-key generation, FHE encryption and
decryption time, security analysis, and cross-chain transaction performance.

4.1 Multi-Key Generation

During the multi-key generation stage, the time and capacity consumed for generating keys in cross-
chain transactions are tested. The results are illustrated in Figs. 12 and 13.

The time consumed by different key generation methods is illustrated in Fig. 12. When the key length
gradually increases, the time fluctuation of multi-signature is the largest [28]. The time of the proposed
scheme remains stable, reaching 0.005953 s when the length is 2048 bits. This is because literature [28] uses
the off-chain multi-signature technology to aggregate all transactions in the block and generates the public
key through one-way address aggregation and KMS aggregation, resulting in a long consumption time.
There is no key aggregation step in the proposed scheme. At the same time, the DGDF can accelerate the
speed of key generation by parallel processing, making the process of generating private keys more efficient.
According to the results, the proposed scheme can quickly provide key pairs with higher security within the
time allowed for cross-chain transaction execution.
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Figure 13: Multi-key generation capacity and time

Fig. 13 shows the capacity and time consumption of the 2048-bit key pairs, which is proportional to
the number of key pairs. When the key pairs are 10, the proposed scheme takes 0.000812648 s. When the
key pairs are 100, the proposed scheme takes 0.067942201 s. According to the experimental results of multi-
key generation, for every 10 key pairs added, the time consumption of the proposed scheme increases by
0.007458839 s. Moreover, a key pair only occupies the capacity of 5.3379 KiB and will be stored in the IPFS
system for backup, which can reduce the blockchain storage pressure while ensuring security.

4.2 FHE Encryption and Decryption

The FHE scheme is compared with the existing encryption schemes such as Elliptic Curve Cryptography
(ECC), Rivest-Shamir-Adleman (RSA), and Paillier [29]. The encryption time and decryption time are
analyzed, and the results are illustrated in Figs. 14 and 15.
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Figure 15: FHE decryption time

It can be seen from Fig. 14 that the encryption time curve of the proposed scheme is stable at 0.01570812 s.
The time curves of ECC, RSA, and Paillier schemes show an upward trend, among which the Paillier
scheme takes the longest time. The specific reason is the computational complexity. ECC, RSA, Paillier, and
other encryption schemes involve some long calculation steps or complex algorithm logic in the encryption
process, which makes the encryption time longer. With the increase in the amount of data, more computing
resources and time are needed to complete the encryption operation. The FHE scheme avoids these problems
through reasonable data preprocessing and efficient classified encryption calculation, thus performing better
in encryption time, such as the homomorphic addition encryption of asset data does not require carry
operation, and the response speed is quicker. When the amount of data is large, the effect of the data
preprocessing stage is more obvious, which will save more time.

In Fig. 15, the FHE scheme still has excellent performance in the decryption stage. The decryption time
of the Paillier scheme increases the most, while the ECC and RSA schemes are relatively stable. The proposed
FHE scheme has the shortest decryption time, which remains stable at 0.006230373 s. Due to the existence of
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data preprocessing, the algorithms and processes in the decryption phase can quickly and accurately restore
the transaction data, unlike other schemes that may have some situations that are not suitable for blockchain
transaction data. Avoiding data confusion and unnecessary calculations can improve decryption efficiency.
Therefore, the FHE scheme is designed according to the characteristics of blockchain cross-chain transaction
data, which can better adapt to the encryption and decryption requirements of transaction data.

4.3 Security Analysis

The security of the proposed FHE scheme is proved by the discrete logarithm problem. The results show
that the scheme can meet the security requirements of blockchain cross-chain transactions. The discrete
logarithm problem is shown in Eq. (8).

g =y(mod z) (8)

In (8), g is the primitive root, x is the exponent, y is the integer, and z is the prime number. The
calculation process of the discrete logarithm problem is complex, which means it has a wide range of
applications in cryptography.

1) Define the model of security: The private key cannot be calculated from the public key by the attacker,
and conversely, the public key cannot be calculated from the private key.

2) Establishing the model of difficulty: The security model of the FHE scheme is based on the discrete
logarithm problem. The relevant definitions and symbols in the model are shown in Table 1. The sk = (n,d)
is generated by the DGDEF, and the pk = (n, e) is generated by the URDE where # is the product of two large
prime numbers p and ¢, d and e are integers that are relatively prime with (p —1) (g —1). sk is calculated
by the FHE encryption function to solve pk, which is the same as the discrete logarithm problem. On the
contrary, it is also difficult to solve sk by calculating pk.

Table 1: Model name and symbol

Name Symbol
Discrete logarithm g =y (modz)
Homomorphic multiplication encryption ~ FHE_Mul ()
Homomorphic addition encryption FHE_Add ()
Interactive data m
Asset data m,
Encrypted data c

3) Process of proof: It is assumed that the attackers can decrypt the cross-chain transaction data
¢ encrypted by sk, that is, ¢ = m (modsk). The cross-chain transaction data ¢ is fully homomorphically
encrypted by the FHE scheme, which is as follows:

Homomorphic multiplication encryption: c_mul = FHE_Mul (¢;) (mod sk)

Homomorphic addition encryption: ¢c_add = FHE_Add (c;) (mod sk)

Assume that the attackers can recover the transaction data m by calculating ¢, that is, m = ¢ (mod pk).

If the previous step is established, the attackers can effectively calculate ¢, then ¢_mul and ¢_add can also
be calculated to obtain interactive data m; and asset data m,.
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However, this contradicts the difficulty of the discrete logarithm problem. Therefore, the assumption is
not true, and attackers cannot obtain useful information from the ciphertext.

4) Quantum attacks analysis: Assume that the quantum computer attacks the blockchain cross-chain
transaction network protected by FHE encryption, as shown in Fig. 16.

. Steal Quantum attacks failure
e — m=c(mod pk)

Attacker Transaction data
Encryption
Ciphertext status: It is difficult for quantum
¢ _mul = FHE _Mul( ¢ Y(mod sk) attacks to steal and tamper in c1p!.lem_!xt .status
Control Discrete logarithm problem: Making it difficult

¢_add = FHE _ Add(c,)(mod sk) for quantum attacks to crack encrypted data in

an acceptable amount of time

FHE scheme '
Il | B
Attack, 'f‘ﬂ‘e The FHE scheme
| takes effect

Quantum attacks Enciphered data

Figure 16: Quantum attacks diagram

The FHE scheme mainly relies on the following two points to resist quantum attacks:

(1) In solving such mathematical problems, quantum computers do not have significant advantages
over traditional computers, that is, they cannot effectively crack the FHE scheme in an acceptable time, thus
ensuring the security of encrypted data.

(2) The characteristic of the FHE scheme is to allow direct calculation of encrypted data without
decryption. This means that the data remains encrypted throughout the processing, and there is no risk of
exposing plaintext due to decryption operations. Quantum attacks usually need to obtain the plaintext of
the data to carry out effective operations such as stealing and tampering, while the FHE scheme makes it
impossible for the attacker to easily obtain the plaintext information, thus resisting quantum attacks.

5) Conclusion: The proposed cross-chain transaction protection scheme based on FHE has higher
security and can improve the ability of cross-chain transaction systems to resist attacks. The FHE scheme is
compared with the existing blockchain transaction protection scheme, and the results are shown in Table 2.

Table 2: Encryption scheme comparison

Scheme Centralization Encryption speed Decryption speed Security

ECC Middle Middle Middle Strong
RSA Middle Middle Middle Strong
Paillier Low Slow Slow Weak

FHE Low Fast Fast Strong
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4.4 Cross-Chain Transaction Performance

After adding multi-key generation, data preprocessing, and fully homomorphic encryption, the perfor-
mance of cross-chain transactions is tested again. Including cross-chain transaction time, throughput, and
delay, the results are shown in Figs. 17 and 18.

—4— Rely chain scheme
81 —%— Ours scheme

)
1] -
g 4
[=:
2 4
0 -
0 20 40 60 80 100 120
Number of transactions
Figure 17: Cross-chain transaction time
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Figure 18: Throughput and delay

The comparison of cross-chain transaction time is illustrated in Fig. 17. With the increase of cross-chain
transaction volume, the time of both schemes is increasing. In the relay chain scheme [30], for every 20
transactions, the cross-chain time increases by about 1 s, and the time increase is significant. The proposed
scheme has a slight increase in time. The reason is that the proposed scheme is optimized in the multi-key
generation, data preprocessing, and FHE encryption and decryption stages, which shortens the time of the
whole cross-chain transaction and effectively reduces the complexity.
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The throughput and delay of blockchain cross-chain transactions are illustrated in Fig. 18. The results
show that the proposed scheme has higher throughput and lower delay compared with the blockchain-based
secure access framework (BSAF) [31]. In Fig. 17, it can be concluded that the time of the whole cross-chain
transaction process is shortened. The proposed scheme can complete the same transaction volume in a
shorter time, improving throughput, delay, and other performance metrics.

5 Conclusions

The cross-chain transaction encryption scheme performance is enhanced by multi-key generation, data
preprocessing, and fully homomorphic encryption. The proposed FHE encryption scheme can be applied to
various cross-chain transaction scenarios. In financial transactions, the FHE encryption scheme can make
the data computable in the encrypted state, effectively protect the security of financial transaction data, and is
suitable for various financial transaction activities. In supply chain management, the FHE scheme can ensure
that data such as contract terms negotiation and goods price calculation are processed safely in encrypted
state, and enhance the security and efficiency of supply chain data management. In IoT data sharing, the
FHE scheme can protect data such as device control instructions and data usage statistics, so that data can
be calculated when encrypted, effectively protect IoT data privacy, and promote secure and efficient data
sharing between IoT devices. In addition, to achieve the larger capacity of data encryption, the next step will
supplement the high-frequency cross-chain transaction scenario and study the encryption scalability and
data expansion issues in the fully homomorphic encryption algorithm.
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