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ABSTRACT: The integration of artificial intelligence (AI) with advanced power technologies is transforming energy
system management, particularly through real-time data monitoring and intelligent decision-making driven by
Artificial Intelligence Generated Content (AIGC). However, the openness of power system channels and the resource-
constrained nature of power sensors have led to new challenges for the secure transmission of power data and
decision instructions. Although traditional public key cryptographic primitives can offer high security, the substantial
key management and computational overhead associated with these primitives make them unsuitable for power
systems. To ensure the real-time and security of power data and command transmission, we propose a lightweight
identity authentication scheme tailored for power AIGC systems. The scheme utilizes lightweight symmetric encryption
algorithms, minimizing the resource overhead on power sensors. Additionally, it incorporates a dynamic credential
update mechanism, which can realize the rotation and update of temporary credentials to ensure anonymity and
security. We rigorously validate the security of the scheme using the Real-or-Random (ROR) model and AVISPA
simulation, and the results show that our scheme can resist various active and passive attacks. Finally, performance
comparisons and NS3 simulation results demonstrate that our proposed scheme offers enhanced security features with
lower overhead, making it more suitable for power AIGC systems compared to existing solutions.
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1 Introduction

Smart grids are designed to improve the efficiency of energy distribution by using advanced sensors,
communication technologies, and automated controls. However, the sheer volume and velocity of data
generated by these systems pose significant challenges for traditional data processing, transmission methods,
and data security [1]. The real-time transmission of Artificial Intelligence (AI)-generated data offers a
solution by providing a representation of grid status and performance metrics. This approach not only
facilitates faster decision-making but also enhances the ability of grid operators to monitor and respond
to anomalies in real time. Of course, the secure transmission of real-time data is a prerequisite for
ensuring the accuracy of decision-making. Therefore, in order to achieve secure real-time transmission of
power monitoring data and Artificial Intelligence Generated Content (AIGC) data, implementing advanced
encryption and authentication protocols is essential to prevent unauthorized access and ensure the integrity
of the transmitted information [2].

In the era of digital transformation, the integration of AI with smart grid technologies has emerged
as a powerful paradigm, revolutionizing the way we manage and optimize energy systems [3]. One of the
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most compelling advancements in this field is the real-time data transmission scheme for AIGC, which
plays a crucial role in enhancing the efficiency and reliability of smart grids [4]. Particularly with the recent
development of large language models, AIGC has become a key player in decision-making within the field
of data analysis and processing. As energy grids become increasingly complex and interconnected, the need
for rapid, accurate, and secure data exchange has never been more critical. This real-time data transmission
scheme aims to address these challenges by leveraging Al-generated data to provide a more intuitive and
dynamic view of grid operations, while also incorporating robust data security measures.

Furthermore, the integration of Al in the real-time data transmission process introduces a new level of
sophistication and adaptability, along with the need for enhanced security. Al algorithms can analyze and
interpret complex data streams, generating images that highlight critical information and trends [5]. This
capability is particularly valuable in dynamic and evolving grid environments where traditional methods
may fall short. For instance, Al-generated data can dynamically reflect changes in grid load, generation,
and distribution, providing operators with actionable insights and predictive analytics that support proac-
tive management and optimization. Ensuring that these AI-generated data are securely transmitted and
stored requires the implementation of robust cybersecurity measures to protect against data breaches and
tampering [6].

With the continuous development of smart grid technology, the integration of real-time data security
transmission and AIGC will play a pivotal role in shaping the future of energy management. Ensuring the
resilience and security of power AIGC systems has become a central focus of current research. Therefore,
schemes based on public key cryptographic primitives have been widely proposed. While these schemes
offer high security, their heavy key management and computational overhead make them unsuitable for
resource-constrained Internet of Things (IoT) devices, such as smart meters. In contrast, authentication
and Key agreement protocols and physical layer key generation schemes based on symmetric encryption
primitives are also being optimized. These schemes rely on one-time session keys, negotiated in secret, to
achieve efficient data transmission. However, due to the heterogeneity of devices and the presence of channel
noise in smart grids, generating stable physical layer keys remains a challenge. Therefore, to ensure the
secure integration of AIGC and power data, it is crucial to design an efficient and secure lightweight identity
authentication and scheme specifically tailored for power AIGC systems.

2 Related Work

Considering the security and performance requirements of smart grids, numerous schemes for real-
time data collection and secure transmission have been proposed.

In 2015, Liu et al. [7] proposed a lightweight communication protocol for secure two-way communica-
tion in grids. The scheme employs bitwise Exclusive OR (XOR) for encryption and Lagrange interpolation
for authentication, allowing for real time message verification. In 2017, Velusamy et al. [8] designed a
probability-based trust calculation method to address security challenges in smart grid communication
networks (SGCN), which are vulnerable to packet-dropping attacks. In 2018, Wu et al. [9] introduced an
effective Identity-Based Encryption with Equality Test (IBEET) framework for smart grids, aiming to balance
customer privacy with power system optimization. Their scheme utilizes bilinear pairing to eliminate the
time-consuming HashToPoint function and restricts trapdoors to specific keywords, thereby preventing
privacy leakage. In 2018, Nangrani et al. [10] designed a novel interleaved performance index for assessing
the dynamic security of smart grid networks, addressing the unpredictable dynamics of power flow on
transmission lines. Their approach combines the Lyapunov Exponent to quantify chaos with a conventional
megawatt performance index for overload monitoring, resulting in the Interleaved Mega Watt-Lyapunov
Exponent performance index. In 2019, Jolfaei et al. [11] addressed the vulnerability of phasor measurement
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units (PMUs) in smart grids. They proposed a streamlined and secure integrity protection algorithm that
ensures the safety of PMU data, demonstrating resilience against ciphertext-only and known or chosen
plaintext attacks. Their method outperforms existing solutions in terms of speed while meeting strict
timing requirements, making it suitable for power protection applications and emerging anomaly detection
scenarios involving rapid message exchanges. In 2020, Wang et al. [12] introduced a robust and efficient
authentication protocol that integrates blockchain technology, Elliptic Curve Cryptography (ECC), and a
dynamic Join-and-Exit protocol, and batch verification to enhance security for smart meters and utility
management centers. In 2021, Tur et al. [13] proposed a design that enhances the reliability of the current grid
model by incorporating chaotic codes into communication instructions. Their case study, which involves
transmitting and encoding instructions four times daily, demonstrates that the proposed method achieves
necessary reserve capacity and robust chaotic encryption. In 2022, Sasikum et al. [14] proposed an improved
Delegated Proof of Stake (DPoS) consensus mechanism that facilitates real-time data transmission by
enabling nodes to efficiently reach consensus for block generation and securely store information in trading
nodes. In the same year, Kebotogetse et al. [15] designed a streamlined Concealed Based Security Scheme
that enhances data transmission security through authentication while minimizing computational overhead
and energy consumption. Compared to the advanced metering infrastructure (AMI) data communication
framework, which does not incorporate authentication.

In addition, with the gradual maturity of AI technology, Al-based intelligent monitoring and security
solutions for smart grids are developing rapidly. In 2018, Medved et al. [16] designed a novel demand
response scheduling method using an approximate Q-learning (AQL) algorithm for aggregators to optimize
the operation schedules of flexible active resources. Their simulations conducted on a practical low-
voltage grid model show that, while the economic approach yields the highest profit but results in the
highest number of schedule violations, and the energy allocation strategy improves the voltage profile,
however, it leads to reduced profits, the AQL approach balances economic performance and minimal
schedule violations, validating their hypothesis. In 2020, Hansan et al. [I7] addressed the challenges of
real-time communication and precise synchronization in smart grid applications, which are essential for
accurate monitoring, measurement, and control. To tackle these challenges, they proposed an Al-based
synchronization scheme using a backpropagation neural network for timing estimation and error correction.
In 2021, Barja-Martinez et al. [18] revealed interdependencies between these services, suggesting they can
be offered as bundled solutions to stakeholders. They highlight the growing application of deep learning for
time series prediction, unsupervised learning techniques for customer segmentation and non-technical loss
detection, and reinforcement learning for energy management systems. In 2022, Wang et al. [19] proposed
a novel approach using hyperdimensional computing (HDC) to detect anomalies in real-time directly from
raw meter data, eliminating the need for extensive pre-processing. The method employs an associative
memory for classifying hypervectors, which enhances robustness to data imbalance and includes a retraining
mechanism to enhance accuracy further. In the same year, Khan et al. [20] reviewed the role of Al and
machine learning in Demand Response (DR), highlighting their effectiveness in optimizing user engagement
and managing complex tasks. They discuss various Al approaches and commercial applications for DR in
different countries, along with the integration of blockchain technology. To address the real-time secure
communication requirements between aggregators (AGs) and smart meters (SMs) in smart grids, in 2023,
Wang et al. [21] proposed an efficient and provably secure identity authentication and key agreement scheme
based on extended Chebyshev chaotic mapping. This scheme preserves the anonymity of smart meters and
achieves perfect forward security, effectively resisting common threats such as replay attacks and identity
forgery. In the same year, Ayub et al. [22] proposed a privacy-preserving identity authentication protocol
for smart grid consumer centers that leverages blockchain authentication to enhance resistance to potential
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attacks and ensure the real-time integrity of response data. Additionally, they incorporated Physically
Unclonable Functions (PUFs) to guard against physical attacks. In 2024, Benrebbouh et al. [23] proposed a
security-enhanced identity authentication protocol leveraging blockchain technology. This protocol builds
on the existing smart grid authentication architecture, integrating blockchain’s security mechanisms to
ensure secure communication among various IoT devices.

3 System Model

This section defines the data transmission model and threat model for the real-time data transmission
scheme of AIGC in smart grid, and elaborates on the functions of the participating entities and the
capabilities of adversaries.

3.1 The Power AIGC System Model

The smart grid system model primarily includes three types of entities: data consumers, intelligent
gateway nodes (GWN), and data generation devices. As shown in Fig. I, the smart grid includes power
generation, transmission, transformation, distribution, and consumption, with secure data transmission
accompanying the entire power flow. In addition, AI technology has gradually become the core support for
smart grid data decision-making and analysis, as exemplified by AIGC in the Fig. 1.

Generation Transmission and distribution Consumption

<——> Power flow E AIGC
!

<----> Data flow :

Figure 1: The architecture of power AIGC system

The data generation device is responsible for collecting and providing real-time data, including but
not limited to grid data and monitoring images. The intelligent gateway functions as both an identity
authentication intermediary and a data intermediary between generation devices and consumers, the data
consumers can access grid data in real time through the intelligent gateway. Providing secure real-time
data transmission in the power system is difficult due to the resource limitations of generation devices
and the vulnerability of deployed devices [24]. Moreover, refer to the work of [25-27], the communication
energy of power generation device is usually positively correlated with the communication distance between
entities. Therefore, we choose the intelligent gateway to serve as the intermediary to balance the security of
communication and the energy consumption.
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3.2 Threat Model

This section adopts the attack capabilities defined by the Dolev-Yao (DY) model as the threat model for
security analysis. Consequently, we assume that an adversary in the smart power data transmission system
possesses the following basic capabilities:

o The adversary can intercept, modify, delete, and replay data transmitted through the public channel.

o An adversary may employ side-channel attacks to extract secret parameters stored within consumer
devices. Similarly, grid terminals may also be compromised, allowing attackers to access and retrieve
secret parameters.

o Theadversary may include a legitimate user who acts maliciously. However, the adversary cannot access
the AIGC model parameters or training data.

4 Qur Proposed Scheme

This section proposes a secure identity authentication and key agreement scheme for power AIGC
system, the specific authentication steps and update steps are shown in Fig. 2. The scheme facilitates
both identity authentication and the generation of one-time symmetric keys, ensuring the integrity and
efficiency of data transmission within the smart power system. Additionally, it is important to note that
existing schemes typically require synchronization of the clocks of consumers, intelligent gateways, and
data generation devices. To address this, we incorporate a system timestamp into the scheme to mitigate
replay attacks.

@ @
) . Data Generation
. sz )
® — @
(5]

@@@®: Authentication Order
©O@: Dynamic Update Order

Figure 2: The steps of our proposed protocol

4.1 Initialization Phase

Before deploying, the System Administrator (SA) must initialize the data consumer, intelligent gateway,
and data generation device in offline mode.

Stepl: The SA assigns ID; to each data generation device and stores ID; in the non-volatile memory
(NVM).

Step2: The SA generates random numbers { MK} as the authentication master key.

Step3: The intelligent gateway stores the master key {MK} in its database, and retains all the {ID;}
values of the data generation devices.

4.2 Data Consumer Registration Phase

During the execution of this registration phase, the data consumer C; can complete offline registration
via the secure channel.

Stepl: At first, C; inputs ID;, PW; and biometrics BIO;, compute (0;,7;) = Gen (BIO;). In addition,
C; retrieves the random numbers R; and current timestamp T;. Upon the completion of information input,
C; computes DR; =R; ® h ((ID; @ PW;) || 0;) and V; = h(o; || ID; || PW;).
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Step2: C; transmits {R;, T} } to the intelligent gateway.

Step3: After receiving {R;, T} }, the intelligent gateway verify Ti. If T; is fresh, the intelligent gate-
way continues to compute PR; = R; @ MK. Finally, the intelligent gateway stores {PR;}, and C; stores
{‘/1) DRI > Ti }

4.3 Data Generation Device Registration Phase

Similarly, this phase is also conducted through a offline and secure channels. The registration phases are
described below:

Stepl: The data generation device gets identity D, and retrieves a random nounce R;, and time T5. The
data generation device transmits {ID, R}, T5} to the intelligent gateway.

Step2: Upon receiving {IDj, R;j, T3}, it checks the freshness of message. If T; is fresh, the intelligent
gateway computes DIR; = h(R; || ID;) and PTC; = DIR; @ R;. Then, the intelligent gateway transmits
{PTC;} to device.

Step3: Finally, the gateway stores {ID;, R;} in the database table, and the device stores PTC; into NVM.

4.4 Login Phase

After the legal data consumer C; completes the registration, it needs to log in to verify its identity. The
login phase is illustrated in Fig. 3.

Stepl: C; inputs ID;, PW; and BIO;, then, C; computes (0;, 7;) = Gen(BIO;),and V;* = h(a; || PW; ||
D;).

Step2: C; checks V;* = Vj? If they are equal, C; completes the login phase. Otherwise, the C; refuses
the request.

4.5 Authentication and Key Agreement Phase

The entities in our scheme complete mutual authentication, allowing the data consumer and the device
generates a session key SK for secure encrypted communication. This process is depicted in Fig. 3.

Stepl: C; computes R; = DR; ® h((ID; ® PW;) || ;). Then, SC inputs target {SD;,ID;gwn}. C;
retrieves target device IDj, the timestamp T'S; and generates a random number R,. C; computes TC; =
h(R; || TS:), DR, =R, ®h(TC; | TS,), DID;=1ID;®h(TC; | R,) and Q =h(R, || DID; || TC; |
DR, || TS).

Step2: C; sends m; = {Qy, DR, DIDj, TS, } to the intelligent gateway.

Step3: Upon receiving m, the intelligent gateway checks T'S;. If it is freshness, it computes R; =
PR; ® MK, TC; = h(R; || TS1), R, = DR, ® h(TC; || TS)), ID; = DID; & h(TC; || R,) and Q; = h(R, ||
DID; || TC; || DRy || T$)).

Step4: The intelligent gateway checks Q[ = Q,? If it is valid, it retrieves R; and the current timestemp
TS,. Then, it computes TC; = h(R; || TS,), DIR; = h(R; || ID;), DDR, = R, ® h(TC; || TS, || ID;) and
Q> =h(ID; || DDR, || TC; || DIR; || TS;).

Step5: The intelligent gateway sends m, = {Q,, DIRj, DDR,,, TS, } to the data generation device.

Step6: Upon receiving m;, the device checks T'S;. If it is freshness, the device computes R; = PTC; ®
DIR;, TC; = h(R; || TS;), R, = DDR, ® h(TC; || TS, || ID;) and Q5 = h(ID; | DDR, || TC; || DIR; ||
TS, ). Then, the device checks Q5 = Q,? If itis equal, intelligent device generates R; and timestamp T'S3, and
computes SK = h(R, || R;), DR = R, @ h(TC; || ID; | TS3), Qs = h(R, | DR; || ID; || R, || TC; || TS3).
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Date Consumer Intelligent GWN Data Generation Device
Inputs [0, and PW,
Imprints biometrics B/}
Computes ¢,= Rep(BIO,, 7,)
V"= (o, | PW, | ID;)
Checks I, = V,?
Computes R;= DR, B M(ID; B PW) || ;)
Retrieves [D); and current timestamp T5;
Retrieves a random number R,
Computes
TC; = h(R;|| TS))
DR, =R, ®hTC,| TS;)
DID, = ID,®WTC; || R,)
Or= h(R. || DID; || TC, || DR, || TSy)
my={0Q; . DR, DID, TS} — e
Checks T5,”
Computes R, = PR, & MK
TC;=h(R, | TS)
R,=DR,®BHTC,| TS
ID, = DID, & KTC,|| R)
Q/'= }:{R,,||.DJ’D,|| TG || DR, || TS)
Checks @, =0,?
Retrieves R, and current timestamp TS,
Computes TC,= h(R, || TS2)
DIR;= h(R,|| 1D;)
DDR,= R, ®h(TC,|| TS || ID,)
Oy= h(ID;|| DDR, || TC; || DIR; || TS2)
m>={Q>, DIR;, DDR,, TS5} . Y
Checks TS-
Obtains [D;and PTC;
Computes R, = PTC,® DIR;
TC;= h(R;|| TS2)
Computes R, = DDR, B h(TC,|| TSz || 1D;)
0:'= (D || DDR, || TC; || DIR; || TS2)
Checks O, = 0.7
Retrieves a random number R, and timestamp T5;
Computes SK=h(R, || R;)
DR,= R, BhTC;| ID; || TS;)
Os5= h(R, || DR || 1Dy || R, |1 TC; || TS5)
g M3 my={0:, DR, TS,/
Checks TS; Updates R = h(R, ||TS3)
Co_mpules R,= DR, ®NTC,| ID;|| T53) {PTC;} —{PTC™" = h(R/" || ID;) & R"™"}
O = h(R; || DR || 1Dy || Ry T || TS5)
Checks O; = 02
Retrieves the current timestamp 75,
Computes
DDR,= R, @ h(TC, | 1Dy || TS,)
0= h(K.|| DDK, || K, |TC; || TS))
; y m={0,, DDK,, TS,}
Checks TS, Updates
Computes R = hR, [|TS5)
R,= DDR,® h(TC, || ID; || TS;) (R} —{R™]
0,'= h(K, | DDK, || K, ITC: || 75,) R ~WR|TS)
Checks Q,'= 0,2 (PR} =\ PR™" = R™ ® MK}
SK=h(R, || Rs)
Updates
R™ = h(R, ||TS,)
(DR} —{DR™ = R"™ @ h(UD,BPIW) | )}

Figure 3: Login, authentication and key agreement, dynamic credential update phases

Step7: The device sends m3 = {Qs, DR, T'S;} to the intelligent gateway.

Step8: Upon receiving ms, the gateway checks T'Ss, if it is freshness, gateway computes R, = DR; &
h(TC; || ID;j || TS3), Q5 = h(Rs || DR, || ID;j || Ry || TC; || TS3) and checks Q3 = Q3?2 If it is valid, gate-
way computes DDR; = Ry ® h(TC; || ID; || TS4) and Q4 = h(K; || DDK; || K, || TC; || TSs).

Step9: The gateway sends m4 = {Qq4, DDK;, TS4} to C;.



5332 Comput Mater Contin. 2025;82(3)

Stepl0: Upon receiving my, C; checks TS,. If it is freshness, C; computes R, and checks Qf = h(K; ||
DDK; || K, || TC; || TS,). If it is valid, C; computes SK = h(R,, || Ry).

4.6 Dynamic Credential Update Phase

After the SK negotiation is completed, the credentials are dynamically updated. The details of the
credential update phases are shown in Fig. 3.

Stepl: The gateway computes R = h(R; || TS4), PRI'" = R!'*" & MK, and updates PR, with PR/}*".
Similarly, C; computes R/¢"” and DR,*".

Step2: The device computes R7*" = h(R; || TS3), PTC}*" = h(R?*" || ID;) & R7", and updates PTC;
with PTC?". Similarly, the gateway computes R7“", and updates R; with R7".

4.7 Password Update Phase
The legitimate C; can independently update passwords.
Stepl: C; inputs ID;, PW;, BIO; to compute V;* and R;.

Step2: C; checks Vi* = Vi2 If it is equal, C; inputs new password PW/*". Then, C; computes V;"*",
DR?¢", and updates V; and DR;.

5 Security Analysis

5.1 Formal Security Analysis
5.1.1 ROR Model

The security of data transmission relies on the security of encryption keys. Therefore, we use the widely
accepted ROR model to illustrate the security of SK in this scheme and provide the following primitives
related to the ROR model. We set the semantic security of our scheme as follows.

Semantic security. We define the advantages of an adversary successfully attacking the scheme to
compute the session key as Adv®, (t) = [2Pr[succ] - 1|. t represents the polynomial time, and succ represents
the event in which &7 performs a Test (I1") query on some fresh instances and correctly guesses the value.

The proof of our scheme is as follows:

Theorem 1. Suppose the adversary <7 attempts to compromise our protocol P within polynomial time
t. The following parameters are defined:

o |Hash|: The range of the hash function.

o (send: The number of send queries.

o ghash: The number of hash queries.

o |D|: The size of the password dictionary.

o  [: The bit length of the biometric secret key.

Based on these definitions, the advantage in compromising the session key SK can be estimated as

AdvE, (1) < Thash + _dsend (1)
: |Hash| |D|-2!-1

Proof. To prove Theoreml, we design the following games G; (0 < i < 4). In addition, we denote Succg,
as the probability of winning the G; by &7 guessing the correct bit c. Meanwhile, the advantage in winning
the G; is represented as Advg, = Pr[Succg, ]. The detailed analysis of every game G; (0 < i < 3) are analyzed
as follows:
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Game Gy: game G| is considered an actual attack performed by the adversary against our scheme. The
bit ¢ is chosen randomly by the adversary before game G, begins. According to the definition of semantic
security provided earlier, it follows that

Adv?, (t) = [2Advg, -1 (2)

Game Gi: In this game G, the adversary can launch an eavesdropping attack by intercepting all
the messages through the Execute query during the authentication. The adversary can then perform the
Reveal (I1") and Test(I1") queries to determine whether the output corresponds to SK or a random number.
However, the intercepted messages m;, m,, ms, m4 do not enhance the probability of deriving the session
key SK. Therefore, it follows that

AdV(;l = AdVG0 (3)

Game G;: In contrast to the previous game, game G, includes both send and hash queries. Additionally,
game G, models an active attack where the adversary .7 attempts to convince participants to receive
fabricated information. Although ./’ can repeatedly initiate hash queries, the messages m;, m,, ms, my are
associated with random numbers, current timestamps, and temporary identity credentials. As a result, when
</ makes send queries, the probability of collision is negligible. It follows that

2
qhash

Advg, — Advg | < —280 4

| G2 ail 2-|Hash| (4)

Game Gs: G using CorruptSmartcard(I1};) query, an adversary </ can obtain the credentials whice
stored in the NVM. To guess the correct ID; and PW;, </ requires both the temporary credential TC; and
biometric information. In addition, we assume that the system allows a limited number of incorrect password
entries. Therefore, it also follows that

qsend
|Advg, — Advg,| < D 2! (5)
After o/ sends the Test (II') query, guessing bit ¢ can win the game. Therefore, it is obvious that
1
Advg, = 2 (6)
According to (2), (3) and (6), we can obtain the following relation:
1, 1
EAdvd (t) = |Advg, — 5= |Advg, — Advg,| (7)

Similarly, according to (4), (5), (7) and the triangular inequality, we can obtain the following relation:

IA

1
5Advf;, (1) |Advg, — Adve,|+|Adve, — Advg,]

(8)

2

Qhash Gsend CMP
+ Adv t

2-|Hash| |D|-2! o (1)
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Finally, multiply the two sides of (8) by factoring 2 and simplifying it, we can obtain the desired result

2
P Dhash dsend
Adv, (t) < Hash] + D] 21 9)

5.1.2 AVISPA Simulation

AVISPA utilizes a formal simulation language known as HLPSL to precisely define protocol behaviors,
data structures, cryptographic elements, and the abilities of attackers. It offers four verification backends, with
OFMC and CL-AtSe being the most commonly applied in protocol certification research. These two models
are particularly useful for verifying whether SK is securely negotiated and determining if the scheme can
resist both passive and active attacks. The outcomes from these models are presented in Fig. 4, demonstrating
that the scheme is secure and effectively defends against various common attacks.

BACKEND BACKEND
OFMC CL-AtSe

SUMMARY SUMMARY
SAFE SAFE

STATISTICS STATISTICS
parseTime: 0.00s Analysed : 0 states
searchTime: 1.27s Reachable : 0 states
visitedNodes: 64 nodes Translation: (.84 seconds
depth: 6 plies Computation: 0.00 seconds

(a) (b)

Figure 4: (a) OFMC (b) CL-AtSe

5.2 Informal Security Analysis

In this section, we examine the security of the proposed scheme and compare it with other related
approaches [25-27]. The detailed analysis is presented below.

5.2.1 Replay Attack

A replay attack occurs when an adversary retransmits previously intercepted packets to the same target
entity with the intention of deceiving it. Consequently, we suppose that an adversary can intercept messages
and attempt to launch replay attacks against the entities. However, all entities verity Q, Qz, Q3, Q4 and
TS1,TS,, TS3, TSs. Additionally, core parameters are dynamically updated after the session key (SK) is
generated. Therefore, the scheme introduced in this paper can effectively counter replay attacks.

5.2.2 Man-in-the-Middle Attack

Similarly, an adversary might intercept information m;, m,, ms, m,. However, these messages are
encrypted using a hash function and are dynamically updated. If the adversary attempts to use or modify
the intercepted information to launch an attack, it will result in authentication failure. Thus, the scheme
introduced in this paper effectively mitigates man-in-the-middle attacks.

5.2.3 Online Guessing Attack

An online guessing attack involves an attacker attempting to crack target information by repeatedly
trying different parameter combinations. An adversary might attempt to launch online guessing attacks as
follows:
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+ Theadversary can obtain DR, and DID; from m,, DIR; and DDR,, from m,, DR from m3, and DDR;
from m4 to compute the session key.

o To obtain R, and R;, the adversary would need TC;, TC i» and ID ;. However, this information is
transmitted after being encrypted by a hash function, making it impossible for the adversary to obtain
two unknown parameters simultaneously through guessing attacks.

Thus, the adversary cannot successfully extract information through online guessing attacks against the
proposed scheme in this paper.

5.2.4 Offline Guessing Attack

Offline guessing attacks are typically combined with device loss attacks. After gaining access to storage
information, the attacker attempts to obtain core parameters by making repeated guesses. First, while the
adversary can access the information stored on the device, they cannot directly obtain sensitive information
such as ID; and PW;, as this data is encrypted using a hash function. Additionally, according to the threat
model settings, we assume that an adversary might obtain DR; and V;. Nonetheless, the adversary is unable
to access any useful information by launching an offline guessing attack. Thus, the scheme presented in this
paper can effectively defends against stolen smartcard attacks and offline guessing attacks.

5.2.5 Tracking Attack

A tracking attack occurs when an adversary analyzes parameter information intercepted through a
public channel and uses identity identifiers and fixed constants to track the sending entity. According to our
analysis of online guessing attacks, we observe that messages are dynamic in each authentication process
due to the inclusion of random values and timestamps. Because of these dynamic parameters, the adversary
cannot reliably track entities in the network. Therefore, the scheme presented in this paper is resistant to
tracking attacks.

5.2.6 D-DOS Attack

A Distributed Denial of Service attack takes place when an attacker exploits a network of compromised
computers transmit a substantial quantity of requests to a target in a short time frame. This overwhelming
traffic drains the target’s computational resources or network capacity, preventing it from delivering normal
services. In extreme scenarios, the target system may crash or stop functioning altogether. We assume that the
adversary has the ability to intercept messages and initiate DDoS attacks against the device. Upon receiving
a simulation request, the device first confirms the validity of the timestamp’s freshness. If the timestamp fails
to meet the synchronized clocK’s threshold, the request is automatically rejected. As a result, the presented
scheme is capable of mitigating such attacks effectively.

5.2.7 Forward Security

Each communicating entity retrieves a random number during every authentication, and these random
numbers are used to compute the session key (SK). Consequently, the SK changes dynamically and randomly
throughout the mutual authentication process. Additionally, when the device joins or leaves the smart grid
system, no entity can access the previous or subsequent SK. Therefore, the scheme proposed in this paper
effectively meets the forward security requirements.
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5.2.8 Security Comparison

This section provides a comparison between the security and functionality of the presented scheme and
related works [25-27]. A detailed comparison is outlined in Table 1.

Table 1: Security and functionality comparison

D-DOS attack
Forward security

Attack method [25] [26] [27] Owurs
Dynamic credential update N N N Y
Mutual authentication Y Y Y Y
Replay attack N Y Y Y
Man-in-the-middle attack N N Y Y
Online guessing attack N Y Y Y
Offline guessing attack Y N Y Y
Tracking attack Y N N Y
N N Y Y
Y Y Y Y

6 Performance Analysis

This section assesses the computation, communication, and storage overheads associated with the pro-
posed framework for intelligent endpoints. Additionally, we compare these aspects with those of advanced,
relevant schemes [25-27] in the same field. The details of the comparison are described below.

6.1 Analysis Basis

This section assumes that the running time of our scheme is equal to that of an Intel Xeon CPU (2.60
GHz, 8 GB RAM) [27]. Additionally, the following parameters are assumed: a 32-bit timestamp; identity,
secret number, and random number each of 160 bits; a hash function output of 160 bits; and an ECC point
multiplication output of 320 bits. Furthermore, the ciphertext length following symmetric encryption is
assumed to match the total size of the plaintext. The execution times for these computations are summarized
in Table 2.

Table 2: The running time of several computation

Notation Definition Time
Ty The Hash function 0.0004 ms
Tp Elliptic curve point multiplication  7.3529 ms
Tr The operation of Rep 0.4420 ms
Ts Symmetric encryption/decryption  0.1303 ms

6.2 Computation Overheads

This section compares the computation overheads of [25-27]. Table 3 shows the computation overheads
of our scheme and [25-27]. It is not difficult to find that our computational cost is better than [25,27].
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Table 3: Computation overheads (ms)

Scheme C; Gateway Device Time
[25] 8TH + TR + Ts 12TH + Ts STH 0.7126
[26] 10Ty + Txr 7Ty 7Ty +2Ts  0.4516

Ours IITH + TR 14TH 8TH 0.4544

6.3 Communication Overheads

This section compares the communication overheads of our scheme with those reported in [25-27]. As
illustrated in Table 4, our scheme exhibits lower communication overhead compared to the other schemes.

Table 4: Communication overheads (bits)

C; Gateway Device Total bits
Trans Receive Trans Receive Trans Receive
[25] 832 320 992 1184 352 672 2176
[26] 672 672 1824 1472 800 1152 3296
[27] 672 544 1568 1184 512 1024 2752
Ours 512 352 832 832 352 512 1696

6.4 Storage Overhead

Referencing the analysis above, this section compares the storage overheads of our scheme with those
in [25-27]. Table 5 demonstrates that our scheme requires less storage overhead than the other schemes.
Furthermore, it offers superior security and additional functional features, as outlined in Table 3.

Table 5: Storage overheads (bits)

Scheme C; Gateway Device Total
[25] 1120 800 480 2400
[26] 640 480 320 1440
[27] 800 480 480 1760
Ours 480 640 320 1440

6.5 NS3 Simulation

In this section, we use the NS3 simulation tool [28] to simulate our scheme alongside [25-27].
We analyze the impact of end-to-end delay and network throughput, two critical network performance
parameters. The simulation experiments are conducted on the Ubuntu 16.04.7. In the simulation setup, users
are distributed within a square area centered around an gateway, allowing for free movement. The devices are
distributed along a circular radial. Additionally, the simulation time is 1600 s and all entities communicate
using the 2.4 GHz IEEE 802.11a Wi-Fi standard. The simulation details are provided in Table 6.
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Table 6: NS3 parameters

Parameters Description

Scenarios No.of C; No. of Device

1 5 10

2 5 20

3 5 30

4 5 40

5 5 50
Mobility Random (0-3 m/s)

6.5.1 End-to-End Delay Analysis

End-to-end delay is a critical metric for assessing network real-time performance. It is calculated as
the average time required for a message to travel from the sender to the receiver. The simulation results for
end-to-end delay are shown in Fig. 5. It is evident that the end-to-end delay of our proposed scheme is lower
compared to the schemes in [25-27], primarily due to our design, which incorporates smaller message sizes
during the authentication phase.
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Figure 5: Comparison of end-to-end delay with related works [25-27]

6.5.2 Network Throughput

Network throughput refers to the number of bits transmitted per unit of time. Fig. 6 shows that the
throughput of the proposed scheme is lower than that of the schemes presented in [25-27]. This lower
throughput is attributed to our scheme’s use of smaller messages during the authentication process. Moreover,
it is important to note that our scheme offers additional functionality features and improved security
compared to the related schemes.
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Figure 6: Comparison of network throughput with related works [25-27]

7 Conclusion

In this paper, we proposed a real-time identity authentication scheme based on dynamic credentials for
power AIGC systems. The scheme includes a dynamic credential update phase that facilitates the continuous
change of session keys, thereby enhancing the availability and security of the power AIGC system. We
compare the security and performance of our scheme with several related authentication schemes, with the
results indicating that our scheme offers superior security with minimal performance overhead. Finally, we
employ the NS3 simulator to assess the network performance of our proposed scheme in comparison to other
existing schemes. The simulation results indicate that our scheme is particularly well-suited for integration
within power AIGC system.
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