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ABSTRACT

Website fingerprinting (WF) attacks can reveal information about the websites users browse by de-anonymizing
encrypted traffic. Traditional website fingerprinting attack models, focusing solely on a single spatial feature, are
inefficient regarding training time. When confronted with the concept drift problem, they suffer from a sharp drop
in attack accuracy within a short period due to their reliance on extensive, outdated training data. To address
the above problems, this paper proposes a parallel website fingerprinting attack (APWF) that incorporates an
attention mechanism, which consists of an attack model and a fine-tuning method. Among them, the APWF model
innovatively adopts a parallel structure, fusing temporal features related to both the front and back of the fingerprint
sequence, along with spatial features captured through channel attention enhancement, to enhance the accuracy
of the attack. Meanwhile, the APWF method introduces isomorphic migration learning and adjusts the model
by freezing the optimal model weights and fine-tuning the parameters so that only a small number of the target,
samples are needed to adapt to web page changes. A series of experiments show that the attack model can achieve
83% accuracy with the help of only 10 samples per category, which is a 30% improvement over the traditional attack
model. Compared to comparative modeling, APWF improves accuracy while reducing time costs. After further
fine-tuning the freezing model, the method in this paper can maintain the accuracy at 92.4% in the scenario of
56 days between the training data and the target data, which is only 4% less loss compared to the instant attack,
significantly improving the robustness and accuracy of the model in coping with conceptual drift.
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1 Introduction

With the gradual development of Privacy Enhancing Technologies (PETS), more and more
research is being done to provide privacy protection schemes [1,2] with strong anonymity to avoid
eavesdropping or censorship. Among the existing tools and schemes, the Tor network (The onion
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router), which has millions of active users, provides privacy protection for users and has become a well-
known representative of low-latency anonymous communication systems. The forwarding strategy of
Tor network’s multihop links can effectively hide the specific traffic content. Still, it has limitations
in hiding the direction of data flow, timestamps, and other key features, which are insufficient to
defend against traffic analysis attacks. This weakness is based on the successful implementation of WF
attack [3,4]. The study of WF attacks can be used as a means to monitor anonymous communication
networks to avoid the malicious influence caused by criminals using the Tor network. This will help
ensure network security and improve the effectiveness of network supervision and governance.

In recent years, the classical WF attack model has encountered the following challenges: i)
Inadequate adaptability to small samples: Traditional deep models need to collect hundreds of
training samples for each monitored website to achieve high-quality classification. However, when
training samples are scarce, neural networks face the problem of overfitting. ii) Concept drift: The
unpredictability of website content causes traffic patterns to change over time. Juarez et al. [5] noted
that most websites are updated regularly, leading to a significant decline in the accuracy of the trained
model when applied to varying traffic. This phenomenon is termed concept drift [6], suggesting that
existing models struggle to address the influence of time on accuracy. Hence, the crucial technical
challenge lies in how to effectively use a small number of samples to alleviate the impact of concept
drift on model accuracy. The main contributions of the study can be summarized as follows:

• First, we propose an APWF model, which combines convolutional neural network (CNN)
and bidirectional gated cyclic unit (BiGRU) to construct a parallel network architecture for
attack. By integrating packet timing and spatial features, website fingerprint is customized, and
channel attention mechanism (CBAM) is introduced to enhance the feature learning ability,
which effectively reduces the training data demand and optimizes the time efficiency of model
training.

• Then, to deal with concept drift, we design APWF fine-tuning method based on transfer learn-
ing. This method uses a small amount of data to train the optimal classification model. When the
traffic classification task is updated, the model parameters are fine-tuned by transfer learning
to better adapt to the new website content, thus alleviating the concept drift phenomenon.

2 Related Work
2.1 Website Fingerprinting Attack

Manual feature design. In the early approaches to Tor anonymity traffic analysis, researchers
mainly designed classification tasks on manually extracted traffic features by machine learning
models [7–10]. However, manual traffic feature extraction engineering is highly dependent on expert
knowledge, time-consuming and laborious to extract, and is bound to be limited. In cases where the
traffic features are not obvious, the amount of data is huge, and different protocols change, etc., it is
impossible to effectively respond to the defense against specific features.

Automated feature extraction. Deep learning algorithms are suitable for automatically performing
feature extraction from raw sequences, can effectively counter existing WF defense methods, and have
an explorable potential for application. Sirinam et al. [11] proposed a deep fingerprint (DF) attack
model in 2018, which created a deep network by introducing multiple convolutional layers and batch
normalization, and achieved 98% accuracy in a closed-world of 95 websites, existing defenses such
as WTF-PAD [12] and Walkie-Talkie [13] were overcome. However, this method required a large
number of instances and its performance significantly decreased when training samples were reduced.
Bhat et al. [14] proposed the Var-CNN model, optimized the deep neural networks (DNN) architecture
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and integrated direction, timing information and a few manual features. Although it performed well
on small datasets, it still had problems such as unstable performance of time features and dependence
on manual features. Siriam et al. [15] proposed that Triplet Fingerprinting (TF) solves the problem of
data scarcity by extracting features from triplet networks to train k-NN (k-nearest neighbor) classifiers,
which is limited by training complexity and task adaptability. The adaptive fingerprint (AF) proposed
by Wang et al. [16] adopts an adversarial domain adaptive method. Although the performance exceeds
TF and the training time is shorter, the advantages are not obvious when the sample size is limited.

2.2 Website Fingerprint Defense

. In order to counter the performance of WF attacks, many WF defense measures based on
filling, imitation and regularization are proposed to obfuscate the traffic and hide the information
characteristics in it. This paper uses the most advanced low-latency defense WTF-PAD to protect
data privacy and evaluates its impact on WF attack methods. WTF-PAD is a kind of adaptive fill
(AP) specifically for Tor proposed by Juarez et al. [12]. It compensates for the AP deficiency of adding
virtual packet fill only when channel utilization is low by adding a state machine. When a user makes a
request, WTF-PAD calls the defense server to add a fake burst feature between successive large-delay
bursts, thus obfuscating the true page size. WTF-PAD can effectively defend against multiple attack
modes at a moderate bandwidth overhead (about 50%).

3 Threat Model

This paper uses the threat model of WF works in earlier literature [11,14]. In Fig. 1, the WF
attacker is set up as a local passive eavesdropper. Being a local network layer attacker means that
the attacker is limited to collecting encrypted traffic transmitted between the client and the Tor entry
node. The technical means available for WF attacks are limited to listening to network packets. You
have no permission to inject, modify, delay, or discard traffic. The WF attacker cannot directly read the
IP (Internet Protocol) address and plaintext content of the message, and therefore cannot determine
the destination website of the client.

Figure 1: The threat model of the website fingerprinting attack

This paper assumes that the attacker can accurately identify and distinguish between the start and
end of network traffic and the pure traces produced by the victim. WF attack protection nodes support
the distribution of traffic to encrypted connections of different websites, and can distinguish between
Tor (The Onion Router) and TLS (Transport Layer Security) traffic, so this paper can analyze traffic
based on this assumption. In addition, previous studies have mainly focused on website identification
under the single-label assumption, failing to reflect the real behavior of Tor users. In practice, users
may be visiting multiple sites at the same time, resulting in overlapping access times. The multi-label
scenario has been explored in some studies [17] and will not be discussed in depth.
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4 Overview of APWF
4.1 Framework of APWF

The architecture of WF attack model APWF is shown in Fig. 2. The attack model consists of four
steps: data preprocessing, spatial feature extraction, temporal feature extraction and feature fusion
classification. In the data preprocessing phase, we extract the accumulated data package sequence
from the training dataset as the input data of the time feature network. At the same time, the
orientation information of the original training package is used as the input of the spatial feature
network. Secondly, we use parallel spatiotemporal feature network architecture to learn and extract
spatiotemporal features of traffic data, respectively. In the stage of feature fusion classification, we
use parameters to flexibly adjust the weight of spatio-temporal features. Thus, more abundant feature
information can be extracted from the limited traffic data, so as to obtain more accurate and reliable
recognition results.

Figure 2: Architecture of the APWF attack model

Data preprocessing: A local attacker first accesses a specific collection of websites and collects a
sequence of packets. The attacker extracts the packet orientation sequence D = {d1, d2, ..., dn}, di ∈
{−1, +1}. di = −1 indicates the data packets sent from the web server to the user, and di = 1 indicates
the data packets sent from the user to the web server. Thus, an attacker can obtain a direction vector
x1, i.e., <d1, d2, ..., dn>. The traffic generated by accessing a web page through Tor can be viewed as
one-dimensional time series data. In the process of transmission, the media data forms a large packet,
while the text data is sparse, indicating that there are contextual features in the packet sequence. One
request packet usually corresponds to multiple response packets, and this clear sequential feature is
an important part of a website’s fingerprint. In order to extract timing features and control training
time, the attacker preserves symbolic representations of continuous messages, using message numbers
instead of numerical values. After processing, the sequence length is reduced by more than 60% on
average, and a new sequence vector x2 is formed. We extract cumulative direction packets as time series
features and combine them with spatial features to effectively reveal data transmission relationships
such as web page resource loading.

Spatial feature extraction: In the spatial feature extraction module, we select 8 convolution layers,
each of which is followed by an activation layer. In order to avoid the loss of feature information,
four composite blocks are used to refine and eliminate the redundancy of features, and the maximum
pooling layer and discard layer are added after every two convolution layers in each composite block.
At the same time, CBAM attention mechanism [18] is introduced to weight space features of different
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scales to make the model pay more attention to key features. By explicitly modeling the dependency
between feature channels, CBAM automatically identifies and dynamically adjusts the importance of
each feature channel, thus emphasizing the features that have a greater impact on classification results.
After the input is compressed, excited, and calibrated, it is passed on to the next convolutional layer
to help the model learn important spatial features. The channel attention module processes an input
of dimension C × H × W (where C is the number of channels) as follows:

1. Compression process: The module performs global mean pooling for each channel, calculates
the average value of each channel, extracts key information, and generates a compressed data
z of dimension 1 × 1 × C. The value of the c channel is the mean of all points on the channel.

zc = F1 (uc) = 1
W × H

W∑

i=1

H∑

j=1

uC (i, j) (1)

2. Excitation process: Firstly, dimension transformation is performed on the compressed data
z. Through the fully connected layer and the activation function, z is mapped to the smaller
dimension 1 × 1 × (C × r) (where r is the compression ratio). Then, through the full connection
layer and activation function, the dimension is restored to 1 × 1 × C, and the calibration
vector sc is obtained. The calculation process of the calibration vector sc reflects the correlation
between channels and is explicitly modeled.

sc = F2 = f2 (w2 × f1 (w1 × z)) (2)

3. Calibration process: The calibration vector sc is used to re-calibrate the original feature matrix.
Specifically, sc is multiplied with the corresponding channel element by element to achieve the
reweighting of the feature matrix and obtain the output feature X̃C. Where scc is the value of
the calibration vector in the c dimension, and uc represents the output feature matrix of the
input feature matrix U in the c channel. The calculation process of the c channel eigenmatrix
of the output eigenmatrix X̃C is shown as:

X̃ c = F3 = scc × uc (3)

In summary, the channel attention module takes U as input and outputs X̃ after three processes
of compression, excitation and calibration. This output is then fed into the convolution layer of the
next composition block to help the model learn important spatial features.

Temporal feature extraction: In Web data interaction, there is an obvious correspondence between
request messages and multiple response messages, so the website fingerprint shows significant time
characteristics. We employ BiGRU to capture the time dependence of traffic data and process both
forward and backward information of input sequences to enhance the representation of time features.
By combining the attention mechanism, the grouping differences are further highlighted. In the
BiGRU model, we omit some spatial features, focus on time features, and reduce sample length by
cumulative summation to improve training efficiency.

Feature fusion classification: Temporal and spatial features play different roles in recognition.
Therefore, in this paper, we carefully design the feature fusion strategy. Specifically, we define a fused
feature vector F , jointly composed of a spatial feature vector f s and a temporal feature vector f t. We
introduce a hyperparameter w with a value range of (0, 1), so that the weights of spatial and temporal
features can be flexibly balanced in the recognition process. In this paper, we define the following when
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performing feature fusion:

F = w × f s + (1 − w) × f t (4)

We input the fused feature vector F into the Softmax classifier and use the Softmax activation
function to calculate the probability distribution of each traffic category. The formula is shown as:

Pi = exi

∑k

i=1 exi
(5)

where Pi denotes the probability that an input session is recognized as the ith traffic category; xi is
the score of the corresponding traffic category. Ultimately, we select the category with the largest
probability value as the recognition result of the model.

4.2 A Scheme to Deal with Concept Drift Based on a Fine-Tuning Mechanism

The fine-tuning mechanism of transfer learning is very important to deal with the problem of
concept drift. It enables the pre-trained model to be further tuned and optimized on the target dataset
to accommodate specific variations and conceptual drifts. Therefore, we design a fine-tuning method
based on Transfer learning (APWF) to optimize the performance of deep learning models on new
tasks, as shown in Fig. 3.

Figure 3: APWF fine-tuning method architecture

In the training phase, we construct a concatenated feature extractor incorporating spatio-temporal
features. We pre-train the feature extractor using historical data to ensure that the model can fully learn
the intrinsic laws of the data so that the model can classify the traffic.

In the attack phase, the attacker captures the unknown traffic data between the user and the ingress
node. These unknown flows are fed into the trained classifier, and the target websites of these flows
are inferred through the inference of the trained WF classifier.

During the fine-tuning phase, the attacker freezes the model parameters of the feature extractor.
The hyperparameters of the final layers of the model are then adjusted using only a small amount
of labeled data for each category of the new task, enabling the feature extraction capabilities of the
fine-tuned pre-trained model to extract robust features.
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By utilizing the APWF method, we can largely mitigate the negative effects of problems such as
insufficient data or category mismatch and improve the model’s performance on the new task.

5 Experiments
5.1 Datasets

In order to effectively evaluate the performance of the proposed model, three representative and
widely used datasets were selected for experimental comparison. The three datasets are AWF dataset
[19], DF dataset [11] and Wang dataset [8]. The description of the dataset is shown in Table 1, where
AWF-time contains 6 groups of data, which are data packets collected from the same website at
different intervals.

Table 1: Details of the AWF dataset

Dataset Setting type Number of websites Number of traces per website

AWF100 Closed-world 100 2500
AWF-time Concept-drift 200 100
AWF9000 Open-world 9000 1

To evaluate the performance of our approach in defense scenarios, we employ the undefended DF
dataset [11], the undefended Wang dataset [8], and the WTF-PAD dataset [12] in the closed-world only.

5.2 Evaluation Metrics

According to the previous WF literature [20], using only true positive rate (TPR) and false positive
rate (FPR) to evaluate the model may be misleading due to data imbalance. In this study, the accuracy
rate, accuracy rate and recall rate are used to measure the model performance comprehensively, so as
to avoid the deviation of the benchmark rate. The three evaluation metrics are defined below:

Accuracy = TP + TN
TP + FN + FP + TN

(6)

Precision = TP
TP + FP

(7)

Recall = TP
TP + FN

(8)

5.3 Closed-World Evaluation

Setting. In order to ensure the effectiveness of the experiment, we extracted the attack stage dataset
from the AWF100 dataset, and extracted different numbers of samples for each website on the basis
of 100 websites to form a training set. Data that does not overlap with the training sample is selected
as the test sample, and 70 data are randomly selected from each website, which is mutually exclusive
with the pre-training data. Fig. 4 shows the changes in the three comparison model evaluation metrics
on the AWF100 dataset as the monitoring training sample increases.
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Figure 4: Closed-world APWF evaluation from left to right: accuracy, precision, recall

Result. Performance test results show that our proposed model is superior to DF and Var-CNN
methods in classification performance, and the performance advantage becomes more obvious with
the reduction of training data. For the few-shot monitored set test, even if each site contains only 10
traces, the APWF scheme can achieve 85% accuracy, while the DF and Var-CNN scheme evaluation
indexes are lower than 50%. When the number of tracks per site increased to 125, the accuracy of
the APWF scheme increased to 98%, verifying the robustness and generalization ability of the model.
In-depth analysis shows that more abundant traffic information can be learned with mixed features.
When the sample size is small, with the increasing sample size, the fault tolerance of the model to
trajectory features is improved, and the classification accuracy is further improved.

5.4 Efficiency Comparison

Setting. To evaluate the efficiency of different methods, we compare the pre-training durations of
the three methods. The time cost of training the same monitored samples is shown in the Fig. 5.
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Figure 5: APWF model training time overhead

Result. As can be seen from Fig. 5, the training time of Var-CNN is much higher than the other
two methods, because it needs to train two extended causal Resnets, and the network structure is more
complex, resulting in a large time overhead. In contrast, the training time of our proposed model
is significantly lower than that of Var-CNN and only slightly higher than DF. This is because the
computational resources and synchronization mechanisms required for APWF to process the two
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paths in parallel increase computational complexity and coordination time, resulting in a longer overall
response time. In order to control the time cost, we carried out data processing on the timing features in
the follow-up experiment. Considering classification accuracy and training time cost comprehensively,
our method has obvious advantages compared with DF and Var-CNN in pursuing efficient and
accurate classification tasks, which not only improves classification performance, but also optimizes
training time.

5.5 Open-World Evaluation

Evaluating attack performance in open-world environments is critical because attackers must
accurately distinguish whether traffic traces originate from monitored websites. This setting is more
challenging than the closed-world environment because the attacker cannot know all possible websites
in advance. Therefore, our research focuses on the binary classification problem, i.e., determining
whether traffic traces are monitored.

Setting. We use precision-recall curves to simulate more realistic attack scenarios as a key measure
of attack performance. Table 2 shows the precision-recall curves for attacks using similar but mutually
exclusive datasets in the open-world.

Table 2: Evaluation of APWF precision-recall curves in the open-world

Model Tuned for precision Tuned for recall

Precision Recall Precision Recall

DF 0.966 0863 0.889 0.950
Var-CNN 0.972 0.870 0.892 0.971
APWF 0.985 0.926 0.902 0.978

Result. Table 2 shows the highest precision and recall performance of the three WF attack models
on the AWF9000 dataset. The results show that the APWF model performs best in accuracy and
recall. When pursuing high precision, the APWF scheme demonstrates excellent performance, with
precision and recall as high as 0.98 and 0.92, respectively, while when aiming at high recall, APWF
also performs well, with accuracy and recall as high as 0.90 and 0.97, respectively. This performance
advantage is mainly because APWF can learn the sequential packet dependencies in the traffic traces,
thus maintaining feature integrity, which improves the classification performance.

5.6 Website Fingerprint Attack Against Defense

To enhance the robustness and applicability of the model in real scenarios, this study adopts the
APWF scheme to compare and analyze the performance of traffic traces under WTF-PAD [12] defense
mechanisms.

Setting. We selected two datasets, DF and Wang, for our experiments, utilizing the Wang dataset
for pre-training, while the DF dataset is used for subsequent model training and testing efforts.

In the pre-training phase, we select 25 samples from each website in the Wang dataset for initial
training of the model. After entering the training phase, we selected a different number of samples (N
= 1, 5, 10, 15, 20) for each website in the DF dataset to fine-tune the model to explore the effect of
different sample sizes on the model performance. In the testing phase, we then thoroughly evaluated the
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performance of the APWF scheme using 70 samples from each website. The results of the classification
accuracy test under the few-shot WF attack setting with defense traces are shown in Table 3.

Table 3: APWF model response to fingerprint defense

Model Undefended dataset WTF-PAD dataset

N = 5 N = 10 N = 15 N = 20 N = 5 N = 10 N = 15 N = 20

TF 0.56 0.63 0.69 0.71 0.45 0.47 0.51 0.51
AF 0.60 0.74 0.84 0.85 0.43 0.61 0.64 0.65
APWF 0.65 0.85 0.89 0.91 0.52 0.64 0.76 0.78

Result. According to the experimental data in Table 3, the classification accuracy of the dataset
defended by WTF-PAD is lower than that of the undefended dataset in a closed-world with few
WF attacks. However, with the increase of new collection tracks, the classification accuracy increases
regardless of defense. In particular, for new target samples, APWF schemes show higher classification
accuracy than TF and AF methods. In the case of N = 1, the training data is too scarce, which makes
the training effect of the model almost meaningless. Therefore, this setting was not included in the
experimental comparison in this study. While, in the 20-shot scenario, APWF achieved 91% accuracy
on undefended datasets, TF and AF were 71% and 85%, respectively. In the face of WTF-PAD defense
trajectory dataset, APWF is still 78%, while TF and AF are only 51% and 65%. This fully validates
the excellent performance of APWF in defense trajectory classification tasks. TF and AF models do
not fully consider the size, sequence and time stamp of packets when analyzing network traffic, so
their resistance to defense strategies is less than that of APWF. This shows that by dig-ging deeper
into the traffic for more potential information, attackers can effectively identify and exploit these
vulnerabilities to break through defense mechanisms.

5.7 Evaluation of Concept Drift

Two independent experiments were conducted to solve the problem that WF attack performance
is affected by concept drift in a closed-world environment. The first experiment compares the
performance of APWF scheme and classical attack method in coping with concept drift. The second
experiment evaluated the effect of different fine-tuning sample sizes on concept drift treated by APWF
schemes.

Setting. The closed-world scenario is built on the AWF200 dataset to simulate data constraints.
The experiment simulates that an attacker trains the model with only the initial dataset and tests it
on a new dataset after an interval of time. The performance changes of each attack model affected by
concept drift are shown in Fig. 6.

Result. The experiment shows that the classification accuracy of anonymous trajectory decreases
with the increase of time interval. For example, from 3 to 56 days, the classification accuracy of
DF, Var-CNN, and TF generally declined. The APWF method performs better in different time
intervals and continuous sampling scenarios, and its classification accuracy is 1.3% and 3% higher
than that of optimal TF. APWF improves performance by fine-tuning a pre-trained deep WF model,
while TF needs to train a triad network to generate feature embedders. The classical methods DF
and Var-CNN showed a sharp decline in performance in time lapse, with DF performing the worst
when dealing with concept drift, with a 14% drop in accuracy. In contrast, APWF showed strong
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generalization ability, and the classification accuracy remained above 92% after 2 months. APWF
adjusts the model architecture by updating the trajectory in a small amount to improve the ability of
“learning classification”, so that the attacker can maintain a high attack accuracy with only a small
number of samples, thus effectively reducing the attack cost.
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Figure 6: APWF scheme performance affected by concept drift

Setting. In this experiment, we select N = 5, 10, 15, 20, 25, 30, 35, and 40 examples as fine-tuned
datasets for each site from five concept drift datasets respectively, and then design an APWF scheme
to conduct experiments on datasets with different time intervals. The results are shown in Table 4.

Table 4: Performance of different scale fine-tuning sets of APWF schemes under concept drift

Time gap N = 5 N = 10 N = 15 N = 20 N = 25 N = 30 N = 35 N = 40

0 day 96.6 96.6 96.6 96.6 96.6 96.6 96.6 96.6
3 day 85.15 91.08 92.78 93.96 93.75 94.51 95 95.35
10 day 84.27 90.36 92.51 93.21 93.06 93.58 93.65 94.7
28 day 83.12 89.38 91.7 92.27 92.76 93.48 93.58 94.5
42 day 79.46 86.81 88.85 90.24 90.63 90.75 91.21 93.2
56 day 77.8 86.62 87.91 88.82 89.07 90.4 91.17 92.9

Result. As shown in Table 4, the overall performance of the APWF scheme, when challenged
by concept drift, shows a decreasing trend over time. When N ≥ 15, the classification accuracy of
the APWF scheme drops only slightly in the first 28 days and remains almost constant from 10 to
28 days; after 56 days, when N = 5, the accuracy further drops to 77.8%. However, when N = 40,
the classification accuracy still reaches more than 92%, which is only a 4% drop compared to 56 days
ago. From this, it can be concluded that after an attacker finishes pre-training the model for a specific
monitored website, they only need to collect 30 examples for each target website over a long period to
ensure that the APWF classification accuracy is above 90%, thus effectively reducing the attack cost
of collecting a large amount of data to re-train the model. The experiment shows that transfer learning
can effectively reduce the negative impact of concept drift.
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5.8 Model Architecture Ablation Study

Setting. To deeply explore the specific impact of features and APWF model architecture on classi-
fication accuracy, we designed four comparison experiments to evaluate different model components,
and the results are shown in Table 5.

Table 5: Experimental results of APWF comparison model

Model Accuracy Precision Recall Training time

APWF 96.65 97.09 96.51 96
CNN-BiGRU 94.23 95.73 93.78 83
CNN-CBAM 85.22 89.77 82.43 22
BiGRU-Attention 64.08 76.44 44.25 79
BiLSTM-Attention 89.61 92.20 88.30 3389

(1) CNN-BiGRU model. First, we examined the CNN-BiGRU model without using the attention
mechanism in the spatial feature extraction branch to observe the effect of the attention
mechanism on the model performance.

(2) CNN-CBAM model. Next, we compare the CNN-CBAM model using only the spatial feature
extraction branch to compare the contribution of a single feature to model learning.

(3) BiGRU (Bidirectional Gated Recurrent Unit)-Attention model. Similarly, we constructed the
BiGRU-Attention model using only temporal features to extract branches.

(4) BiLSTM (Bidirectional Long Short-Term Memory)-Attention model. Finally, to compare
the effects of different recursive units, we designed the BiLSTM-Attention model, in which
the GRU (Gated Recurrent Unit) at the data flow layer is replaced with an LSTM (Long
Short-Term Memory), and the update gates are adjusted to be oblivion gates and exit gates
accordingly.

Result. With the experimental results presented in Table 5, we can find the following conclusions:

First, the CNN-BiGRU model without attention is less accurate than the APWF model that uses
the channel attention mechanism on the spatial feature branches. This result verifies the effectiveness
of the attention mechanism in feature extraction, and by introducing the attention mechanism, the
model can capture the key information of the data more accurately.

Second, classification results using only a single feature are significantly lower than those
using both direction and time features. Although previous studies have suggested that directional
features are more effective, experiments have shown that combining temporal features with spatial
features can extract more critical information. Although the BiGRU-Attention model using only
time features has slightly lower performance than the CNN-CBAM model using directional features,
it still shows strong learning ability and can mine useful information from the sequence of packet
relations.

Finally, we compare the performance of APWF and BiLSTM-Attention. The experimental results
show that the APWF model performs better and has a significant advantage in time cost. This may be
because GRU has a relatively simple structure and faster convergence speed, giving it an advantage in
training small-scale datasets.
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5.9 Temporal Vector Length Ablation Study

Setting. In order to control the reasonable time cost, we evaluate the performance impact
of different lengths for APWF attacks for the length L2 taken by the timing vectors. The length
range of the timing sequence L2 covers a wide range of lengths from 100 to 500. Fig. 7 shows the
accuracy of the modeled attacks with different length settings.
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Figure 7: Timing vector length L2 ablation evaluation

Result. Through the attack accuracy results shown in Fig. 7, we observe that the APWF model
performs best when the timing length is 300, achieving the optimal attack, taking into account the
evaluation index and time cost. When the sequence length is short (100 or 200), the BiGRU model
lacks accuracy due to insufficient feature information. When the length is increased to 400 or 500,
more information can be captured, but the model is overfitted and the time cost increases dramatically.
Therefore, in order to balance the effectiveness of the attack and the computational cost, we set the
length of the timing vector L2 to 300 as the key parameter for the input of the BiGRU-Attention
branch. It should be mentioned that the difference in packet length between different websites mainly
depends on the content type of the website, the number and frequency of requests, the presence of
video streams, and caching. The L2 length should be flexibly set according to different application
scenarios to adapt to the differences in packet length.

6 Conclusion

This paper introduces an innovative APWF method, which is applied in the field of website
fingerprint attack. APWF model adopts parallel network structure to capture spatial features and time
sequence details of data packets efficiently and automatically. The directional features are learned by
convolutional neural network and CBAM reinforcement, and the temporal sequences are captured by
BiGRU-Attention network structure. To address dynamic changes in statistical patterns, we developed
APWF fine-tuning mechanisms that are more realistic and challenging than existing WF attack
studies, demonstrate superior performance and stability, and can be effectively processed in both
closed-world and open-world where training data is scarce. The results show that when there is a 56-day
interval between training and testing data, APWF achieves 92.4% classification accuracy, which is 3%
higher than TF method. The research shows that transfer learning can effectively mitigate the impact
of concept drift on the accuracy of attack models, and make website fingerprint recognition more
practical in the real world. We will delve into the scalability of the technology to address the complex
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challenges that come with large-scale deployments. At the same time, the successful application of
APWF has also prompted the defense side to continuously improve its defense strategy and technology
level to cope with the increasingly complex cyber attack means. This may include the introduction of
obfuscation techniques and the use of randomised packets to reduce predictability.
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