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Abstract: Devices and networks constantly upgrade, leading to rapid technological evolution. Three-dimensional (3D) point cloud transmission plays a crucial role in aerial computing terminology, facilitating information exchange. Various network types, including sensor networks and 5G mobile networks, support this transmission. Notably, Flying Ad hoc Networks (FANETs) utilize Unmanned Aerial Vehicles (UAVs) as nodes, operating in a 3D environment with Six Degrees of Freedom (6DoF). This study comprehensively surveys UAV networks, focusing on models for Light Detection and Ranging (LiDAR) 3D point cloud compression/transmission. Key topics covered include autonomous navigation, challenges in video streaming infrastructure, motivations for Quality of Experience (QoE) enhancement, and avenues for future research. Additionally, the paper conducts an extensive review of UAVs, encompassing current wireless technologies, applications across various sectors, routing protocols, design considerations, security measures, blockchain applications in UAVs, contributions to healthcare systems, and integration with the Internet of Things (IoT), Artificial Intelligence (AI), Machine Learning (ML), and Deep Learning (DL). Furthermore, the paper thoroughly discusses the core contributions of LiDAR 3D point clouds in UAV systems and their future prediction along with mobility models. It also explores the prospects of UAV systems and presents state-of-the-art solutions.
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1  Introduction

In recent decades, the latest developments in 3D point clouds have come with vital applications in robotic sensing, mobile mapping, Augmented Reality (AR), Virtual Reality (VR), medicine, buildings, and other entertainment industries [1,2]. Wireless network communication technology has been witnessed with many applications and is used daily [3,4]. These networks are rapidly increasing, and so the demand is also growing. Different kinds of networks are used for communication scenarios. The major core concept is the small networks created for a short time and emergency applications [5]. Recently, the most emerging wireless communication has been the transmission of drones. These drones are called Unmanned Aerial Vehicles (UAVs), which simultaneously fly in the air with three-dimensional movements [6]. These form a network known as a flying ad hoc network. Different kinds of remote-control drones, i.e., UAVs, are used for communication. Communication occurs in two phases in UAV: UAV to UAV communication and UAV to Ground Station. In UAV-to-UAV communication, the swarm mechanism is applied to drones like nature-inspired moths and ants [7,8]. In this communication, one drone relates to another node in a fashion that one acts as a sender and router. The relay approach is also carried out using UAV-to-UAV communication. In the other phase, communication occurs by connecting the UAV to the ground station. The ground base station controls the UAV. In some terminologies, an operator sitting in the ground station controls all the communication scenarios of the UAVs. This communication phase is also known as UAV to infrastructure-based communication—core contributions of the following:

•   To thoroughly analyze and investigate the major issues and challenges in the UAV network. This includes autonomous navigation, challenges in video streaming infrastructure, motivations for Quality of Experience (QoE) enhancement, and avenues for future research.

•   Additionally, to conduct an extensive review of UAVs, encompassing current wireless technologies, applications across various sectors, routing protocols, design considerations, security measures, blockchain applications in UAVs, contributions to healthcare systems, and integration with the Internet of Things (IoT), Artificial Intelligence (AI), Machine Learning (ML), and Deep Learning (DL).

•   Furthermore, the core contributions of LiDAR 3D point clouds in UAV systems and their future prediction, along with mobility models, should be thoroughly discussed. It also explores the prospects of UAV systems and presents state-of-the-art solutions.

UAV is a new member of Mobile Ad hoc Networks (MANETs) [9,10], where the 3D movement of the nodes takes place. Like UAV, Vehicular Ad-hoc Network (VANET) [11] also takes part in the communication scenario, but these nodes communicate on the ground and move in a 2D fashion. Due to easy installation and emergency services, the UAV has been considered the best communication technology in the recent era. These networks have paved the way for telecommunication at a low cost. The smart concept of drones is termed the Internet of Aerial Vehicles (IoAV) [12,13], in which each drone is equipped with smart fashion deployment, which takes its decision by itself. The communication of UAVs takes place in which the UAV is used to communicate with the UAV, V-to-V, and UAV to Vehicle. Numerous applications have emerged in which remote-control drones are used, like commercial drones for commercial usage purposes, drones for traffic surveillance, drones for crop monitoring, drones for border patrolling, drones for monitoring wildfires, drones for relaying Networks, drones for disaster management, and surveillance. These applications are discussed in detail in Section 2.

The latest growth has been due to the development of wireless technologies in recent years. The drone system can cope in all scenarios in which the entries of normal humans are too risky. These drone systems are used for remote sensing applications to sense the environment and target area with the help of a fixed camera equipped in the UAV. The UAVs are linked with the ground networks, and the other UAVs are linked with other UAVs. The connections of a UAV to another UAV form a swarm fashion of UAVs. The remote-control UAVs perform two kinds of tasks while sensing the target area. One is active sensing, and the other one is passive sensing. In active sensing, the UAV acquires and senses the target area by capturing it online. In passive sensing, the UAV acquires and gains the information from the target area, and then, on the ground station, the operators perform the operations on that information offline while not in active connectivity. Fig. 1 shows the communication scenario between the UAV-to-UAVs and the ground network VANET [2,14].
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Figure 1: Communication scenario of UAV with VANET

UAVs can communicate, coordinate, and sense the desired area of interest. The classification-based illustration of the UAVs has been given in Fig. 2. Each UAV has an installed onboard monitor, sensors, cameras, Global Positioning System (GPS), and an autopilot system. The fixed-wing is continuously in motion, and UAVs are continuous.
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Figure 2: UAV classifications

Meanwhile, UAVs with rotor wings could hover and stay for as long as required in the air and can sense the area remotely. The UAVs have fixed and rotatory wings, have autopilot capabilities, and can fly from 10 up to 100 m/s in emergencies, as shown in Fig. 3. Furthermore, UAVs are also available at different high and low altitudes from the ground. Different UAVs are available in different sizes, weighing 0.5 up to 2500 kg. Each UAV has a short and long flight duration and communication, depending on the required task and transmission rate [15,16].
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Figure 3: Different parts of a fixed wings drone system

UAVs fly independently in the air, or a remote procedure controls them. Applications of UAVs are evolving and growing each day. In early times, UAVs were used by military applications and were remotely directed. Furthermore, in the recent era, there have been different kinds of applications, such as non-military safety work, firefighting, and controlling. The application of a stand-alone UAV is limited, but multi-UAV systems have a vast number of civil, industrial, and military applications. With the advantage of a multi-UAV system, less time is consumed, and this could achieve and maximize the processing time in flying tasks compared to single-UAV systems. UAVs have been considered to have a high degree of mobility since these are flying robots, so their speed is much faster than ground vehicles. Different mobility models are used for UAVs, such as a random waypoint mobility model. which can direct the UAV system to fly and change its direction based on the basic mobility installations. The tasks that are performed by the multi-UAV system are difficult for a single-UAV system to accomplish. With cooperation and routing, these UAVs must cope with different tasks and can achieve numerous kinds of tasks that a single UAV system can’t. UAVs are of different names, such as flying robots, quad-copters, and drones. Because of the easy installation and utilization, small-size UAVs are considered the best for small projects. The researchers are still in the infancy of controlling the design life of UAVs (maneuver life), flight stability, energy consumption, design considerations, challenges during the flight, and network performance. With the latest improvements in the UAV systems that have been presented in different shapes and sizes, attention is drawn especially to the time-dependent tasks or the UAVs to cover a large area of interest. With the improvements of scientists in sensors, electronics, and communication tools, it has been considered that UAV systems will fly independently or be controlled remotely without human personnel. UAVs play an important role in secure communication because of their small operational expenditures, installation, easy connection, lightweight, and adaptability. Small UAV systems have limited capabilities and are lightweight in data delivery. Energy is also a major concern in UAV systems because these are equipped with limited-power batteries [17]. UAV systems are designed for remote sensing applications, and different cameras are installed in these to sense the target area. The details of the installed cameras in UAVs are given in Table 1.
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The range of camera technologies available for UAVs spans a variety of specialized functions and applications. RGB cameras capture high-resolution color images suitable for general photography and video recording. Thermal cameras detect infrared radiation, enabling effective nighttime operations and thermal inspections. Multispectral cameras capture specific bands of light, which is particularly useful in agriculture for monitoring plant health and identifying vegetation issues. Hyperspectral cameras provide detailed spectral information across numerous bands, essential for environmental monitoring and material identification tasks. LiDAR systems use laser light to create precise 3D maps and measure distances accurately. High-resolution cameras offer exceptionally detailed imaging capabilities, ideal for mapping and inspection tasks requiring fine detail. Dual cameras integrate two types of imaging systems into one setup, allowing simultaneous capture of different types of imagery for comprehensive analysis. Multispectral and thermal cameras combined provide a comprehensive approach to data capture, blending detailed spectral analysis with thermal imaging capabilities. Specialty cameras are tailored for specific applications, such as precise color measurement or specialized light analysis, enhancing the versatility of UAVs across various industries and research fields. The flying performance of the UAVs can perform different assignments efficiently. To accomplish direction-based achievements, the UAVs must organize and direct in a swarm fashion where each UAV communicates with another. Because of the small and lightweight UAVs, it is not possible to carry heavy objects by them. Cheaper and lightweight hardware may create a network among small UAVs [7,18,19]. Different flying UAVs communicate in UAV, which can communicate with one another in a nearby region. From this viewpoint, specific kinds of UAVs have been introduced that communicate in a group like a swarm, and a limited range of communication occurs in nearby surroundings. For civilian applications, the IEEE wireless standards are used for communication that operates at a lower altitude. These wireless standards are 802.15.1 (Bluetooth) and 802.15.4 (XBee), whereas for military applications, the IEEE standard wireless 802.11 with a/b/g/n [4]. All these standards are discussed in detail in Section 6. The UAVs and their different characteristics are given in Table 2.
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2  Applications of UAVs

UAVs have unlimited applications for civilians and the military, such as commercial UAVs, UAVs for traffic, UAVs for crop monitoring in the agriculture domain, UAVs for border surveillance, and Ground mobile robots can replace human beings in threatened environments [20,21], UAVs for disasters, and remote sensing. as shown in Fig. 4. The details of these are discussed in subsections.
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Figure 4: Common applications of UAVs

2.1 Commercial UAVs/Drones

It is clear from the current strategy and the vast number of designed drones that these drones/UAVs will be used for various tasks, from smart delivery to revenue generation. These UAVs deliver materials and products like pizza, as shown in Fig. 5. Commercial drones are those used in marketing and business for convenient delivery and revenue generation. According to the most recent research, UAVs may be used for marketing campaigns to boost sales and smart delivery of goods like pizza and other items. These unmanned aircraft fall under the category of commercial drones. When the US television program “60 min” first debuted, a man named Amazon founder Jeff Bezos demonstrated the smart delivery of a drone to bring a package from Amazon warehouses to the client’s doorstep. The delivery of the drones is not only limited to delivering pizza; these are also used to carry other items depending on the size and payload of the product. It is a safe and secure method to deliver goods using UAVs. On-road delivery can be difficult due to unavoidable circumstances of road rush traffic; hence, UAVs are the best option for transferring goods easily and quickly. Many federal authorities, especially in the US, use UAVs to deliver valuable stuff involving no human personnel [22,23].
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Figure 5: Commercial UAV/drone

2.2 Traffic Surveillance

The most critical role for UAVs in urban monitoring and planning is traffic surveillance [24,25]. Typically, it has been accomplished using numerous cameras mounted on the tops of tall buildings, cameras plced on motorways, and helicopters. The US Department of Transportation has just begun using UAVs for traffic surveillance (US-DOT). As demonstrated, the UAVs could maintain and organize a safe environment for traffic safety and regulate and observe traffic activity. Normally, these UAVs have HD cameras that observe traffic using surveillance feeds. In Fig. 6, the traffic surveillance of UAVs can perform the duties of accident reporting, emergencies, route deviation, emergency route guidance, suspicious vehicles [26], traffic flow monitoring, parking search, and traffic jams [27,28].
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Figure 6: Applications of UAVs for traffic surveillance

Fig. 7 depicts a scenario in which a UAV continuously monitors traffic situations with the assistance of control stations that may abruptly alter over time. As a result, it demonstrates that when a calamity, such as an emergency, orders are sent to the appropriate department by UAV from control stations. In this regard, UAVs play an important and robust role. There could be various applications for UAVs in such situations; therefore, handle it cautiously and completely.
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Figure 7: Traffic surveillance using AVs

The main concept of Fig. 7 is deploying the UAV systems, especially for traffic surveillance. It can be seen in the Figure that the UAVs are deployed in the air to continuously monitor all the traffic activities, such as traffic rules, security, risks, and even emergencies, such as collisions of cars and accidents. These UAVs are connected to the base stations and then to the data center and web services, where the operator manages and controls them. It can also be used for further surveillance, such as security, fires, and safety [29,30]. Normally, traffic surveillance is carried out by UAVs in urban environments because of the highly populated areas and bulk of vehicle traffic. The best approach to using UAVs in overcrowded urban areas is cognitive radio technology (CRT). Because of this, the UAVs can switch the acquired information from one place to another and finally to the base station.

2.3 Crop Monitoring

Initially, the agricultural technologist used several methods for monitoring crop conditions, such as eye inspection, molding localization, and color estimate [31]. However, after some time, crop monitoring was shifted to more complex technology and tools, such as gas sensors, pH scales, anemometers, and thermometers. However, there was a problem with using these instruments: non-real-time availability and the challenges associated with data collecting. WSNs were projected and shown a superior answer for these difficulties before being deployed in fields near crops in the intended area. In this crop monitoring scenario, WSN nodes were randomly deployed in the fields and operated in a mesh network. This network was boosting efficiency and dependability. However, due to the dynamic breadth of the conditions, such as animal ingress and frequent temperature changes, this network was insufficient to monitor efficiently. Fig. 8 depicts a crop monitoring arrangement.
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Figure 8: Crop monitoring using UAVs

Only high-quality cameras with high megapixels and resolutions can capture the best images and record videos. However, outdated drones can suffer from high-quality data transmission because high-quality data also needs to be compressed. The servers are other devices that may not be able to handle high-volume data in large sizes. The LiDAR, a 3D point cloud, can transmit high-quality images and video and handle data compression. If the original data size is 100 MB, then the LiDAR compression can compress it up to 15 MB, which is and outstanding approach to minimize the size and keep the original quality of the images and videos captured by drones.

Japan demonstrated using UAVs for crop monitoring in the early 1980s [32]. At the time, Yamaha was designing and developing revolutionary UAVs for crop spraying. Following that, the use of UAVs in agriculture was introduced to solve the issues and problems of remote sensing of crops, like manned craft or satellite, which have some limitations and restrictions for meeting the needs of agricultural prerequisites. UAVs have been formally incorporated for agricultural monitoring and sensing via sensors deployed in the fields. These drones/UAVs could transmit high-quality photographs and movies, which were key constraints in agricultural practices due to their short duration window to obtain high-quality photos.

2.4 Border Patrolling

The majority of the military of the recent century are using UAVs for safe and secure border patrolling to observe the area remotely from perpetrators [33] and other malicious things, as shown in a scenario in Fig. 9. The use of UAVs for national security purposes in border surveillance is fast increasing. Usually, the patrolling system requires active and forceful human employees. This may include border troops and checkpoints. These requirements are developed and implemented globally to inspect and monitor entering and leaving vehicles for restricted and forbidden acts and items. A border troop is a group of people who inspect and monitor their border area for encroachment and other activities within the time range specified. Using a patrolling system manual, some regular border patrol systems allocate the most active and aware humans for border monitoring. Many surveillance systems have been developed for real-time border patrolling with little human intervention and great accuracy. Sensor nodes are locations where any activity, movement, or other activity that crosses the borderline can be detected. As a result of UAVs’ great mobility and ability to cover a vast area faster than humans with a clear Line of Sight (LoS), human involvement is reduced. As a result, the assets may be predicted to decide management activities based on UAV information [34,35].
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Figure 9: Border patrolling using UAVs

Fig. 9 depicts the three layers of border patrolling. Some sensors are installed underground to observe the activity, and these sensor nodes are connected to the cameras and other base stations, which can generate an alarm when there is unidentified activity. Nodes implanted with video cameras or night vision scopes and multimedia sensor nodes are employed at the second layer to deliver graphical information and improve system efficiency. Finally, drones/UAVs are positioned at the third layer to track intrusion-based evidence of sensor nodes by capturing and assisting them via border patrol agents [36].

2.5 Disaster Management and Search and Rescue Operations

UAVs are especially best used in places where the entry of humans is dangerous, too risky, and impossible. Places like Maritime disaster situations [37,38], volcanoes [39], floods [40], and earthquakes [41,42] are where the best utilization of UAVs can be made. With the enhancement of the CRT technology equipped in UAVs, these are the best features in which these UAVs operate effectively. By doing so, the UAVs can effectively acquire knowledge and sense the area of interest. Focusing on the target from the sky could observe the disaster area and the area for any people who may have suffered from the disaster. The UAVs, in this scenario, are the best solution for search and rescue operations and to keep information about the target area and how much damage has occurred. With the proper utilization of the CRT, the UAVs are performing well in disaster situations to observe and manage. A scenario of the disaster management discussion is given in Fig. 10.
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Figure 10: UAVs in disaster management

2.6 Wildlife and Wildfire Observing

Monitoring and observing [43] are the core contributions of the UAVs for which they are specially designed. Wildlife is important, and many living animals in the wild can preserve nature and the atmosphere. A scenario of UAVs is given in Fig. 11, in which the UAVs observe wildlife. These are to observe the animals and the entire wild environment, such as flooding, fire, and other disaster situations. As mentioned, CRT technology is the best idea, equipped in the UAVs for such monitoring. This technology is sensitive to the environment and has cognitive sensing capabilities that observe motion and sense the target area. Sometimes, documentaries are also made about wildlife animals for information, knowledge, and other research. The concept is to continuously monitor and experience the activities and life of the wild, such as any disaster situations, and also the knowledge and information regarding the animals living in the forest.
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Figure 11: UAVs monitoring wildfire in wildlife

2.7 Relay Network

The network can reduce its speed and access when the range increases from one device to another. For such issues and problems, the relay method enhances the network and reduces the distance [44]. The UAVs are used as relays for the networks, which can help reduce distance and increase the bandwidth and throughput of the network. When there is no clear LoS, the UAVs sometimes cover the area and monitor and enhance the network from above the ground. The relaying network scenario is shown in Fig. 12.
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Figure 12: Relaying network using UAV

2.8 Remote Sensing UAVs

UAVs can be used for different applications, including remote sensing and GIS [45,46]. As from the name itself, this is a remote procedure. Hence, UAVs are used as remote sensing applications to acquire and gain meaningful information from the target area by sensing it remotely using onboard cameras and sensors. They analyze the area of interest and observe and investigate it for mineralization, productivity soil, soil organic matter, etc. Remote sensing drones are also used to analyze and check the snow-covered area and indoor location [47,48], the range of the snowfall, and so on—the scenario of UAVs as remote sensing is shown in Fig. 13.
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Figure 13: UAVs for remote sensing

3  The Design Considerations of UAVs

Because of the unique features of UAVs, different planning considerations are required compared to standard impromptu systems. Here, true structure thoughts should be discussed: Flexibility, dormancy, variety, UAV stage requirements, adaptability, and transmission capacity.

3.1 Adaptability

The nodes of UAVs are exceedingly versatile. Nodes’ behavior continues to change because of this. The paths of UAVs fluctuate throughout time, and their separation is also not constant. Another issue is UAV disappointment, which reduces the quantity of UAVs in systems. As a result, the UAV setup should consider UAV disappointments and ongoing path modifications. The system’s overall execution depends on the flexibility with which fluctuations and topologies change.

3.2 Latency

One of the fundamental plan requirements for every system is this. The most important ward component is delay. Military applications’ dormancy should be minimal for data movement for continuing UAV usage, such as chase and recovery operations. The inertness factor can be minimally negotiated for non-time fundamental applications, such as city design arranging and similar tasks.

3.3 Mobility

UAV mobility plays an important role in UAV display. There are a few minor examples of ad-hoc network nodes. A moving example is a gathering or independent node. It is critical to determine whether moving examples of UAVs are feasible for completing tasks successfully and on schedule.

3.4 UAV Platform Constraints

Because UAVs used in UAVs have limited consignment capability, they have particular limits. The weight of the equipment affects the presentation of UAVs; a modest payload extends the duration. As a result, a UAV with a lighter payload has more room for auxiliary assets such as sensors and other ancillary devices. Another constraint considered by UAV UAVs is space limitation.

3.5 Scalability

In comparison to single UAV frameworks, multi-UAVs can improve overall system performance. Extending the number of UAVs in the system improves execution. The bigger the number of UAVs, the faster the mission will be completed and the more solid the system will be. Adaptability is important for time-sensitive applications.

3.6 Bandwidth Requirement

In each UAV application, UAVs receive information from the environment using cameras and different sensors, and this information is relayed to the ground station over a multipath course. Information obtained in applications such as watching, salvaging, reconnaissance, and combat zones is fundamentally high-resolution video, photos, and sound. Similarly, captured information is vital and must be transmitted with rigorous postponement bounds. As a result, UAVs require a high transmission capacity asset to complete activities productively and on time.

3.7 Interoperability

Interoperable means to be operational and can be operated. To design such a UAV system, this can be interoperable with other networks and devices.

4  Broad Challenges in UAV Networks

UAV is a member of MANET. Because of its high node speed, rapid topology changes, and portable representations, it faces additional challenges in addition to the existing ones in MANET members. As a result of the discovery of these challenges and problems, the following areas have been identified as requiring extensive investigation.

4.1 Dynamic Topology

UAVs form shared affiliations to maintain coordination and cooperation, which may be achieved by grouping. A single group is an excellent choice for comparable and minor balance tasks. When specific UAVs must do many functions, the need for multi-group systems develops. The CH of each bunch oversees downlink correspondence and between-group correspondence in this configuration.

4.2 Network Formation

The term itself denotes network formation, which means the formation of the UAV network if one UAV fails to communicate with others. All the UAVs communicate in a swarm fashion, and when one UAV stops communicating with others, the remaining UAVs start communicating with the other nearest UAVs, which can lie within the data transmission range. In this sense, each UAV works as a router for the next UAV to transfer the data further. If any interruption occurs in the drone systems, the remaining drones can communicate in a swarm optimization and form the network to avoid interruption and stabilize the communication links. It is inextricably linked to the advancement of UAVs in multi-UAV systems. One of the significant challenges is dealing with many UAVs and a few stationary ground stations. A wide range of small-scale UAVs may be offered in various clever swarms. A self-contained UAV setup is one example of astute group development. UAVs can react to dynamic availability fluctuation through clever bunching. Following a disruption in the relationship, UAVs may self-sort to reconnect.

4.3 Routing

UAV routing differs from those of other explicitly designated systems families. It has a relatively high rate of node formation. As a result, the topology changes all the time. The most difficult test is to create an effective routing calculation that is ready to deal with high versatility hubs and must renew its directing table regularly as the topology changes.

4.4 Security

One of the main difficulties UAVs address is ensuring data privacy, accessibility, and reliability throughout the correspondence between UAV-to-UAV correspondence and UAV-to-ground node correspondence. Because there is no physical security node, bargaining becomes straightforward in it. Because of the considerable topology changes, regulating dependencies between nodes is an extra test. Nodes often link and separate from the system in all aspects. Protected routing is another source of concern in UAVs.

4.5 Quality of Service (QoS)

In UAVs, UAVs transmit data such as GPS position, text, pictures, video, and audio. There must be several limitations when transmitting such data, such as having a high QoS, minimum end-to-end latency, and lower error rates.

4.6 Mobility and Placement of UAV

One of the major research concerns in UAVs is the optimal placement of UAVs. UAVs with varying capabilities and constraints are used for a variety of purposes. Smaller UAVs are designed to carry smaller payloads, such as a thermal camera, a single radar, a camera, and an image sensor. As a result, this is an open test to simplify the UAV scenario to minimize vitality, encouraging when the retrieved data is taking longer.

4.7 Reliable Data Delivery

The applications of UAVs give highly critical information in many circumstances that need to be brought there within a certain deadline. As a result, network consistency should be quite good. This type may be defined using the best-delivered data.

4.8 Variable Communication Links

Most open and non-military human applications may now be accomplished with multi-UAV systems. The system can have several types of correspondence connections in multi-UAV frameworks, such as UAV-to-UAV and UAV-to-ground join. The key advantages of multi-UAV systems are consistent quality and survivability in adversity. The failure of a single UAV causes the system to update and maintain communication by employing alternative nodes.

4.9 Base Communication Technology

Different IEEE standard communication technologies are used for UAVs, such as 802.11 and 802.14.4. All these technologies depend on the type of network, which can be ad hoc or internet-based networks with central entities. Connect quality disparities emerge in UAV systems due to fluctuating separations among hubs and high mobility. For low data transfer in UAV-to-UAV communication, the IEEE standard 802.14.4 is used effectively. It could transfer the data in an ad hoc fashion network. The IEEE standard 802.11 is used for UAV-to-ground communication, which involves the centralized controlled internet facility. It can quickly transfer data and cover high-distance communication in 100–1000 km ranges. The MAC layer is installed in this terminology to manage UAVs’ issues and challenges during transmission, such as high bandwidth, high throughput, minimum delays, and low transmission loss ratio. UAVs have gained popularity for applications that do not require a human administrator or are too dangerous for human administrators. They operate on the IEEE S-Bands, the IEEE L-Bands, and the ISM bands. However, with recent technological improvements, new remote gadgets have been invented that also work on these groups. Different communication technologies used in UAVs are illustrated in Table 3.

[image: images]

4.10 Quality of Experience (QoE)

QoE in the context of drone and UAV systems refers to the overall satisfaction or dissatisfaction that users experience with the service these unmanned aerial vehicles provide. It is a holistic measure encompassing various aspects of service delivery and the interaction between users and the technology. In particular, QoE in Internet Streaming Video services is a critical metric used to assess the perceived quality of service from the end-user’s perspective [49]. This evaluation is crucial as it allows service providers to monitor service quality in real-time and make proactive improvements to enhance customer satisfaction before issues escalate into complaints or customer attrition. The components contributing to QoE include the quality of the network delivery system, the encoding and decoding processes of the video content, human factors such as user expectations and interaction interface, and the number of users or units sharing the network resources. Each factor shapes the overall user experience and satisfaction levels with UAV systems. Categories of QoE metrics are defined to quantify different aspects of user satisfaction. These include playback success, which measures the reliability of video playback without interruptions or failures; startup time metrics encompassing the time taken for the video to start playing; resume after seeking; and other related delays. Rebuffering metrics assess the frequency and duration of buffering events during playback, which can negatively impact user experience if not managed effectively. Additionally, video quality metrics evaluate the encoding quality of the streamed content, the resolution delivered vs. what is displayed to the user, and any issues, such as dropped frames, that may affect visual clarity and continuity. Understanding these metrics allows service providers to gauge the actual viewer experience accurately, align their services with audience preferences and tolerance levels, and make informed decisions about balancing quality with cost, time, and features.

To continuously improve QoE in UAV systems, conducting systematic experiments, gathering user feedback, and adapting technological advancements in video compression, network optimization, and user interface design is essential. By addressing these aspects comprehensively, UAV operators can enhance customer satisfaction and effectively drive the adoption and utilization of UAV technology across various applications. This approach underscores the importance of QoE as a strategic metric for optimizing UAV service delivery and ensuring positive user experiences in both commercial and operational contexts. Table 3 is regarding the frequency ranges and communication standards for UAV networks.

4.11 Data Processing Technologies

The widespread application of drones in fields such as aerial photography, surveillance, and rescue operations has generated a vast amount of data, but it also brings numerous storage challenges. Firstly, drones collect large volumes of data, especially high-resolution images, videos, and sensor data, requiring storage devices with large capacities. Secondly, as drones typically carry multiple sensors and devices, the diverse types of data they collect make managing and integrating these multi-source data complex. Data security is also a significant concern, as drones may collect and process sensitive or private information, necessitating ensuring secure storage, transmission, and data processing to prevent leaks and unauthorized access. Moreover, certain applications require real-time data, necessitating drones to collect, transmit, and process data in real-time for timely decision-making and response actions. Furthermore, drones may encounter environmental and operational constraints during missions, such as weather conditions, flight areas, and battery life, which may affect data collection and storage. Therefore, addressing these challenges requires consideration at the design and planning stages and the comprehensive integration of technological, managerial, and policy factors.

4.12 Routing Protocols for UAVs

The routing protocols are rules with the qualities and features governing the data communication process. Different routing protocols are used for communications, such as energy routing protocols, node scalability routing protocols, and link stability routing protocols [50]. All these routing protocols are divided into different classes, such as hybrid, reactive, proactive, and geographic-based. UAVs used different classes of routing protocols for the sake of communications, and these are all illustrated in Fig. 14.

[image: images]

Figure 14: UAV routing protocol’s taxonomy

Hierarchical routing protocols in UAV systems organize nodes into clusters or hierarchies to improve scalability and manageability. These protocols are designed to simplify the routing process by structuring the network to reduce the complexity of routing decisions. By forming clusters, each cluster head can manage the communication within its cluster, reducing the overhead for the entire network. Examples of hierarchical routing protocols include EHSR, CA, MPCA, MMT, and DTM. These protocols are particularly useful in large networks where managing individual node connections can be impractical. Energy-based routing protocols focus on optimizing energy consumption to prolong the lifetime of UAVs. These protocols aim to minimize the energy required for communication, which is crucial for UAVs often limited by battery capacity. By selecting routes that consume the least energy, these protocols help extend the operational time of UAVs. Examples of energy-based routing protocols include IEE-DLSA, EPLA, CBLADSR, EALC, and IMRL. These protocols are vital in scenarios where UAVs must operate for extended periods without recharging or battery replacement.

Swarm intelligence-based routing protocols use techniques inspired by the collective behavior of social insects like ants and bees. These protocols leverage the principles of swarm intelligence, where simple agents collectively solve complex problems. For instance, ants find the shortest path to food by leaving pheromone trails that guide other ants. Similarly, swarm intelligence-based routing protocols use collective behaviors to optimize routing paths in a dynamic network. Examples include APAR, BeeAdHoc, AntHocNet, and POSANT. These protocols are particularly effective in highly dynamic environments where network topology frequently changes.

Heterogeneity-based routing protocols consider the heterogeneity in UAV capabilities, such as different energy levels and computational resources. These protocols are designed to take advantage of the diverse capabilities of UAVs, ensuring that each UAV’s strengths are utilized effectively. By considering the heterogeneity of the network, these protocols can improve the overall efficiency and performance of the UAV system. Examples include DPTR, XlieGO, UVAR, and CRUV. These protocols are essential in networks with UAVs of varying capabilities, ensuring each UAV contributes optimally to the network. Topology-based routing protocols rely on the network topology to make routing decisions and are further categorized into reactive, static, proactive, and hybrid approaches. Reactive protocols, such as TORA, AODV, M-AODV, TS-AODV, and DSR, find routes on-demand when needed, reducing the overhead of maintaining a complete routing table. Static protocols, like LCAD, MLHR, and DCR, use pre-determined routes, which can be beneficial in stable environments but less adaptable to changes. Proactive protocols, including DSDV, BATMAN, OLSR, and M-OLSR, maintain up-to-date routing information to all nodes, ensuring immediate route availability but with higher overhead. Hybrid protocols, such as DLSA, Co-DLSA, LSTDA, ZRP, HWMPR, and SHARP, combine reactive and proactive approaches to balance overhead and responsiveness. Position-based routing protocols use the geographical position of nodes to make routing decisions and are further categorized into reactive, proactive, and greedy approaches. Reactive position-based protocols, like MUDOR, ARPAN, and RGR, discover routes when needed using position information, ensuring efficient route discovery. Proactive position-based protocols, such as POLSR, AeroRP, GRAA, and ABPP, continuously update routes based on position, providing immediate route availability. Greedy protocols, including GRG, GPMOR, MPGR, GLSR, and GPSR, forward packets to the node closest to the destination, minimizing the path length and reducing latency. These protocols are particularly effective in UAV networks where the positions of nodes are constantly changing, ensuring that routing decisions are always based on the most current information. Each category of routing protocols has unique characteristics tailored to different operational scenarios and requirements in UAV systems. The protocol choice depends on network size, node mobility, energy constraints, and specific application requirements. By selecting the appropriate routing protocol, UAV systems can achieve efficient, reliable, and scalable communication.

4.13 UAVs Existing Wireless Communication Technologies

A variety of current wireless technologies are used in UAVs. These all consume less energy, and almost all communicate using the ISM-Band. Wireless communication technologies such as Wi-Fi, Bluetooth, XBee, WiMAX, LTE, 5th G, and SATCOM are used. A detailed discussion of all these is given as follows:

Wireless-Fidelity (Wi-Fi) IEEE 802.11: Wi-Fi is most frequently used in communication scenarios when the communication is wireless. The IEEE bands such as 802.11n and 80.11ac can gain the best functionalities within a network. Two n versions have different features, including cyclic delay diversity, high transmission, Orthogonal Frequency Division Multiplexing (OFDM), Multi Input Multi Output (MIMO), and space-time block coding. Using these can increase the network throughput, bandwidth, and speed of the link up to 150 mbps, and it can also increase the distance coverage up to 250 m in an outdoor environment. In the AC version, the best feature is the Multi-User (MU-MIMO), enhanced throughput, dependable modulation, and overcoming limitations in future communication networks. The rate is up to 6.78 Gbps. Apart from this, the AC version can maintain a limited communication range of up to 100 m and can maintain the mobility of the nodes. In UAV-to-ground communication, the n version can divide the data from the sensor nodes in a communication scenario. Precision agriculture applications technology is efficiently used in UAVs via Wi-Fi and can overcome 3-D construction, forestry, frame rate, image quality, and acceptable low delay. The Wi-Fi technology and standards are also used in UAVs for Incident Management Systems (IMS); the UAVs can overcome disaster prevention and observation, such as fire sabotaging buildings and gas leaks.

Bluetooth (IEEE 802.15.1): Bluetooth technology is the most used IEEE standard 802.15.1 technology, and it is used in many devices because of its easy installation and easy deployment at a low cost. This unlicensed technology uses the 2.4 GHz frequency band, ranging from 10 to 200 m. However, the most extreme information rate may reach 24 Mbps. The Bluetooth Special Interest Group (SIG) proposed Bluetooth Low Energy (BLE) with the specifications of Bluetooth 4.0. The Bluetooth 5 is another version focusing on speed and collaboration and includes additional short-term inventions. Also, the Bluetooth 5 Also has the ability and features of communication for high-rate data transfer. Equipped with the UAV, the majority of the remote-controlled drones are using Bluetooth technology after 4.0 versions. The Bluetooth 5 has advanced flow control organization and low effort in the future’s UAV.

XBee (IEEE 802.15.4): The XBee is a radio waves technology introduced in 2005, with the development of the band named Max-Stream, the IEEE standard 802.15.4 band. This was designed for the star interchanges and point-to-point communication in which the clear LoS occurs. It has no proper symbol but has an antenna-type device. It can transfer data in the range of 250 kbps and is designed to be near communication systems. When the distance and size of the data increase, this technology suffers because it cannot provide such activity. Equipped in the UAV, this technology can be utilized effectively when there is clear LoS and minimum distances between the nodes of the UAV to the UAV and the ground station. Two versions are used: one is the simple XBee, and the other one is the XBee-Pro with 900 hp, which can be utilized as a remote component module. It can transfer the data from the UAV to the UAV and the ground station with high bandwidth and high throughput. In disaster situations and easy installation in emergencies, the XBee technology is used. This bi-directional connection sends telemetry data from UAVs to ground stations and controls data in the opposite direction.

WiMAX (IEEE 802.16): Worldwide Interoperability for Microwave Access (WiMAX) is used in long-distance communication devices that can communicate over miles. It uses the IEEE standard 802.16 bands with negligible interference, high data rates, and high throughput over long distances. Symbolic representation of WiMAX. This technology standard can be best used in areas where terrain and other mountains can cause signal interruption, path loss, or transmission loss. It has been considered the best because of its high bandwidth, easy installation, safety, high QoS, and paving high distances, and it is introduced in both unlicensed and licensed versions. During emergencies such as terrorist attacks or natural disasters, a network based on WiMAX and UAV technology may be introduced and implemented. This technology standard may be embedded in UAVs to allow them to communicate with ground stations and one another. Some UAVs are deployed over disaster-prone areas with the help of a wireless mesh network as a backbone that allows for emergency communication.

Long-Term Evolution (LTE)/4G: The LTE, also known as the 4th Generation wireless network, has witnessed high-speed internet facilities over the last decade and is expected to increase mobile network traffic to 403 exabytes per month by 2029 [51]. It can cover long distances with high bandwidth over the communication link. Internet-based UAVs use LTE technology, especially when they must cover a distance of up to 1000 km or more. The US military uses the LTE for drone communication; one is the Reaper-1 drone, which can cover more than 1000 km of distance by connecting with the base station. The LTE can work with HSPA and previous systems to provide full-speed vehicles. The LTE standard preserves low inertness, long separation, high portability, and all the requirements for automaton communication. It must, in any case, be used in authorized groups. In LTE/4G systems, a swarm of UAVs outfitted with cell technology can accidentally offload traffic into neighboring cells.

Fifth Generation and Six Generation (5G/6G): The fifth generation, simply 5G, is the updated and enhanced version after the LET/4G. This is more advanced wireless communication technology compared to 2G (GSM), 3G Universal Mobile Telecom System (UMTS), and 4G (LTE/WiMAX). The highest throughput, highest bandwidth, and longest coverage distance for wireless communication technology has been 5G in the recent era. In most developed countries, 5G has been the best growth in the IT industry. The 5G was anticipated in early 2020 by the International Telecom Union (ITU). In recent years, the ITU has been working on 6G wireless communication technology. Introducing 5G in the UAV has been a great innovation in the recent age. It has too many capabilities to cope with and enhance the lifetime of the drones’ communication by enriching the quality of the links and speed and providing the maximum level of high bandwidth. It can cover long distances of up to thousands of kilometers with a high-speed data transfer rate. It was also anticipated that the speed of the 5G would be 100gbps with a limit of 1000 times. As a result of such high points, the 5G invention is prepared to take on an essential character in UAV communication frameworks, paving the way for new uses.

Satellite Communication: Satellite Communication, short for SATCOM, is the communication that takes place using artificial satellites in space. This technology is used to transmit electromagnetic signals to space stations from ground stations or satellites, as well as the other way around. SATCOM is considered the best way of communication, as it covers long distances from one continent to another. With the proper utilization of the SATCOM in the UAV, all the UAVs can communicate effectively. Different frequency bands are used in SATCOM for different purposes, such as weather forecasts for the military and television broadcasting bands. The most common band used is the c band in SATCOM. Others are also used but for specific purposes. The armies use the X band for communication, with the 7 GHz for downlink and 8 GHz for uplink. Likewise, the Ku band operates at 11–12 GHz for downlink and 14 GHz for uplink speed. The UAV system can undergo many issues, including the lack of clear LoS. Proper usage of the SATCOM in the UAV will cover the issue of LoS and will have the ability to increase the network performance.

Radio Frequency (RF): Combining cutting-edge technologies, drones’ radio frequency (RF) transmission capabilities continually evolve to meet increasingly complex application demands. Advancements such as multi-band RF technology enable drones to achieve more stable and reliable data transmission by utilizing multiple frequency bands simultaneously. At the same time, adaptive modulation and coding techniques dynamically adjust signal modulation and encoding based on channel conditions for optimized performance. Wideband RF technology provides greater channel bandwidth, supporting higher data rates and lower latency for real-time video streaming and large-scale data transfer tasks. Moreover, Multiple Input Multiple Output (MIMO) and Software Defined Radio (SDR) enhance drones’ RF communication capabilities by improving signal reliability, coverage, and adaptability to diverse communication standards and protocols. These innovations empower drones with enhanced RF transmission performance, offering greater flexibility and reliability across various applications. Based on the discussion above, it is reasonable to assume that short-range communication technologies such as Bluetooth, XBee, or Wi-Fi may be considered for medium-range UAV applications, depending on the range and bandwidth requirements. However, if the inclusion zone is vast and these short-extend advancements cannot meet the required throughput requests, long-ago communication novelties, for example, SATCOM, 5G, LTE, and WiMAX, may be more appropriate. Extensive illustrations with ranges of these are given in Table 4. The transient improvements were used due to their transmission characteristics since there are good reasons for choosing them: they operate in an unlicensed spectrum, don’t require extreme LoS, and present a reasonable information rate and inclusion. In addition, they might be coordinated well with a small UAV. The greatest option among the short-range remote advances is Bluetooth 5, notable for its speed, control utilization, limit, and inclusion improvements.
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5  Key Challenges in UAV Transmission Systems

The transmission systems for UAVs are critical components that enable the communication and control necessary for their autonomous operations [52]. These systems face unique challenges due to the nature of aerial environments and the requirements for real-time, reliable communication [53]. UAVs require low-latency and low-delay communication, especially for real-time control and data transmission, such as 3D point cloud video transmission [54], NLP, Transformer, encoding, and decoding [55]. Real-time data transmission is essential for accurate activity timing, necessitating low-latency communication protocols and edge computing.

High-definition (HD) and Ultra HD (UHD) video and sensor data require substantial bandwidth, necessitating the use of high-bandwidth communication technologies like 5G, mmWave, and advanced antenna systems [56]. Reliable and accurate data transmission without duplication is crucial for real-time video transmission in UAV systems [57]. Multi-link communication systems, mesh networks, and error correction protocols are suggested to ensure reliable communication in diverse environments [58].

Energy efficiency is critical due to limited battery power in UAVs, restricting operational time [59]. Developing energy-efficient communication hardware and algorithms is recommended to address this issue [60]. Signal interference caused by attenuation, noise, and distortion, as well as vulnerabilities to interference and cyber-attacks, can be mitigated through the implementation of secure communication protocols and interference mitigation techniques [61]. Tables 5–7 compare different transmission technologies in UAV systems.
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The transmission systems for UAVs must address multiple challenges, including latency, bandwidth, reliability, power efficiency, and security. Advances in communication technologies like 5G, mmWave, and Li-Fi are pivotal in overcoming these challenges. Developing energy-efficient and secure communication protocols is essential to successfully deploying autonomous UAV systems in various applications. By understanding these challenges and leveraging the right technologies, UAVs can achieve more reliable and efficient communication, making them more capable of performing complex autonomous operations in diverse environments, especially when using the 3D point cloud LiDAR approach.

5.1 AI, ML, DL, and IoT-Enabled UAV Systems with 6G and Beyond

Integrating IoT, ML, AI, and DL into UAV/drone systems is revolutionizing various industries. With the advent of 6G technology, these capabilities will be significantly enhanced, providing unprecedented autonomy, connectivity, and performance. AI empowers drones, also known as UAVs, with autonomous decision-making capabilities [48,62]. By processing data from various sensors, AI can help drones navigate, avoid obstacles, and perform complex tasks without constant human intervention [63]. Some key features of AI in UAV systems include autonomous navigation, object recognition, and predictive maintenance [64]. In addition to AI, ML algorithms are also being integrated into UAV systems to enable drones to learn from data and improve their performance over time [65]. This involves training models on large datasets to identify patterns and make predictions. Key features of ML algorithms in UAV systems include data analysis, pattern recognition, and behavior prediction [66]. DL, a subset of Machine Learning, involves using neural networks with many layers, known as Deep Neural Networks (DNNs), to model complex patterns in data [67]. DL algorithms in UAV systems are particularly useful for image and video analysis, natural language processing, and advanced object detection [68]. The IoT framework connects drones to various devices and systems, enabling real-time data exchange and control [69]. Key features of IoT-enabled UAV systems include real-time data collection, remote monitoring and control, and inter-device communication [70]. The next generation of wireless communication, 6G, promises to significantly improve UAV systems’ latency, data rates, connectivity, and security [71]. Tables 8 and 9 compare AI, ML, DL, and the impact of 6G in UAV networks.
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The convergence of AI, ML, DL, and IoT with 6G technology will significantly enhance the capabilities of drone systems, leading to more autonomous, efficient, and versatile applications across various sectors. As 6G technology matures, it can be expected to see even more innovative and impactful uses of drones, transforming industries and everyday life.

5.2 Security Measures in UAV Systems

UAVs, commonly known as drones, require robust security measures to ensure safe and reliable operations [72]. These security measures can be broadly categorized into physical, communication, data, and operational security.

Physical security for UAVs is a critical first line of defense. Anti-tampering mechanisms help ensure adversaries cannot easily modify the UAV hardware [73]. Using techniques like signal authentication, GPS spoofing protection prevents false GPS signals from misguiding the UAV [74]. Anti-jamming techniques, such as frequency hopping and spread spectrum, make it difficult for attackers to jam the UAV’s communication signals [75]. These physical security measures collectively help secure the UAV platform against various attacks.

Communication security is paramount for UAVs, as the data links between the UAV and the control station must be protected. Advanced encryption standards like AES-256 secure these communication links and prevent eavesdropping [76]. Mutual authentication mechanisms ensure the UAV and control station can verify each other’s identity, thwarting impersonation attempts [77]. Frequency hopping, where the transmission frequency is dynamically changed, makes it harder for adversaries to intercept the communications [78]. Data security is crucial for UAVs, which often collect and transmit sensitive information [59]. Data encryption, both in transit and at rest, safeguards the confidentiality of this data [79]. Secure digital storage technologies protect the data from unauthorized access [80]. Role-Based Access Control (RBAC) limits data access to only those users who require it, reducing the risk of data breaches [81]. These data security measures ensure the integrity and confidentiality of the valuable information gathered and processed by UAVs.

The multi-faceted security approach covering physical, communication, and data aspects is essential to protect UAV systems from various threats and vulnerabilities. By implementing these security controls, UAV operators can enhance the trustworthiness and reliability of their unmanned aerial platforms.

Operational security is critical to ensuring UAV systems’ reliable and responsible use. One key challenge is restricting UAVs from entering prohibited airspaces or no-fly zones. Geofencing technology can create virtual boundaries to prevent UAVs from straying into these restricted areas, including sensitive government facilities, crowded urban centers, or other off-limit locations. This helps mitigate the risks of using UAVs for unauthorized surveillance or disrupting critical infrastructure. In addition to spatial restrictions, securing UAVs’ actual flight paths and mission plans is paramount. Encrypting this operational data protects it from being intercepted or tampered with by adversaries. This ensures the integrity of the UAV’s intended activities and prevents malicious actors from altering the flight path or mission objectives without authorization. Continuous real-time monitoring of UAV operations is also essential for operational security. Vigilant monitoring allows for the rapid detection of any anomalous behavior or potential security threats. Operators can then quickly respond to mitigate these risks, whether it’s neutralizing a jamming attack, triggering emergency return-to-base protocols, or initiating other contingency measures. By addressing challenges related to no-fly zones, encrypted flight path data, and real-time monitoring, UAV operators can enhance the overall operational security of their unmanned aerial platforms. These measures help ensure UAVs are used responsibly, without compromising sensitive airspaces or mission objectives, and with the ability to react to emerging security threats rapidly. Table 10 is regarding security measures in UAV networks.
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5.3 Blockchain in UAV Systems

Blockchain is the latest technology that offers a decentralized, immutable, and transparent method to enhance security and management systems [82]. Applying blockchain technology in UAV systems ensures the following key benefits: Data Integrity: One of the primary advantages of using blockchain in UAV systems is the ability to ensure the integrity of the data collected by the drones. Blockchain technology provides an immutable record of all transactions, which means that any data recorded on the blockchain cannot be altered or tampered with. This is crucial for UAV applications, where the drone data may be used for critical decision-making or as evidence in legal or regulatory proceedings. By leveraging the immutable nature of blockchain, UAV operators can be confident that the data they are working with is accurate and trustworthy.

Decentralized Control: Traditional UAV systems often rely on a centralized control system, which can create a single point of failure. If the central control system is compromised or experiences a malfunction, the entire UAV network may be disrupted. By applying blockchain technology, the control of UAV operations can be decentralized, reducing the risk of a single point of failure. This decentralization is achieved using a distributed ledger, where multiple nodes in the network maintain a shared record of all transactions. If one node experiences an issue, the other nodes can continue to operate, ensuring the overall resilience of the UAV system. Enhanced Authentication: Blockchain technology can also enhance the authentication processes between UAVs and their control systems. The authentication process can be automated and secured using smart contracts, ensuring only authorized entities can access and control the UAVs. This is particularly important in scenarios where multiple parties (e.g., operators, service providers, and regulators) must interact with the UAV system, as it helps establish a trusted and verifiable chain of custody. Secure Communication: Another key benefit of using blockchain in UAV systems is securing communication channels. Blockchain-based networks can ensure that only authenticated nodes can participate, preventing unauthorized access and ensuring the data’s confidentiality. This is crucial in UAV applications, where sensitive information, such as flight plans, sensor data, or command signals, needs to be securely transmitted between the drones and the control systems—Table 11 regarding the blockchain systems and their applications in UAV networks.
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Despite the advancements in UAV technology, several security issues and challenges persist, particularly in communication systems. Ensuring the security of UAV systems is critical for their safe and reliable operation. Implementing robust security measures, leveraging blockchain technology, and addressing existing security issues and challenges are essential to achieving this goal. By adopting these strategies, UAV operations can be more secure, efficient, and trustworthy. The above-detailed discussions and tables provide a comprehensive overview of the security measures, blockchain applications, and the security issues and challenges in UAV communication systems.

5.4 UAV-Enabled Systems in Medical Healthcare

Unmanned Aerial Vehicles (UAVs), commonly known as drones, are increasingly being integrated into the medical healthcare system. Their applications range from emergency response to routine delivery of medical supplies. Here’s a detailed discussion on UAV-enabled systems in medical healthcare, including tables for better understanding.

UAVs, or unmanned aerial vehicles (also known as drones), play a crucial role in enhancing emergency medical services (EMS) capabilities, particularly in remote or hard-to-reach areas. The major applications of UAV-enabled systems in healthcare EMS include Rapid Transport of AEDs: Drones can deliver Automated External Defibrillators (AEDs) to cardiac arrest patients much faster than traditional ambulances. This rapid deployment of life-saving equipment can significantly improve the chances of survival for those experiencing sudden cardiac emergencies. First Responder Assistance: Drones equipped with cameras and communication systems can provide first responders with real-time information about the situation on the ground. This can help first responders better assess the scene, coordinate their response, and provide more effective medical care. The major advantages of using UAV-enabled systems in healthcare EMS include reduced response times, which means that drones can reach patients in remote or difficult-to-access areas much faster than ground-based emergency vehicles, potentially saving critical minutes in life-threatening situations. Increased Survival Rates in Critical Conditions: The rapid delivery of AEDs and the improved situational awareness provided by drones can lead to higher survival rates for patients experiencing critical medical emergencies. Tables 12–17 discuss the UAVs embedded and applicable in the healthcare systems.
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Drones also effectively deliver medical supplies, especially in areas with poor infrastructure. The major applications of UAV-enabled systems in healthcare’s medical supply delivery include the delivery of Medicines: Drones can be used to regularly transport drugs and vaccines to remote or underserved areas, ensuring timely access to essential medical treatments. Transportation of Samples: Drones can quickly and safely deliver lab samples, including blood and tissue samples, for analysis and diagnosis. The major advantages of using UAV-enabled systems in healthcare’s medical supply delivery include timely delivery in areas with poor road infrastructure, which allows drones to bypass difficult terrain and traffic and deliver medical supplies to areas that are hard to reach by ground transportation. Safe Transport of Temperature-Sensitive Medical Supplies: Drones can maintain the proper temperature and handling requirements for delicate medical items, such as vaccines and blood samples, during delivery.

UAVs can significantly improve the effectiveness of medical services during natural disasters. The major applications of UAV-enabled systems in healthcare’s disaster response include damage assessment, which can quickly survey affected areas and provide detailed damage reports, helping emergency responders better understand the scale and scope of the disaster. Supply Drops: Drones can deliver medical supplies and other essential items to inaccessible areas by ground vehicles, ensuring that critical resources reach those in need.

The major advantages of using UAV-enabled systems in healthcare’s disaster response include the following: Swift Assessment of Disaster Zones: Drones can rapidly gather and transmit information about the extent of the damage, enabling a more coordinated and effective response. Efficient Distribution of Medical Supplies: Using drones, healthcare providers can ensure that crucial medical resources reach those who need them, even in the disaster’s most challenging and hard-to-access areas. Overall, the text highlights the growing importance of UAV-enabled systems in enhancing the capabilities and effectiveness of healthcare’s emergency medical services, medical supply delivery, and disaster response operations. Using drones in these areas can significantly improve patient outcomes and the overall efficiency of healthcare delivery, particularly in challenging or resource-constrained environments.

This section discusses how UAVs are utilized beyond emergencies, specifically in delivering routine healthcare services, particularly in remote or underserved regions. The key applications of UAV-enabled systems in routine healthcare services are as follows: Telemedicine Support: UAVs deliver telemedicine kits to remote patients, enabling them to receive healthcare services without physical access to a healthcare facility. Routine Lab Sample Transport: UAVs regularly transport lab samples for diagnostic purposes, improving the efficiency and timeliness of the sample delivery process. The major advantage of using UAV-enabled systems for routine healthcare services is enhanced healthcare access in remote areas: UAVs can provide healthcare services to individuals living in remote or underserved regions where access to traditional healthcare infrastructure may be limited. Improved Efficiency in Sample Transport: Using UAVs for sample transport can enhance the speed and reliability of the process, leading to more efficient diagnostic services.

This section emphasizes the importance of establishing and adhering to regulatory frameworks and safety protocols to deploy UAV-enabled healthcare services effectively. Appropriate regulatory guidelines and safety measures must be in place to ensure the safe and responsible use of UAVs in healthcare. These may include regulations governing the operation and use of UAVs, such as airspace restrictions, pilot licensing requirements, and guidelines for maintaining airworthiness. Safety protocols to mitigate risks associated with UAV operations, including measures to prevent collisions, ensure payload security, and minimize potential harm to people or property. Adhering to these regulatory and safety considerations is essential for the successful and sustainable integration of UAV technology into routine healthcare services.

Integrating UAVs into medical healthcare systems offers significant potential to enhance medical services’ speed, efficiency, and reach. From emergency response to routine healthcare delivery, UAVs provide versatile and effective solutions, especially in remote and underserved areas. However, the success of these systems depends on robust regulatory frameworks, safety protocols, and infrastructure support.

5.5 Future of UAV Systems

The future of drone communication systems is poised for significant advancements, driven by technological innovations, regulatory developments, and increasing applications across various industries. These UAVs will be the spiders in the sky flying autonomously with AI-enabled approaches. Technological Advancements: One of the cornerstone advancements discussed is the rollout of 5G networks, which promises to revolutionize drone communication. The transition to 5G is expected to provide ultra-reliable, low-latency connectivity, significantly enhancing the capabilities of drones. This upgrade enables real-time data transmission, enhances control mechanisms, and improves safety standards. With these improvements, drones can operate more efficiently and reliably in various environments, from urban areas to remote locations.

Additionally, satellite communication is another pivotal technology for drones, particularly in Beyond-Visual-Line-of-Sight (BVLOS) operations. In areas where terrestrial networks are sparse or nonexistent, satellites offer a crucial alternative, facilitating continuous connectivity and expanding the geographical reach of drone applications. This capability is essential for agriculture, forestry, and infrastructure inspection, where access to real-time data is paramount for decision-making and operational efficiency. Tables 18–23 are regarding the future scope of UAV networks.
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Regulatory Developments: Integrating drones into airspace necessitates robust regulatory frameworks to ensure safety and operational integrity. As drone usage proliferates, regulatory bodies are evolving to establish comprehensive air traffic management systems dedicated to UAVs. These systems are crucial for managing airspace congestion and ensuring compliance with safety protocols. Moreover, regulatory efforts are focused on defining communication protocols and standards that govern how drones interact with each other and with existing aviation infrastructure. This regulatory evolution is essential for fostering a conducive environment for widespread drone deployment across various sectors.

Integration with AI and IoT: AI and IoT technologies are poised to transform drone capabilities by enhancing communication systems and operational functionalities. The integration of AI enables drones to perform autonomous operations with improved decision-making capabilities, enhancing efficiency and reliability. IoT integration facilitates real-time data collection and analysis, enabling drones to perform tasks such as predictive maintenance and enhanced situational awareness. These advancements optimize drone performance and pave the way for innovative applications across industries, from logistics and transportation to public safety and environmental monitoring.

Security Enhancements: As drone deployment increases, ensuring communication channels’ security becomes paramount. Cyber threats pose significant risks to drone operations, potentially compromising data integrity and operational safety. Future drone communication systems must incorporate advanced encryption techniques and blockchain technologies to mitigate these risks. These security enhancements safeguard data transmission and protect against unauthorized access, bolstering trust and reliability in drone technology applications.

Applications and Use Cases: Looking ahead, the integration of robust communication systems will unlock a diverse range of applications and use cases for drones. Beyond traditional roles in surveillance and inspection, drones are poised to play pivotal roles in delivery services, emergency response, and disaster management. Enhanced communication capabilities enable drones to operate efficiently in dynamic and challenging environments, contributing to faster response times and improved outcomes in critical situations.

In the decision, the data underscores a transformative phase in drone technology characterized by technological innovation, regulatory evolution, and expanding applications. These advancements are set to redefine industries and societal norms, ushering in an era where drones are integral to every day operations across various sectors, supported by resilient communication systems and regulatory frameworks designed for safety and efficiency. The future of drone communication systems is shaped by advances in 5G technology, satellite communication, regulatory developments, integration with AI and IoT, and enhanced security measures. These developments will unlock new applications and significantly expand the operational capabilities of drones. By addressing the current limitations and leveraging emerging technologies, the drone communication landscape will evolve to support more complex, large-scale, and diverse applications, ultimately transforming various sectors such as medical healthcare, military, and everyday life.

6  Main Contributions of LiDAR 3D Point Cloud in UAV Systems

One of the most significant contributions is highly accurate terrain mapping and modeling. LiDAR-equipped UAVs can capture dense, high-resolution 3D point clouds of the terrain, creating detailed Digital Elevation Models (DEMs) and terrain maps [21,83,84]. This data is invaluable for precision agriculture applications, such as monitoring crop health and optimizing irrigation, as well as civil engineering tasks like surveying and infrastructure inspection. In forestry and natural resource management, LiDAR point clouds from UAVs provide crucial insights into biomass estimation, deforestation monitoring, and other ecological assessments. Another key contribution is the detailed mapping of urban areas and infrastructure. LiDAR point clouds from UAVs can generate highly accurate 3D models of buildings, roads, bridges, and other urban assets. This data can be leveraged for smart city planning and management, asset monitoring and maintenance, and even 3D visualization and augmented reality applications. The level of detail and accuracy far surpasses what can be achieved with traditional aerial photography or satellite imagery. The ability to detect and monitor changes over time is another important contribution of UAV-mounted LiDAR systems. By comparing 3D point clouds captured at different time intervals, operators can identify and quantify changes to the landscape, structures, or other assets. This capability is invaluable for construction progress monitoring, disaster response and damage assessment, and environmental monitoring applications, such as tracking deforestation or coastal erosion. Autonomous navigation and obstacle avoidance is another area where LiDAR point cloud data from UAVs shines.

The detailed 3D maps of the surrounding environment can be used to plan safe, collision-free flight paths and enable advanced autonomous flight capabilities [85]. This is especially crucial for operating UAVs in complex, cluttered urban or forested areas. Finally, LiDAR point clouds provide rich 3D data about vegetation structure, canopy height, and other forestry metrics, making them invaluable for applications in the agriculture and forestry sectors. UAV-based LiDAR can be used for forest inventory, biomass estimation, and monitoring of forest health and ecosystem changes over time, supporting precision forestry and precision agriculture initiatives. To illustrate the contributions of LiDAR 3D point cloud data to UAV systems, Table 24 compares the performance and capabilities of UAVs with and without LiDAR.
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6.1 Future of UAV Systems in Terms of LiDAR 3D Point Cloud

One of the key trends in the future of UAV-based LiDAR systems will be the continued improvement in sensor resolution and accuracy. As LiDAR technology continues to evolve, it can be expected that UAVs will be equipped with higher-density point clouds capable of capturing even finer details of the environment. This will lead to more precise terrain mapping, infrastructure modeling, and vegetation analysis, with point cloud densities reaching far beyond the 100 points per square meter mark. The increased accuracy and resolution will unlock new possibilities in precision agriculture, urban planning, and environmental monitoring applications. Moreover, integrating LiDAR with other sensor modalities, such as high-resolution cameras and hyperspectral imagers, will enable the creation of truly multidimensional data sets. These data-rich point clouds, combined with advanced data fusion and machine learning algorithms, will provide unprecedented insights and decision-support capabilities for various stakeholders, from city planners to forest management authorities. Autonomous navigation and obstacle avoidance advancements are promising developments in the future of UAV-based LiDAR systems. As the 3D point cloud data becomes more detailed and reliable, UAVs can navigate complex environments, such as dense urban areas or heavily forested regions, with greater precision and safety. This will pave the way for more widespread deployment of UAVs in applications where human-piloted flight is challenging or impractical, such as infrastructure inspections, SAR operations, and emergency response scenarios.

Furthermore, integrating LiDAR data with real-time processing and decision-making algorithms will enable the development of truly intelligent and adaptive UAV systems. These systems will be capable of autonomously assessing the environment, detecting changes or anomalies, and responding with appropriate actions, all while maintaining optimal flight paths and mission objectives. This level of autonomy will be a game-changer in industries like precision agriculture, where UAVs can autonomously monitor crop health, identify problem areas, and trigger targeted interventions. Table 25 shows the potential future advancements in UAV-based LiDAR systems.
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As shown in the table, the future of UAV-based LiDAR systems will be characterized by exponential improvements in sensor capabilities, data processing, and autonomous decision-making, transforming these aerial platforms into highly versatile and intelligent tools that can revolutionize various industries and applications.

6.2 State-of-the-Art (SotA)

Different works have been done for UAVs depending on the type of issue and challenges, such as energy, routing, QoS, security, scalability, and mobility. All these issues arise in UAV, and the majority of the authors have proposed different techniques for the improvement of this network. In UAVs, one of the key and major issues is routing, and due to the high mobility of the flying nodes, communication becomes difficult. The summary of the overall literature review is in tabular form in Table 26.
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6.3 Mobility Models in UAV Systems

Mobility models play a crucial role in simulating the movement patterns and behaviors of drones and UAVs in various applications and scenarios. These models are essential for understanding and predicting how UAVs navigate, communicate, and interact within their environments. One commonly used mobility model is the Random Waypoint Model, where UAVs move randomly between predefined waypoints, simulating unpredictable movement patterns. This model is useful for studying scenarios where UAVs must cover a large area or perform tasks with varying priorities. The Gauss-Markov Model, on the other hand, introduces a correlated random walk approach, where UAV movement is influenced by its previous positions and velocities. This model reflects more realistic behaviors where UAVs exhibit some degree of inertia or persistence in their trajectories. The Manhattan Grid Model is often employed for urban environments or structured spaces, mimicking the grid-like movement patterns akin to city streets. This model benefits applications requiring precise navigation or where UAVs must adhere to specific paths and avoid obstacles.

In contrast, the Brownian Motion Model assumes UAVs move randomly with equal probability in all directions, making it suitable for scenarios where movement is truly random or influenced by environmental factors such as wind. Moreover, specialized models like Group Mobility Models simulate collective behaviors where multiple UAVs move together in formations or patterns, crucial for swarm robotics applications or coordinated surveillance missions. Each mobility model offers distinct advantages and is selected based on the specific requirements of the UAV application or simulation scenario. Understanding and selecting the appropriate mobility model is essential for accurately simulating UAV behaviors, optimizing mission planning, and developing robust control algorithms that enhance operational efficiency and mission success in diverse real-world environments. Each model offers unique characteristics for different simulation scenarios and real-world applications in drone and UAV systems, providing researchers and developers with tools to analyze and optimize UAV behavior in diverse environments and operational conditions. Table 27 shows some common mobility models used in UAV systems.
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6.4 Discussion

The introduction section provides a comprehensive overview of the field of UAVs or drones, including a historical perspective on their development, the diverse range of applications and use cases, and the key challenges and research areas in this domain. UAVs have become increasingly prevalent in modern society, with applications spanning aerial photography and videography, agricultural monitoring, infrastructure inspection, search and rescue operations, disaster management, military and defense, and even medical deliveries. The design considerations for UAVs involve complex factors such as airframe design, propulsion systems, payload capacity, range and endurance, control and navigation systems, and energy efficiency, as engineers and researchers must optimize these aspects to meet the specific requirements of different applications. The airframe design of a UAV plays a crucial role in determining its aerodynamic performance, stability, and maneuverability. Factors such as the choice of materials, wing configuration, and overall structural integrity must be carefully considered to ensure the UAV can withstand the stresses and environmental conditions it will encounter during flight. The propulsion system, including electric motors, internal combustion engines, or hybrid arrangements, must be selected to provide the necessary thrust and power output while balancing factors like energy efficiency, noise, and emissions. The payload capacity of a UAV is a significant design consideration, as it determines the type and amount of equipment, sensors, or cargo the vehicle can carry. The payload’s weight, size, and power requirements must be integrated into the overall design to maintain the desired flight performance and endurance. The range and endurance of a UAV are critical for its operational capabilities, and factors like the energy storage system, aerodynamic efficiency, and propulsion system design influence these parameters. Advances in battery technology, lightweight composite materials, and efficient power management systems have enabled the development of UAVs with increasingly longer flight times and operational ranges. The deployment and operation of UAV networks introduce a host of general challenges, including communication and control, coordination and collaboration between multiple UAVs, air traffic management, environmental and weather-related factors, regulatory and legal frameworks, and issues related to safety and privacy. Effective communication and control systems are essential for UAVs’ safe and efficient operation, particularly in complex environments or when multiple UAVs work together. Challenges such as signal interference, bandwidth limitations, and latency must be addressed by developing robust and reliable communication protocols.

Coordinating the actions and movements of multiple UAVs within a network is another significant challenge, as these vehicles must be able to share information, make collective decisions, and avoid collisions while working towards a common goal. Air traffic management systems, both for individual UAVs and swarms, are necessary to ensure the safe integration of UAVs into existing airspace and prevent conflicts with other aircraft. Environmental and weather-related factors, such as wind, precipitation, and temperature, can substantially impact the performance and reliability of UAV systems. Designers must develop strategies to mitigate these challenges, such as implementing advanced sensor systems, flight control algorithms, and weather-resistant components. Regulatory and legal frameworks governing the use of UAVs vary widely across different regions and jurisdictions, and compliance with these regulations is crucial for the safe and responsible deployment of these systems. Various routing protocols and algorithms have been developed for efficient data transmission, ad-hoc networking, energy-aware routing, and dynamic route optimization to address the challenges in UAV networks. These protocols consider network topology, node mobility, energy constraints, and quality of service requirements to optimize the data flow and ensure reliable communication between UAVs and ground control stations. The existing wireless communication technologies utilized in UAV systems include Wi-Fi, cellular networks, satellite communications, and dedicated UAV-specific protocols, each with advantages and limitations. Wi-Fi provides a cost-effective and readily available solution for short-range communications, while cellular networks offer broader coverage and support for longer-range operations. Satellite communications are essential for providing connectivity in remote or beyond-line-of-sight scenarios but may suffer from higher latency and bandwidth limitations. Dedicated UAV-specific protocols, such as the Unmanned Aerial Vehicle Communication System (UAVCS), have been developed to address the unique requirements of UAV networks, including seamless handovers, real-time data transmission, and tight integration with control and navigation systems. The transmission systems of UAVs face key challenges such as interference, spectrum management, bandwidth limitations, latency, security, and the impact of environmental conditions on the reliability and performance of the communication links. Interference from other wireless devices and electromagnetic interference from the UAV’s components can disrupt the communication links and impair the overall system performance. Effective spectrum management and developing advanced modulation and coding techniques are necessary to mitigate these interference challenges and ensure reliable data transmission. The integration of emerging technologies, including AI, ML, DL, and the IoT, can enhance the capabilities of UAVs, enabling autonomous decision-making, object detection and recognition, and advanced data analysis. AI-powered algorithms can be used for real-time object tracking, collision avoidance, and adaptive flight control, while ML and DL techniques can enable UAVs to learn from their experiences and adapt to changing environmental conditions. Integrating IoT sensors and connectivity can further expand the capabilities of UAV systems, allowing for seamless integration with other smart devices and the collection of a wider range of data for various applications.

6.5 In-Depth Analysis of Specific Areas in UAV Systems

The paper briefly introduces Unmanned Aerial Systems (UAS), encapsulating their historical development, diverse applications, and future potential. This overview is valuable as it lays a foundation for understanding the broad capabilities and significance of UAS in various domains, ranging from military operations to commercial and recreational uses. By tracing the evolution of UAS technology, the article highlights the technological advancements that have enabled the proliferation of drones, making them more accessible and versatile.

Specific Drone Applications: Different types of drones serve varied purposes, such as agricultural drones used for crop monitoring, spraying, and data collection; delivery drones employed by companies like Amazon and DHL for logistical operations; and surveillance drones utilized for security and monitoring. These applications present distinct challenges, including environmental factors, regulatory hurdles, and specific technological needs. Implementation of Advanced Algorithms: Advanced algorithms are essential for the functionality and efficiency of UAS, enabling tasks such as autonomous navigation, obstacle avoidance, and data processing. For example, algorithms for path planning and real-time obstacle detection are critical for safe and efficient drone operation. Optimization techniques to enhance algorithmic efficiency, reduce computational load, and improve responsiveness are crucial for practical implementation.

6.6 Technical Details and Optimization: Implementation of Technologies

•   Technical Specifications

Sensors and Actuators: Sensors such as LIDAR, cameras, and ultrasonic sensors are vital for a drone’s ability to perceive its environment, while actuators like motors and servos are responsible for movement and control. For instance, LIDAR sensors are critical for creating accurate 3D maps of the environment, which are used for navigation and obstacle avoidance. Communication Protocols: Effective communication is essential for UAS operations, particularly for transmitting data between drones and ground control stations. Protocols such as MAVLink are widely used for this purpose. Understanding these protocols is crucial for developing reliable and secure communication links, especially in complex environments where signal interference and data integrity are significant concerns. Control Systems: Control algorithms, such as Proportional-Integral-Derivative (PID) controllers and state estimation techniques, are fundamental for maintaining stable flight and accurate navigation.

6.7 Optimization Techniques

•   Algorithmic Optimization

Optimizing the performance of algorithms used in UAS is crucial for improving flight efficiency, energy management, and real-time data processing.

Flight Path Optimization: Techniques for optimizing flight paths can significantly enhance a drone’s operational efficiency by reducing travel time, conserving battery life, and avoiding obstacles. Energy Efficiency: Improving the energy efficiency of drones is critical for extending their operational range and duration. This involves optimizing the power consumption of various components, such as the propulsion system, sensors, and communication modules. Real-time Data Processing: Efficient data processing is essential for image recognition, environmental mapping, and obstacle detection tasks. The paper may not explore techniques for optimizing these processes, such as parallel processing, hardware acceleration, and efficient data compression.

•   Software Optimization

Optimizing the software used in UAS is equally important for ensuring reliable and efficient operation.

Reducing Computational Load: Techniques for reducing the computational load on the drone’s processor can improve performance and reduce power consumption. This involves optimizing the algorithms used for navigation, control, and data processing and efficiently managing the available computational resources. The paper may not provide detailed methods for achieving this, such as code optimization techniques, efficient memory management, and lightweight software frameworks. Memory Usage Optimization: Efficient memory usage is crucial for ensuring that the drone’s software can operate reliably within the constraints of the available hardware. This involves optimizing data structures, minimizing memory allocation overhead, and efficiently managing memory resources. The paper may not cover these techniques, including the specific methods used to profile and optimize memory usage in UAS software.

•   Real-World Applications

Agricultural Drones: Case studies on agricultural drones could demonstrate how these systems are used for crop monitoring, spraying, and data collection. Delivery Drones: Examples of how companies like Amazon and DHL implement delivery drones could provide insights into the logistical and regulatory challenges involved—other drones such as military drones, drones in healthcare systems, and drones in disaster situations.

6.8 Perspectives for the Future

The future of UAVs is still in its infancy, which is the core of the recent and future era, especially when the UAVs fly independently, like ubiquitous computing in the sky. New deep-learning approaches have been introduced, which need proper deployment in UAVs. The passage discusses the prospects and challenges of UAVs, highlighting their nascent development and potential advancements. It emphasizes the paradigm shift towards UAVs operating independently, akin to ubiquitous computing in the sky, driven by advancements in deep learning and other technological fields. Integrating deep learning models is central to the future of UAVs, which promise to revolutionize their capabilities. These models can be tailored specifically for UAVs, leveraging novel approaches that enhance their autonomy and decision-making processes.

Moreover, there is a pressing need for advanced energy optimization algorithms and 3D-aware mobility models tailored to UAVs. These innovations are crucial for optimizing network performance and mobility efficiency, addressing challenges inherent in dynamic environments and routing complexities. Furthermore, QoS optimizations are a critical development area, particularly in adapting to UAV limitations within dynamic routing topologies. Geographic and scalability issues also demand attention, necessitating the development of distance-aware routing protocols that effectively accommodate node scalability and geographical constraints. The emergence of AI-based Internet of Aerial Vehicles (IoAV) routing algorithms represents another frontier. These algorithms are in their infancy but hold significant promise for enhancing UAV operations through intelligent routing strategies tailored to aerial environments. Improving 3D routing efficiency through dynamic and distance-based protocols is also highlighted as an area ripe for further enhancement. Looking ahead, the integration of future 5G and 6G networks is deemed essential for advancing UAV capabilities. These networks offer unparalleled coverage and bandwidth, which are critical for supporting the data-intensive operations of UAVs, particularly in remote sensing applications and artificial intelligence fields. Ensuring the efficient functionalization of drones and UAVs in these contexts remains a priority, requiring robust technological frameworks and strategic deployment strategies. In summary, the future trajectory of UAVs involves a concerted effort to integrate cutting-edge technologies such as deep learning, advanced mobility algorithms, and AI-driven routing strategies. These innovations promise to unlock new potential for UAVs across various sectors, from remote sensing to communication, paving the way for widespread adoption and integration into everyday operations.

6.9 In-Depth Analysis of Specific Drone Applications

UAVs, commonly called drones, have become indispensable across various sectors due to their flexibility, rapid deployment capabilities, and ability to operate in challenging or dangerous environments where manned systems might be impractical. UAVs are extensively used in civilian and military contexts, fulfilling various tasks, including surveillance, reconnaissance, environmental monitoring, and delivery services. The underlying communication protocols, routing algorithms, relay mechanisms, and energy management strategies significantly influence UAV systems’ efficiency and effectiveness. As these systems evolve, the demand for more sophisticated and efficient algorithms to enhance their performance grows.

Specific applications of UAVs span a broad spectrum, each requiring unique operational capabilities. In surveillance and reconnaissance, drones are pivotal in military and civilian operations, where they monitor border patrol, disaster management, and traffic control. Their ability to access and observe areas that might be unreachable or too dangerous for humans makes them ideal for these tasks. Environmental monitoring is another critical application where UAVs track and record environmental parameters, including air quality, vegetation health, and wildlife populations. UAVs’ capacity to cover large areas quickly and relay real-time data is invaluable in managing and protecting the environment. Agriculture has also benefited significantly from UAV technology, with precision agriculture utilizing drones for crop monitoring, pest detection, and the targeted application of pesticides or fertilizers. In logistics and delivery, companies such as Amazon and UPS are exploring using UAVs to rapidly and efficiently deliver goods, particularly in remote or hard-to-reach areas. Search and rescue operations leverage UAVs with advanced imaging technologies, such as thermal cameras, to locate missing persons in difficult terrains where ground teams might struggle.

Routing in UAV systems is a critical aspect that ensures efficient communication and data transmission between UAVs and ground stations or among UAVs themselves. Several advanced algorithms are employed to optimize routing. Geographic routing is one such method, where the geographic locations of UAVs guide the decision-making process for forwarding data. Algorithms like Greedy Perimeter Stateless Routing (GPSR) are commonly used in this context. Cluster-based routing groups UAVs into clusters, each with a designated leader to coordinate communication, thus reducing overhead and improving scalability. Another routing method is AODV (Ad hoc On-demand Distance Vector), a reactive routing protocol that establishes routes only when needed, which can be beneficial for conserving energy. Hierarchical routing organizes the network into layers, where higher layers manage control information, and lower layers handle data transmission, thus enhancing the efficiency and manageability of the system.

Relay mechanisms are essential in UAV communication, especially in scenarios where direct communication between the source and destination is hindered by distance or obstacles. These mechanisms rely on intermediate UAVs to forward data, ensuring it reaches its destination. Cooperative relaying is where multiple UAVs collaborate to relay data, enhancing reliability and extending the communication range. Store-carry-forward is a strategy used in delay-tolerant networks, where UAVs temporarily store data and carry it until they reach a suitable location to forward it to the destination. Multi-hop relaying involves data being passed through multiple UAVs, which is particularly useful in extensive areas where direct communication is not feasible due to the distance.

Energy efficiency is paramount in UAV systems, as these vehicles often have limited battery capacity. To address this, various strategies and algorithms focus on minimizing energy consumption. Energy-aware routing algorithms, such as the Energy-Efficient Routing Algorithm (EERA), consider the residual energy of UAVs when making routing decisions to extend the overall operational time. Duty cycling is another approach where UAVs periodically switch between active and sleep modes to conserve energy when unnecessary. Optimal path planning directs UAVs to follow paths that minimize energy consumption, taking into account factors like wind speed, altitude, and distance. Additionally, energy harvesting technologies, such as solar panels, can be integrated into UAVs to extend flight duration by harnessing ambient energy during operations.

6.10 Implementation of Advanced Algorithms

Implementing advanced algorithms in UAV systems requires careful consideration of several factors. Software and hardware integration is critical, as the algorithms need to be optimized to run on the onboard processors of UAVs, which often have limited computational power. These algorithms must also support real-time adaptation to environmental changes, such as fluctuating wind speeds or unexpected obstacles, to ensure the UAVs can adjust their operations on the fly. Simulation and testing in controlled environments, such as NS-3 or MATLAB, are essential before deploying these algorithms in real-world scenarios. This step ensures that the algorithms perform as expected under various conditions. Moreover, communication protocols like IEEE 802.11 p or LTE are crucial in implementing these algorithms, as they need to support high mobility and low latency to maintain effective communication and coordination among UAVs.

Despite significant advancements in UAV systems, several challenges persist. Scalability remains a major issue, as the complexity of maintaining efficient routing and communication increases with the number of UAVs in a network. Security is another concern, with UAV systems being vulnerable to various threats, including jamming, spoofing, and data breaches, which could compromise the mission. Energy constraints continue to pose a challenge, even with energy-efficient algorithms, as the limited battery life of UAVs restricts their operational duration, particularly for long-term missions. Looking ahead, the push towards greater autonomy in UAV systems will necessitate the development of advanced AI algorithms capable of making decisions without human intervention, further enhancing the operational capabilities of UAVs in diverse and dynamic environments. In summary, the in-depth analysis of specific drone applications and the implementation of advanced algorithms for routing, relay, and energy efficiency in UAV systems reveals a dynamic and rapidly evolving field. As UAV technology continues to integrate into various industries, developing sophisticated algorithms and energy management strategies will be crucial to overcoming existing challenges and expanding the capabilities of these systems, paving the way for future more efficient, reliable, and autonomous UAV operations.

6.11 Practical Real-World Applications

UAVs, commonly known as drones, have demonstrated remarkable versatility and effectiveness across various real-world applications. These applications span various industries and often involve complex operational environments where traditional methods might fall short. The integration of advanced algorithms for routing, relay, and energy efficiency has further enhanced the capabilities of UAV systems, making them invaluable tools in both civilian and military domains.

6.11.1 Surveillance and Reconnaissance in Military and Civilian Contexts

One of UAV systems’ most significant real-world applications is in surveillance and reconnaissance. In military operations, UAVs like the MQ-9 Reaper and the RQ-4 Global Hawk are deployed to gather intelligence, monitor enemy movements, and provide real-time data to command centers. These UAVs operate in hostile environments, often beyond the reach of traditional manned aircraft, and are equipped with high-resolution cameras, radar systems, and sensors that allow them to capture and relay critical information. Advanced routing algorithms ensure that data collected by these UAVs is transmitted efficiently, even in environments with high electronic interference or jamming attempts. In the civilian sector, UAVs are employed by law enforcement agencies for border patrol and disaster management. For example, UAVs assess damage, locate survivors, and monitor ongoing risks like floods or fires during natural disasters such as hurricanes or earthquakes. Their ability to quickly cover large areas and relay real-time information to emergency responders is crucial in minimizing response times and coordinating rescue efforts. Implementing energy-efficient algorithms and relay mechanisms ensures that UAVs can operate for extended periods, covering more ground without frequent returns for recharging.

6.11.2 Environmental Monitoring and Management

UAVs play a vital role in environmental monitoring, efficiently tracking and recording various environmental parameters over vast and often inaccessible areas. For instance, UAVs monitor air quality in urban areas by measuring pollutants and providing data to help formulate public health policies. In forestry, drones are deployed to assess the health of vegetation, detect illegal logging activities, and monitor wildlife populations. UAVs with infrared cameras and LiDAR systems can penetrate dense forest canopies, providing detailed information about forest composition and changes over time. Integrating geographic routing and energy-aware algorithms is crucial in these applications, as it ensures that UAVs can cover large areas without unnecessary energy expenditure. For instance, in wildlife conservation, UAVs track endangered species in remote locations, where they must operate autonomously for long durations. These drones can maximize their operational time by optimizing their flight paths and using energy-efficient relay mechanisms, thereby increasing the amount of data collected per mission.

6.11.3 Precision Agriculture

In agriculture, UAVs have revolutionized farming practices through what is known as precision agriculture. Farmers use drones to monitor crop health, detect pests, and manage irrigation systems more effectively. UAVs equipped with multispectral sensors can identify stressed plants, allowing farmers to apply fertilizers or pesticides only where needed, thereby reducing costs and environmental impact. Advanced algorithms for optimal path planning and cluster-based routing enable these UAVs to efficiently cover large fields, ensuring that data is collected uniformly across the entire area. A practical example is using UAVs in vineyard management, where drones monitor grape ripening and detect areas affected by diseases like mildew. The data collected by the UAVs is analyzed in real-time, allowing for immediate interventions that can save crops and improve yields. Energy harvesting techniques, such as solar panels on UAVs, are increasingly being used in such applications, allowing drones to recharge during operations and extend their flight times.

6.11.4 Logistics and Delivery

The logistics and delivery industry is another sector where UAVs make significant inroads. Companies like Amazon and UPS have been experimenting with drone delivery systems to improve the speed and efficiency of parcel delivery, particularly in remote or congested urban areas. UAVs can bypass traffic and deliver packages directly to customers’ doorsteps, reducing delivery times and costs. The challenge in this application lies in ensuring the UAVs can navigate complex urban environments safely and efficiently, which requires advanced routing algorithms and real-time adaptation to dynamic conditions such as wind changes and obstacles. A notable case study is Amazon’s Prime Air, which aims to deliver packages within 30 min using drones. These UAVs have sophisticated navigation systems that allow them to autonomously avoid obstacles, land safely, and return to their base after delivery. Implementing hierarchical routing and duty cycling algorithms helps manage the UAVs’ energy consumption, ensuring that they can complete multiple deliveries on a single charge.

6.11.5 Search and Rescue Operations

UAVs have proven to be life-saving tools in search and rescue operations. When people are trapped in difficult-to-access areas, such as mountainous regions or collapsed buildings, drones equipped with thermal imaging cameras can quickly locate survivors. The ability of UAVs to fly at low altitudes and maneuver through tight spaces makes them ideal for these missions. The data collected by these UAVs is relayed back to rescue teams in real-time, allowing for quicker and more informed decision-making. During the 2017 hurricanes in the United States, UAVs were deployed to assess the damage and locate people stranded by floods. The drones provided aerial views of affected areas, identifying safe routes for rescue teams and delivering essential supplies to isolated communities. Cooperative relaying and multi-hop communication in these scenarios ensures that data can be transmitted over long distances, even when direct communication is impossible due to obstacles or network failures.

6.12 Challenges and Future Prospects

While the practical applications of UAV systems are vast and varied, they also come with challenges that need to be addressed for broader adoption. Scalability is a significant issue as the number of UAVs in operation increases, making it difficult to maintain efficient communication and coordination. Developing more robust and scalable routing protocols is essential to overcome this challenge. Security concerns, such as vulnerability to hacking and data breaches, must also be addressed, especially in critical applications like military surveillance or delivery of sensitive medical supplies. Moreover, the energy constraints of UAVs continue to limit their operational range and duration. Innovations in battery technology, energy harvesting, and more energy-efficient algorithms are necessary to extend the capabilities of UAV systems. The trend towards greater autonomy in UAV operations will drive the development of advanced AI algorithms capable of real-time decision-making without human intervention. This will further enhance the operational capabilities of UAVs, making them even more integral to various industries. In short, the practical applications of UAV systems in real-world scenarios demonstrate their significant potential and versatility. From military surveillance and environmental monitoring to precision agriculture, logistics, and search and rescue operations, UAVs are becoming indispensable tools across multiple sectors. As these systems continue to evolve, with advancements in routing, relay, and energy efficiency, their role in addressing complex challenges and improving operational efficiency will only grow, paving the way for more innovative and impactful uses of UAV technology.

6.13 Limitations

UAVs face numerous challenges and complexities that demand robust and efficient solutions. Key areas of focus in current UAV research include routing optimization, addressing energy constraints, and enhancing QoS parameters. While existing studies have provided valuable insights into various aspects of UAV operations, there remains a need for more comprehensive approaches to tackle ongoing limitations and pave the way for advancements. Current UAV surveys cover a broad spectrum of topics, yet gaps persist in addressing critical issues such as 3D routing challenges and integrating new technologies like deep learning for UAV systems. Effective routing in three-dimensional environments is crucial for optimizing UAV flight paths and ensuring efficient data transmission and communication. Similarly, applying deep learning algorithms in UAVs has immense potential to revolutionize capabilities such as enhanced object detection through advanced camera technologies, thereby introducing novel and effective operational techniques. Moreover, while UAVs have made strides in applications like remote sensing and artificial intelligence, there remains a call for further innovation to exploit their potential fully. Integrating drones in remote sensing tasks offers significant advantages in data collection and environmental monitoring, yet innovations in this area have not fully leveraged the possibilities presented by emerging technologies. Likewise, the application of artificial intelligence in UAV systems, from autonomous decision-making to real-time analytics, represents a frontier that requires ongoing development and refinement. The list of challenges and research directions provided, such as self-driving capabilities for UAVs, wind speed estimation, QoS and QoE improvements in video streaming, and addressing dimensional vision problems, underscores the multifaceted nature of UAV development. Each area presents unique technical and operational challenges requiring interdisciplinary collaboration and innovative solutions. In conclusion, while significant strides have been made in understanding and advancing UAV technology, the field remains dynamic and evolving. Addressing current limitations and exploring new avenues for innovation is essential to unlock the full potential of UAVs across diverse applications. By prioritizing research and development efforts in critical areas such as 3D routing, deep learning integration, and advanced applications like remote sensing and AI, the UAV industry can continue to grow and contribute meaningfully to various sectors, including agriculture, infrastructure monitoring, and disaster response.

7  Conclusion

Wide-ranging and thorough surveys of UAVs have been conducted for this paper. The main problems, difficulties, and other noteworthy aspects have been discussed. Future evaluations of UAV networks could consider various mobility models and evaluation criteria. Additional performance evaluation parameters can produce the best and alternative results compared to the current state-of-the-art solutions tools, such as jitter, path loss, network stability period, total energy consumption, security, and privacy issues. UAV system research is still in its infancy, presenting various problems and difficulties that call for efficient solutions. New UAV software, hardware, and routing technologies are constantly emerging, some of which may be easily adaptable to UAVs. The main research challenge is integrating these new technologies with existing ones. Any new technology must be able to fit into UAV’s open architecture. Safeguarding the UAV from attackers still requires dependable routing algorithms that address the vulnerability issue.
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Table 22: Security enhancements, measures, and their impact on drones

Security measure Current state

Future state

Impact on drones

Encryption Basic

Authentication Standard
protocols

Blockchain Experimental

Intrusion detection Limited

Advanced
Multi-factor,
biometric
Widespread adoption
Al-driven, real-time
monitoring

Enhanced protection against hacking
Improved access control and
accountability

Secure data transmission and integrity

Early detection and mitigation of
threats
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Table 3: Technologies with different frequency ranges for UAVs
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Table 8: Comparison of Al, ML, DL, and IoT features in drones

Feature Al ML DL IoT
Autonomous navigation Yes Limited Limited No
Data analysis Basic Advanced Advanced Basic
Pattern recognition Basic Advanced Very advanced Basic
Object recognition Yes Yes Very advanced No
Predictive maintenance Yes Yes Yes Limited
Real-time data processing Yes Yes Yes Yes
Remote monitoring No No No Yes
Inter-device communication No No No Yes
Behavioral prediction No Yes Yes No
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Table 13: Delivery applications and benefits

Delivery application

Benefit Example

Medicine delivery
Sample transportation

Timely and consistent supply Delivering vaccines to rural clinics

Safe and fast sample delivery Transporting blood samples for urgent
testing
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Table 4: Evaluation of different communication technologies for UAVs

Communication IEEE Frequency/ Spectrum  Device Theoretical Range Network  Latency Advantages Limitations
technology standard Medium type mobility  data rate indoor- topology
outdoor
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Mbps star, mesh,
hybrid
Bluetooth 5 802.15.1 2.4GHz Unlicensed Yes Upto2 40-200 m Ad-hoc, 3 ms Energy- Low data
Mbps piconet efficient rate
XBee 802.154 2.4 GHz Unlicensed Yes 250 Kbps 10-100 m Ad-hoc, 15ms Low-cost Low data
star, mesh, rate
tree, cluster
WIiMAX 802.16a  2-11 GHz  Licensed Yes Upto 15 Up to 48 km Wide area, 30 ms High Interference
Mbps wireless throughput issues
backhand
LTE LTE Up to 20 Licensed Yes Upto300  Upto 100 Flat, Sms High Expensive
MHz Mbps km IP-based bandwidth
5G 5G 28 GHz Licensed Yes Up to 20 Wide area I[P based 1ms High data Expensive
(eMBB) Gbps rate
Satellite Satellite ~ Up to 40 Licensed Yes Uptol Worldwide = 550 ms Wide High-delay
GHz Gbps coverage  and cost
RF IEEE 3kHz to 300 Unlicensed No Up to 640 10cm/20m  Point-to-  <I's No battery Limited
802.3 GHz kbps Point required  range, low
(passive data rate

tags)
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Table 9: Impact of 6G on drone system capabilities

Capability 4G/5G 6G and beyond

Latency Low (10-50 ms) Ultra-low (1-10 ms)

Data rates Moderate (1-10 Gbps) Very High (up to 1 Tbps)
Connectivity Limited (10”5 devices’/km”2)  Massive (10"6 devices/km"2)

Data security
Real-time processing
Autonomy
Application scope

Standard encryption
Moderate

Limited

Narrow

Advanced quantum encryption
High

Extensive

Broad
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Table 19: Parameters of SATCOM in UAV systems

Parameter Current capabilities Future capabilities Impact on drones

Coverage Limited Global BVLOS operations globally
Latency High (~600 ms) Moderate (~100 ms) Improved real-time control

Data rate Low Moderate to high Enhanced data transmission
Cost High Reduced More affordable operations
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Tactical UAVs
(TUAYVs)

4—

Unmanned Combat
Aerial Vehicles
(UCAYVs)

4—

UAV
classification

Altitude

Very Low
Altitude

Low
Altitude

Micro UAVs (MAVs): Typically weigh less than 2 kg and have limited
flight endurance.

Mini UAVs: Weigh between 2 kg and 20 kg with flight durations
ranging from 1 to 2 hours.

Medium Tactical UAVs (TUAVs): Larger and more robust, with a broader
Altitude range of sensors and longer flight times, often exceeding 8 hours.

High MALE UAVs: Known for their balance of altitude and endurance,
Altitude such as the MQ-1 Predator.

Very High
Altitude

Space
Altitude

HALE UAVs: Include models like the Global Hawk, capable of
missions lasting more than 24 hours.

HAPS: These platforms often serve quasi-satellite functions, offering
services like persistent surveillance and communications relay.
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Table 26: Summary of the existing SotA

Study Objective and motivation

Limitations and future directions
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[89]
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[97]

[3]

[17]

[94]

An energy-efficient geographical
routing protocol was proposed.

Adaptive quality control with
flocking ability protocol for UAV
was proposed.

An energy-efficient reconfigurable
routing protocol was proposed
with the implementation of the
sensor technology for livestock.

An energy efficient for the NOMA
protocol was proposed as a
backscatter technique.

A genetic algorithm was used for
multi-operate routing protocol in
UAVs.

UAVs with a 6G network and
industry environment scheme were
proposed.

A search and rescue capable
scheme was proposed for disaster
circumstances.

For biomedical applications, a
mobility-aware routing scheme was
proposed.

Enhancing the physical layer
computing in the UAV scheme was
proposed as a secure and reliable
approach.

Hello messages and packet
flooding scheme were proposed.

The core objective was to control
the function of the movable UAVs
in the sky.

A spray-based application system
was proposed for the UAV
network.

A mission-based UAV system was
proposed with a triangular
movement ability.

A UAV scheme was surveyed from
a 5G journey to a 6G cellular UAV
network.

Only the energy is focused. The loss of path during
transmission and the network delay were left behind,
which caused a serious issue in the UAV.

The sward capabilities were observed efficiently, but the
node’s adaptive scalability and geographic scalability are
major concerns, which need full concentration when the
terms flock and swarm is used.

The sensor technology was used in collaboration with
UAVs, but these use different techniques. Improving
energy efficiency with a clustering approach of the
sensors technique would be better to avoid form path
loss and flooding.

The PDR was not improved as required for the UAV as
well, and the loss of the signal also deals with issues that
need to be solved in an efficient scheme.

More machine-learning algorithms are still in their
infancy and need to be applied to the UAV network.

The 5G and 6G are advanced levels of UAV and cellular
communication in the current and future
implementation. Not only has the industry but also
wildlife and urban applications had these needed to be
used.

More thermal and topology-aware routing schemes must
be applied, especially in disasters.

In a biomedical environment, not only the mobility of
the nodes but path loss and energy consumption are
major concerns. It needs to be solved with the proper
implementation of the WBAN with the UAV.

Security is a threat and a major concern in wireless
communication systems, but each aspect of it needs to be
solved, not only the physical layer; other OSI layers are
also obligatory to be used in security domains.

The flooding mechanism can cause a serious issue,
which can also be implemented to control by using the
Smart loD environment concept.

The mobility is okay, but the network’s topology is also
an issue, which can be implemented in such cases.

In an agricultural environment, this is not the only idea;
other methods are also implemented and are being
utilized for agriculture observations of drones.

The triangular movement can be done, but with the
advanced approach, the 4-sided motion is much better,
like motion in a square form and circle form to pave
effectively.

In the survey, not only from 5G to 6G but also different
aspects of the UAVs require attention, such as QoS and
QoE.
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Table 7: Energy efficiency of communication technologies

Technologies Power consumptions per data unit (Watts per Mbps)
5G 0.5-1 W/Mbps

mmWave 0.7-1.2 W/Mbps

Wi-Fi-6 0.2-0.5 W/Mbps

Li-Fi 0.1-0.3 W/Mbps

Satellite 1-2 W/Mbps

Ad-Hoc/Mesh

0.5-1 W/Mbps
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Table 21: Integration of UAV systems with Al and [oT

Technology Current use Future use Impact on drones

Al Basic automation Advanced Autonomous flight, object detection
decision-making

IoT Limited connectivity Extensive network Real-time data collection and
of sensors processing

Edge computing  Minimal Extensive Reduced latency, real-time analytics

Machine Learning

Basic algorithms

Advanced learning
models

Improved navigation and
operational efficiency
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Table 25: Potential future advancements in UAV-based LiDAR systems

Metric

Current state

Future state

Point cloud densities
Mapping accuracies
Autonomous navigations
Data fusion capability
Real-time processing
Intelligent decision-makings

>100 points/m’
<0.1m
Advanced
Moderate
Partial
Limited

>1000 points/m’

<0.01 m

Fully autonomous

Highly integrated
Widespread

Adaptive and autonomous
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Table 12: Emergency applications and their benefits

Emergency applications

Benefits

Examples

AED delivery

First responder assistance

Faster AED deployment

Real-time data and situational awareness

Drone delivering AED to
cardiac arrest patients in
remote areas

Drones providing live
video feeds to EMS teams
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Table 16: Regulatory and safety considerations and their details

Considerations

Details

Regulatory compliance
Safety protocols

Data security
Infrastructure support

Adherence to aviation regulations and obtaining necessary permits
Ensuring safe operations to avoid accidents and ensure privacy
Protecting patient data during UAV operations

Developing the necessary infrastructure for UAV operations
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Table 11: Applications of blockchain in UAV Systems

Applications

Descriptions

Flight logging
Secure communication

Maintenance records
Regulatory compliance
Asset tracking

Immutable recording of flight logs and data for compliance and audit.
Ensuring secure and authenticated communication channels between
UAVs.

Keeping decentralized and tamper-proof records of maintenance activities.
Automating compliance checks and reporting through smart contracts.
Tracking the movement and status of UAVs and payloads in real-time.
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Table 1: Common cameras used in communication for UAV

Category of camera

Manufacturers and
models

Weight (kg) Pixel size (wum) Spectral Range nm/Range Spectral Bands/Resolution

Small format (SF)and  Phase one iXA 180 1.70 5.2 - -
Medium Format (MF)  Trimble 1Q180 5.2 1.50
visible band Hasselblad H4D-60 6.0 1.80
Sony NEX-7 3.9 0.35
Ricoh GXR-A16 4.8 0.35
Multispectral Tertracam Mini MCA 52x52 07 450-1051 -
6 x 6 sensors
Quest innovations 7.5 x 8.1 0.8 399-901
condor 5 DRONE 285
Hyperspectral Rikola Itd 0.6 5.5 500-901 40/10 nm
Hyperspectral camera
Headwall photonics 1.024 901-1700 62/12.9 nm
Micro hyperspec X-series 30
NIR
Specim FX10 3.8 400-1000 nm 224 band
Thermal camera FLIR Vue Pro R 0.113 17.0 7.5-13.5 pm 640 x 512
FLIR Duo Pro R 0.325 12.0 (thermal) 7.5-13.5 wm/400-700 nm 336 x 256 (thermal); 4K
UHD (visual)
Laser scanner Ibeo automotive systems — 1 201 -
Ibeo LUX
Velodyne HDL 32E 2 101
RIEGL - > =1000
VQ 820-GU
Synthetic IMSAR. - 1.58 - Ku and X
aperture-radars Nano SAR B
Fraunhofer-FHR - W
MIRANDA
NASA-JPL 201 L
DRONESAR
SELEX-Galileo 11 X
Pico-SAR
RGB cameras Sony Alpha 7R 1V 0.665 3.76 400-700 nm 61 MP (9504 x 6336)
DJI Zenmuse X7 0.449 391 400-700 nm 24 MP (6016 x 4008)
3D-LiDAR Teledyne optech ALTM  Varies 4.0 Near IR (1064 nm) LiDAR (high-resolution
galaxy 3D mapping)
High-resolution cameras Phase one iXM-RS 100F 0.630 4.6 400-700 nm 100 MP (11,608 x 8708)
Multispectral & thermal Micasense altum 0.505 3.75 400-900 nm/8—14 wm 5 spectral bands; 640 x
512 (thermal)
Dual cameras Sentera double 4K 0.045 1.55 400-700 nm Dual 12 MP (4000 x 3000)
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Table 6: Key metrics and requirements in UAV transmission

Metric Requirement

Data rate >1 Gbps for HD video and sensor data
Latency <10 ms for real-time control

Reliability > 99.999% uptime

Power consumption
Security
Coverage

<10 W for communication hardware
End-to-end encryption, interference resistance
Full mission range (urban, rural, remote)
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Table 20: Regulatory developments in UAV systems

Aspect

Current regulations

Future expectations

Impact on drones

Air traffic management
Communication
standards

BVLOS operations

Spectrum allocation

Basic guidelines
Fragmented
Restricted

Limited

Integrated UTM
systems

Unified global
standards

Expanded permissions

Dedicated spectrum for
drones

Safer and more efficient
operations
Interoperability and
reliability

Increased operational
range and applications
Reduced interference and
better performance
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Table 24: Comparing the performance and capabilities of UAVs with and without LiDAR

Metric UAYV without LiDAR UAV with LiDAR
Terrain mapping accuracies Moderate (2-5 m) High (<0.1 m)

Urban mapping accuracies Low (5-10 m) High (<0.5 m)
Change detection sensitivities Low High

Autonomous navigation capabilities Limited Advanced
Vegetation/Forestry analysis Limited Detailed

Point cloud densities Low (<10 points/m”) High (>100 points/m’)
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Table 17: Key regulatory and safety considerations

Aspects

Requirements

Examples

Regulatory compliance
Safety protocols

Data security

Infrastructure support

Aviation regulations, permits

Collision avoidance, emergency
landing systems

Encryption, secure communication

UAV landing pads, charging
stations

FAA regulations in the US
Geofencing and real-time tracking
systems

Encrypted transmission of medical
data

Setting up drone hubs in medical
centers
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Table 15: Routine applications and benefits

Routine applications Benefits Examples
Telemedicine support  Increased access to healthcare Delivering telemedicine kits to remote
villages

Lab sample transport

Consistent and efficient delivery ~ Regular sample transport between
rural clinics
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Table 2: Types of UAVs and their characteristics as payload

Micro Very small Small (2-25 kg) Medium Large
(<0.1 kg) (0.1-2 kg) (25-150 kg) (>150 kg)
Models Parrot-Swing Parrot-Disco DJI Inspire 2 Scout B-330 Predator-B
UAV-helicopter
Weights 0.073 kg 0.75 kg 3.44 kg 90 kg 2223 kg
Payloads — — 0.81 kg 50 kg 1700 kg
Flying- Fixed Fixed wing Multi-rotor Multi-rotor Fixed wing
mechanisms wing/rotary
wing
Ranges 50-80 m 2 km 2 km — 1852 km
Altitudes - - - 3 km 15 km
Flight-time 6-8 min 45 min 27 min 3h 60 h
Power supply 160 mAh Li 2700 mAh 25 4280 mAh Li Gasoline Turboprop
battery A Libattery  battery engine
Power - - - Engine: 21 kW;  Engine:
consumptions On board power 712 kW
generator for
payload: 1.5 kW
Applications ~ Recreations  Recreations  Professional Survey (data Armed recon-
aerial acquisition), HD naissance,
photography and video live-stream airborne
cinematography surveillance,
and target

acquisition
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Table 23: General applications on use cases of UAV systems

Application

Current state

Future potential

Impact on communication
systems

Delivery services
Agriculture
Emergency response
Industrial inspection

Urban air mobility

Pilot programs
Basic monitoring
Limited trials
Initial deployments

Conceptual phase

Large-scale deployment

Precision farming,
autonomous spraying
Integrated with public
safety networks
Autonomous and
continuous monitoring
Commercial passenger
and cargo services

Need for reliable,
low-latency networks
High data transmission
requirements

Real-time video and data
streaming

High reliability and
coverage are needed
Ultra-reliable,
high-bandwidth systems
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Table 10: Security measures in UAV systems with their descriptions

Security measures Description

Anti-tampering mechanisms  Prevents physical tampering with UAV hardware.

GPS spoofing protection Protects against false GPS signals.

Anti-jamming techniques Prevents signal jamming using frequency hopping and spread
spectrum.

Encryption Secures communication links using advanced encryption standards.

Authentication Ensures mutual authentication between UAVs and control stations.

Frequency hopping Changes transmission frequency to avoid interception.

Data encryption Encrypts data in transit and at rest.

Secure data storage Protects data from unauthorized access.

Access control Limits data access based on user roles.

No-fly zones Prevents UAVs from entering restricted areas using geofencing.

Flight path encryption Secures flight paths and mission plans.

Real-time monitoring Continuously monitors UAV operations for security threats.
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Table 5: Comparison of transmission technologies in UAV systems

Technology Data rate Latency Range Power Suitability for UAVs
efficiency
5G Up to 10 Gbps ~1 ms High Moderate  High-speed,
real-time control
mmWave Up to 10 Gbps ~1 ms Low to Medium Low to High-bandwidth,

Moderate
Wi-Fi 6 (802.11 ax) Up to 9.6 Gbps ~1 ms Medium High
Li-Fi Up to 10 Gbps ~1 ms Low High
Satellite Upto1 Gbps 100-500 ms Global Low
Ad-Hoc/Mesh Variable Variable  Variable High

short-range
Short-range,
high-speed data
Secure, high-speed,
short-range
Remote area
coverage

Resilient, dynamic
networking
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Table 18: Features of 4G and 5G in UAV systems

Feature 4G 5G Impact on drones

Latency ~50 ms ~1 ms Real-time control and video streaming
Bandwidth Up to 1 Gbps Up to 20 Gbps High-definition video transmission
Reliability Moderate High Reliable command and control

Device density 10,000/km? 1,000,000/km? Support for large drone fleets
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Table 27: Different mobility models used in UAV systems

Mobility models

Descriptions

Random waypoint model
Random walk model
Gauss-markov model

Manhattan grid model

Brownian motion model

Group mobility model
Community-based mobility model
Freeway mobility model
Predator-prey mobility model
Tethered UAV mobility model

Hybrid mobility model

UAVs move randomly within defined waypoints, pausing
periodically before selecting a new waypoint.

UAVs move randomly in any direction with equal probability,
simulating unpredictable movement.

UAVs follow a correlated random walk, where current
movement depends on past movement.

UAVs move along a grid pattern resembling city streets, with
predetermined paths and turns.

UAVs move randomly with constant speed and change
direction randomly at each time step.

Multiple UAVs move together, maintaining a predefined
formation or pattern.

UAVs are influenced by their social interactions or
communications with other UAVs,

UAVs move along predefined lanes and paths similar to
vehicles on a highway system.

Simulates the movement of UAVs as predators (chasing) and
prey (evading) in a dynamic environment.

UAVs are constrained by a physical tether or cable, affecting
their movement and range.

Combines different mobility models (e.g., random waypoint
and Gauss-Markov) for varied behaviors in different scenarios.
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Table 14: Disaster response applications and benefits

Disaster response application Benefit

Example

Damage assessment

Supply drops

Quick and comprehensive surveys

Efficient supply distribution

Drones mapping earthquake-hit
regions

Delivering first aid to flooded
areas






