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ABSTRACT

Traditional information hiding techniques achieve information hiding by modifying carrier data, which can easily
leave detectable traces that may be detected by steganalysis tools. Especially in image transmission, both geometric
and non-geometric attacks can cause subtle changes in the pixels of the image during transmission. To overcome
these challenges, we propose a constructive robust image steganography technique based on style transformation.
Unlike traditional steganography, our algorithm does not involve any direct modifications to the carrier data. In
this study, we constructed a mapping dictionary by setting the correspondence between binary codes and image
categories and then used the mapping dictionary to map secret information to secret images. Through image
semantic segmentation and style transfer techniques, we combined the style of secret images with the content of
public images to generate stego images. This type of stego image can resist interference during public channel
transmission, ensuring the secure transmission of information. At the receiving end, we input the stego image
into a trained secret image reconstruction network, which can effectively reconstruct the original secret image and
further recover the secret information through a mapping dictionary to ensure the security, accuracy, and efficient
decoding of the information. The experimental results show that this constructive information hiding method
based on style transfer improves the security of information hiding, enhances the robustness of the algorithm to
various attacks, and ensures information security.
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1 Introduction

Information hiding is the process of hiding secret information in a host signal in an invisible
manner, and extracting the secret information when needed, in order to achieve purposes such as
covert communication and copyright protection [1]. These carriers often encompass a diverse range of
multimedia types, including text, images, audio, and video. Digital images, in particular, have become
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one of the hot topics in information hiding research due to their widespread application in network
environments.

Traditional image steganography typically employs various techniques to adjust images, often
modifying carrier data such as images [2], audio, and video [3,4] to implant secret information. For
instance, techniques like the least significant bit (LSB) in the spatial domain [5], JPEG (Joint Pho-
tographic Experts Group) compression domain techniques [60], and transform domain methods such
as Discrete Wavelet Transformation (DWT), Discrete Cosine Transform (DCT) [7,8], and Discrete
Fourier Transform (DFT) [9] are used for information embedding. However, such modifications can
leave detectable traces on the carrier, and once detected by professional steganographic analysis tools,
this could lead to information leakage, increasing the risk of secret information being discovered.
Against this backdrop, the challenge of effectively hiding information without leaving traces has
become an urgent and formidable issue.

In recent years, researchers have proposed “constructive image steganography”. This new type of
information hiding method cleverly utilizes the properties or features of the carrier itself for informa-
tion hiding without significantly changing the original carrier. It does not require any modifications
to the original carrier, effectively avoiding the problem of leaving detectable traces. This method better
conceals secret information and enhances the ability to resist steganalysis. The existing constructive
steganography algorithms mainly utilize the mapping relationship between specific stego images and
secret information to achieve covert transmission of information. This greatly improves the security
of information hiding.

1.1 Related Works

Zhou et al. [10] have pioneered a carrier-free steganographic algorithm based on the mapping
relationship between images and ciphertext, marking a significant advancement in carrier-free infor-
mation hiding technology. Building on this foundation, further extensions have been applied to various
scenarios and methods. As described in Zhou et al.’s [11] work, by employing the BOW (Bag-of-
Words) model to extract visual keywords from images to represent secret information, this technique
avoids direct modification of the carrier image, thus reducing the risk of detection. However, the
requirement for a vast image library to construct the codebook makes it difficult to scale and limits
the capacity and robustness of the hidden information. In Yuan et al.’s [12] work, an attempt was
made to enhance the robustness of carrier-free information hiding by utilizing SIFT (Scale-Invariant
Feature Transform) features and the BOF (Bag-of-Features) model. This strategy maps the SIFT
features of an image to secret information, improving security, but still facing the issue of limited
hiding capacity. Further exploration in Zhou et al.’s [13] work involved a target recognition-based
hiding method, using Faster-RCNN (Faster Region-based Convolutional Neural Networks) to detect
object categories in images and associate secret information with these categories. This approach
improved in terms of hiding capacity and robustness but was constrained by the limited number of
categories in natural images, restricting the hiding of large-scale information. Meng et al. [14] leveraged
target recognition technology by analyzing the types and positions of multiple targets in an image,
constructing an efficient steganographic strategy based on target detection and relational mapping.
Cao et al. [15] proposed a dynamic content selection framework that achieves efficient information
hiding in dynamic environments by intelligently selecting the most suitable images to represent secret
information. Wang et al. [16] utilized advanced Generative Adversarial Network (GAN) technology to
generate images capable of carrying high-capacity secret information, greatly enhancing the security
and practicality of information hiding. Shi et al. [17] proposed disguising steganographic tools as
deep neural network networks to perform style transfer tasks. In their approach, the neural network is
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manipulated to pass a given style to transform the image into the target style, while embedding secret
data into the given image.

However, this method that relies on specific mapping relationships still has some weaknesses.
Especially when stego images encounter geometric or non-geometric attacks in the cloud or during
network transmission, it may cause changes in their pixel values, making it difficult for the receiver
to correctly extract hidden information. To overcome these challenges, we propose an innovative style
transfer based constructive image steganography method. This method can not only effectively deal
with attacks during transmission, but also improve the robustness and security of information hiding.
The advantage of this method is that it cannot only perform style transfer [ 18] while maintaining image
content but also hide information in style features, providing higher security and improved robustness.

1.2 Objective of This Study
Our research objectives can be summarized as follows:

e In order to better ensure the security of information during transmission, we have designed a
mapping dictionary that maps secret information to image categories. Then, through style transfer
techniques, we combine the style of the secret image with the content of the content image to generate
a stego image.

e In order to enhance the robustness of the algorithm, the reconstruction network we designed
integrates residual blocks and dense blocks to explore the local features of the stego image more deeply
and promote the memory effect on these features.

e In order to enhance the integrity of information and the anti-attack capability of secret images,
we designed a training set consisting of stego images processed by various attack methods and
conducted a series of attacks on these stego images before inputting them into the reconstruction
network to ensure accurate recovery of secret images.

Our research aims to enhance the reliability, security, anti-attack capability, and application scope
of information hiding technology to address various challenges in practical applications and ensure
information security.

2 The Proposed Scheme

The core of this approach encompasses three stages: the mapping of secret messages, the genera-
tion of stego images, and the reconstruction of secret information.

In the process of mapping secret messages, we first select some images from various categories to
establish a style image library and a content image library. Build a binary code mapping dictionary
based on the categories of natural images in the style image library. We encode the secret information
into binary digits and then map it to the secret image through a mapping table.

In the stego image generation stage, we input secret images and public images and perform joint
preprocessing on them. By using neural style conversion technology, the style features of secret images
are combined with the content features of content images to obtain a stego image that can naturally
and effectively hide information. We can accurately reconstruct the original secret information from
stego images through a secret image reconstruction network.

As shown in Fig. 1, this article describes the overall framework of the algorithm.
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Figure 1: The overall framework of constructive robust steganography algorithm based on style
transfer

In this context, the acronym /. stands for the Content Image, I denotes the Style Image, which
is the covert image derived from a library of categorized images and mapped to carry the binary-
encoded secret message. I, represents the style-modified stego image, where the style features of the
secret image are artfully merged with the content of the public image, creating a visually coherent
image that conceals the information within. Finally, /, refers to the reconstructed secret image.

2.1 Constructing a Secret Mapping Image Library

In the information hiding algorithm proposed in this article, we need to select the corresponding
image from the style image library as the secret image based on the secret information. To achieve
this process, one of the essential steps is to establish a mapping relationship, that is, a corresponding
dictionary between the image categories in the style image library and the binary codes. Assuming
the library contains n different natural image categories, denoted as C = {C,, C,, ..., C,}, where C,
represents the nth category image. Correspondingly, the binary code length for each category C, is
K =log2".

To illustrate this mapping relationship, we provide an example dictionary as shown in Table 1. This
mapping dictionary is applied to the process of hiding and extracting secret information. Therefore,
before engaging in covert communication, the sender and receiver must share this dictionary to ensure
the correct transmission and interpretation of the information.

Table 1: Construct a mapping dictionary

Secret information (binary code)/K bits Category (C,)
00...00 Fish

00...01 Dog

00...10 Elephant
11...10 Airplane

11...11 People
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2.2 The Process of Generating Stego Images
2.2.1 Preprocessing Stage

When applying the style attributes of secret images to content images, it is necessary to maintain
the original content characteristics of the content images and ensure that their structure is not affected.
If style transfer is directly performed on secret images and content images, it may result in image
distortion or exposure of secret information. To this end, we introduced a preprocessing step that
includes semantic segmentation of two types of images, followed by style transfer of the segmented
images. This ensures that styles are correctly transferred according to the image regions and prevents
distortion of the image structure.

The segmentation technique used is based on the method proposed in Reference [19]. We use
a model similar to that proposed by Chen et al. [20] to generate image segmentation masks. After
segmentation, the secret image and content image are combined with their corresponding masks and
input into a style transfer network for processing. We enhance feature extraction through an adaptive
convolution strategy, which can more effectively preserve detailed sections of the image.

2.2.2 Stego Image Generation Stage

In this study, we employed a robust method based on deep learning to integrate the style of secret
images and the content of content images, utilizing the VGG (Visual Geometry Group)-19 [21] network
architecture. We use semantically segmented images, secret images, and content images as inputs, but
the difference is that our method extracts features at different stages of the network.

To focus on generating stego images, we only utilize the first five convolutional layer blocks of the
VGG-19 network. These convolutional layer blocks are capable of capturing multi-scale features from
shallow to deep layers. In addition, we avoided using the fully connected layers of the VGG-19 network
as these layers are primarily used for classification tasks rather than feature extraction. Through this
approach, we ensure that the network focuses on extracting the most relevant features.

In Fig. 2, we inputted the secret image /s and content image /.. In this network, the image size is
uniformly adjusted to 128 x 128 pixels. In the initialization phase, we use the secret image /¢ as the
starting point for generating the stego image /. The purpose of doing so is to preserve the key visual
elements of the secret image in subsequent processing.

T

- |
< v T
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Le ————— L

L

Figure 2: The process of generating the stego image

In this context, I; denotes the Style Image, which is the secret image mapped from the image
category library. I, represents the segmented style image, while /. signifies the segmented content
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image. /. stands for the Content Image, I indicates the style-modified stego image, L is the style
loss, L. is the content loss, Ly is the reconstruction loss, and L is the total loss.

We utilize the second convolutional layer within the fourth convolutional block, conv4_ 2, to
capture the content features of the content image /., as shown in Eq. (1). This layer’s extracted content
features are capable of representing the primary visual information of the content image /.

1 2
Fe=5 Z (F[le] = FLcD;, ()

In the equation, F. represents the content features of the content image, I denotes the generated
stego image, /. signifies the content image, and F' [-] indicates the feature matrix located at position
(i, /). We use the first convolutional layer of each of the first five blocks in the VGG-19 network to
capture and encode the style attributes of the stego image, subtly integrating the secret information into
the texture and color of the image. This allows for the transmission of hidden visual elements without
drawing attention. Additionally, we employ the generated image segmentation mask as an additional
channel for both the secret and content images to reinforce the preservation of style features. This
method, by enhancing the conveyance of style information, helps to mitigate potential style distortion
that may occur during the style transfer process. We denote the style loss by L, as shown in Eq. (2).

c 1

Ls = 3 53 2 (Gl = GILD, (2)

In Eq. (2), C represents the number of channels in the semantic segmentation mask, and G[-] is
the Gram matrix of F F[-], as shown in Eq. (3). This method allows for a deeper understanding of the
feature interactions within the image, enhancing the precision of our semantic segmentation and style
transfer processes.

G[1=F[]1 F[T (3)

Here, we employ a downsampling technique to process the segmentation mask, ensuring that its
resolution matches the spatial dimensions of the feature maps at various layers of the VGG19 network.
Additionally, to ensure the accuracy and clarity of the content in the final composite stego image,
we have specifically designed a regularization term R. This regularization term is implemented by
performing a matrix multiplication operation between the vectorized transpose matrix of the stego
image and the matrix of the content image. The corresponding mathematical expression is shown in
Eq. (4). In this way, the algorithm ensures a high degree of content consistency between the stego image
and the content image, thus avoiding distortion.

H= i_ Vells]" MVe[I] 4)

In the formula, C represents the number of channels, and V' [I] refers to the output of the stego
image I, on channel C, which is vectorized into the N x 1 column vector. And M represents an N X
N matrix form of the input content image /., where N is the total number of pixels in the image.

Specifically, the total discrepancy can be calculated by comparing the pixel value differences
between the stego image and both the secret and content images across all channels. The specific
formula is shown in Eq. (5).

L=aF.+BLs+yH )
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In this paper, the parameters o and 8 are defined to adjust the content and style feature weights
of the stego image [, respectively, while y is the weight coefficient for the regularization term. The
setting of these three parameters aims to ensure that the stego image 7, is visually indistinguishable
from regular images. Specifically, we select « = 1, 8 = 10°, and y = 10* as the parameter values. After
adjusting these parameters, the stego image I is updated through Eq. (5) and re-entered into the VGG
network. This process is iteratively repeated until the generated stego image is consistent with the
content image in terms of content and matches the secret image in style, achieving the predetermined
goals of information hiding and recovery.

2.3 Secret Information Reconstruction Phase

The recipient acquires the disguised image and the set of parameters for the convolutional neural
network designed for reconstruction through public communication channels. The training of this
reconstruction network is based on two categories of stego images: one category consists of images
that have been perturbed by potential attacks, and the other category comprises undisturbed images.
Utilizing this data, the network learns how to recover the hidden information from possible attacks.
When the recipient inputs the received stego image into this well-trained reconstruction network, they
are able to decode and obtain the original transmitted secret image.

2.3.1 Structure of the Reconstruction Network

Considering that stego images transmitted over public communication channels may be subject
to attacks such as quantization, the network structure designed in this paper must take into account

the ability to successfully extract the hidden image information even after the stego images have been
subjected to these common attacks.

After attempting and comparing various network architecture designs, we selected the architecture
shown in Fig. 3, which demonstrated the best performance in experiments.

Iy
’_._._,»

Residual Block
Dense Block
Residual Block
Residual Block
Residual Block

Figure 3: The process of reconstructing secret images through the reconstructed network

Table 2 provides specific parameter details of the network structure.

Additionally, our network architecture integrates Residual Blocks (RB) and improved Dense
Blocks (DB), as depicted in Fig. 4. The cascade of feature maps through RBs and DBs aids in the
deeper exploration of local features within the stego image and facilitates a form of memory effect for
these shallow features. This design enhances the network’s feature robustness when confronted with
attacks, allowing for the more efficient utilization of these features. Ultimately, the final convolutional
layer of the network employs a Sigmoid activation function, effectively mapping the secret image from
the feature space back to the conventional image space.
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Table 2: The network structure of the reconstructed neural network

Network layer Channels Convolutional Size of the feature  Activation
kernel size map function
input 3 - 3% 128 x 128 -
Conv 3 3x3 64 % 64 % 64 ReLU
Conv 64 3x3 128 * 64 x 64 ReLU
Conv 128 3%3 128 * 64 * 64 ReLU
RB 128 3%3 128 * 64 * 64 ReLU
DB 128 3%3 128 * 64 * 64 ReLU
RB 128 3%3 128 * 64 * 64 ReLU
RB 128 3%3 128 * 64 * 64 ReLU
RB 128 3%3 128 * 64 * 64 ReLU
Dconv 256 3%3 64 % 128 % 128 ReLU
Conv 64 3%3 3% 128 % 128 Sigmoid
output 3% 128 % 128 -

M ,‘
T
i

(a) Residual Block (b) Dense Block

Figure 4: The structure diagram of RB and DB

Incorporating these design elements, our reconstruction network is capable of effectively recover-
ing the secret image information from stego images that have been subjected to attacks.
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2.3.2 Training the Reconstruction Network

We specifically curated a training set composed of stego images that had been processed with
various attack methods. Initially, we synthesized a batch of stego images by combining a set of
secret images with a set of content images, all resized to a uniform dimension of 128 x 128 pixels.
Subsequently, we conducted a series of attacks on these stego images, including Gaussian noise, salt
and pepper noise, JPEG compression, and so on, thereby generating a set of degraded stego images.
Based on this, approximately two-thirds of the degraded images were used to form the training set
for training the reconstruction network, while the remaining one-third was reserved for testing the
network’s performance.

Each training session of the reconstruction network focuses on learning how to recover a specific
secret image from the stego images. Each stego image input into the reconstruction network contains
the style features of the secret image, and the training goal of the network is to accurately recover the
secret image from these images. As shown in Eq. (6), we define the loss function of the reconstructed
network based on the pixel by pixel Euclidean distance between the final output of the network and
the original secret image.

1 w H ,
MSE = > (@ (i) —d (0.)) (6)

=1 j=1

In this study, the variables W and H represent the horizontal width and vertical height of the
secret image, respectively. a (7, j) denotes the pixel value of the secret image I at the coordinates (7, f),
while @' (i, ) signifies the pixel value of the reconstructed secret image 7, at the same coordinates.

We have constructed a pre-trained reconstruction network that is capable of handling stego
images that have been subjected to various typical attacks. This training dataset is composed of
these compromised stego images, ensuring that the network can effectively recover high-visual-quality
hidden images and demonstrate strong robustness against common attack methods.

3 Experimental Results and Analysis

The experimental platform adopts PyTorch 1.9.1, CUDA 11.1 version, programming language
Python 3.7, and RTX 3080 graphics card with 12 GB of computing capacity. The content images were
selected from the ImageNet [22] dataset, while the secret images were sourced from the Google Open
Images [23] dataset.

We meticulously chose 100 content images and 1 secret image from each dataset. Utilizing a
Neural Style Transfer algorithm, we generated stego images and subjected them to attacks such as
Gaussian noise, ultimately creating 10,000 compromised stego images. These images constituted the
dataset for training the reconstruction network. All images were uniformly resized to a dimension of
128 x 128 x 3. In our experiments, we found that after 1000 iterations, the stego images achieved the
best match in content with the content images and in style with the secret images. This process ensures
that the stego images are visually indistinguishable from regular images.

3.1 Security Analysis

The primary objective of steganography is to achieve the secure and covert transmission of
secret information, making security a critical metric for evaluating steganographic algorithms. When
transmitting stego images over public channels, we ensure that the content of the secret image cannot
be identified by third-party attackers, thereby safeguarding the information’s concealment.
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Unlike conventional pixel-based steganographic techniques, the method presented in this study
does not alter the pixel values of the carrier image. Our approach constructs new stego images by
combining the stylistic features of the secret image with the content features of the content image,
without revealing the specific content of the secret image. Theoretically, this method can effectively
resist attacks from all known steganographic analysis techniques.

To validate the security of our method, we specifically designed experiments that involve a simple
linear pixel value differential operation between content images without secret information and stego
images containing stylistic information of the secret image. The resulting residual images, as shown in
Fig. 5, demonstrate the effectiveness of our approach.

SUg = 1c) 10Ug ~Ic) 20~ 1)

Figure 5: Residual image between stego images and public images

The figure shows the results of enlarging the secret image, content image, generated stego image,
and their residual images by 5x, 10x, and 20 x. The experimental results show that the residual image
does not leak any information about the secret image, thus confirming the security of our proposed
steganography model.

3.2 Robustness Analysis

Ensuring the robustness of the steganographic model is crucial [24], as it relates to whether the
model can stably reconstruct the secret image in the face of multiple attacks. To test the robustness
of our model, we designed a series of experiments, which included applying nine different degrees of
attacks on stego images, such as mean filtering, Gaussian filtering, Gaussian noise, median filtering,
JPEG compression, salt-and-pepper noise, quantization attacks, and combinations of these attacks.
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Fig. 6 presents the effects of these stego images after being attacked, showing in order the images
that were not attacked and the images that were subjected to the various attacks mentioned above.

A A

Original Mean Filtering Gaussian Filtering Gaussian Median Filtering

JPEG Salt-and- Pepper Quantitative Gaussian + Median Filtering
Compression Noise attack Quantitative + Quantitative

Figure 6: The results of stego images after different attacks

We further selected a total of 18 stego images subjected to various attacks, categorized into two
types: roses and mountains, as different secret images. These images were input into the reconstruction
network that was pre-trained specifically for the particular secret images. By calculating the PSNR
and SSIM values of the reconstructed secret images, we were able to assess the model’s robustness,
with the results recorded in Table 3. PSNR and SSIM can be used as auxiliary means to evaluate the
impact of steganography algorithms on image quality, as well as the degree of modification made by
steganalysis methods on images. By monitoring changes in PSNR and SSIM, analysts can have a rough
understanding of whether images have been modified and the degree of modification.

Table 3: PSNR (Peak Signal-to-Noise Ratio) and SSIM (Structural Similarity) values of reconstructed
secret images

Attack type Secret image 1 Secret image 2
PSNR SSIM PSNR SSIM
Original 39.95 0.998 39.97 0.999
JPEG compression 39.81 0.979 39.85 0.980
Mean filtering 39.18 0.915 39.20 0.910
Quantitative attack 39.25 0.927 39.40 0.936
Gaussian 39.86 0.988 39.81 0.986
Gaussian + Quantitative 38.52 0.868 38.66 0.878
Gaussian filtering 38.86 0.925 39.11 0.902
Median filtering 39.15 0.899 39.01 0.899
Median filtering + Quantitative 38.66 0.854 38.79 0.869

The experimental results show that although quantization attacks may have some impact on the
color information of the stego images, resulting in slightly lower PSNR and SSIM values compared
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to other types of attacks, the reconstruction network, after training with Gaussian noise, quantization
attacks, and JPEG compression, can still effectively reconstruct the secret images. For attack types
not encountered during the training phase, despite a decline in values, the quality of the reconstructed
images remains within an acceptable range.

We believe that this robustness is achieved due to the initialization with the secret image during the
generation of the stego images, ensuring that they retain rich secret information even when subjected to
attacks. Additionally, training the reconstruction network with stego images that have been attacked
allows the network to learn the color style of the stego images with minimal interference, thereby
accurately reconstructing the secret images. These factors collectively demonstrate the high robustness
of our algorithm in the face of attacks.

3.3 Feasibility Analysis

The successful implementation of a steganographic algorithm hinges on its ability to extract
visually satisfactory hidden information from unattacked stego images. As shown in Fig. 7, the first
four lines display the original secret image, content image, stego image generated using style transfer
technology, and secret image reconstructed by the reconstruction network from top to bottom.

Figure 7: The image effect of the algorithm

By observing IMig. 7, several conclusions can be drawn:

The synthesized stego images contain only the style of the secret image, not the content informa-
tion. This means that when transmitting stego images over public channels, the content of the secret
image cannot be discerned from these images alone, which aligns with the fundamental requirements
of steganographic techniques.

The style of the stego images depends on the secret image; if the secret image is the same, the
style of the synthesized stego images will also be similar. The content of the stego images, however, is
determined by the content image.

To achieve high-quality reconstructed secret images, it is essential to use the target secret image to
construct the training dataset for the reconstruction network and define the loss function. Failure to
do so will affect the quality of the reconstructed secret images.
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3.4 Comparative Analysis

In this study, to thoroughly assess the robustness of the proposed steganographic method, we
compared it with four other existing steganographic techniques, which originate from [25-28]. It is
noteworthy that the methods from References [25,26], and Reference [28] utilized deep learning-based
technologies, while the approach from [27] employed conventional techniques. For the comparative
analysis, we used the original secret and content images displayed in Fig. 7 to create stego images and
calculated the average SSIM values obtained from reconstructing the secret images through different
methods. These results are summarized in Fig. 8.
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Figure 8: SSIM value comparison diagram

Through careful observation of the line chart in Fig. 8, we find that in all cases except for
quantization attacks, the SSIM values obtained by the method proposed in this paper are significantly
better than those of the other four methods. This result highlights the superior performance of the
method in this study in terms of resisting attacks and maintaining the stability of steganographic
content.

Compared with the deep learning methods of literature [25] and literature [28], the method in this
paper uses the color style information of the secret image without modifying the pixel values of the
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content image when constructing the stego image. The methods of literature [25] and literature [2€],
on the other hand, directly embed secret information in the carrier image through a neural network.
Moreover, while literature [25] and literature [28] directly use the stego image for the extraction
network, the method in this paper specifically considers the potential attacks that the stego image may
suffer during transmission, using attacked stego images to train the reconstruction network, thereby
enhancing the robustness of the method.

Although the method of literature [26] work uses a combination of generator, extractor, and
discriminator to generate and extract secret information in the stego image when facing attacks, our
reconstruction network, which is trained based on attacked stego images, also shows an advantage
in robustness. These comparative results collectively indicate that the steganographic algorithm
proposed in this paper has significant advantages in resisting attacks and effectively protecting and
reconstructing secret information.

4 Conclusion

In this study, we propose a constructive image steganography technique that relies on style transfer
methods to transmit secret images and uses reconstruction networks to reconstruct the secret images.
We convert secret information into secret images by mapping dictionaries, and then use style transfer
techniques to fuse the style attributes of the secret images with the content attributes of the content
images, constructing stego images for information hiding. After a series of extensive experiments,
our algorithm has demonstrated its security and robustness in resisting various attack methods.
However, when facing quantitative attacks, we found that the robustness of the algorithm is insufficient
compared to other types of attacks. Based on this phenomenon, our future research will focus on
finding more powerful image features to enhance the algorithm’s ability to resist quantitative attacks.
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