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Abstract: Cyberspace is extremely dynamic, with new attacks arising daily. Protecting cybersecurity controls is vital for network security. Deep Learning (DL) models find widespread use across various fields, with cybersecurity being one of the most crucial due to their rapid cyberattack detection capabilities on networks and hosts. The capabilities of DL in feature learning and analyzing extensive data volumes lead to the recognition of network traffic patterns. This study presents novel lightweight DL models, known as Cybernet models, for the detection and recognition of various cyber Distributed Denial of Service (DDoS) attacks. These models were constructed to have a reasonable number of learnable parameters, i.e., less than 225,000, hence the name “lightweight.” This not only helps reduce the number of computations required but also results in faster training and inference times. Additionally, these models were designed to extract features in parallel from 1D Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM), which makes them unique compared to earlier existing architectures and results in better performance measures. To validate their robustness and effectiveness, they were tested on the CIC-DDoS2019 dataset, which is an imbalanced and large dataset that contains different types of DDoS attacks. Experimental results revealed that both models yielded promising results, with 99.99% for the detection model and 99.76% for the recognition model in terms of accuracy, precision, recall, and F1 score. Furthermore, they outperformed the existing state-of-the-art models proposed for the same task. Thus, the proposed models can be used in cyber security research domains to successfully identify different types of attacks with a high detection and recognition rate.
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1  Introduction

In recent times, the threat of cyberattacks has grown due to vulnerabilities in some internet-connected devices, making them attractive targets for malicious activities. Cyberattacks can lead to the exposure of sensitive user information and significant damage to critical infrastructure [1]. DDoS attacks, one of the most common types of cyberattacks, present significant challenges compared to other harmful cyberattacks. Detecting these attacks has proven difficult due to their rapid expansion and the complexity involved in their detection, making them a challenging area for researchers [2]. Moreover, DDoS attacks involve multiple distributed threats that aim to disrupt or disable internet-connected hosts’ services. Typically, these attacks target specific applications, such as the web servers of banks, organizations, online shopping, and credit card payment networks [3]. To protect against various DDoS attacks, it is crucial to build robust systems. An effective cyberattack detection system requires a DL model that minimizes false alarms and achieves high detection accuracy. The method of learning, which can be either supervised or unsupervised, has been applied to improve the performance of models in cyber security [4].

DDoS attacks can be detected and recognized through the application of various DL architectures or the development of innovative network models, contributing to enhanced cybersecurity measures. Within the era of data science, the identification of cyber DDoS attacks seamlessly aligns with the realm of big data analytics [5]. Given the vast datasets prevalent in cybersecurity, accurately characterizing intricate network traffic patterns replete with complex features and values presents a difficult challenge. Previously, traditional machine learning algorithms carried out the task of attack detection, applying the rules to a small amount of data [6]. These algorithms caused the system to make a lot of false-positives and misclassifications, making security administration harder and causing more damage to systems than DL models with high-performance detection and satisfactory results [7]. DL is a crucial technique for addressing difficult challenges with voluminous datasets and demanding computational requirements because it enables the solution of complex problems. It can be used to meet the needs of the cybersecurity domain for cyber-attack detection [8]. A main contribution within the realm of DL resides in its capacity for feature learning. Also, extract information from incomplete data and extract features in addition to classifying the data. This proficiency is deeply embedded in the training phase, utilizing multiple hidden layers and parameters for complex mathematical computations [9]. This work introduces novel DL models that incorporate both 1D CNNs and LSTM networks for the purpose of cyber security for binary detection and multi-attack recognition.

The main contribution of this study is delineated as follows:

•   Two new DL-based cyberattacks models were proposed, both utilize a 1D CNN–LSTM. Notably, our new approach, rather than utilizing the output of an LSTM layer as input solely for a subsequent 1D CNN layer, employs a novel architectural configuration wherein both the LSTM and 1D CNN layers operate on the same input data in parallel. Subsequently, the output representations generated by these parallel processing pathways are combined through an element-wise addition operation. This same procedure is applied to the dense layers, further enhancing the model’s performance.

•   The models proposed were for binary and multiclass classification tasks, in which the binary ones detected the instances as either malicious or benign. Whereas the second one classify the instances into 12 categories, 11 of them are attacks and one is benign.

•   These new models were tested on the large dataset CIC-DDoS2019. Notably, these models exhibited superior detection and recognition capabilities, particularly when applied to unseen data, surpassing the performance of most existing models.

•   The developed models are lightweight, whereas most of the existing DL-based models were constructed using millions of parameters and are inappropriate for devices with limited resources.

•   To demonstrate the effectiveness of the suggested models, the performance evaluation of the model has been compared with results from baseline models and previous research.

The rest of this paper is structured as follows: Section 2–Related Works, Section 3–Background. Section 4–Proposed Methodology, Section 5–Experimental Results and Discussion, Section 6–Comparison Analysis, Section 7–Limitation of the Study, Section 8–Validity Threats. Finally, Section 9 addressed the conclusion.

2  Related Works

The DL is obtaining more widespread attention and applications across diverse research domains due to its exceptional performance. Cyberattacks on computer networks remain a relevant and challenging area of study, evident in daily incident reports that highlight the evolving strategies of cyber attackers. This section explores relevant literature on DL-based cyberattack detection.

Elsayed et al. [10] introduced the “DDoSNet” model, a novel attack detection system designed for SDN environments. Built on DL techniques, DDoSNet combines Recurrent Neural Networks (RNN) autoencoders with a softmax regression model at the output layer to binary classify the network traffic as malicious or normal. In the evaluation, the comprehensive CIC-DDoS2019 dataset is utilized, employing balanced data techniques. The total number of instances used is 230,673 samples. The results showed that the overall accuracy of the model was 99%.

In Chartuni et al. [11], the aim of the study was to select a representative dataset of DDoS attack events, preprocess it, and develop a sequential neural network model for multi-class classification. The model employs 78 features as input. The SMOTE was applied as a class-balancing technique. For the built model, three dense layers are connected. The hidden layer structure consists of neurons distributed as (128, 256, 512), respectively, and the model is trained across 10 classes, with three similar classes combined as one group based on the similarity of features in the dataset. The CIC-DDoS2019 dataset is utilized, and the proposed model achieves approximately 94% precision, accuracy, recall, and F1 score.

Wei et al. [12] proposed an AE-MLP model that combines an AE for automated feature extraction and a MLP network for classification. The latent space of the AE extracts 24 features, while the optimized MLP architecture consists of five layers: one input, three hidden, and one output layer. The testing dataset encompasses 5% of the original CIC-DDoS2019. The proposed model effectively classifies five types of attacks and has been rigorously tested on six subsets of DDoS attack samples. Notably, it achieves remarkable performance, with subset 6 exhibiting an accuracy of 98.34% based on 977,239 instances.

Alghazzawi et al. [13] presented a hybrid model that combines CNN with BiLSTM for the prediction and classification of DDoS attacks. This model is trained and evaluated using the recently introduced CIC-DDoS2019 dataset. The proposed model objective is to classify instances as either normal (T1) or attack (T2). In the feature selection process, the top 10 features were ranked based on their high scores. In the testing phase randomly selected 100 records from the dataset to predict the labels. The accuracy achieved for this prediction was 94.52%.

Nie et al. [14] developed a robust attack detection approach for CEC-based SIoT structured around three main phases. Initially, employed a feature selection module to process collaborative edge network traffic and selected 10 highly ranked features using Information Gain (IG) analysis. Subsequently, a DL architecture utilizing Generative Adversarial Networks (GAN) is designed to detect individual attacks. The effectiveness of our approach is evaluated using the CSE-CIC-IDS2018 and CIC-DDoS2019 datasets. In the case of the CIC-DDoS2019 dataset, which involves 13 classes, the proposed methodology was evaluated across 531,819 instances. The proposed model showed that it achieved 98.53% accuracy.

Boonchai et al. [15] utilized DNN models for robust multiclass (13-class) classification capabilities in DDoS scenarios. In this study, two models were implemented: one with a simple DNN structure and the other using a CNN-AE architecture. The DNN structure comprises six sequentially dense layers. The CNN-AE model structure, including convolutional, max pooling, and upsampling layers, is guided by an AE technique. Both models were applied to the CIC-DDoS2019 dataset. The dataset consists of 83 attributes related to DDoS attacks. After the data was preprocessed, it was also chosen at 50,000 records per class. The accuracy achieved by these models is notable, reaching up to 87% and 91.9%, respectively. In terms of CNN-AE’s performance, it demonstrated lower prediction rates for specific attack types: LDAP (0.76), MSSQL (0.77), and SSDP (0.80).

Haq et al. [16] developed two advanced DNN models, DNNBoT1 and DNNBoT2, for detecting IoT botnet attacks like Mirai and BASHLITE. The models were constructed with a sophisticated architecture, incorporating a fifth layer that utilized a kernel initializer, followed by a dense layer with a softmax function for classification in the sixth layers. By employing PCA for feature extraction, they achieved high accuracy; DNNBoT1 and DNNBoT2 achieved accuracy rates of 90.71% and 91.44%, respectively, on the N-BaIoT data set collected from nine compromised industrial IoT devices. This dataset consisted of 1,486,418 instances of normal and attack occurrences, each characterized by nearly 58 features.

Srinivas et al. [17] presented a hybrid technique named DFNN-SAE-DCGAN, combining three deep learning models. In this framework, the Deep Convolutional Generative Adversarial Networks (DCGAN) component efficiently classifies various DDoS attack types using characteristic sets generated by the DFNN-SAE. Their experiments resulted in an impressive accuracy rate of 98.5% when applied to the CIC-DDoS2019 dataset. The optimal DFNN-SAE architecture consisted of 21 features in the final hidden layer. The study employed only 10% of the original dataset for training and testing.

Zainudin et al. [18] applied feature selection technique Extreme Gradient Boosting (XGBoost), to identify the top 10 relevant features. These selected features are then used in conjunction with a hybrid (CNN-LSTM) model for DDoS attack classification. Different subsets of data were used to evaluate the model. The CIC-DDoS2019 dataset, which includes three types of DDoS attacks (DNS, UDP, and SYN) as well as benign, was utilized to evaluate the model’s performance. The dataset included 138,839 samples, and the results reveal that the proposed model achieves an impressive accuracy of 99.5%.

Kumar et al. [19] employed the LSTM DL architecture to detect DDoS attacks using the CIC-DDoS2019 dataset. This binary classification task distinguishes between “Benign” and “Attacks” with the utilization of 70 features. Our experimental trials with the suggested LSTM model, utilizing an epoch value of 25, resulted in the highest accuracy of 98.6%.

Even though the existing DL models have shown promising outcomes in previous studies, there are still a number of limitations that need to be resolved. First, most of these previous models require millions of parameters that need to be tweaked during the training stage. This makes them computationally expensive for both training and inference stages while being impractical for devices with constrained resources. Furthermore, many of these existing models were primarily designed for binary class classification, which fails to include all categories of DDoS attacks. Moreover, even those models attempting multiclass classification often overlook certain DDoS attack types. For instance, classes such as DNS, LDAP, and NetBIOS, as well as UDP and SSDP [11] classes, tend to be marginalized due to their similar behavioral characteristics. Finally, existing models frequently employ a combination of different architectures, such as LSTM and 1D-CNN, sequentially to enhance accuracy. However, to the best of our knowledge, no studies have explored the simultaneous utilization of these architectures–that is, feeding the same input into both LSTM and 1D-CNN–and subsequently adding their outputs to extract crucial features that significantly contribute to distinguishing between the various classes of DDoS attacks. Motivated by the above facts, we aim in this research to develop a new DL model that addresses the above-mentioned issues in the area of cybersecurity.

3  Background

3.1 Cyber DDoS Attack

Recent cyberattacks have become a critical problem in the technology era. According to a CSO study, by 2021 the yearly cost of cybercrime harm will be beat trillions of dollars [20]. One of the most dangerous cyberattacks on the internet is DDoS. This type of attack is able to cause serious damage to network infrastructure and can affect any server, causing connectivity issues or even complete loss of service. It was accomplished by using vulnerabilities in systems, applications, or protocols [21].

DDOS can flood the network, systems, or servers with traffic to drain out the bandwidth and affect the resources. Multiple attackers carry out a DDoS attack on a system, which floods it with more incoming requests. The destination system cannot immediately respond to the huge requests due to this server’s crashes or breaks [22]. DDoS attacks encompass various strategies. Firstly, volume-based attacks saturate bandwidth; secondly, protocol attacks exploit protocol stack weaknesses in the network layer; and finally, application layer attacks flood networks with requests, rendering them unresponsive to legitimate traffic. The fact that DDoS employs a variety of attack strategies together with a number of potential combinations makes it difficult to detect such security mechanism scenarios in order to protect a network from this threat [23]. The solution to prevent DDOS attacks is real-time packet monitoring of network traffic by a security administration to store traffic data. As packets reach the system, they are analyzed based on several rules, and the possibly harmful ones are discarded [24]. Building a DDoS protection system that employs DL to recognize content with malicious intent that appears to be legitimate without the need for any human involvement defends against both protocol and volumetric attacks [25].

3.2 Convolution 1D CNN

CNNs represent a distinct class of feed-forward deep neural networks specifically designed for data processing. Within the CNN framework, multiple convolutional layers are systematically stacked, each endowed with the ability to distinguish increasingly complicated patterns. CNNs fall under the expansive umbrella of DL, a domain that has reaped significant scholarly attention in recent times. The CNN architecture encompasses three distinct types of layers: convolutional layers, pooling layers, and fully connected layers. CNN1D is an architecture designed specifically for processing one-dimensional data, such as time series or sequential data. It utilizes convolutional layers to automatically learn relevant features from the input sequence, making it highly effective in tasks that involve pattern recognition. The 1D CNN is constructed using the following hyperparameters: the number of CNN layers, the number of neurons in each layer, the number and size of the filters, and the subsampling factor of each layer. The kernel will slide through a list of objects in sequence 1D, and the filter in the convolution slides along one dimension only [26]. The primary function of 1D CNN is to extract hierarchical representations of sequential data through convolutional filters. By combining these features with pooling layers and fully connected layers, 1D CNN models can perform tasks such as classification, regression, and sequence generation with remarkable accuracy. The most important point is that CNN used to reduce the number of features and automatically detect and extract important features [27]. 1D CNN has been recently used for attack detection. Its utilization in cybersecurity involves automatically learning and identifying complex patterns within sequential data, such as network traffic or system logs, to recognize potential threats [28].

The 1D CNN technique uses the kernel weights for each convolution as the trainable weights for the convolutional neural network. The fundamental concept of performing a single convolution operation on a one-dimensional array is shown in Fig. 1. The given example multiplies the input array by the trainable weights for each output element. Based on the value of the loss function, the kernel weights are adjusted using backpropagation [29].
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Figure 1: The operation of a single convolution unit

3.3 Long Short Term (LSTM)

LSTMs are special types of Recurrent Neural Network (RNN) architecture that can handle long-term dependencies resolved without being impacted by an unstable gradient. The gradient vanishing/exploding problem can affect the training of traditional RNNs. It is worth noting that in comparison to an LSTM, which is computationally intensive, an RNN features approximately four times as many trainable weights. A distinguishing feature of LSTM is the presence of a horizontal line, known as the cell state. The LSTM eliminates or adds information to the cell state by using three gates [30]. In the context of DDoS attack detection, LSTMs can be employed to analyze network traffic data over time and identify patterns that may indicate an ongoing attack. The ability of LSTMs to capture and learn from long-term dependencies in network traffic data makes them a valuable technique for enhancing the resilience of systems against cyber threats. LSTM has the capability to extract features and can also find application in the detection, recognition, and prediction of DDoS attacks through the design of a neural network architecture [31].

The LSTM architecture encompasses three crucial gates: input gates represented by I(t), with its primary function being the discernment of permissible data for network entry. This gate computes the relevant information to be incorporated into the LSTM’s cell state, leveraging both the antecedent hidden state and new input data. The gate’s utility facilitated through the sigmoid function (σ), which assigns a value within the range of 0 to 1, followed by the tanh function that imparts weighting to values spanning from −1 to 1. The forget gate, denoted as F(t), plays a pivotal role in determining which values to exclude. It employs a sigmoid function that considers both the previous state (h(t-1)) and the input (xt) to assign a value ranging from 0 to 1 for each element within C(t-1), thus effectively managing information retention or exclusion. The final gate, is the output gate, denoted as O(t), and assumes responsibility for shaping the new hidden state. This block’s input governs the output by employing a sigmoid function to allocate a value within the range from 0 to 1. Subsequently, this value is multiplied by a tanh function, determining its degree of significance, and thereby assigning a value spanning from −1 to 1. If the sigmoid function's value approximates 1, it signifies data retention; conversely, proximity to 0 signifies data exclusion. The Eqs. (1)–(8) of LSTM architecture as shown below:

F(t)=σ(wf[h(t−1),Xt]+bf(1)

I(t)=σ(wi[h(t−1),Xt]+bi(2)

O(t)=σ(wo[h(t−1)],Xt]+bo(3)

f(x)=1/1+eaxt(4)

tanh⁡(x)=(2/1+e(−2x))−1(5)

C^t=tanh⁡(wc[h(t−1)],+bc)(6)

Ct=Ft.C(t−1)+It.C^t(7)

ht=Ot.tanh⁡(Ct)(8)

These components are symbolically denoted as the cell state (C), the weight coefficient matrices (W) and bias terms (b). The activation functions in play are sigmoid and hyperbolic tangent (tanh). In this context, h(t-1) signifies the previous hidden state output, α represents the learning rate, Xt denotes the current input, and the biases for the forget (bf), input (bi), and output (bo) gates are integral [19,32].

3.4 Dataset Description

The CIC-DDoS2019 dataset, the most recent version published in Cybersecurity, was developed by researchers from the Canadian Institute for Cybersecurity (CIC) and the “University of New Brunswick”, in order to provide the research community with high-quality datasets that have been useful for the past few years in assisting analysts and cybersecurity experts in understanding and mitigating DDoS threats [33]. The dataset consists of 87 features, encompassing label a total of 88 columns, and it has been extracted employing CICFlowMeter tools for the acquisition of traffic data. The dataset includes more than a hundred thousand benign traffic samples and over fifty million malicious flows, distributed over 13 classes of recent DDoS attacks with one benign [34]. The DDoS attacks can be carried out in the application layer via transport layer protocols such as Transmission Control Protocol (TCP) and User Datagram Protocol (UDP). The dataset was collected on two separate days for training and testing evaluation, both of which provide a compilation of information exceeding 20 GB [10,35].

Fig. 2 illustrates the distribution of various attacks within the dataset, categorized according to exploitation-based and reflection-based attack types. In reflection-based DDoS, attacks are categorized into TCP,UDP or TCP/UDP. The exploitation-based DDoS in this category, attacks are subcategorized into TCP or UDP. Notably, LDAP, MSSQL, NetBIOS, SSDP, and SYN DDoS attacks showed high-volume traffic and noisy data. In contrast, UDP-Lag and Web DDoS attacks displayed low-volume traffic. It is worth mentioning that the authors excluded the WebDDoS attack due to its limited recording [36].
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Figure 2: The distribution of DDoS attack throughout the CIC-DDoS2019 dataset

4  Proposed Methodology

In this section, the proposed model, starting with dataset preparation and the preprocessing procedures applied to the dataset, is described. Then, the building Cybernet model was presented. In Fig. 3, the general framework of the proposed DL model is deployed on the datasets to evaluate their performance in detecting and recognizing DDoS attacks.

[image: images]

Figure 3: Outline of the proposed methodology

4.1 Data Preparation

In the context of this research, a newly released, extensive dataset containing the latest DDoS attack information is considered. Specifically, the CICDDoS2019 dataset, a recently published resource, has been chosen. This dataset encompasses both benign and the most current realistic DDoS traffic profiles, closely emulating real-world data. In the first step, all recorded files are concatenated into one dataset. To import data and read it to feed the model, the data must be in a standard format in the form of a CSV file. It is essential to note the presence of various data types, including categorical and numerical data. Gathering network traffic data from diverse sources inevitably introduces challenges such as poor or noisy data, incomplete data, and instance inconsistencies, necessitating data transformation to ensure uniform formatting, especially when dealing with extensive datasets. The data collection carried out by Python software is needed to import and analyze the dataset in the next stage of data preprocessing.

4.2 Data Preprocessing

The data preprocessing operations performed on the data set are presented below. The following stage is generalizing the data set and making it standardized to prepare the data before the model training to achieve accurate results.

4.2.1 Remove Irrelevant or Socket Features

The initial step involves removing irrelevant socket information features, such as Unnamed:0, Source Port, Destination Port, Flow ID, Source IP, Destination IP, Timestamp, and SimilarHTTP, as they do not significantly contribute to DDoS attack detection. These features exhibit variations across different networks, necessitating the model’s training on packet characteristics themselves. Subsequently, after excluding these eight features, we are left with 79 relevant features for the model’s input out of 87. Furthermore, both the attacker and normal users may have the same IP address. Therefore, training the DL model with socket feature values can cause an overfitting problem [12,37,38].

4.2.2 Remove/Replace Missing and Infinite Values

Due to the massive amount of data in CIC-DDoS2019, the original dataset contains either an infinite number of missing values or a large number of missing values. It is important to remove all these values from the dataset. These values of features represent attributes that have an effect on the results of the training phase.

4.2.3 Remove Duplicates

Removing duplicates enhances data quality, reduces redundancy, and helps maintain the integrity of the dataset, thus enabling more accurate and reliable analysis. The original data set contains huge duplicates, especially for new types of DDoS attacks such as LDAP, DNS, NetBIOS, UDP-lag and SSDP.

4.2.4 Random Selection Subset of Data

Due to the large volume of data in the CIC-DDoS2019 dataset, there are limitations in applying it to computers, especially in analysis data and visualization issues. Researchers often use random subsets of datasets for analysis. After cleaning the dataset, we select random subsets for each attack class with less than 150,000 instances. This subset CIC-DDoS2019 used because it offers a wide range of attack types and a large sample of data. Moreover, the dataset was created by authors from a reputable institution, and many related works performed experimentation; thus, our results are more comparable to the related work. However, the WebDDoS attack type contains only 363 samples in the range of 0.0003 overall samples in the dataset. It is fewer than other types and occurs in severely imbalanced data, so we exclude it from our experiment due to its minimal impact on the dataset’s composition [39]. Also, there is an imbalance between the different classes. The TFTP represent the largest number of instances, while the LDAP has a smaller number of instances than the other types of attacks. In Figs. 4 and 5, both models illustrate data samples after the cleaning stage, obtaining a dataset including 79 attributes and yielding a total of 1,060,572 records. This dataset is categorized into 12 distinct classes. In the context of binary classification, the dataset is divided into Malicious and Benign.
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Figure 4: Distribution of data 12 classes
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Figure 5: Distribution of data 2 classes

4.2.5 Data Split

The dataset, which represents the captured network traffic, is further split into three sections: the training set at 80% and the testing set at 20% for evaluating the performance of the model. In the training phase, validation sets take 10%. After trying different ways of splitting the data, the best result was achieved at 80:20. The split data for both multiclass and binary classification models is shown in Tables 1 and 2. In data science, the optimal data-splitting ratio is dependent on the size of the data, and there is no agreement based on theoretical or numerical research. In this study, we used a massive amount of data, so it is sufficient to use 20% of the dataset for the testing phase to prove a true prediction and the rest for the training and validation stages.
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4.2.6 Feature Scaling

A diverse range of imbalanced attribute scales may result in reduced performance for classification models. The feature scaling process is applied to the input training data phase. It is a process that handles overfitting and reduces training data time. After splitting the dataset into training and testing sets, apply the data normalization technique. The dataset contains feature values with a huge difference between their maximum and minimum values. For stable convergence of weights and biases and to avoid gradient vanishing and exploding, the dataset features have been normalized using the MinMaxScaler transform features by scaling each feature within the range 0, 1. After generalizing features, the model enhances precision and accuracy. The formula for MinMax scalar is according to Eq. (9).

X′=X−Xmin/Xmax−Xmin(9)

where Xmax and Xmin are the maximum and minimum feature values (X), the output within the 0–1 range.

4.3 Cybernet Model Building

In this section, we provide detailed explanations of our methodology regarding the proposed models. The main objective is to develop a new DL architecture named Cybernet model for evaluating cybersecurity’s reliability and effectiveness in the context of cyber DDoS attacks. In this study, we have chosen to incorporate LSTM, 1D CNN, and the fully connected layer (commonly referred to as the dense layer) within our network models. The methodology for designing these network models begins with the initial layer, known as the input layer, which consists of 79 neurons corresponding to the attributes present in the dataset. A general structure of the proposed model is presented in Fig. 6. The model consists of an input layer, two blocks of LSTM and 1D CNN with add output, a flatten layer, two blocks of dense layer with added output, and an output dense layer. In this model, HeNormal initialization is applied to the kernel weights. This method randomly initializes the weights for deep neural networks.
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Figure 6: Structure of the proposed Cybernet models

The structure of the newly developed models is as follows: First, in parallel, a 1D-CNN layer with 1 filter and a kernel size of 3 was applied to the input layer. Second, an LSTM layer with units equal to the number of features is also applied to the input layer. Each of the aforementioned layers were then subjected to the LeakyReLU activation function. The output of the LSTM and convolutional layers was then combined using element-wise addition and passed through a max-pooling layer. The processes were repeated again, except instead of using the input layer as input, we used the output of the max-pooling layer as input to the 1D-CNN and LSTM layers. Furthermore, used 2 filters instead of 1 for 1D-CNN and the down-sampled feature number as the unit’s number for the LSTM layer. The output of the max-pooling layers was then flattened. The flattened layers were then used as an input to two dense layers separately, each with 256 units, followed by element-wise addition and max-pooling layers. This step is repeated with another two dense layers of 512 units. Further, to prevent overfitting, a dropout rate of 0.2 is applied to the max-pooling layer. Next, the max-pooling layer was flattened and passed to a dense layer with a softmax activation function representing the output layer, which consists of 12 units in the multiclass model. In binary model, the output layer consists of 1 unit with a sigmoid activation function, which indicates 2 types of attacks. Table 3 provides a detailed description of the cybernet model layers.
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Table 4 describes the hyperpameters used in the Cybernet model. The model’s performance during training is checked using the validation set for hyperparameter selection. The performance of the model depends on various hyperparameters used to tune the multiclass and binary class models.

[image: images]

4.4 Model Training and Testing

First, data sets were divided into three sets: training, validation, and testing. After preprocessing the dataset, the data was split into training and testing sets, with 80% allocated to training and 20% to testing. Furthermore, 10% was extracted from the initial 80% of training data to form the validation set. The model’s training set and determined the model’s best hyperparameters using the validation set. Finally, we evaluated both models on the testing (unseen) set using various performance metrics. The models are trained using the training set, with a batch size of 32 and 30 epochs. Model training sets using the Adam optimizer and the categorical cross-entropy loss function. After trying different hyperparameters on the model, according to Table 4, the network is stable, and the best values were selected for the Cybernet models. Consider using techniques such as early stopping and dropout to prevent overfitting and improve the generalization performance of the model. Experiment with different hyperparameters of the model, such as the learning rate, filter number and size, and LSTM units, to optimize the model’s performance.

4.5 Evaluation Metrics

The evaluation of the model’s performance relies on metrics and optimizing the model’s fine-tuning hyperparameter. The accuracy measure how well the model correctly predicts the target class. Recall measures how many of the actual positive cases the model correctly predicted, while precision measures how many of the predicted positive cases are actually positive. The F1 score is the harmonic mean of precision, recall and provides a balanced measure of the model’s performance. The Eqs. (10)–(13) of metrics are shown below [40]:

Accuracy=TP+TN/TP+FP+TN+FN(10)

Precision=TP/TP+FP(11)

Recall=TP/TP+FN(12)

F1_score =2 ∗ precision ×recallprecision+recall(13)

where TP (true positive) is a correctly classified positive instance; TN (true negative) is a correctly classified negative instance; FP (false positive) is an incorrectly classified positive instance; and FN (false negative) is an incorrectly classified negative instance.

4.6 Computational Complexity of the Proposed Models

The most difficult component of designing the proposed models was combining all the aforementioned layers and activation functions to get sufficient accuracy. In particular, we concentrated on building a cost-effective architecture to reduce the computational complexity of the network while maintaining a high level of accuracy. This was achieved by using fewer layers, smaller filters, and lower-dimensional extract features in parallel, as shown in Table 3. The binary and multiclass models have 214,901 and 217,728 trainable parameters, respectively. After improving the Cybernet models, the binary model required an average 58 s for each of the 30 epochs, totaling 29 min for complete training. In contrast, the multiclass model took an average of 106 s for each of the 30 epochs, summing up to 53 min for the entire training process.

5  Experimental Results and Discussion

The proposed model for DDoS attack detection employs widely adopted performance measures. The implementation of these models using the Python programming language installed on a computer equipped with a 12th genH Intel Core i7-12650H 2.30 GHz, 16 GB of RAM, 2X512GB SSD, RTX3060 GPU and Windows 10 as an operating system Install tensorflow-gpu on the Python environment as well to use models. Subsequently, provide a report, and then discuss the results of the proposed models. After the dataset pre-processing, normal and the model applied the dataset into three sections: training, validation, and testing subsets. We obtained results using the proposed 2-class and 12-class classification models using widely recognized performance metrics. The results are detailed in Table 5. The detection binary model exhibits an impressive overall accuracy of 99.99%. In contrast, the 12-class model achieves an overall accuracy of 99.76%. In the case of the binary classification model in terms of additional metrics such as precision, recall, and F1 score achieved 99.99%. Whereas the 12-class multiclassification model in terms of precision, recall, and F1 score achieved 99.76%. Furthermore, upon comparing both models, it becomes evident that the 2-class classification model outperforms the 12-class classification model. However, it is crucial to emphasize that the dataset is imbalanced. Therefore, relying solely on accuracy as the primary performance metric can be misleading. The class with the most samples significantly impacts the overall model performance, potentially overshadowing other classes.

[image: images]

Figs. 7 and 8 show the confusion matrix for the proposed models for prediction results, which is obtained using a test dataset. The multiclass model misclassified 502 instances, whereas the binary class model misclassified 3 instances. The performance of accuracy and loss of models as illustrated in Figs. 9 and 10.
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Figure 7: Confusion matrix multiclass model
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Figure 8: Confusion matrix binary class model
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Figure 9: Performance of accuracy and loss of multiclass (recognition) model
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Figure 10: Performance of accuracy and loss of binary (detection) model

6  Comparative Analysis

Table 6 compares the performance of the DL network to the state-of-the-art results. To compare the results obtained from the new Cybernet model with those obtained from most existing hybrid 1D CNN with LSTM and using traditional ML algorithms. These models were applied to the same dataset. The results showed that the Cybernet model outperformed in terms of accuracy, precision, recall, and F1 score. The omission of the DNS class, given its similarities with the LDAP class, aligns with prevalent practices in previous research. Most of the previous works using the CIC-DDoS2019 dataset were based on binary classification to detect benign and malicious behavior with a smaller number of instances. Most of the work does not mention the total trainable parameter or the number of instances of the data sample used. Furthermore, in the absence of reporting the employment of imbalanced data classes, most works use balanced data techniques, making these investigations susceptible to various drawbacks, including an elevated risk of overfitting. Additional to that, using the feature selection procedure in the case of a big dataset and employing it in DL is not an effective strategy it filters the feature before applying it to the training model. The main idea of DL in the feature learning process is that a network learns which features to extract on its own by using multiple layers of neural networks. The Table 6 summarizes relevant research on Cyber DDoS using DL algorithms based on models.

[image: images]

7  Limitations of the Study

In this research paper, our primary focus was on the new architecture of DL for Cyber DDoS attack detection and recognition within the field of cybersecurity. The models we proposed showed satisfactory performance; however, there are several limitations that need to be addressed. A significant challenge we encountered was the absence of a dedicated lab for network security administration, which hindered our ability to collect real-time data, thus affecting our capacity to evaluate the models’ performance on them. Additionally, our approach to data scaling was limited; we employed the Min-Max scaler to bring our data within the range of 0 to 1, neglecting the exploration of other existing normalization techniques. Testing various normalization methods is crucial as it could significantly influence the model’s performance and generalizability. Another notable gap in our research was the lack of in-depth exploration into the interpretability of the proposed models. Understanding the underlying rationale behind the models’ decisions is paramount for establishing trust and acceptance in practical cybersecurity applications. To address this, future research endeavors should emphasize enhancing the models’ explainability. This could potentially be achieved by incorporating techniques such as feature importance analysis or model-agnostic interpretability methods, shedding light on the intricate workings of the models, and making their decisions more transparent and interpretable for stakeholders. By addressing these limitations and delving deeper into the interpretability aspects, future studies in this domain can significantly advance the field of cybersecurity.

8  Validity Threats

Our newly proposed DL models were trained and tested on real data obtained from Canadian Institute for Cybersecurity at https://www.unb.ca/cic/datasets/ddos-2019.html. Therefore, we believe that the results obtained from the proposed models reflect real-world scenarios, meaning they can detect the attacks they were trained on. However, when new attacks emerge in the future, our models, along with the existing ones, cannot detect them. Addressing this challenge requires ongoing vigilance and a proactive approach. Retraining the models in response to new attack strategies is essential to maintain their relevance and effectiveness. Furthermore, considering the evolving nature of cybersecurity threats, continuous monitoring and adaptation are vital to ensure the robustness of our models against novel attacks. Hence, while our models show promise in the current landscape, their long-term efficacy necessitates vigilant consideration of validity threats and a strategy for adaptability to unknown threats.

9  Conclusion

In recent years, increased attention has been given to the use of DL algorithms for cyberattack detection and recognition. In this study, we developed a new DL architecture named the Cybernet model with a specific focus on LSTM and 1D CNN architectures. The objective was to learn the necessary behaviors of cyber attacks in the cybersecurity field, recognizing and detecting DDoS attack types with high accuracy. The main architectural point is that the outputs of LSTM and 1D-CNN are added before moving to the subsequent layer. During the process of feature learning, when LSTM layers are applied to non-time series data, they enable the model to automatically learn relevant features from the data, especially when combined with other layers like convolutional layers. The evaluation was conducted on the comprehensive CIC-DDoS2019 dataset. The Cybernet models achieved remarkable results in various evaluation metrics. For instance, we achieved accuracy rates of 99.76% for multi-class classification and an outstanding 99.99% for binary-class classification.

In the future, our aim is to include the attention layer into the proposed models to determine its impact on the overall performance. Additionally, conducting further experiments with diverse datasets could offer valuable insights into the models’ generalizability and robustness.
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Table 1: Data split on a binary classification model

Class Training Validation Testing

Benign 68584 7620 19051
Malicious 695027 77226 193064
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Table 3: The architecture of proposed Cybernet model layers and parameters settings

Layer type Filter Activation function  Output shape Parameters

Input (None, 79) 0

LSTM Leaky ReLU (None, 1, 79) 50244

ConvlD 64 (size = 3) Leaky ReLU (None, 79, 1) 4

Add (None, 79, 1)

MaxPooling1 D (None, 39, 1) 0

LSTM Leaky ReLU (None, 1, 39) 12324

ConvlD 128 (size =3)  Leaky ReLU (None, 39, 2) 8

Add (None, 39, 2)

MaxPooling1 D (None, 19, 2)

Flatten (None, 38)

Dense Leaky ReLU (None, 256) 9984

Dense Leaky ReLU (None, 256) 9984

Add (None, 256, 1)

MaxPooling1 D (None, 128, 1)

Flatten (None, 128)

Dense Leaky ReLU (None, 512) 66048

Dense Leaky ReLU (None, 512) 66048

Add (None, 512, 1)

MaxPooling1 D (None, 256, 1)

Dropout (0.2) (None, 256, 1)

Flatten (None, 256)

Dense Binary class (None, 1) 257
Sigmoid Total params: 214,901

Dense Multiclass (None, 12) 3084
Softmax Total params: 217,728
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Table 6: Model results comparison performance analysis of the proposed model

Ref. Dataset Data Model Features Classification Accuracy
[10] CIC-DDo0S2019 230,673 RNN+AE 77 Binary 99%
[11] CIC-DDo0S2019 3 Dense layers 78 10 classes 94%
[12] CIC-DDo0S2019 977,239  AE-MLP 24 5 classes 98.34%
[13] CIC-DDo0S2019 100-500 CNN+BiLSTM 10 Binary 94.52%
[14] CIC-DDo0S2019 531,819  GAN 10 13-classes 98.53%
[15] CICDDoS2019 650,000, DNN, CNN-AE 83 13-classes 87%
91.9%
[16] N-BaloT 1,486,418 DNNBoTI and 58 11 classes 90.71%
DNNBoT2 91.44%
[17] CICDDo0S2019  10% DFNN-SAE- 21 Binary 98.5%
DCGAN
[18] CICDDoS2019 138,839  CNN+LSTM 10 Binary, 99.5%
3 classes
[19] CICDDoS2019 LSTM 70 Binary 98.6%
Cybernet CICDDo0S2019 1060572  Cybernet model 79 Binary, 99.99%

12 classes 99.76%
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Table 4: The hyperparameters employed in Cybernet model during training

Hyperparameter Value

Activation function LeakyReLU
Classification function SoftMax, Sigmoid
Batch size 32

Epoch 30

Learning rate 0.001

Optimizer Adam
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Table 2: Data split on a multiclass classification model

Class Training  Validation  Testing
Multiclass12 763611 84846 212115
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Table 5: Performance of the Cybernet model under different evaluation metrics

Classification (%) Accuracy Precision Recall F1 score

Binary 99.99 99.99 99.99 99.99
Multiclass 99.76 99.76 99.76 99.76
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