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Secure Video Streaming with Lightweight Cipher PRESENT in an
SDN Testbed
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Abstract: The combination of traditional processors and Field Programmable Gate
Arrays (FPGA) is shaping the future networking platform for intensive computation in
resource-constrained networks and devices. These networks present two key challenges
of security and resource limitations. Lightweight ciphers are suitable to provide data
security in such constrained environments. Implementing the lightweight PRESENT
encryption algorithm in a reconfigurable platform (FPGAs) can offer secure
communication service and flexibility. This paper presents hardware acceleration of
security primitives in SDN using NETFPGA-10G. We implement an efficient design of
the PRESENT algorithm for faster, smaller and lower power consumption hardware
circuit using Verilog. We evaluate the performance of the hardware and software
implementations of PRESENT. Experimental results prove that the proposed hardware
design is a viable option for use in resource constrained devices in future networks and
their applications.
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1 Introduction

Over the past decade, multimedia has been driving an increasing amount of the traffic
over networks. By 2021, it is expected that 78 percent mobile traffic will be video data
[Cisco (2016)]. As mobile networks are migrating to 5G, the method for video
transmission over the networks is evolving, especially in terms of encryption. This
evolution includes load balancers, Network Address Translators, QoE and Value-Add
Services (VAS) such as content/URL filtering and video compression. Securing all these
network devices in the cloud computing environment can be enhanced by incorporating
the security functions. Here, the context of security refers to the data encryption at data
flow-level in the cloud. In other words, if the security feature is enabled by a software
control node for a specific flow, the packets belonging to that flow will be encrypted
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before departing the network device and will safely pass through the public/private
networks to reach end-users. The private encryption key is stored in a flow table created
inside the network device. The encryption algorithm uses the associated per-flow key to
encrypt packets, the same key is utilized to decrypt the packets and restore the original
data.

This paper implements the light-weight PRESENT algorithm on NetFPGA-10G platform
in our SDN testbed. The prime motivation to design, implement and evaluate the
proposed security enabled network function in the proposed environment using
PRESENT are:

e PRESENT is an ultra-light encryption algorithm, designed for efficient hardware
implementation. It is highly suitable for power and hardware resource constrained
networks.

e PRESENT is an ISO/IEC standard block cipher recommended for lightweight
cryptography [Bogdanov, Knudsen, Leander et al. (2007)].

e The 64 bits block size exactly matches the OpenFlow (OF) data-path structural
requirements. This feature relieves us from bus width conversion.

o Our target applications will require moderate security levels. Consequently, the 80-
bit security key of PRESENT is considered adequate for this study.

We assume that not all the data-flows require encryption service. Therefore, the required
per-port throughput of the security engine is less than 10 Gbps. In our work, we design
and implement an encryption enabled FPGA accelerator in a 10 G OF-switch [NetFPGA-
10G (2009)] using the PRESENT algorithm and investigate its performance in a SDN
testbed.

The remainder of this paper is organized as follows. Section Il presents the related works
and motivations. Then, the detailed implementation is presented in Section Ill. Section IV
describes the experimental setup with detailed analysis of performance outcomes. Finally,
Section V states the conclusions of the paper and directions for future work.

2 Related works and motivations

The increase in mobile access to data services places a tremendous load on networks.
Traditionally, a majority of mobile data traffic is HTTP over TCP. However, many
services are in the process of transitioning to HTTPS [Bruneau, Lacaud, Negru et al.
(2018)]. The reasons for moving services to HTTPS are ensuring security (i.e. media
request cannot be intercepted), privacy (viewing habits cannot be inferred by inspecting
traffic) and popularity (Google page rank favoring sites delivered under HTTPS [Tepsic
(2018)]. The growing use of encrypted protocols is causing fundamental shifts, which
results in added network burden for security functions in real-time applications.

2.1 Lightweight cryptography

Lightweight cryptography requires cryptographic algorithm that is tailored for low-
resource devices and must address three challenges: Minimal overhead (silicon area or
memory footprint), low-power consumption, and adequate security level [Biryukov and
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Perrin (2017)]. Lightweight cryptographic algorithms are often implemented in
Application Specific Integrated Circuits (ASICs). FPGAs are low implementation cost as
well as a faster design cycle.

Plain text Key Register
% add_round_key $
s box_layer
Update
p_layer
Y Y
5_box_layer
Update
p_layer
% add round_key
Ciphertext

Figure 1: High-level PRESENT encryption [Bogdanov, Knudsen, Leander et al. (2007)]

A plethora of lightweight symmetric cryptography algorithms have been designed
[Biryukov and Perrin (2017)]. However, only a few have been used in practice including
PRESENT which is standardized by the International Organization for Standardization
and the International Electrotechnical Commission (ISO/IEC) [ISOIEC (1987)]. In this
paper, we integrate the PRESENT algorithm in a SDN architecture to enhance data
security. Block cipher operating in stream mode is stream cipher cores such as eStream
[eESTREAM (2016)]. A low-cost implementation of AES [AES (2001)] for RFID
application is proposed in [Feldhofer, Dominikus and Wolkerstorfer (2004)]. However,
the high-volume resources required for this cipher are around 3600 GE (Gate
Equivalence). GE is the well-known metric, according to which the lightweight
algorithms are evaluated in terms of chip area usage. It is equal to the chip area consumed
by the algorithm normalized to the area of a 2-input NAND gate in a given standard cell
library. mCrypton [Lim and Korkishko (2006)], HIGHT [Hong, Sung, Hong et al.
(2006)], SEA [Standaert, Piret, Gershenfeld et al. (2006)] and PRESENT [Bogdanov,
Knudsen, Leander et al. (2007)] algorithms have been proposed. The resource
assessments show that these four algorithms require 2949 GE, 3000 GE, 2280 GE and
1570 GE respectively. The low GE of PRESENT motivates this work to study its
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performance in a SDN environment.

2.2 The PRESENT algorithm

In this paper, we implement the PRESENT lightweight block cipher as our encryption
core. The algorithm encrypts a 64-bit block with an 80-bit key in 31 rounds. Each of the
31 rounds consists of a linear bitwise permutation and a non-linear substitution layer as

well as a XOR operation to introduce a round key K, forl<i<31. Fig. 1 shows a top
level functional flow and layout of PRESENT algorithm.

A substitution box layer (S-Box) is implemented in this algorithm. S-Box takes an input
of 4-bits and replaces it with another 4-bit value as the output. Afterwards, a permutation
layer (P-Layer) is designed to jumble the bits. The key scheduler is a critical part of the
PRESENT algorithm, which is used for updating the key with every iteration during the
different states of the algorithm. The PRESENT algorithm is an iterative process, this
means that the data will be passed through the S-box, P-layer and add round key process
multiple times before the cipher-data is produced at the end.

There are several research works on cryptanalysis of the PRESENT algorithm [Cho
(2010); Liu, Jin and Kong (2016); Wang (2008)]. Multiple attack approaches are used to
investigate how secure the PRESENT algorithm is. These attacks include, linear
cryptanalysis of reduced round PRESENT [Cho (2010)], differential cryptanalysis of
reduced round PRESENT and key recovery attack for PRESENT using slender-set linear
cryptanalysis [Liu, Jin and Kong (2016)]. Due to the high scale of time taken to crack the
PRESENT encryption, the attacks presented in these works would be impractical to apply
in reality in an attempt to crack the algorithm and get any useful information secured
through the algorithm.

2.2 NetFPGA: A programmable hardware platform

NetFPGA is an open programmable platform with wide recognition by both industries
and academic institutions around the world. The NetFPGA-10G board was designed by
the NetFPGA team and is available at HTG [NetFPGA (2007)]. The main features of the
board are four 10GigE SFP+ interfaces, a 8 channels PCI Express interface, one Xilinx
Virtex-5 TX240T FPGA and up to 27 MBytes QDRII SRAM and 288 MBytes
RLDRAM-II.

Anwer et al. [Anwer and Feamster (2009)] designed a virtual router based on a
NetFPGA-1G board [NetFPGA-1G (2007)] to support up to 8 identical virtual data plane
instances. Each data-plane has its exclusive forwarding logic with an independent
forwarding table at the hardware level. This design achieves ideal isolation and provides
throughput twice as much as a legacy software router. However, it uses only on-chip
memories and fixed resources for each virtual data path, constraining the scalability and
flexibility of the entire system to a large extent. D. Unnikrishnam et al. [Unnikrishnan,
Vadlamani, Liao et al. (2010)] built a scalable virtual data-plane. This design uses both a
hardware data-plane on a FPGA and a software data-plane on a commodity server. It
resolves the issue of scalability to some extent. Besides, the design uses reconfiguration
technology to support the dynamic migration of data-planes between hardware and
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software without interfering with regular traffic. Thus, it achieves a limited level of
flexibility.
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Figure 2: Internal hardware data path using OpenFlow switch

The OpenFlow project of NetFPGA platform [NetFPGA-1G (2007)] is chosen as the
footstone of our work, and its top-level architecture is demonstrated in Fig. 2. Packets
from each external interface and packets from host goes through dedicated pipelines.
Other substantial components of the switch are OF Data Path, Input Arbiter and Output
Queues.
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3 System implementation

For the hardware implementation, the PRESENT encryption and decryption algorithms
were programmed in Verilog using the Xilinx Vivado software. The programmable logic
area in NetFPGA-10G is used for hardware implementation of the PRESENT encryption
and decryption. The security function consists of encryption and decryption of packets.
The former encrypts packets inside the switch, after all other actions have been
performed on the packet header and before sending the packet to the output queues. The
latter, decrypts incoming encrypted packet before performing other functionalities. Both
encryption and decryption functions are implemented inside OF-data path module.

To incorporate the security function in the OF-Switch architecture, we have modified the

following components:

o Flow tables are extended to provide per-flow keys. Encryption and decryption use the
symmetrical security key,

e A per-flow security enable flag is introduced. This flag is used by a software
controller to enable or disable the security function for any specific flow as per
user/application requirement,

e Security Action is defined and is implemented using the PRESENT algorithm.

The resource utilization of the PRESENT implementation in NetFPGA-10G OF-switch is
presented in Tab. 1.
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=N Tirne Source Destination Protocol Length  Info
1 2. 202088 192, 168.1.1 192.168.1.2 1558 S4659 + 1234 Len=131&
2 @.7543@5 192.168.1.1 192.168.1.2 % 1358 S4G659% + 1234 Len=131&
3 @.833433 192, 168.1.1 192.168.1.2 1558 S4659 + 1234 Len=131&
4 @.915775 192.168.1.1 192.168.1.2 1358 54659 + 1234 Len=131&
5 @.0o8154 192, 168.1.1 192.168.1.2|F:1'f‘:“3‘fn';3'ﬁ0 1358 S4E59 + 1234 Len=131&
& 1.@84824 192.168.1.1 192.168.1.2 1358 54659 + 1234 Len=131&
7 1l.172481 197, 168.1.1 1oz.168.1.2 5 1358 S4659 + 1234 Len=131&
& 1.217962 192, 1658.1.1 192.168.1.2 5 1358 [MP2T fragment of a re
= 1.232135 197, 168.1.1 1oz.168.1.2 5 1358 S4659 + 1234 Len-1316
1@ 1.24&175 192, 168.1.1 192.168.1.2 5 1358 [MP2T fragment of a re

I Frame 1: 1358 bytes on wire (123864 bits), 1358 bytes captured (128&1 bits) on interface @
* Ethernet IT, Src: Myricom 45:8f:c? (@@:60:dd:45:8F:c2), Dst: Myricom 45:8f:c3 (@0:6@:dd:45:8F:c3)
I+ Internet Proteocel Yersion 4, Src: 192.168.1.1, Dst: 192.168.1.2
I+ User Datagram Protocol, Sre Port: 54653, Dst Port: 1234
I+ ISOFfIEC 13818-1 PID=2x&63 CC=14
I+ TSOFTEC 13818-1 PID=:@ CC=14
I MPEG2 Program Association Table
I+ ITSOFfTEC 13818-1 PID=@342 CC=14
I MPEG2 Program Map Table
[+ ISO/IEC 13818-1 PID=2%&4 CC=@
I+ [2 Message fragments (296 bytes): #1(176), #1{1z2a)]
MFES TS Packet (reassembled)

agaa B dd 45 T M [=T%) dd 345 T 2

aa1a 85 42 d& 34 40 @@ 4@ 11 da 24 c@ a% 81 @1 c@
ezze el @2 ds 83 @4 d2 @5 2c 7d la 47 @2 63 e Sb
eeze §FF FF FF FF FF FF FF FF FF FF FF FF FF FF
ooao BFF FF FF £Ff FF £f Ff £f Ff ©f £f ff ff ff f
ooso BFF FF FF £f £F £f £f £f ff ff £f ff ff ff ff
coco | FF FF £f ff £f ff T Ff ff a@ 82 5h &d sc
ce7e §F4 6b 67 6c 1b 8@ cb 44 fc 61 @b fs 24 2e o9F
ozse §62 @2 32 bs 67 33 &F 17 72 13 f7 dS 1c ad e9
ooso §F4 @3 69 56 9@ le S5d 6d aa 96 a3 23 6 8d 89
(515 5] &c bb 36 9d cc ae fe 45 93 92 14 c3 fe &f 81

(a): Unencrypted

Mo, Tirne Source Deskination col Length Info
1 @.020002 192.168.1.1 192.168.1.2 1358 54659 + 1234 Len=1316
2 @.6987FE 192.168.1.1 192.168.1.2 1358 54659 » 1234 Len=1316
3 B FFEAAR 192.168.1.1 192.168.1.2&2?3‘:3;?“‘3” 1358 54653 » 1234 Len=1316
4 @.857057 192.168.1.1 192.168.1.2 1358 54653 » 1234 Len=1316
5 @.939346 192.168.1.1 192.168.1.2 1358 54653 + 1234 Len=-1316
& 1.022495 192.168.1.1 192.168.1.2 1358 54653 » 1234 Len=1316
7 1.1@89927 192.168.1.1 192.168.1.2 1358 54653 » 1234 Len=1316
& 1.197495 192.168.1.1 192.168.1.2 1358 54653 + 1234 Len=-1316
9 1.222095 192.168.1.1 192.168.1.2 1358 54653 » 1234 Len=1316
1@ 1.236258 192.168.1.1 192.168.1.2 1358 54653 » 1234 Len=1316

[* Frame 2: 1358 bytes on wire (128&4 bits), 1358 bytes captured (12854 bits) on interface @

[ Ethernet II, Src: Myricem 45:5f:c2 (@@:6@:dd:45:8f:c2), Dst: Myricom 45:8T:c3 (@@:6@0:dd:45:8F:c35)
[+ Internet Protocol Yersion 4, Src: 192.1658.1.1, Dst: 192.1658.1.2

[ User Datagram Protocel, Src Port: 54652, Dst Port: 1234

[ Data (1316 bytes)
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(b): Encrypted video data stream
Figure 3: Functional verification
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Table 1: NetFPGA-10G implementation: Resource usage

Resource Utilization Utilization (%)
LUT 158 0.30

FF 213 0.20

10 129 65.50

BUFG 1 1.07

For data traffic tracing, we deploy the Wireshark network analyzer at both the client and the
server sites. This allows us to monitor and compare the data and network latency. Fig. 3
presents the data captured using the Wireshark packet analyzer with and without enabling
encryption functionality respectively. It is observed that without encryption, the protocol
type MPEG for video streaming is clearly visible in the captured data packets as shown in
Fig. 3(a), whereas the encrypted data packets declare only UDP protocol in Fig. 3(b).

4 Performance evaluation and analysis

In order to evaluate QoE for the security mechanism in SDN architecture, dedicated
security functions are desired. In this section, we first describe the experimental
configurations and afterwards, we investigate and compare the performance of hardware
and software implementations of the PRESENT algorithm.

4.1 Performance evaluation: PRESENT enabled NetFPGA-10G

To evaluate the performance of the hardware enabled security, we consider a Cloud
Multimedia Secure Delivery setup. For investigation, we configure the multimedia setup
using video streaming services. Video contents of various qualities are stored on a
streaming server. We integrate the NetFPGA-10G as hardware accelerator near the video
streaming server. We configure the video traffic to route through the NetFPGA-10G
platform.

The aim of this testbed is to evaluate the performance of streaming video of various video
quality standards with/without security feature. In the video streaming server, a VLC
program [VideoLan (2015)] is configured to stream the video traffic via NetFPGA-10G
to the client. The client is a typical user computer with an Ubuntu 14 operating system.
All measurements are conducted using the video streaming platform VLC and Wireshark.
Fig. 4 shows the measured video streaming latency with/without encryption in our SDN
Testbed, for streaming videos of various video quality standards. The x-axis indicates
various video quality standards, for the two types of each video sent directly
(unencrypted) and securely (encrypted). The y-axis shows the latency, represented using
bar levels for both types of transmission. The measured transmission latency of encrypted
video streaming show approximately 8 to 10 percentiles increase compared with the
latency of streaming the corresponding unencrypted videos. The slight increase in latency
is not perceived in the decrypted video quality at the receiver end. This latency increase is
so small that interacting services such as video conferencing would be unaffected.
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Figure 4: Video streaming latency in SDN testbed

4.2 Comparison of hardware and software implementation of PRESENT

The PRESENT cipher is implemented in both software and hardware and is tested on two
separate devices. A standard laptop for software implementation and a Xilinx NetFPGA-
10G for hardware implementation are setup for this comparative study. The results are
shown in Tab. 2. The software-based implementation was written using C and runs on a
desktop server. The hardware implementation is deployed using Verilog on NetFPGA-
10G.

Table 2: Hardware/Software implementation platform comparison

Device 0S Processor Clock RAM
Desktop Ubuntu 14.1 Intel 15 2.4 GHz 8 GB
NetFPGA-10G Custom Linux  Virtex-5 160 MHz 256 KB

In Fig. 5, a comparative study of average processing time for various data sizes is
presented. Fig. 5 shows that the hardware implementation was approximately a thousand
times faster at encrypting and decrypting information then the software implementation.
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Figure 5: Performance evaluation: Hardware/Software PRESENT implementations

5 Conclusion

This paper presented an FPGA implementation of the lightweight PRESENT cipher for
secure video streaming in a SDN Testbed. In this work, the PRESENT cipher is
implemented in both software and hardware for performance comparison. The FPGA
implementation proved to be more efficient and faster with fewer resources by taking
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advantage of Verilog coding. This implementation executes one round per clock cycle to
support both encryption and decryption at a minimal cost. A video application testbed
outcome shows that only a negligible latency is observed for various video quality
standards.
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