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Abstract: The traditional information hiding methods embed the secret information by 

modifying the carrier, which will inevitably leave traces of modification on the carrier. In 

this way, it is hard to resist the detection of steganalysis algorithm. To address this problem, 

the concept of coverless information hiding was proposed. Coverless information hiding can 

effectively resist steganalysis algorithm, since it uses unmodified natural stego-carriers to 

represent and convey confidential information. However, the state-of-the-arts method has 

a low hidden capacity, which makes it less appealing. Because the pixel values of 

different regions of the molecular structure images of material (MSIM) are usually 

different, this paper proposes a novel coverless information hiding method based on 

MSIM, which utilizes the average value of sub-image’s pixels to represent the secret 

information, according to the mapping between pixel value intervals and secret 

information. In addition, we employ a pseudo-random label sequence that is used to 

determine the position of sub-images to improve the security of the method. And the 

histogram of the Bag of words model (BOW) is used to determine the number of sub-

images in the image that convey secret information. Moreover, to improve the retrieval 

efficiency, we built a multi-level inverted index structure. Furthermore, the proposed 

method can also be used for other natural images. Compared with the state-of-the-arts, 

experimental results and analysis manifest that our method has better performance in 

anti-steganalysis, security and capacity. 
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1 Introduction 

Information hiding has been a crucial research area in the field of information security. 

According to different application scenarios, information hiding can be divided into 

digital watermarking [Wang, Lian and Shi (2017)] and steganography [Xiong, Xu and 

Shi (2017)]. With the rapid development of network and electronic technology, the 

number of digital files has exploded, which provides a rich carrier for information hiding. 

Traditional steganography embeds secret information by modifying digital carriers such 

as images, videos, audio, text, in accordance with certain rules [Fridrich (2009)]. For 

example, there are two types of information hiding methods based on images. One is 

Spatial Domain methods, such as Yang’s adaptive LSB (least significant bit) method 

which uses pixel-value difference (PVD) to embed secret information [Yang, Weng and 

Wang (2008)]. The other is the transform domain methods which embed information by 

modifying the coefficients of the image frequency domain transform, such as DWT 

(discrete wavelet transform) [Lin, Horng and Kao (2008)], DCT (discrete cosine 

transform) [Pevny and Fridrich (2013)] and DFT (discrete Fourier transform) [Ruanaidh, 

Dowling and Boland (2008)]. However, in this way, it is unavoidable to leave traces on 

the stego-carrier, so these methods cannot effectively resist the detection of steganalysis 

algorithms.  

In order to fundamentally resist the steganalysis, coverless information hiding came into 

being [Chen, Sun and Tobe (2015); Chen, Chen and Wu (2017); Zhou, Sun and Harit 

(2015)]. Coverless information hiding does not mean that the carrier is not needed. 

However, compared with the traditional methods, coverless information hiding method 

directly utilize the contents of the carrier itself to represent the secret information. The 

development of big data and cloud computing technology has facilitated the coverless 

information hiding [Li, Zhang, Chen et al. (2018); Li, Li, Huang et al. (2017); Gao, 

Cheng, Li et al. (2018)]. Recently, the existing coverless information hiding can be 

categorized into two kinds of methods: text-based methods and image-based ones, 

depending on the type of carrier transmitted. For text-based coverless information hiding, 

current methods mainly search for the texts containing the secret information according 

to a certain rule as the stego-texts, and determine the location of the secret information by 

using labels. For example, Chen’s method uses Chinese mathematical expression as 

labels to determine the location of secret information in stego-texts, and then retrieves the 

eligible texts from the text big data as stego-texts [Chen, Sun and Tobe (2015)]. This 

method is resistant to steganalysis algorithms that rely on detecting traces of 

modifications as Chen's method uses unmodified natural text to convey confidential 

information. After that, a number of similar methods emerged. Such as Chen’s another 

method utilizes the LSBs of the character’s Unicode as labels [Chen, Chen and Wu 

(2017)] and in Zhou’s method, a stego-text can contain more than one secret messages 

[Zhou, Sun and Harit (2015)]. In addition, H. Sun et al. proposed an approach that uses 

named entities to represent secret information [Sun, Grishman and Wang (2017)], and 

Zhang's method utilizes rank map to obtain the stego-texts [Zhang, Shen and Wang 

(2017)]. The current image-based coverless information hiding methods are similar to 

image retrieval and fingerprint liveness detection techniques [Zhou, Wu, Huang et al. 

(2017); Zhou, Wu and Sun (2017); Zhou, Yang, Chen et al. (2016); Zhou, Wang, Wu et 

al. (2017); Yuan (2017)]. These methods use the natural images retrieved from the image 
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library to express the secret information. For example, the hash sequence of the original 

images in Zhou’s method is used to represent the secret information [Zhou, Sun and Harit 

(2015)]. After that, Yuan’s method [Yuan, Xia and Sun (2017)] hashes the SIFT features 

clustered by Bag of feather to get a binary string that can represent the secret information. 

Nowadays, the latest method is to hash the direction of the SIFT feature to obtain the 

same binary sequence as the secret information [Zheng, Wang and Ling (2017)]. Because 

the inherent characteristics of the image are used to represent the secret information and 

they do not modify the image, these methods can also resist the attack of the steganalysis 

algorithm.  

However, as shown in Tab. 1, there is little hidden capacity for current coverless 

information hiding. The main reason is that an image can only generate a fixed-length 

binary string, and the selected image features are not evenly distributed. Although 

Zhang’s approach increased capacity, it required a modified image to convey additional 

information. 

Table 1: The capacity of current methods 

Methods capacity (bits ∙ 𝑐𝑎𝑟𝑟𝑖𝑒𝑟−1) 

Zhou’s method 8 

Yuan’s method 8 

Zheng’s method 18 

In order to improve the capacity while ensuring the security and anti-steganalysis, this 

paper proposes a novel coverless information hiding method based on the molecular 

structure images of material (MSIM). As shown in Fig. 1, we divide the image into 

several blocks, and then the average pixel values of the sub-images are used to represent 

secret information fragment. Because the MSIM consists of atoms of various colors, and 

the average pixel values of sub-images of these model images can effectively convey the 

secret information. 

 

Figure 1: Secret information represented by the molecular structure image of material 

Compared with the previous methods, the average values of MSIM pixels is more general. 

So that, it is easier to use multiple sub-images in one image to express the secret 

information fragments. This method not only improves the hidden capacity of each 
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carrier while ensuring the security and anti-steganalysis, but also reduces the difficulty of 

retrieval. What’s more, the proposed method can also be used for other natural images. 

However, if we use other natural images to deliver confidential information, we need to 

classify the images using machine learning [Gurusamy and Subramaniam (2017); Yang 

and Wu (2016); Yang and Wu (2016)] to ensure that similar images are used in 

communications. 

The rest of this article is organized as follows. The proposed method is described in detail 

in the section 2. The results of the experiment and analysis are shown in section 3. The 

section 4 is a conclusion. 

2 The proposed coverless information hiding method 

The framework of proposed method is illustrated as Fig. 2.  

 

Figure 2: The framework of proposed method 

Compared with the traditional information hiding methods, we do not make any 

modification to the stego-images. We search the appropriate images to express the secret 

information. The proposed method transforms secret information into a binary string at 

first. Then, the binary string is segmented according to the mapping relationship to obtain 
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a binary sequence that can be represented by the average pixel value of the sub-images. 

In this article, we use a sub-image to represent 4-bit binary. We utilize labels to 

determine the location of the sub-images that represent the binary sequence. In addition, 

we use a multi-level inverted index structure to improve search efficiency. In the process 

of indexing, the bag of words model (BOW) [Li and Perona (2005); Zhou (2017)] is used 

to cluster the SIFT features [Lowe (2004)] of the image to get the frequency histogram of 

visual words. Moreover, considering that each communication may convey more than 

one image, we use the peak of the frequency histogram of visual words to rank the 

images. Finally, we use the visual word’s ID corresponding to the peak of the frequency 

histogram to determine the number of sub-images that represent the binary sequence in 

an image. 

2.1 Representation of secret information 

In order to represent the secret information with the natural images, we need to establish 

the mapping between the binary sequences and the average pixel values of the sub-

images. The mapping relationship is not unique and can be set according to actual needs. 

For example, if the pixel values are divided into two parts, it can represent 0 and 1, 

respectively; If the pixel values is divided into four parts, it can represent 00, 01, 10 and 

11 respectively. And so on. As shown in Tab. 2, we set up an initial mapping relationship, 

marked as 𝑀. In this paper, we divide the pixel values of 0-255 into 16 intervals, so each 

interval can correspond to a 4-bit binary sequence. 

Table 2: Mapping relationship 

Intervals Binary sequence Intervals Binary sequence 

0-15 0000 128-143 1000 

16-31 0001 144-159 1001 

32-47 0010 160-175 1010 

48-63 0011 176-191 1011 

64-79 0100 192-207 1100 

80-95 0101 208-223 1101 

96-111 0110 224-239 1110 

112-127 0111 240-255 1111 

Since we use the average pixel values of the sub-images to represent the secret 

information, we need to determine which sub-images represent the secret information in 

an image. In our framework, images are divided into  𝑥 × 𝑦 blocks, and these blocks are 

marked as {1, 2, 3, … , 𝑥 × 𝑦}, which is the label of this method, in the order of raster 

scanning. Then, we define an initial label sequence, denoted by 𝐿 = {𝑙1, 𝑙2, 𝑙3, ⋯ , 𝑙𝑘}, 𝑙𝑘 ∈
{1, 2, 3, … , 𝑥 × 𝑦}. Next, we can use natural images to represent the secret information. 

As shown in Fig. 3, we can represent the binary sequence using the molecular structure 

image of material. As we can see, label sequences are pseudo-randomly selected during 

communication. In the process of transmission, to ensure the security of the proposed 
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method, the mapping relationship and label sequence will be pseudo-randomized 

according to the user identity. 

 

Figure 3: Representation of binary sequence 

2.2 Multi-level inverted index structure 

The core of coverless information hiding is to search the stego-images quickly. However, 

it would be very time-consuming if we retrieve qualified stego-images in the image 

database directly. In order to improve the retrieval efficiency, we establish the multi-level 

inverted index structure as shown in Fig. 4. 

r1  Visual words peak range r2 r3 ··· rp

v1 v2 v3 ··· vq  Visual words id interval

Labels l1 v2 l3 ··· lx×y

i1 i2 i3 ··· i16Average pixel values interval

Image list Img_1 Img_2 Img_3 Img_4 Img_5 ··· 

 

Figure 4: Multi-level inverted index structure 

The first level of the index is the peak of the frequency histogram of visual words, 

denoted as 𝑅 = {𝑟1, 𝑟2, 𝑟3, ⋯ , 𝑟𝑝}. We first calculate the peak values of the frequency 
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histogram of the images in the database and divide them into 𝑝 ranges. The second level 

is the visual word’s ID corresponding to the peak of the frequency histogram. In the 

index, we divide the visual word’s ID into 𝑞  segments, denoted as  𝑉 =

{𝑣1, 𝑣2, 𝑣3, ⋯ , 𝑣𝑞}.The third level is labels, denoted as 𝐿 = {𝑙1, 𝑙2, 𝑙3, ⋯ , 𝑙𝑥×𝑦}. The fourth 

level is the average pixel values interval, denoted as 𝐼 = {𝑖1, 𝑖2, 𝑖3, ⋯ , 𝑖16}. The fifth level 

is the list of images that satisfy the condition (𝑅, 𝑉, 𝐿, 𝐼). In addition, the images have 

been normalized in direction and scale before indexing. 

2.3 Process of information hiding 

In this paper, we use the average pixel values of the sub-images to represent the binary 

sequence. The process of information hiding is illustrated in Fig. 5. 
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Figure 5: Process of information hiding 

Step 1: We convert the secret message to a binary string at first. Since the average pixel 

value of each sub-image represents 4-bit binary, we divide the binary string into segments 

contain 4-bit binary, donated as 𝐵 = {𝑏1, 𝑏2, 𝑏3, ⋯ , 𝑏𝑛}. If the length of the binary string 

cannot be divisible by 4, then we add meaningless redundant information after the binary 

string. 

Step 2: In this paper, the receiver's identity information is similar to the secret key, 

denoted as𝑈. First, we use hash function 𝐻𝑣(𝑈) to determine the number of sub-images 

that represent confidential information in an image, denoted as 𝑐 = 𝐻𝑣(𝑈). If 𝑛 can be 

divisible by 𝑐, we use (
𝑛

𝑐
) stego-images to represent the secret information. If 𝑛 cannot be 

divisible by 𝑐, we use (⌊
𝑛

𝑐
⌋) stego-images to represent ((⌊

𝑛

𝑐
⌋) × 𝑐) binary fragments, and 

use another stego-image to represent remaining binary fragments. Next, we use the hash 

function 𝐻𝑙(𝑈) to pseudo-random process the first 𝑛 labels of the initial label sequence 𝐿 
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to obtain a label sequence 𝐿′ = {𝑙1
′ , 𝑙2

′ , 𝑙3
′ , ⋯ , 𝑙𝑛

′ }. Finally, we use the hash function 𝐻𝑀(𝑈) 

to pseudo-random process the mapping 𝑀 to obtain the mapping 𝑀′ for the receiver. 

Step 3: Considering that 𝑛 may not be divisible by c, we use V to determine the number 

of sub-images that represent the secret information in the last stego-image. In addition to 

the last image, we use the condition(𝑅, 𝐿′, 𝐼) to retrieve the index structure. We take the 

intersection of every 𝑐 times retrieval, to get a stego-image. We use the same method, 

using condition (𝑅, 𝑉, 𝐿′, 𝐼) to retrieve the last image containing the secret. Obviously, the 

peak values of the frequency histogram of the stego-images satisfies {𝑟1 < 𝑟2 < 𝑟3 <
⋯ < 𝑟𝑛, 𝑛 ≤ 𝑝}. Finally, all stego-images are sent to the receiver. 

2.4 Process of information extraction 

Information extraction is a hidden reverse process. The receiver first sorts the received 

stego-images. Next, the receiver uses hash function 𝐻𝑣(𝑈) to determine the number of 

sub-images that represent confidential information in a stego-image and recalculates the 

number of binary fragments represented by the last image. In this way, 𝑛 can be obtained. 

After that, the receiver obtains the label sequence and the mapping relationship in the 

same way. Finally, the receiver calculates the average pixel values of the label location 

sub-images and obtains the secret information according to the mapping relationship. 

3 Experiment and Analysis 

All the experiments in this paper have been done in the Visual Studio 2013. The 

experiment and analysis include hiding capacity, anti-detectability, security.  

3.1 Capacity 

This paper uses the average pixel value of the sub-images to represent binary bit 

sequences. In the experiment, we used 9 sub-images in a stego-image to represent the 

binary sequence. At the same time, each sub-image represents 4-bit binary. The 

experimental results are as follows. 

 

Table 3: The capacity of proposed methods 

Methods capacity (bits ∙ 𝑐𝑎𝑟𝑟𝑖𝑒𝑟−1) 

Zhou’s method 8 

Yuan’s method 8 

Zheng’s method 18 

Our method 36 

As Tab. 3 shows, the hidden capacity of this article doubles compared to the state-of-the-

arts method. Moreover, the capacity of proposed method is not fixed, it can be adjusted 

according to actual needs. If the image database is large enough, each sub-image of the 

stego-images can represent more binary bits. Conversely, if the image database is 

relatively small, each sub-image can represent less binary for information hiding. The 
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less the binary representation of each sub-image, the easier it is to retrieve matching 

images in the database. 

3.2 Anti-detectability 

In this paper, we convert the secret information into a binary string. Then, we use the average 

pixel value of the sub-images to represent the binary fragments, according to a mapping. This 

method, using unmodified natural images as stego-images, can fundamentally resist existing 

steganalysis algorithms. Moreover, stego-images of each communication are the same type, 

so it can resist the detection of the human eye. 

3.3 Security 

Prior to communication, we pseudo-randomized the mapping relationship and label 

sequence according to the receiver's identity. Therefore, for the same secret information, 

different recipients will get different stego-images. Even if an attacker suspects the image 

is a stego-image, it is difficult to extract it correctly. Finally, even if the attackers obtain 

the stego-images and the secret information at the same time, the attacker can hardly 

obtain the initial label sequence and the mapping relationship because of the one-way 

hash function. Therefore, the proposed method has high security. 

4 Conclusion 

This paper transforms the coverless information hiding into image retrieval through the 

mapping relationship between the binary fragment and the average pixel value of the sub-

image. The proposed coverless information hiding method utilizes the unmodified natural 

molecular structure images of material to express the secret information, so it can 

fundamentally resist the steganalysis algorithm. Compared with the image hash value, the 

average pixel values distribution of the sub-images is more general. In addition, the 

images have been normalized in direction and scale before indexing. Furthermore, we use 

random label sequences and mapping relationship based on the receiver's identity. 

Therefore, the method in this paper has good security and robustness. Experimental 

results show that the hidden capacity of proposed method doubles compared to the 

Zheng’s method that has the highest capacity. However, compared with the traditional 

methods, the capacity of coverless information hiding is still very low. In future work, we 

will strive to increase capacity while ensuring security and robustness. 
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