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ABSTRACT: The increasing complexity of modern Very Large-Scale Integration (VLSI) systems has intensified the
demand for digital adder architectures that simultaneously achieve high performance, low power consumption, efficient
area utilization, and strong security guarantees. Conventional adder design methodologies rely heavily on exhaustive
simulation and iterative optimization processes, which become increasingly time-consuming and computationally
expensive as circuit complexity grows. Although machine learning (ML) has recently emerged as a promising solution
for rapid performance estimation and design-space exploration, existing review studies primarily focus on performance
optimization while providing limited coverage of hardware security concerns and their integration with ML-based
methodologies. To address this gap, this survey presents a comprehensive review of ML-driven approaches for digital
adder design, covering performance prediction of delay, power, and area, as well as security-oriented applications related
to hardware Trojan detection, side-channel attack mitigation, and trustworthy hardware design. The surveyed literature
is systematically categorized according to learning paradigms, adder architectures, prediction objectives, attack models,
and defense mechanisms. Furthermore, the paper analyzes current challenges including dataset limitations, model gen-
eralizability, explainability, security-performance trade-offs, and deployment complexity. Key open challenges include
limited adder-specific datasets, weak cross-technology-node generalization, explainability of black-box predictors,
security—performance trade-offs, and the cost of collecting labeled side-channel or Trojan data. Finally, emerging
research directions—including explainable AI, graph-based netlist learning, LLM-assisted RTL exploration, automated
electronic design automation (EDA), transfer learning, and secure ML-assisted hardware design—are discussed to guide
future developments in intelligent and secure digital arithmetic systems.

KEYWORDS: Adder architectures; hardware-level security; machine learning; power analysis modeling; side-channel
threats
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1 Introduction

Continuous evolution of semiconductor fabrication allows incorporation of billions of transistors within
a single chip, giving rise to the capability and complexity of efficient digital systems [1-5]. Digital systems
form the core of these arithmetic units, where adders are required for handling operations such as arithmetic
computations and signal processing tasks [6-9]. The performance efficiency of digital adders affects the
speed of the processor, power usage, and chip utilization. This reduces the propagation delay, power, and
area parameters, which are primary concerns in modern VLSI implementations [2,10-13]. In order to satisfy
these requirements, different adder architectures have been introduced. Though the Ripple Carry Adder
(RCA) stands out for its simple structure and reduced hardware utilization, it suffers from high propagation
delay as each carry must wait to propagate through all the progressing stages [14-18]. To overcome this
limitation, high-performance adder designs like Carry Lookahead Adders (CLA), Carry Select Adders
(CSLA), and Parallel Prefix Adders, including Kogge-Stone adders and Brent-Kung adders, are utilized
through parallel carry generation to improve their performance, but they need more hardware resources
[19-23]. This illustrates the balance between achieving high speed and managing the structural complexity
in adder architectures [24-28].

Existing design strategies for digital adders rely on analytical techniques, and they are often evaluated
through simulation for performance [4,5,29-31]. Although these techniques provide accurate results, they
become less efficient as the complexity of the circuit increases. This results in increased design time and
computational requirements [32-34]. As a solution to this challenge, machine learning methods have been
developed as efficient alternatives by enabling quick prediction of performance parameters like power, delay,
and area [32,35-38]. Tools like regression models, support vector machines, ensemble learning approaches,
and neural networks show high proficiency in capturing complex circuit operations and improving design
space analysis [32,35-37]. At the same time, hardware security has led to an increase in global supply chains
and third-party components, which is developing as a major issue [39-41]. Modern digital systems can be
vulnerable to security threats, including side-channel attacks and hardware Trojans, which have the capability
of degrading the system functionality and exposing sensitive information. To reduce and safeguard against
these threats, strategies like masking, hiding, and logic locking are implemented. Such strategies can result
in extra design complexity and operational cost [42-46]. In recent years, studies show that machine learning
algorithms are enhancing security by analysing the behaviour of the circuit and identifying the deviations
and hidden vulnerabilities in circuit functionality [47-51].

The collaboration of machine learning techniques, performance evaluation and hardware security
delivers a comprehensive approach for next-generation VLSI development [52-56]. By combining predic-
tion techniques with statistical power analysis and security mechanisms, optimized performance can be
achieved [35,37,48,57,58]. This maintains system reliability and stability [59].

This survey presents a detailed analysis of machine learning approaches for predicting the performance
and hardware security considerations for digital adder architectural systems. Although supporting back-
ground is drawn from broader VLSI, electronic design automation (EDA), and hardware-security literature,
the organizing focus remains digital adder architectures (e.g., ripple-carry, carry-lookahead, carry-select,
and parallel-prefix topologies). Broader VLSI material is retained only when it supplies transferable methods,
datasets, or threat models that inform adder-centric performance prediction and security analysis. Reported
operating frequencies, operand widths, and technology nodes vary widely across the surveyed sources;
therefore, cross-study numerical comparisons in this review are interpretive rather than a single unified
benchmark. The primary contributions include:
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e An adder-centered synthesis of ML techniques for predicting propagation delay, power consumption,
and area, together with the structural features that differentiate adder topologies

e A structured taxonomy of hardware attacks and defense mechanisms with explicit links to
arithmetic/carry-path vulnerabilities

o A classification of existing design methodologies into conventional, ML-based, and security-aware
methods, including critical discussion of limitations and research gaps

o  Comparative analysis of approaches with clearly labeled qualitative indicators and conceptual trade-
off illustrations

«  An overview of open challenges mapped to corresponding future research directions

Fig. 1 shows the overall architectural workflow of a machine learning-based adder design, which
highlights the process that begins with selecting adder designs and feature extraction, followed by predicting
performance and security evaluation in order to achieve optimized results. Although purely “ML-for-adder-
only” papers remain fewer than general ML-EDA studies, adders are ubiquitous, security-sensitive arithmetic
kernels; a focused survey is therefore useful to consolidate transferable methods and to expose adder-specific
gaps [12,52].
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Figure 1: Conceptual overview of ML-assisted digital adder design and security analysis.

Fig. 2 provides an illustrative summary of the rising activity in machine learning-based VLSI design and
hardware security. The underlying literature screening emphasized peer-reviewed sources indexed in IEEE
Xplore, ScienceDirect, and SpringerLink for the approximate period 2015-2024; Google Scholar was used
only as a supplementary discovery tool (not as an independent bibliographic database) to locate additional
candidate works that were then traced to primary publishers.

2 Core Concepts and Preliminaries

The development and evaluation of advanced digital systems requirements are integrated with the
understanding of arithmetic circuit structures, machine learning techniques, power analysis, and security-
aware hardware design strategies [60-64]. Traditional design methods often struggle to keep up with the
increasing complexity of integrated circuits, and in order to address the modern necessities for better
performance, lower utilization of power and enhanced secure system operation [65-68]. This section
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summarizes only the essential background on digital adder families, ML prediction basics, power modelling,
and hardware-security foundations [69-72]. Detailed methodological comparisons are deferred to the
taxonomy and comparative-analysis sections to reduce overlap.
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Increasing trend in research publications shows the growing interest
in ML techniques for VLSI performance prediction and security enhancement.

Figure 2: Illustrative growth trend of research in ML-based VLSI design and hardware security (conceptual summary
of publication activity).

2.1 Digital Adder Architectures

In modern electronic architectures, digital adders act as the key computational units that are widely
used in arithmetic logic units (ALUs), microprocessors, and digital signal processing applications [73-76].
As addition happens frequently in computations, this circuit’s performance directly influences the compu-
tational speed, efficiency of power, and hardware resources. Thus, optimizing delay, power consumption,
and minimal area is essential in VLSI system design [77-79]. The Ripple Carry Adder (RCA) is valued
for its simple architecture, easy to implement, and has low hardware cost. However, its delay increases
proportionally with the number of bits because of the sequential carry propagation, making it unsuitable for
high-performance systems [80-83]. In order to address this limitation, the Carry Lookahead Adder (CLA)
improves its performance by precomputing carry outputs through generate and propagate mechanisms. This
leads to the improvement of the overall circuit complexity [84-87].

The Carry Select Adder (CSLA) generally improves computational speed by precomputing candidate
sums in parallel and selecting the final result with multiplexers; this speed gain typically comes at the
cost of additional area (and often power), so “area efficiency” is implementation-dependent rather than
universal [88-90]. High-performance Parallel Prefix Adders such as Kogge-Stone and Brent-Kung adders
enhance their computational speed by utilizing a tree-like structure for an efficient carry computation
mechanism [91]. While the Kogge-Stone adder is optimized for minimum delay but comes with higher
area and design complexity, the Brent-Kung adder achieves reduced usage of area with a small delay
increase [21,92]. The presence of these trade-offs highlights the intelligent design methodologies, where
machine learning helps to evaluate system performance and select the most suitable architectures [32,35].

From a machine-learning perspective, structural differences among adder families can be encoded as
features such as bit width, logic depth of the carry network, maximum fan-out, number of generate/propagate
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cells, estimated wire complexity, and switching-activity proxies. Linear carry chains (e.g., RCA) emphasize
long sequential dependence, whereas prefix trees (e.g., Kogge-Stone and Brent-Kung) emphasize parallel
prefix depth and wiring congestion; these distinctions help models relate topology to delay, power, and area
predictions without requiring a full gate-level re-simulation for every candidate [12,22,35].

2.2 Machine Learning in VLSI

In modern VLSI design, as system complexity grows, machine learning offers an efficient alternative
to traditional simulation methods, particularly for handling complex systems where the simulation costs
are very high [93]. ML approaches analyse the use of past design data in order to predict important
performance measures including power, delay, and area, which improves computational efficiency [54,60].
In VLSI applications, supervised learning methods are enhanced by using structured datasets that provide
relationships between the inputs and outputs [94]. Simple prediction problems can be handled by using
linear regression, whereas complex analytical approaches require advanced algorithms such as support vector
machines (SVM) and ensemble models such as random forests are employed for complex regression and
classification tasks [35-37].

Circuit performance prediction can be effectively predicted by these models using factors such as bit-
width, switching activity, and gate count [69]. Advancements in deep learning approaches have significantly
improved the modelling of nonlinear circuit behaviour, resulting in better accuracy in timing and power
analysis [59,95]. The adoption of machine learning is increasingly applied at various stages of electronic
design automation (EDA) phases, including synthesis, routing, and placement, to speed up optimization
and enhance the evaluation of diverse design configurations [96-98]. For digital adders specifically, open
issues include circuit-specific feature engineering (RTL vs. gate-level views), graph or netlist representations
of prefix networks [99,100], technology-node transferability of trained predictors, construction of balanced
datasets across bit widths, and quantification of prediction uncertainty under process-voltage-temperature
variation [33,34]. Backend physical effects such as routing congestion and IR drop can further degrade the
fidelity of early ML estimates if training features omit post-route information [33,53].

Table 1is a qualitative synthesis intended to compare model families for VLSI-oriented prediction tasks;
the “Accuracy” column uses ordinal labels rather than re-computed metrics (e.g., RMSE/R? for regression or
F1/precision/recall for classification). Deep learning and neural models are typically reported as stronger on
nonlinear circuit behaviour, whereas linear regression remains a simpler baseline with more limited capacity.

Table 1: Comparison of ML models for VLSI prediction (qualitative survey synthesis). Ordinal labels: Low < Medium
< High < Very High; Partial denotes limited or task-dependent coverage rather than a measured percentage.

Delay Power Area Training - Suitability
Reference  Model Prediction  Prediction Prediction Accuracy Complexity Scalability for VLSI
[101] Llnea.r Partial Partial X Medium Low High Ba.51c
Regression Designs
[51] SVM v Partial Partial High Medium Medium Classification
Tasks
Random Power
5 . . . .
[102] Forest v v Partial High Medium High Estimation
Neural Complex
[48] Networks v v v Very High High High VITSI
Designs
Deep . . . Advanced
C
[49] Learning v v v Very High Very High High Prediction
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Fig. 3 outlines the architecture of a machine learning approach for estimating performance and
incorporating processes like feature extraction, preprocessing, choice of the model, and evaluation in order
to assess power, delay, and area.
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Figure 3: ML-based prediction of performance ( feature extraction to evaluation). Emerging LLM-assisted RTL/design
exploration can feed the same pipeline as an upstream generator of candidates or features [103].

2.3 Power Modelling Techniques

In modern VLSI systems, minimizing the usage of power is a major design constraint, particularly in
battery-driven and low-energy applications [104,105]. As transistor size continues to become smaller, it leads
to higher dynamic power due to frequent switching activity and higher static power, which requires reliable
power modelling techniques [106,107]. Earlier power estimation techniques concentrated on switching activ-
ity patterns, which utilized approaches such as transition density calculations and probabilistic modelling
techniques. Even though these approaches are simple and resource-efficient, they may often fail to accurately
capture the model’s complex behaviour with advanced circuit designs [108-111].

Statistical power modelling enhances the overall prediction accuracy by observing variability and
probabilistic behaviour within the system [57,58,112]. Recently, machine learning approaches have been used
to analyse, understand, and to predict the power from available circuit design features. This model learns
the relationship between circuit parameters and power consumption based on training datasets [60,61]. The
use of regression techniques, along with neural networks and ensemble learning approaches, improves the
accuracy of prediction and ensures efficient power modelling for large-scale VLSI circuits [35,37].

2.4 Hardware Security Fundamentals

As the increasing use of integrated circuits in sensitive applications has become more critical, the
importance of hardware security in VLSI systems has significantly increased [113,114]. Hardware-level
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attacks frequently target the physical properties or design-stage weaknesses that are introduced during the
time of digital circuit design process, resulting in exposure of data or performance efficiency loss. Wide
research on side-channel attacks highlights the advantage of how physical leakages such as consumption
of power, timing behaviour, and electromagnetic signals can be used to analyse and to extract confidential
data [101,115-117]. Approaches like Simple Power Analysis (SPA) and Differential Power Analysis (DPA)
analyse power signature usage to extract secret or sensitive information, especially in secure hardware
environments [102,118,119].

In addition to that, Hardware Trojans are another major threat to hardware security, as they involve
hiding malicious alterations at the time of design or fabrication stages, staying undetected under standard
operating conditions but capable of triggering harmful effects upon activation [120,121]. In fault injection-
based attacks, it allows attackers to manipulate the circuit operations by using disturbances like voltage
variations or electromagnetic pulses, which results in faulty outputs that may expose the hidden informa-
tion [122-124]. In order to enhance the security of the system, techniques such as masking, logic locking, and
hiding are implemented to safeguard against these threats [125-127]. The integration of machine learning
approaches facilitates the system to recognize unusual behaviour and strengthen security in a flexible and
reliable manner [49].

3 Literature Review
Literature Selection Approach

This survey follows a narrative (scoping) review approach rather than a full PRISMA systematic review
with prospectively registered protocols. Candidate works were identified primarily through IEEE Xplore,
ScienceDirect, and SpringerLink, with Google Scholar used only for supplementary discovery of titles
that were subsequently verified against publisher records. Inclusion emphasized (i) digital adder or closely
related arithmetic-unit architectures, (ii) machine-learning methods for delay/power/area prediction or
design-space exploration, and/or (iii) hardware-security topics (side-channel leakage, hardware Trojans,
fault injection, and defenses) with relevance to arithmetic datapaths. Exclusion emphasized non-hardware
ML applications without a clear VLSI/security transfer argument and duplicate secondary summaries lacking
primary technical content. Exact query-hit counts and a PRISMA flow diagram are not claimed here because
a formal multi-stage screening log was not retained for this revision; instead, the taxonomy and tables
organize the retained literature thematically around adder-relevant ML and security questions.

In VLSI design, digital adder systems remain an important area of research [1,2,6,24]. Due to its key
role in arithmetic processing tasks, initial studies are focused on conventional structures such as Ripple
Carry Adder (RCA), Carry Lookahead Adder (CLA) and Parallel Prefix Adders (PPA) [14,15,22,128,129].
The design architectures which are based on parallel prefix techniques including Kogge-Stone and Brent-
Kung adders improves their speed by minimizing delay, but they need higher implementation cost due to
their design space [12,77,92]. Hybrid adder architectures were introduced to provide an effective balance
between performance, efficiency of power, and hardware resource utilization [130-133]. As the complexity
of the circuit grows, it minimizes the flexibility of the traditional simulation and analytical methods, which
results in higher design time and computational expenses [5,29,30,34]. In order to improve the prediction
accuracy, machine learning techniques that are based on predictive models have been used for efficient
circuit performance analysis. Algorithms which include linear regression, support vector machines and
neural networks are usually applied to model the parameters of the circuit from the given input features,
minimizes the requirements for simulations, thereby speeding up the efficiency of the design [32,35-37,94].
Accordingly, they support faster and efficient design space analysis, particularly during the early development
stages [52,53,134,135].
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The importance of power analysis has grown significantly and plays a critical role in VLSI design,
particularly for applications that need less amount of power consumption [2,10,11,58]. Existing approaches
that depend based on the switching behaviour and probabilistic modelling, including transition density-
based simulation, suffer from increased complexity of the circuits [13,57,112,136]. In order to achieve better
accuracy in predictions, statistical power consumption models were used and enhanced for fabrication
variability and in real-time conditions [13,57,58,112,136]. In recent years, the integration of neural networks
and ensemble learning algorithms which has optimized the accuracy of predicting power and also makes
them as an ideal application for complex VLSI circuit designs [35-38]. The use of machine learning
approaches is applied to predict delay and area which offers a complete view of power, performance and
area (PPA) prediction system [29,32,33]. By depending on RTL-level representations instead of complete
simulations and synthesis, these techniques optimize the speed of the design and improve the design
efficiency [34,55,96,103].

Machine learning techniques are increasingly applied in multiple stages of the electronic design
automation (EDA) process, which include placement, routing, and synthesis in order to promote better
scalability and efficient direction of design space alternatives [34,52,55,99,100]. In today’s VLSI design
architectures, improving performance with hardware security has become an important part of the per-
formance optimization of the system [39-41]. Electronic circuits face security risks and are vulnerable to
side-channel threats that use physical information leakage as well as hardware Trojans that may be added at
the time of development or fabrication [39,44,45,137,138]. Multiple design methods such as masking, hiding,
and logic locking are implemented in order to overcome these threats; these solutions frequently result
in higher consumption of power, improved chip area, and minimized operating speed [41,42,90,139,140].
Over the years, data-driven security methods have gained significant attention as they effectively analyse
circuit operations and enhance the overall prediction of the system [47-49,141]. Recent trends show that
the direction of research indicates a transition from conventional methods to data-driven approaches with
power modelling in order to improve efficiency and reliability of the performance and secure digital design
of circuits [35,142,143].

Table 2 summarizes a structured comparison of existing survey works, focusing on their main themes,
utilization of ML models, security focus, and limitations. Checkmarks indicate topical coverage rather than
a claim of exhaustive superiority; the novelty of the present survey is the joint, adder-centered treatment
of ML-based PPA prediction and hardware-security analysis, together with an explicit mapping from open
challenges to future directions.

Table 2: Overview of existing surveys.

ML-Based Power Hardware Side- Hardware Defence Hybrid ML Research
Reference Year Prediction  Analysis Securi Channel Trojans Mecha- + Securi Gaps
4 ty Attacks ) nisms ty Discussed
[53] 2022 v v x x X X x Partial
[52] 2024 v v Partial X X x X X
[35] 2021 v x Partial x X x X X
[40] 2023 v X v v Partial v x Partial
[59] 2020 Partial v v v X Partial X X
This = 506 v v v v v v v v

Survey
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4 Taxonomy of Attacks

This paper pursues a dual focus: (i) ML-assisted performance prediction for digital adders and (ii)
hardware-security analysis of arithmetic datapaths. The attack taxonomy below supports the second focus
while remaining connected to adder carry/sum logic that also drives PPA behaviour. A well-structured
classification of hardware security threats is required for analysing the validation of system weakness which
may leak sensitive information in integrated circuits. With the development in digital systems and their
integration in security and high-dependency domains, the increasing risk of threats from the combined
use of physical dynamics with structural vulnerabilities has considerably strengthened the results of the
system performance [39,40]. Such vulnerabilities can cause data leakage, manipulation of functionality,
and overall system-level failures. Hence, proper classification of the type of threats supports the develop-
ment of carrying out efficient defense mechanisms and safeguarding digital adder architecture and VLSI
systems [42]. Fig. 4 illustrates the classification of hardware attacks, dividing them into categories such as
side-channel attacks, hardware Trojans, fault injection techniques, and machine learning-based threats, along
with their associated strategies.
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Figure 4: Taxonomy of hardware attacks.

4.1 Side-Channel Attacks

In hardware security systems, side-channel attacks are considered as a serious threat where attackers
take advantage of leaking sensitive information from side-channel attacks in the physical characteristics
of the behaviour of the circuit instead of attacking or directly targeting the logic of the algorithmic
design [115,137]. This kind of leakage might result from variations in the utilization of power, timing
responses, electromagnetic signals, or outputs and similar physical effects at the time of circuit operation. As
these attacks do not completely rely on direct interaction with internal data, such threats are highly suitable
for carrying out and continue to remain difficult in order to recognize in real-world scenarios [101,117].
Power analysis threats remain as a primary attack mechanism with simple analysis of power, which tries
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to understand direct observation of capturing power patterns, while Differential Power Analysis (DPA)
tends to apply statistical processing approaches in order to extract sensitive information, including private
keys [102,144].

The switching behaviour of the circuit in digital adder architectures differs with input data, which makes
them vulnerable to side-channel leakage. The variation that happens in the input data can lead to multiple
logic transitions, resulting in variations of power that might direct the attackers to analyse and expose the
sensitive information and also the hidden internal values [57,72]. Even minute power fluctuations can be
observed using the statistical tools in order to extract secure data, thus making adders become the primary
target for security threats [112,145]. The use of machine learning concepts has improved these threats by
enabling efficient pattern identification from large datasets, which improves the system accuracy [48,141]. As
a result, safeguarding VLSI design circuits against side-channel attacks is still a major concern [138,143].

Table 3 highlights the comparison of various side-channel attacks by analysing their leakage patterns,
affected parameters, and impact on hardware protection. Approaches based on electromagnetic leakage and
power analysis are used to identify hidden information from VLSI circuits and encryption devices.

Table 3: Comparison of side-channel attacks.

Reference Attack Type Leakage Source Target Metric Impact
[102,137] SPA Power traces Secret key Information leakage
Statistical power
122,145 DPA . Crypt hic dat K tracti
[ 5] variation ryptographic data ey extraction
[124,146] Timing Attack Execution timing Computation delay Data exposure
Elect ti
[101,147] EM Attack ectromagnetic Internal switching Signal leakage
radiation
ML-assisted Power and timing Hidden circuit Improved attack
[48,49] . ;
Side-Channel Attack patterns behavior accuracy

4.2 Hardware Trojan Attacks

The presence of hardware Trojans is a serious threat to maintaining the accuracy and dependability
of integrated circuit performance. This type of threat arises from the integration of malicious or harmful
components during the design or fabrication phases, which can result in the operation of circuits, minimizing
the performance of the system or loss of efficiency and leakage of sensitive information [39,40]. Risk levels
have been increased due to the fabrication becoming distributed globally, and it is mostly reliant on external
components [41]. Detection of hardware Trojans are very difficult to expose as they are being designed in
order to remain inactive at the time of functioning of the system and being active only under rare inputs or
environmental factors [39,50]. Once it is activated, they have the capacity to degrade the system functionality
or system behaviour and result in sensitive data being exposed [46].

As essential arithmetic building blocks, digital adders are attractive Trojan targets at RTL, gate-level,
and layout stages [39,41]. Because topologies differ in carry organization, the same Trojan payload can have
topology-dependent effects: in an RCA, a stealthy modification along the serial carry chain can corrupt
many sum bits with limited local area cost; in prefix adders, tampering with generate/propagate or sparse
wiring nodes can create rare-trigger timing/power anomalies that are harder to localize; in CSLA structures,
duplicated sum paths and select multiplexers enlarge the attack surface for selective corruption under
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particular carry assumptions [22,98,148]. ML detectors commonly rely on power, timing, or structural
features to flag such anomalies [47,48]; class imbalance (few Trojanized samples) remains a practical obstacle
and motivates careful sampling, synthetic augmentation, or anomaly-detection formulations [142,143].

4.3 Fault Injection Attacks

Fault injection attacks refer to a category of hardware-based threats that involve the manipulation
of the behaviour of circuits by injecting faults that are implemented into a system’s hardware to expose
weaknesses and affect its operational security [149,150]. Analysing the system’s behaviour in the presence of
faults that are being triggered can be utilized to leak the secret or hidden information or degrade the security
mechanisms [149,150]. Common fault injection approaches include voltage glitching, manipulation of clock
signals, electromagnetic interference, and laser injection faults are often used to introduce faults into circuits.
Such breakdowns can lead to incorrect or abnormal outputs, which helps to expose hidden data or system
vulnerabilities [149,151].

The presence of fault injection can affect the performance of digital systems, where even small inaccu-
racies in sum or carry generation tend to influence the overall system output [149,150]. In a cryptographic
environment, such faults can be utilized for key leakage or to degrade encryption security, thus increasing
the potential impact associated with these attacks [149,150]. Common techniques and broadly used solutions
include redundant configurations, error verification, and fault-tolerant architectures [152,153]. Recent studies
analysed the use of machine learning approaches that are applied in detecting anomalies, but still a certain
number of challenges need to be resolved [154,155].

5 Taxonomy of Defense Mechanisms

Defence security mechanisms in hardware are designed in order to safeguard the digital circuits
by reducing data leakage and blocking improper interference. As attack methodologies increase due to
their complexity, conventional approaches struggle to provide sufficient protection measures [42,140]. A
systematic classification of defense mechanisms supports the evaluation of their capability and performance
in order to overcome threats like side-channel attacks, hardware Trojans, and fault injection [43,46]. Fig. 5
provides different hardware security mechanisms such as masking, hiding, logic locking, and Al-based
strategies that contribute to enhanced system security and protection against potential threats.

5.1 Masking Techniques

Masking is a well-known and operates as an effective hardware security mechanism to secure confiden-
tial data and ensures protection by introducing randomness into the computation process. It minimizes the
reliability with the relationship between actual data and observable signals like power consumption, which
limits the capability to obtain useful information and makes it more challenging [137,144]. This approach
is carried out by splitting the data into multiple randomized shares, thereby preventing a single share from
revealing the original information [44,139]. Masking techniques can be implemented at different levels of
digital adders in order to reduce the leakage patterns, which enhances the defence against threats such as
differential power analysis [72,102].

Masking is one of the efficient mechanisms, but adds hardware complexity and leads to higher power
utilization and chip area because of the need for random value generation [10,53]. If the system is not designed
or implemented carefully, it may result in failure of side-channel leakage and minimize their reliability,
thereby limiting the effectiveness in secure systems [72,102]. Current research aims to improve the masking
efficiency and incorporate it with machine learning algorithms in order to achieve the balance between
protection and system performance [47,142].
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Figure 5: Classification of defense mechanisms against hardware attacks.

5.2 Hiding Techniques

The main objective of hiding techniques is to limit the information leakage by minimizing the power
fluctuations and execution timing during the operation of circuits [126,137]. Instead of changing the data,
their goal is to make the leakage independent of the input values. Such outcomes are accomplished by using
common techniques like power balancing, noise injection, and constant-time execution [139,140]. These
solutions help to reduce the risk of attackers that depend on timing or power variations at the time of
execution [72,112].

The technique of hiding in digital adders highly depends on maintaining consistent switching behaviour,
achieved by using dual-rail logic that balance the operation of circuit transitions [139,140]. However, ensuring
perfect consistency is difficult to attain due to process-induced variations and real-world influences [112,145].
These approaches may lead to higher complexity in circuits and can reduce the performance efficiency of
the system [10,53]. As a result, it is important for the designers to balance between the improved security
effectiveness and the performance efficiency when applying the technique of hiding [126,137].

5.3 Logic Locking Techniques

Logic locking refers to a hardware-level protection method that is used to safeguard integrated circuits
that limit illegal interaction and data manipulation. Additional logic is integrated into the design so that
the circuit can perform accurately only with the correct secret key [39,41]. An invalid key may result in
the circuit generating the incorrect outputs, preventing unauthorized access [125,140]. This approach can
be integrated at various design stages of the design process, including gate-level to layout-level, by using
XOR/XNOR-based locking as well as improved security techniques [50,143].
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To safeguard this functionality of the circuits, logic locking in digital adders is integrated into critical
key modules such as carry propagation and sum calculation units in order to enhance secure circuit
operation [39,41]. This approach plays a key role in preventing the intellectual property and avoiding
unauthorized manipulation [46,125]. This also contributes to higher hardware cost, power consumption, and
greater latency [98,148]. In addition to that, advanced attack methodologies, including SAT-based attack
strategies, have analysed the limitations in certain locking schemes, which indicates the need for stronger
and more efficient future solutions [50,143].

5.4 Al-Based Security Approaches

The use of ML-driven security mechanisms has seen significant growth, and they are effective tools
for detecting and identifying hardware attacks [47,48]. By analysing the operational patterns of the circuits,
these models recognize abnormal deviations that can point to threats such as side-channel attacks and
hardware Trojans [142,143]. Common machine learning algorithms like neural networks, detection of
anomalies, and support vector machines depend on inputs such as power patterns, timing data, and structural
information in order to identify whether a system can operate under secure conditions or indicate abnormal
behaviour [138,141].

In digital adders, machine learning techniques are applied to allow continuous observation of fluc-
tuations in power and timing deviations and also to analyse abnormal behaviour, facilitating the rapid
detection of possible security threats [47,48]. However, these techniques depend on large-scale training
data and suffer from poor transparency, and they can be vulnerable to advanced targeted threats. In spite
of these limitations, machine learning-based security solutions hold strong potential and are expected
to be the key elements to the evolution of advanced VLSI security architectures [142]. Importantly, ML-
driven PPA prediction and side-channel mitigation are complementary within an integrated adder design
flow: early predictors can estimate the delay/power/area overhead of candidate countermeasures (masking,
hiding, locking), while security-oriented models monitor whether the resulting switching behaviour remains
acceptably hardened [35,42,48]. Public resources commonly used to prototype such pipelines include open
EDA flows and circuit benchmarks (e.g., OpenROAD-oriented academic flows and standard Trojan/side-
channel evaluation suites reported in the hardware-security literature), although adder-specific labeled
corpora remain comparatively scarce [34,40].

Table 4 provides a comparative overview of security strategies by describing their functions, advantages
and challenges and showcasing the balance between security strength and hardware consumption.

Table 4: Comparison of security-based approaches.

. . . . ML
Reference Secu1:1ty Slde—Cha.nnel Troj a.n Overhead Security Integration
Technique Protection Detection Strength .
Possible
[102,137] Masking v X High High Partial
[101,147] Hiding Ve X Medium Medium Partial
[51,124]  Logic Locking Partial v Medium High v
[47,48] ML Detection v v Medium Very High v
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6 Classification of Existing Approaches

Analysing multiple digital adder architectures indicates a transition from standard architectures towards
advanced and optimized architectures for complex environments [35,52]. The conventional simulation
methods provide strong accuracy, but they are often not scalable for large-scale complex systems [32,134].
As a result, the use of machine learning and security-focused mechanisms allows efficient performance
validation and protects the systems from threats such as hardware Trojans and side-channel attacks [36,47].
Combining these strategies ensures an optimal and balanced trade-off among system performance, opera-
tional efficiency, and security aspects [48]. Fig. 6 outlines a systematic classification of various adder design
methodologies, organizing them into traditional, ML-based, security-aware, and hybrid techniques along
with their respective key features.

Digital Adder Design Approaches ]
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v
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Figure 6: Classification of digital adder design techniques.

Table 5 categorizes different conventional approaches by highlighting their techniques, goals, advan-
tages and limitations in order to offer a structured comparison of multiple design methodologies.

6.1 Traditional Design Approaches

Classical design techniques depend on analytical models and simulation tools in order to study the
efficiency of the circuit performance [1,6]. They provide accurate calculations of power consumption, delay,
and hardware area, which contribute to reliable circuit performance in high-priority applications [32,58].
Common techniques such as static timing analysis and probabilistic power modelling benefit from their
effective integration with next-generation and widely accepted EDA tools [10,57].
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Table 5: Feature comparison of digital adder design techniques.

Reference Features Traditional ML Based Security-Aware Hybrid

[102] Delay Optimization v v Partial v
[48,102] Power Optimization Partial v Partial v
[49] Area Efficiency v v X v
[47,48] Fast Prediction X v X v
[137,147] Hardware Security X Partial v v
[101] Attack Detection X Partial v v
[48] Scalability X v Partial v

[124,146] Design Complexity Low Medium High High
[47,51] Real-Time Adaptation X v Partial v

However, existing methods struggle to address the need for today’s large-scale systems. As the complex-
ity of the circuit size increases, it leads to slower simulations and higher resource requirements, which require
multiple executions in order to observe changes in the design, contributing to higher time and cost [32,58].
Although these methods provide high accuracy, they need the support of faster techniques like machine

= ,-—]

learning for efficient handling of complex circuit designs [35,57

6.2 Machine Learning-Based Approaches

With the growing need for fast performance, machine learning approaches are becoming an essential
alternative to traditional design methods because of their efficiency and scalability. They utilize data-driven
models, as they can predict key performance indicators such as power, delay, and area, which minimizes the
reliance on detailed simulation efforts [32,35]. Regression models, random forest, support vector machines,
and neural networks are trained and identify the complex relationships between input design parameters
and system performance [36,37]. Though neural networks are efficient for non-linear relationships, ensemble
learning methods strengthen the overall performance of the system and improve reliability [34,37].

By applying machine learning approaches, designers can observe various design alternatives that can
enhance efficiency and optimize the design space, thereby speeding up the overall design process [53,156].
However, these techniques rely heavily on high-quality datasets and may suffer from overfitting as well as
reduced transparency. The quality of the data which is used might directly affect their accuracy. Though quite
a number of challenges remain, machine learning continues to be an important component in the field of
modern VLSI design methods [52].

6.3 Security-Aware Approaches

Hardware systems that are designed with security safeguards protect the techniques within the hardware
against risks such as hardware Trojans, fault injection, and side-channel attacks [43]. Their primary objective
is to concentrate on maintaining the reliability of the system while safeguarding the data from illegal data
access to sensitive information [47,48]. Most widely used approaches include masking for data complication
through randomization, hiding is performed in order to reduce variations in power and timing behaviour,
and logic locking to confirm that the circuit operates in the correct functionality only when the secret key
that is applied is valid [41,42].
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The application of machine learning in security mechanisms has recently gained significant attention
and appeared as an effective approach in order to detect attacks by monitoring the behaviour of the circuit
and spotting anomalies for normal operation [47,48]. Their flexible nature makes them well-suited and
enhances their effectiveness against newly evolving threats. However, they frequently result in increased
power consumption and chip area and may complicate the design process. Thus, recent studies aim to
improve these techniques in order to achieve a balanced trade-oft between security strength and improved
operational efficiency [142].

7 Comparative Analysis

A comparative evaluation is important, and it provides an understanding of analysing various digital
adder architectural designs in order to determine their efficiency and limitations [6,19]. Multiple methods
are commonly compared using parameters in terms of delay, power utilization, efficiency of the hardware
resources, and security, involving traditional, ML-driven, and security-aware solutions [37,52]. Methods
which are based on analytical modelling and simulations provide a high level of accuracy and reliable
results [10,57]. However, they require high computational resources, which makes them less efficient for
large-scale systems due to their extended design period [5,32].

Approaches that are based on machine learning support fast prediction of performance parameters such
as power consumption, propagation delay, and chip area, facilitating simple analysis and enhancing design
configurations in complex environments [35,36]. Their performance is reliable on high-quality training
data, and they can often struggle in terms of model transparency [32]. Security-focused techniques such
as masking, logic locking, and hiding improve the protection against threats, which often results in higher
hardware cost, enhanced power utilization, and increased latency [41,42].

Opverall, each approach complements the others, which brings unique advantages, and conventional
methods concentrate on accuracy while machine learning supports efficient circuits, enhances performance
and scalable processing, and security-aware measures in order to safeguard the system [35,52]. As a result,
the integration of these mechanisms is necessary for enhancing and optimizing the overall performance
of circuits while maintaining the system efliciency and security aspects in digital adder architecture
designs [47,48]. Critically, published ML results are often difficult to compare directly because datasets,
bit widths, technology nodes, and threat models differ; accuracy-like scores for regression-based PPA
prediction are not interchangeable with classification scores for Trojan or side-channel detection. Designers
should therefore treat cross-paper rankings cautiously and prefer studies that report task-appropriate
metrics, hardware platforms, and overhead. Fig. 7 is a conceptual illustration summarizing commonly
reported qualitative trends among conventional, ML-assisted, security-aware, and hybrid strategies. Bars are
normalized for readability within the figure and are not derived from a single unified experimental campaign
in this survey; where a metric is “lower is better” (e.g., delay, power, PDP), smaller conceptual scores indicate
preferable behaviour. Fig. 8 conceptually highlights that hybrid strategies are often discussed as improving
PDP relative to purely conventional, purely ML-driven, or purely security-hardened flows; the ordering is
illustrative and should not be read as statistically aggregated measurements. Fig. 9 conceptually illustrates
the performance-security tension and the motivation for hybrid adder design flows; values are schematic.

Table 6 summarizes representative recent studies touching ML-based prediction and/or hardware
security. Several entries address general VLSI or security settings rather than adder-only case studies; they
are retained when their methods transfer to arithmetic datapaths. Approximate reported scores should not
be compared across regression and classification tasks without consulting the original metric definitions.
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Table 6: Comparative analysis of recent design approaches related to ML-assisted prediction and/or hardware security

(2020-2025), ordered by year.

. . Approx.
Ref Year Approach Dataset/Design Met.r 1es ML Model Security Reported Hardware
Predicted Feature Support
Score
[35] 2021 ML T.un.mg Ben.chrx?ark Delay, Power Regression No ~94% FPGA
Prediction Circuits
Fault Injecti hi
[59] 2021 ault fn) e.ctlon Cryp.togr‘a phic Security Metrics SVM Yes ~94% FPGA
Detection Circuits
[36] 2022 ML—bassed .Power Digital Circuit Power Neural Network No ~95% ASIC
Prediction Dataset
EDA Simulation
[53] 2022  Optimization Power, Area Random Forest No ~95% ASIC
. Dataset
using ML
ML-based Trojan
[40] 2023 Detection (survey Security Dataset N/A SVM Yes — No
Y y
context)
[60] 2023 ML_aSSls.tefi VLSI S.“TltChmg Power, Delay Random Forest No ~96% ASIC
Prediction Activity Dataset
Hybrid ML E 1
[52] 2024 yb.r1d Secure IC Design ~ Power, Delay nsemb ¢ Yes ~97% FPGA
Security Model Learning
High-speed Custom
[135] 2024 Circuit Delay Neural Network No ~96% ASIC
o Hardware Dataset
Optimization
[54] 2025 Al-assisted VLSI Large-scale Power, Delay, Deep Learning Partial ~98% ASIC

Prediction Dataset

Area
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8 Open Challenges and Future Directions

8.1 Open Challenges

While advancements have been achieved, multiple challenges continue to slow down the effective use of
machine learning techniques in VLSI and hardware security [52,53,134,157]. A major challenge is the limited
availability of high-quality datasets, since accurate power modelling, propagation delay, and hardware
resources depend on large-scale and wide-ranging data that are cost-effective and time-consuming to gener-
ate [32,33,36,37]. The relationship between accuracy and computational efficiency continues to remain as a
concern, where advanced techniques like deep neural networks can provide improved accuracy and higher
performance, though it results in higher complexity and make the model less transparent [32,35,94,135].

Maintaining an optimal balance between computational performance and effective system security is
a significant challenge in VLSI design [2,10,11,52]. Security mechanisms, including masking, data hiding
and logic locking, boost and strengthen the protection, often resulting in higher power consumption,
longer propagation delay, and complexity of circuits [41,42,48,90]. Moreover, variations in technology and
implementations in designs may restrict the capability of machine learning models to adapt efficiently across
a wide range of circuit architectures [33,34,135]. Addressing these challenges is required to advance machine
learning for secure, high-performance VLSI and adder-centric arithmetic units [40,142,143]. In summary, the
dominant open issues are: (1) scarce adder-labeled datasets, (2) limited cross-node/bit-width generalization,
(3) explainability and uncertainty quantification, (4) security—-PPA overhead trade-ofts, and (5) reproducible
benchmarking protocols.

8.2 Future Directions

Advancements in machine learning techniques aim to focus on enhancing the speed and more accurate
predictions in VLSI system design [52,53,55,134]. Reinforcement learning is expected to improve the possibil-
ities of automated design space exploration and identifying optimal solutions, which leads to shorter design
cycles and also reduces the overall design time [34,99,100,156]. Explainable AI is another growing domain
that helps designers understand model outputs when reliability and transparency are required [94,103].
Graph-learning methods for netlists and placement/routing context [99,100], together with LLM-assisted
RTL generation/exploration [103], are particularly relevant future tools for adder topology search and for
auditing security-sensitive arithmetic logic—directly addressing the dataset, generalization, and explainabil-
ity challenges noted above. Future studies will also concentrate and prioritize on enhancing hardware security
with the help of AI-powered strategies. By observing the activity of the circuit, machine learning techniques
can detect the possible potential threats like hardware Trojans in real time [48,49,142,143]. Combining
classical design techniques with machine learning and security mechanism solutions helps to achieve and
enhance better system efficiency and improved protection [35,40].

The utilization of generative Al and data augmentation methods has the capacity to overcome the prob-
lem of limited datasets, which supports the development of improved stability and protection mechanisms
in VLSI circuit design [52,55,103,135]. It can also focus on exploring the use of hybrid machine learning
techniques that combine multiple algorithms in order to achieve enhanced accuracy and reliability in diverse
circuit configurations. Such approaches help to gain stronger generalization performance while facilitating
efficient design space across a wide range of operating conditions [32,33,35,37]. The integration of multiple
learning strategies serves these models effectively to handle complex nonlinear system behaviour and
enhance the consistency of predictions in VLSI applications [35,36,38,94]. Also, future work can concentrate
on the development of compact and fast ML architectures for real-time VLSI implementations [34,56,95,158].
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Due to the increasing trend of VLSI systems in edge computing applications and embedded tech-
nologies, there is a strong requirement for lightweight models in terms of computational load and limited
hardware resources [53,56,64,158]. By applying optimization techniques including pruning, quantization,
and model compression minimize the complexity, while maintaining better security, which facilitates faster
and more efficient performance in practical scenarios [34,55,103,135]. Further directions must focus on
improving the combination of the process and environmental fluctuations in order to enhance the prediction
methodologies [33,58,112,136]. Changes in operating conditions such as temperature variations, voltage
fluctuations, and fabrication inconsistencies can reduce the model accuracy, which requires reliability with
uncertainty considerations [33,58,136]. Such strategies strengthen the reliability of prediction and support
the designers towards efficient decision-making at the beginning of the design process [32,36,37].

Another essential focus of research includes the creation of consistent datasets and performance
validation frameworks for machine learning approaches in VLSI design systems [52,53,134,157]. Limited
access is given to the availability of high-quality datasets which negatively affects the efficiency and
scalability of the models and also minimizes their potential effectiveness [32,33,35,36]. Applying standardized
evaluation of performance criteria facilitates consistency in performance analysis and promotes advanced
innovations [35,57,58,112]. Upcoming research directions will prioritize the integrated hardware-software
design methodologies in order to strengthen the effective interaction between machine learning systems
and the development of hardware circuit design implementations [47,48,55,95]. These strategies result in
improved performance, maximize the use of hardware resources, and stronger security mechanisms [56,142].
The combination of advanced prediction approaches and security-focused design methodologies contributes
to the growth of modern VLSI systems that achieve operational efficiency and reliability while keeping the
system flexible [35,40,52,143].

9 Conclusion

This survey presents a detailed overview of machine learning-based performance prediction and hard-
ware security mechanisms in digital adder systems. Although classical methods achieve reliable accuracy,
their effectiveness is not suitable and struggle to adapt to system performance, and are less capable of handling
the complexities of modern system environments. Machine learning algorithms support rapid and more
accurate computation in order to predict important parameters such as power consumption, propagation
delay, and hardware area, which leads to optimized design efficiency. The survey also analysed major security
threats with defensive mechanisms like data hiding, masking, logic locking, and Al-powered detection
mechanisms. To conclude, the survey makes clear that no single approach is sufficient; instead, a hybrid
approach is required in combining conventional methods, machine learning techniques, and security-aware
designs in order to achieve optimized efficiency and reliable system behaviour.
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