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ABSTRACT: Federated learning (FL) enables vehicles to train a shared accident-detection model without transmitting
raw trajectories, but coordinated Sybil identities and poisoned local updates can distort conventional Federated
Averaging (FedAvg). This study evaluates a three-stage robust aggregation mechanism for synthetic V2X accident-event
detection. Five SUMO simulations on an OpenStreetMap-derived road network generate 500 controlled accident-
like events with explicit vehicle, time, speed, edge, and lane ground truth. Non-overlapping trajectory windows are
curated into 10,000 samples and separated by simulation scenario into training (6000), validation (2000), and test
(2000) sets. For each method, the standard architecture consists of an 11-16-1 multilayer perceptron, 100 FL clients,
80 communication rounds, 20% malicious activity, and validation-based selection of threshold values. In the face of
combined label flip and update amplification attacks, the proposed defense strategy sustains an accuracy of 96.39%
(SD 0.29), 82.24% F1 (SD 1.00), 90.84% balanced accuracy (SD 0.61), and an MCC of 0.8028 (SD 0.0111). Its attacked
performance remains close to its clean performance (96.73% accuracy and 83.84% F1), whereas attacked FedAvg and
FoolsGold exhibit substantially greater variability and degradation. Sensitivity experiments cover amplification factors
5-20, malicious ratios 10%-40%, and 50-500 clients. The claims are limited to controlled synthetic-event detection
on one road network. A permissioned ledger is described only as an optional audit architecture and is not part of the
evaluated defence.

KEYWORDS: Internet of vehicles; V2X communications; federated learning; accident detection; Sybil attack; model
poisoning

1 Introduction

Every year, around 1.35 million people are killed as a result of road traffic accidents. They are also one
of the leading causes of death for those aged 5 to 29 globally. Connected and automated vehicle technologies
have great potential to improve safety and reduce risk by allowing for shared perception and real-time
cooperative decision-making.

L1 Background and Motivation

The Internet of Vehicles (IoV) consists of Vehicle-to-Everything (V2X) communication that allows the
connection between vehicles, pedestrians, the infrastructure, and cloud services. This provides a foundation
for intelligent transportation systems by providing support for semantic communications and advanced
security protocols [1,2]. There are effective machine learning methods that can be used to detect anomalous
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driving behaviours predictive of accidents. However, traditional centralized learning methods have very
high communication costs, substantial data privacy concerns, and dependence on a central server. Federated
Learning (FL) addresses the challenges of privacy and communication by making it possible to collaborate
through the sharing of models while maintaining the original data in the local area. In this architecture, the
RSU Aggregator continues to play an essential role in the coordination process. However, due to its openness
and distributed nature, V2X networks are exposed to hostile attacks.

1.2 Problem Statement
The reliability of FL in V2X environments is compromised by two critical attack types:

o Model Poisoning Attacks: When using local training, the adversarial cars adopt a method referred
to as “Model Poisoning Attacks” to inject harmful gradients or backdoors into the model. Apart from
possibly decreasing the performance level of the global model, it is possible that this will lead to the
misclassification of some objects, such as important traffic signs [3].

o  Sybil Attacks: While in the course of aggregation, the attacker increases their influence through the
creation of multiple fake identities. Moreover, an increase in the number of fake participants may
overshadow the contribution of genuine participants in techniques such as Federated Average.

The exclusion of outliers from the dataset forms the basis of popular robust aggregation algorithms such
as Krum and Median algorithms. These are usually not very accurate, or in worse cases will produce false
positive errors that could otherwise punish any genuine participants contributing to the aggregation in case
of non-independent and identically distributed (non-IID) vehicle data sources.

1.3 Contributions

Instead of proposing a completely new aggregation family, this work assesses a V2X-oriented adaptation
of multi-stage robust aggregation. The contributions consist of:

« 10,000 scenario-separated windows for trajectories from five SUMO simulations and 500 manually
injected events are included in this synthetic V2X accident event dataset.

o Three-stage aggregation implementation with stability-controlled global steps, history similarity sup-
pression, and median deviation robustness.

o A leakage-proof evaluation procedure that employs the same model and threshold process for all the
techniques and also distinguishes between training, validation, and testing before setting the threshold.

o  The attack strength, malicious ratio, and client scalability analysis of the proposed technique are
included in the five seed analyses between clean and attacked FedAvg, FoolsGold, and the pro-
posed modification.

Hashes and aggregate metadata are conceptually recorded in the optional ledger layer; this study does
not develop or benchmark a consensus network or smart contract.

1.4 Organization of the Paper

The rest of this paper is structured as follows. Section 2 reviews related work on V2X accident detection,
federated learning in vehicular networks, and defences against Sybil and poisoning attacks. Section 3 presents
the system model, including the V2X architecture and federated learning formulation. Section 3.5 details the
adversarial threat model. Section 4 presents the evaluated three-stage aggregation and the optional audit-
layer concept. Section 5 describes the SUMO-OSM mobility simulation, feature engineering, experimental
methodology, simulation parameters, and metrics. Section 6 analyzes the results, and Section 7 concludes
with future research directions.
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2 Related Work
2.1 V2X Security and Sybil Attacks

Vehicle-to-Everything (V2X) communication allows data exchange between vehicles, roadside infras-
tructure, pedestrians, and first responders, thus enhancing road safety and traffic management. The dynamic
nature and open architecture of V2X networks make it challenging to ensure the reliability and security
of information exchanged by these networks, especially when there is not much infrastructure available in
central locations.

Vehicle-to-vehicle (V2V) safety exchange, vehicle-to-infrastructure (V2I) communication via RSUs and
traffic systems, vehicle-to-pedestrian (V2P) warning messages, and vehicle-to-network (V2N) communica-
tion for more generic services are all considered as parts of the term “V2X?” The vehicles in the proposed
FL scheme exchange only the models with the RSU aggregator and store their trajectory windows locally;
communication means and cryptographic authentication are seen as architectural assumptions that do not
belong to the scope of the quantitative analysis.

One of the major attacks that pose a danger to the security and functioning of the V2X network is a
Sybil attack [3]. Such an attack involves a user who creates several false identities in order to gain access
beyond what they deserve to influence the operations of the network. The manipulation of the V2X network
might result in the distribution of incorrect traffic information, reporting of incorrect accidents, improper
routing, and interfering with consensus mechanisms [1]. In critical scenarios where collisions need to be
prevented, and emergency messages have to be sent, Sybil attacks might cause traffic jams and failures to
respond to emergencies.

The first approaches towards defending against Sybil attacks in vehicular networks have been the
cryptographic and identity-based mechanisms which involve Public Key Infrastructures (PKIs) and cer-
tificate authentication schemes [4]. In all these methods, a vehicle is given an identity that is unique
and verifiable in order to prevent the reuse of identities by vehicles. While the techniques are secure,
they usually depend on centralized entities or roadside units that handle the issuance and revocation
of certificates. Recently, blockchain technology has been proposed in order to enable trust management
that resists Sybil attacks in V2X networks [5] and secure, performance-oriented vehicular edge service
delivery [6]. Blockchain technology allows for a decentralized trust management process and an immutable
method of recording transactions, which ensure that identity fraud is minimized and accountability is
increased. Distributed ledgers may store the identities or reputations of vehicles without requiring any central
authority. V2X communication frameworks for off-road autonomous vehicles [7] have also been designed;
yet, their reliable deployment in infrastructurally poor remote areas is difficult. Although there have been
several advancements, some challenges persist. Identity-based methodologies typically require some sort of
infrastructure, and thus compromise user privacy in doing so. Location-based and behavioural detection
approaches, while they are less invasive than identity-based methodology, have issues with scalability and
reliability in dynamic environments. Both traditional solutions (like digital certificates) and blockchain
solutions have high overhead for communication and computation. Moreover, research on lightweight, fully
decentralized Sybil defenses tailored for peer-to-peer V2X communication in infrastructure-less emergency
scenarios remains limited.

The present work addresses the aggregation aspect of these limitations by evaluating a V2X-oriented
three-stage robust aggregation method under coordinated Sybil-amplified poisoning. An optional permis-
sioned audit ledger is described as a future traceability extension, but it is not part of the implemented defence
or experimental claims.
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2.2 Robust Aggregation in Federated Learning

The distributed training architecture of federated learning systems renders them susceptible to model
poisoning attacks. To mitigate malicious client behavior, Byzantine-robust aggregation techniques have been
extensively investigated. Initially, traditional aggregation methods such as averaging were replaced with
robust statistical estimators, including trimmed mean, coordinate-wise median, and geometric median.

Aggregation algorithms that are secure, specifically, aggregation algorithms using geometric medians,
have been demonstrated by Pillutla et al. to enhance robustness against corrupt updates [8]. Nevertheless,
even with improvements in robustness against outliers, the effectiveness of geometric median-based algo-
rithms diminishes with a greater departure from IID because the gradients of the benign clients tend to
diverge considerably. The concept of y-divergence-based aggregation, namely, y-mean has been proposed
by Li et al. [9]. This algorithm uses minimal estimation of y-divergence to reduce the contribution of
suspicious client updates. In order to boost robustness, the y-mean algorithm uses a divergence-based
estimator with adaptive weights. However, depending on the degree of departure, the approach might have
trouble distinguishing between natural heterogeneity and malicious activity in complicated FL systems.

DeFL is an important learning period-based mechanism proposed by Yan et al. [10] for defending
against any fraud client by using gradient norms in an adaptive manner. Although detection mechanisms
are effective, they may also be vulnerable to validation and require proper threshold adjustment.

According to [11], there exists an extensive taxonomy on model aggregation methods in federated learn-
ing which categorizes them based on four categories of robust, hierarchical, synchronous, and asynchronous
paradigms. Robust model aggregation remains one of the challenges, particularly in edge and vehicular
learning systems, under adversarial and non-IID environments.

TriGuardFL [12] proposes a three-stage defense mechanism against Byzantine attacks. Different from
similarity or divergence-based single-tier defenses, the mechanism filters out the Byzantine updates from
benign non-IID updates in an effective way through pre-filtering using deviation, class-aware validation
assessment, and Bayesian reputation monitoring. The resilience to different distributions of the vehicle data
is improved by the multi-tier defense strategy.

2.3 Federated Learning and Model Poisoning in V2X

Machine learning techniques are becoming increasingly popular for V2X systems, including cooperative
perception for autonomous driving [13]. One recent development in this area has come from privacy-
preserving federated learning (FL), which is an open-source framework designed to provide an alternative
to centralized training methods [14,15]. Through FL, each vehicle operates as an edge node by training a local
model based on its own sensor data before sending only the updated model (i.e., model weights or gradients)
to either a central server or group of peers.

The updated models will be aggregated to create a global model without sharing raw sensitive data (e.g.,
an individual vehicle’s latitude and longitude), reducing the amount of privacy risk and excess bandwidth
usage. Research has found that the use of vehicular federated learning (VeFL) can produce similar accuracy
to that achieved through centralized training while significantly decreasing the amount of communications
required and keeping drivers’ identities private.

Notwithstanding the progress made in transmitting and storing data between vehicles, VeFL in an
untrusted vehicular setting is still subject to security concerns, one of which is model poisoning attacks.
In these situations, the attacker submits fake model updates that are intended to degrade the performance
of the aggregated global model by causing an increased number of misclassifications of critical objects or
inaccurate predictions of hazards [16]. Related V2X security research has also used machine learning and
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vehicle consensus for false-message detection [17]. If the poisoned updates go undetected, they are aggregated
with the other updates for building a single version of the global model, resulting in a negatively impacted
global model with the potential to inflict serious harm with respect to safety-critical V2X applications.

In addition, model poisoning becomes more damaging when combined with a Sybil attack. In this
setting, coordinated fake clients submit multiple malicious updates, thereby amplifying the adversary’s
influence during aggregation.

Anomalies in the update or the effect of such anomalies can be minimized or identified by employ-
ing existing Byzantine-resilient aggregation techniques such as Multi-Krum [18], trimmed mean, and
coordinate-wise median. Although the trimmed mean removes outlying values in each coordinate, Multi-
Krum selects updates that are consistent. Nonetheless, when an adversary has control of many Sybils working
together, neither technique will work. The security measure known as FoolsGold [19] reduces strongly
correlated updates from clients. As the adversaries make alterations to the updates provided to reduce
correlation, this approach becomes ineffective.

The development of new resilient aggregation systems has resulted in a three-level defense system
that includes influence reweighting, stability-aware update control, and gradient anomaly filtering. Other
potential defenses to combat adversarial attacks would be the use of reputation systems, which provide a
measure of trust for each participant based on historical performance and their effect on validation accuracy.
Trust scores, as measured by reputation systems, can be utilized for the purpose of adapting weights for low-
trust updates and/or excluding low-trust updates altogether. Due to the existence of an immutable ledger
to record all model updates and trust evaluations, blockchain-integrated FL frameworks could represent a
promising alternative for reliable and transparent monitoring of participant reliability because they provide
transparency and evidence of tampering with every contribution [5]. Research has shown that having
blockchain-enabled reputation systems will allow an FL to continue to maintain good model accuracy even
when the number of adversarial participants reaches 40%.

Maintaining the confidentiality of individuals’ information while using federated learning continues to
be a major concern. Raw data remain stored by local providers and are not transmitted to the aggregator;
nevertheless, the model updates sent by participants may still enable model inversion or membership
inference attacks. There are techniques, such as differential privacy, where noise is added to the updates
to provide a degree of privacy for the participants, to mitigate the risk of someone being able to perform
these attacks, but it generally will degrade the accuracy of the end product or impact the overall processing
capabilities [15]. In addition, in a V2X system, there will be issues related to location privacy that could arise
as training and updating the model may inadvertently expose a participant’s location or activity.

Therefore, although the use of federated learning will provide greater capabilities to maintain confiden-
tiality while providing intelligence from a V2X network, individuals will still be at risk from model poisoning
and Sybil amplification attacks. Effective mitigation necessitates robust aggregation strategies, trust mech-
anisms, and privacy protections. Currently, effective aggregation methods in use include detection-based
exclusion methods, such as critical learning period (CLP)-aware filtering [10], and statistical deviation
filtering, such as geometric median filtering and y-divergence filtering. However, it should be noted that
these methods often cannot address non-IID heterogeneity and model poisoning simultaneously, as is the
case in vehicular federated learning settings. This is where the proposed system using the Tri-stage concept
comes in, with its multi-stage design well-suited to various V2X scenarios.

Table 1 summarizes the settings, threats, defences, and limitations of representative related work.
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Table 1: Comparison with representative related work.

Non-IID

Method Setting Threat Defence Focus Ledger Main Limitation
Multi- General Byzantine Distance o Can reject benign
. Limited No
Krum [18] FL updates selection heterogeneous updates
Robust aggre-  General Corrupted Geometric . nghe.r .@St and
. . . Partial No sensitivity to
gation [8] FL clients median )
heterogeneity
y-mean [9] General Outliers D1v.erge.nce Partial No R?qulres suitable
FL weighting divergence scale
FoolsGold General Sybil clients .Hlstor.y Partial No Adap tlve/n01§y 1.1pd.ates
FL similarity can evade similarity
TriGuardFL[12] General Byz.antme Multl-sFage Yes No Not evaluated. for.th1s
FL clients screening V2X event pipeline
il Median/MAD
. Synthetic Sybil + edl'an/ One map and synthetic
This work label/update + history + Yes Conceptual
V2X FL Lo 1 events
poisoning stability

3 System Model
3.1 Network Scenario

A remote Internet of Vehicles (IoV) network is considered, deployed in infrastructure-limited or off-
road environments such as mining sites, disaster zones, or military operations. The network consists of N
vehicles and M Roadside Units (RSUs):

o Vehicles (Learners): Each vehicle is equipped with an On-Board Unit (OBU) that enables local
sensing, computation, and short-range wireless communication. Vehicles are further equipped with
Light Detection and Ranging (LiDAR) sensors, cameras, and a limited battery. Local models are trained
on private data within each vehicle.

«  RSUs (Edge Aggregators): These fixed infrastructure components have higher computational capacity
and perform the evaluated robust aggregation and global-model broadcast. A future permissioned
deployment could additionally make authenticated RSUs validators of an audit ledger; that role is not
implemented here.

Vehicles communicate with nearby RSUs using short-range V2X protocols, such as IEEE 802.11p or
Cellular V2X (C-V2X), to periodically exchange model updates. Each vehicle operates as an independent
federated learning (FL) client, while RSUs manage global model aggregation, update verification, and model
broadcasting. Vehicle mobility introduces simulated traffic dynamics, resulting in non-independent and
identically distributed (non-IID) and statistically heterogeneous local datasets across clients. These dynamics
are modeled using mobility traces generated from OpenStreetMap (OSM) road networks integrated with the
Simulation of Urban Mobility (SUMO) simulator.

3.2 Learning and Computation Model

Eachvehiclev; € V,wherei =1,..., N, collects private kinematic data during its travel trajectory to train
a local accident-detection model. Its local dataset D; = {(x;j, y; j)}}zl contains 11 window-level kinematic
features and binary labels y;; € {0,1}.
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Local training is performed over multiple epochs using the vehicle’s onboard computational resources.

(1)

Let w(*) be the global parameters at round t and w; ’ the locally trained parameters. Client i submits

ft) = ft) —w(® to the RSU, while raw data remain local.

Federated learning proceeds in synchronous communication rounds. In each round ¢:

Vehicles perform local training on their private data.

Local model updates are uploaded to associated RSUs.

RSUs aggregate the received updates to compute a global model w(*1),

The updated global model is broadcast to participating vehicles for the next round.

Sl S

3.3 Global Optimization Objective

The following is the formulation of the federated learning objective across N vehicles:
o~ D
min F(w) Z — 1)
v =1

where | D| represents the total number of samples from all the clients. The empirical local loss on client dataset
D; is represented by F;(w).

In an effort to approximate this objective, the global parameter update for standard Federated Averaging
(FedAvg) takes the form of a weighted sum of individual updates of the clients. In case of attacks in adversarial
settings, the malicious clients will be able to tamper with the aggregation operator, and thus, the objective
will not be achieved. The proposed defense method alters the aggregation process to limit this variation in
the event of poisoning and Sybil assaults.

3.4 Communication Considerations

Communication is conducted over short-range V2X links between vehicles and RSUs. While packet
reliability and transmission delay are influenced by channel conditions, physical-layer optimizations are
not explicitly modeled in this work. Instead, communication impacts such as latency and packet loss are
indirectly incorporated through simulation-based delay models that reflect realistic constraints in mobile
vehicular environments.

3.5 Threat Model

The focus is on Sybil-based poisoning attacks, where a single adversary controls multiple malicious
(Sybil) vehicles to manipulate the global model. Let VV = H U S denote the complete set of vehicles, where H
represents the set of honest vehicles and S denotes the set of Sybil vehicles controlled by the adversary.

Malicious clients perform binary label-flip poisoning during local training. For every malicious training
example, the label is transformed as

5/',]21—)/,], ieS. (2)
After training on the flipped labels, malicious client i scales its submitted parameter update:

—~ (1) (t)

Aw; " = aAw; a>1, ieS, (3)
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where a is the update-amplification factor. Honest clients submit unscaled updates. Sybil coordination is
modelled by assigning this same attack strategy to multiple malicious client identities. The experiments do
not use a trigger-based backdoor objective.

3.6 Design Rationale

Based on the attributes of vehicular data sets and the types of threats being targeted, the selection of
multi-stage robust aggregation as opposed to a distance-based approach for outlier detection is suitable for
use in vehicular systems. For example, in non-independently and identically distributed (non-IID) vehicular
systems, while reasonable vehicles will produce a variety of gradients because of different mobility patterns
and environmental conditions, Sybil (malicious) vehicles, which are controlled by an attacker or group of
attackers generating the same data, produce similar or identical updates (i.e., are highly correlated).

To strengthen federated learning against coordinated poisoning attacks [12], the defence combines
robust deviation weighting, history-based similarity suppression, and stability-controlled aggregation while
avoiding hard exclusion based solely on one criterion.

Moreover, an optional future logging mechanism based on blockchain technology could improve
confidence and accountability by creating an immutable record of aggregation weights and model updates;
this mechanism is not implemented or evaluated in the present work.

4 Proposed Framework

A secure federated learning architecture is introduced for synthetic vehicular accident-event detection.
The evaluated contribution is a V2X-oriented implementation of three-stage robust aggregation inspired
by prior multi-stage defences [12]; an optional ledger interface is retained only as a future architectural
extension.

4.1 Framework Overview

The architecture proposed by this study will work distributively across the Vehicle-to-Everything (V2X),
enabling vehicles to collaboratively train an accident detection model using federated learning. Prior IoT
studies of vehicle accident detection and emergency notification motivate the use of vehicle sensing data [20].
Each vehicle will locally train on its private kinematic data and send only model updates to the nearest
Road-Side Unit (RSU), which acts as the edge aggregator. The overall architecture is demonstrated in Fig. 1.

RSU leverages stable control aggregation, update history similarity suppression, and median deviation
robustness, unlike FedAvg. Hashing and aggregation metadata can be logged on a permissioned ledger,
although that is not part of the defense being evaluated.

In a future implementation, records containing the round identifier, global-model hash, deviation
statistics, and aggregation weights could be validated using authenticated RSUs. It is not claimed that there
is low overhead for the blockchain; consensus protocol selection, block generation rate, smart contracts,
latency, storage requirements, and RSU costs are all outside of the current scope of work.

There are four general stages in each of the rounds of Federated Learning conducted in the system:

Local model training on vehicles using private kinematic data.

Secure transmission of model updates to the nearest RSU.

Multi-stage robust aggregation using a three-stage defence approach at the RSU.
Optional logging of the global-model hash and aggregation metadata.

W N
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Figure 1: Evaluated V2X federated-learning flow and optional conceptual audit layer.

4.2 Local Training and Update Submission

Each vehicle v; € V initialises its local accident detection model with the current global parameters w(*)
received from the RSU. Local training is conducted for a fixed number of epochs E on the vehicle’s private
kinematic dataset D;, which includes features such as speed statistics, acceleration patterns, stop frequency,
trip duration, and waiting times.

After local training, the vehicle computes the model update

Aw; = WSHE) - w(t), (4)

wft+E) denotes the locally updated model parameters after E epochs. Only the update Aw; is transmitted to
the RSU, and the raw sensor data remain exclusively on the vehicle to ensure privacy.

The protocol design assumes authenticated transport. A deployment can hash and sign each serialized
update and verify the signature at the RSU; cryptographic latency is not included in the experiments.
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4.3 Three-Stage Defence-Based Robust Aggregation

The proposed architecture employs a three-stage Byzantine-resilient aggregation scheme to guard
against Sybil attacks and model poisoning in a heterogeneous vehicle federated learning environment.

The method does not involve an inflexible exclusion policy based on a particular criterion but
instead incorporates stability-controlled aggregation, similarity suppression based on history, and robust
deviation weight.

4.3.1 Deviation-Based Gradient Filtering

Based on the local model updates Aw; provided by the participating vehicles, the RSU computes how
far the update is from the robust central tendency of the gradient distribution. The deviation measure is
computed using the following formula:

: N
di = [Aw; — Median({Aw;} ;)| (5)
where the median operator ensures robustness to strong outliers.

Let m, = median;(d;) and s; = median; |d; — my| + ¢.

4.3.2 Adaptive Robustness Weighting

The defence strategy assigns a median-deviation robustness weight p; to every update in order to control
client influence efficiently.

1
P = 6
P T exp (2(di — ma)fsq) ©
where p; is the median-deviation robustness weight.
The exponentially smoothed update history is hl(t) = 0.8hl(.t_1) + 0.2Aw§t). With g, =
max cos(hgt), h§t) ), the collusion weight and normalized aggregation weight are
1-g; - iCi
c; =clip (—q,0.0S,l) , a; = L. (7)
0.10 Z] Pjcj + &
4.3.3 Stability-Aware Aggregation
For p model parameters, the update dispersion and stability coeflicient are
1 & (1) 1
= =" Var, (Aw'?), = . 8
vy sz=:1 ar; (Aw; ) Vi Toov, (8)
The global update is computed as:
N
AW =y, 3 &iAwft) )
i=1

and the model update becomes:

WD Z (0 4 Aw® (10)
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The tri-stage architecture successfully handles a variety of client updates, prevents coordinated malevo-
lent influence, and sustains steady convergence even in the face of an attack. The complete three-stage robust
aggregation procedure is summarized in Algorithm 1.

Algorithm 1: Three-stage robust aggregation at RSU

Require: Updates {Awft)}fil, histories {hgt_l)}fi )
Stage 1: Median-deviation robustness
m < Median({Awft)}ﬁl)
: for each client i = 1to N do
di < |aw? —m]
: end for
:my < Median({d; })
: 54 < Median({|d; - m4|}) + ¢
: for each client i = 1to N do
pi < [L+exp(2(d; — ma)/[sa)]™
: end for
Stage 2: Update-history similarity suppression
10: for each client i = 1to N do
1: h < 080" + 024w
12:  g; < maxjy; cos(hl(.t),hﬁt))
13:  ¢; < clip((1-¢,;)/0.10,0.05,1)
14: end for
15:a; < pici/ (X pjcj+¢)
Stage 3: Stability-controlled aggregation
16:v; < p ' P Var,-(Awi(,tk))
17:y; < (1+5v,)7!
18: Aw() <y, 3, & Aw')
19: w1 w(®) + Aw()
Ensure: Updated global model w(**!)

o N B N B O T

Table 2 summarizes the notation used in the proposed aggregation method.

Table 2: Notation summary.

Symbol Description

N Number of participating vehicles

D; Local dataset of vehicle i

n; Number of samples held by client i
F(w) Global federated objective function
Fi(w) Local empirical loss of client i
w(®) Global model parameters at round ¢
Awgt) Local model update from client i
vat) Amplified malicious update

a Malicious update-amplification factor

d; Deviation score of client i

(Continued)
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Table 2 (continued)

Symbol Description

my Median of client deviation scores

S4 Median absolute deviation scale

pi Median-deviation robustness weight

hft) Exponentially smoothed update history
qi Maximum history cosine similarity for client i
Ci Similarity-based collusion weight
&; Normalized aggregation weight
p Number of model parameters
vy Mean coordinate-wise update variance
Vi Stability coeflicient at round ¢
> Small positive numerical-stability constant

4.4 Robustness and Design Rationale

The framework takes advantage of the properties inherent to non-IID data for vehicle traffic caused
by different roads, behaviors of the drivers, traffic conditions, and environment. Consequently, even though
Sybil clients act in coordination and generate strongly correlated updates with a common malicious objective,
legitimate vehicles could produce various gradients.

The system is able to defend against attacks that are coordinated without punishing legitimate, yet
heterogeneous, honest device participation without the need for an outlier rejection mechanism based on
one measure, such as Krum’s distance metric or coordinate-wise median filtering. In the case of safety-critical
applications that employ V2X, where failing to reject legitimate updates might be as bad as allowing tainted
updates into the system, this feature is highly valuable.

4.5 Computational Complexity Analysis

Let d be the dimensionality of the model and N be the number of clients. O(Nd) computations are
required to determine the median deviation. The update history similarity computation takes O(N*d)
computations since it measures pairwise cosine similarities between the histories of N clients. O(Nd)
computations are required for stability-aware aggregation and adaptive robustness weighting. Therefore,
despite different operations and constants, the complexity remains the same at O(N*d), making its order
asymptotically the same as that of the pairwise-distance-based approach such as Krum.

5 Experimental Setup and Evaluation Methodology

The simulation environment, dataset creation process, federated learning configuration, attack scenar-
ios, evaluation metrics, and reproducibility methods used to evaluate the suggested secure federated learning
architecture are all described in this section.

5.1 Mobility and Dataset Generation

The Simulator for Urban Mobility (SUMO) is utilized to simulate the movement patterns of vehicles
utilizing the Open Street Map (OSM) data for vehicle behaviour and provide realistic vehicle movement
characteristics. The SUMO lane-change and car-following models provide realistic variations in the speed,
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acceleration, deceleration, stopping, and congestion for vehicles in the real world. The resulting mobility
scenario is shown in Fig. 2.

Figure 2: SUMO-based vehicular mobility scenario used for dataset generation.

Each vehicle generates detailed Floating Car Data (FCD) and trip information throughout its journey.
The 11 kinematic and temporal features used by the model are listed in Table 3.

Table 3: Dataset feature description.

Feature Description
Mean Speed Average speed within the window
Min Speed Minimum speed within the window
Max Speed Maximum speed within the window
Speed Standard Deviation Standard deviation of speed
Speed Drop Difference between maximum and minimum speed
Mean Absolute Acceleration Mean absolute acceleration
Maximum Deceleration Largest observed negative acceleration magnitude
Stopped Fraction Fraction of observations at stopped speed
Longest Stop Longest continuous stopped duration
Distance Distance travelled within the window
Lane Changes Number of lane changes within the window

Table 4 reports the curated dataset size, class composition, simulation seeds, and scenario-
separated split.

Table 4: Dataset statistics.

Total Window Samples 10,000
Controlled-accident windows 995
Normal/congestion windows 9005

Controlled events 500
Simulation seeds 5
Training/validation/test 6000/2000/2000

Window duration 10s
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The approximately 10% positive prevalence is intentionally imbalanced. It provides a more realistic rare-
event evaluation than balancing every client to 50%, while not claiming to reproduce a measured population
crash rate.

The scenario-separated class composition is shown in Fig. 3.

Scenario-separated dataset composition

6000 - I Normal

I Controlled accident

5000 -

w »

o o

o o

o o
1 1

Window samples

2000 -

1000 -

Train Validation Test

Figure 3: Scenario-separated composition of the curated synthetic-event dataset.

Fig. 4 visualizes representative kinematic separation between normal/congestion windows and
controlled-event windows.

Kinematic patterns in normal and controlled-accident windows
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Figure 4: Feature patterns for normal and controlled-accident windows; outliers are omitted from the boxplot display
only.

Through the selection of dynamic vehicles, the controlled emergency deceleration of the vehicle, and
halting the vehicle for a particular period of time, TraClI creates synthetic accident-like events on purpose. A
ground-truth manifest is employed to document the exact vehicle and the event window. Boundary windows
are not considered, and the creation of a positive sample can neither be achieved through congestion nor by
SUMO teleportation alone; it only becomes positive if 50% of the window corresponds to a triggered event.
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5.2 Implementation Workflow

Client partitioning and feature extraction are carried out using traces of vehicle movement. FedAvg
serves as the baseline method for federated learning. To simulate adversarial conditions, Sybil amplification
and gradient manipulation are introduced during training. A tri-stage aggregation mechanism is then
employed to ensure robustness against such attacks.

Deterministic seeding is employed in all experiments. The learning rate is 0.07, and each client performs
eight full-batch local epochs per communication round. Binary cross-entropy uses an inverse-prevalence
positive-class weight computed from the training split. For every method, the classification threshold is
chosen by maximizing F1 on the validation scenario only; the test scenario is never used for model or
threshold selection.

5.3 Baseline and Defense Schemes

Five federated learning scenarios are evaluated:

+  Baseline FL (FedAvg): Standard federated averaging with no adversarial interference.

o  FL under Attack: FedAvg under combined Sybil and model poisoning attacks.

«  FoolsGold under Attack: History-similarity-based Sybil defence evaluated under coordinated label-
flipping and update-amplification attacks.

o  Three-Stage Defence Mechanism (Clean): The proposed three-stage robust aggregation evaluated
under benign conditions to assess convergence behaviour and baseline robustness.

« Proposed Secure FL: Three-stage defence mechanism-based tri-stage robust aggregation applied in
the presence of coordinated Sybil and poisoning attacks to evaluate suppression effectiveness and
safety recovery.

This comparison highlights the impact of adversarial behaviour and assesses the effectiveness of the
proposed defence mechanism.

5.4 Evaluation Metrics
These metrics are used since the detection of accidents is very crucial:

Accuracy measures the overall accuracy of the model’s predictions. Whereas recall checks the extent
to which the program identifies actual accidents, precision evaluates the reliability of the predicted accident
scenarios. The F1 score provides an objective evaluation of the model’s performance by measuring recall
and precision.

The unmodified test scenario for every method is evaluated once by the decision threshold, which is
selected for the validation scenario only through maximizing validation F1. Other metrics are calculated
from the result files at a fixed threshold of 0.5. The choice of threshold does not depend on test labels.

5.5 Reproducibility and Fairness Considerations

All simulations use fixed random seeds, consistent client participation rates, and identical attack
parameters, learning rates, and model configurations. Reproducibility and objective comparability between
baselines, attacks, and defenses are ensured through these criteria.

To quantify initialisation variability, experiments use seeds 42-46 with the same scenario-separated
train, validation, and test partitions. The implementation includes the controlled-event generator, feature
extraction, federated training, attack simulation, result files, and figure-generation scripts. Tables 5 and 6
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report the common simulation, system, training, and optimization settings. The complete federated learning

execution command and configuration are provided in Appendix A.

Table 5: Simulation and system configuration parameters.

Parameter Value
Mobility and Network Setup
Simulator SUMO
Road Map Source OpenStreetMap
Controlled Events 500 across five runs
Simulation Termination Until no scheduled vehicles remain
Road Networks One OSM-derived map

Scenario Seeds 42-46
Federated Learning Structure
Model Type Binary Classifier (MLP)
Number of FL Rounds 80
Client Data Distribution Non-IID

Aggregation Methods Compared

FedAvg/FoolsGold/Three-stage defence mechanism

Adpversarial Configuration

Attack Type
Sybil Amplification Factor
Malicious Client Ratio

Sybil + Model Poisoning
15
20%

Table 6: Federated learning training and optimization parameters.

Parameter Value
Learning Rate 0.07
Local Epochs per Round 8
Local Optimisation Full local client partition
Positive Class Weight Training-set inverse prevalence

Threshold Rule Maximise validation F1
Hidden Layer 16 ReLU units

Input/Output Units 11/1

Experiment Seeds 42-46

5.6 Implementation of Sybil Amplification

Malicious clients in the attack setup have a significantly amplified effect in the aggregation phase by
scaling their gradient updates with an amplification factor. This is done to simulate the coordinated gradient-
exaggeration attacks commonly observed in Byzantine federated learning scenarios.
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6 Results and Performance Analysis
6.1 Five-Seed Comparative Evaluation

Table 7 reports mean test performance across initialisation seeds 42-46. Thresholds were selected
independently for each trained method using validation F1 only. The proposed defence retained performance
close to its clean setting under attack: mean accuracy changed from 96.73% to 96.39%, while F1 changed
from 83.84% to 82.24%. Attacked FedAvg and FoolsGold were substantially less stable, as shown by their
lower mean F1 and larger seed-to-seed variation.

Table 7: Five-seed test performance (mean + sample standard deviation).

Scenario Accuracy (%) F1 (%) Bal. Acc. (%) MCC
FedAvg (Clean) 96.86 + 0.27 84.21 £ 1.67 91.28 +1.78 0.8250 + 0.0181
FedAvg (Attack) 76.52 + 37.24 59.17 + 23.31 78.69 £16.07 0.5305 + 0.2997

FoolsGold (Attack) 25.21 £ 32.66 24.70 +14.56 57.09 +15.16 0.1089 + 0.2102
Proposed (Clean) 96.73 £ 0.09 83.84 £ 0.60 91.66 +1.40 0.8208 + 0.0066
Proposed (Attack) 96.39 £ 0.29 82.24 +£1.00 90.84 £ 0.61 0.8028 £ 0.0111

Fig. 5 visualizes the five-seed F1 comparison and its sample standard deviation.

100 Five-seed performance (mean and sample standard deviation)

F1 score (%)

FedAvg FedAvg FoolsGold Proposed Proposed
clean attack attack clean attack

Figure 5: Five-seed F1 comparison. Error bars show sample standard deviation.

6.2 Attack Sensitivity and Scalability

At 20% malicious participation, proposed-method F1 ranged from 83.63% at amplification 5 to 82.18%
at amplification 20. At amplification 15, increasing malicious participation from 10% to 40% reduced F1 from
82.35% to 80.81%. These results support resilience within the tested range but do not establish a guarantee
outside it.

Fig. 6 shows the sensitivity to update amplification and malicious-client ratio.

Client-population experiments used 50, 100, 250, and 500 FL clients. Proposed attacked F1 was 82.87%,
82.67%, 82.35%, and 80.39%, respectively. The decline at 500 clients coincides with only 11-13 training samples
per client, as shown in Fig. 7.
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Proposed defence sensitivity under coordinated attack
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Figure 6: Sensitivity to update amplification and malicious-client ratio.

9 Client-population scalability under attack
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Figure 7: Scalability of the proposed defence under attack.

6.3 Ablation

The deviation-only, deviation-plus-similarity, and complete three-stage variants achieved F1 values
of 84.21%, 84.42%, and 82.67%, respectively, for seed 42. Thus, similarity suppression provided a small
improvement in this run, whereas stability scaling traded a small amount of final F1 for a controlled global

step. This result is reported without claiming that every stage improves classification accuracy. Fig. 8 presents
the ablation results.
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9 Ablation of the proposed aggregation stages
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Figure 8: Ablation of the aggregation stages under attack.

6.4 Limitations

The dataset contains controlled synthetic accident-like events rather than observed real crashes and
uses one OSM-derived road network. Scenario seeds provide independent mobility realisations but not
geographic diversity. The backdoors, Byzantine failures, free riders, membership inference attacks, and model
inversion are not tested; however, among others are label-flip poisonings with increased updates and Sybil
coordination. 500 clients, not 5000, are utilized to test the scalability of the model. The latency, storage
overhead, consensus overhead, and RSU overhead of the optional ledger and cryptographic protocol are
not measured.

7 Conclusion and Future Work

To determine the resilience of fake V2X accident events in the presence of a coordinated Sybil
and model update poisoning attack, this paper analyzes a three-stage robust aggregation method. 10,000
windows of a scenario-separated dataset and 500 simulated events were created using five SUMO runs. The
proposed method outperformed the attacked versions of FedAvg and FoolsGold methods with considerably
lower variance and achieved 96.39% accuracy, 82.24% F1, 90.84% balanced accuracy, and 0.8028 MCC
under attack.

In terms of amplification ratios 5 to 20, malice ratios 10%-40%, and client base sizes 500, sensitivity
analysis reveals degradation instead of instability. This is evident from the ablation, which shows that not all
steps increase the final F1 value; there is a need for balance between precision and stability.

These results are limited to controlled occurrences from one road network simulation. Future research
would have to verify the findings with other geographical maps and public/testbed V2X datasets before any
claims can be made with regard to the consensus, latency, storage, energy consumption, and RSU overhead.
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Appendix A
Appendix A.1 Federated Learning Configuration

All evaluated methods are executed by one experiment driver so that they share the same dataset, client
partitions, model, attack parameters, and validation-only threshold protocol.

Listing Al: Five-method revision experiment
python experiments/run revision_ experiments.py
- -dataset datasets/curated _v2x 10000_clean.csv
--clients 100 --malicious-ratio 0.20
--rounds 80 --local-epochs 8
--learning-rate 0.07 --hidden-units 16

--attack-amplification 15 --seed 42
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