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ABSTRACT: Fifth- and sixth-generation cellular networks remain exposed to a spectrum of threats ranging from the
stealthy and targeted false base station (FBS) to the systemic distributed denial-of-service (DDoS) and signaling-storm
attacks. The elevation of artificial intelligence (AI) to a native network capability by the International Telecommuni-
cation Union Radiocommunication Sector (ITU-R) framework for International Mobile Telecommunications-2030
(IMT-2030) has made learning-based defense the dominant response. This survey examines that response across the
three threats jointly, advancing as a design position the view that effective defense is best served when Al is integrated
into the radio access network (RAN) and core as a native function rather than appended as an external classifier.
We organize the literature by five technique families, namely classical machine learning, deep learning, generative
models, federated learning, and large language and agentic models, and for each we record not only how it detects an
attack but where in the Open RAN (O-RAN) architecture it is deployed, mapping the surveyed methods onto the user
equipment, the near-real-time and non-real-time RAN Intelligent Controller, and the 5G-core network function. Three
observations organize the account: the three threats form a data-scarcity gradient that illuminates the progression of
techniques; the deployment dimension, the question of where and how, is the one the primary literature most often
omits and the one a practitioner most needs; and several threat-technique combinations that the architecture permits
remain unexplored. Drawing on a semi-systematic review of 177 studies, the survey consolidates the datasets and
reported performance that make learning feasible, examines the adversarial robustness of the defenses themselves, and
sets out a forward agenda toward quantum-Al-native defense within the RAN.

KEYWORDS: 5G; 6G; open RAN; false base station; DDoS; signaling storm; Al-native security; federated learning;
large language models

1 Introduction

In September 2025, the largest mobile operator in South Korea disclosed that several thousand of its
subscribers had been compromised through a cluster of false base stations (FBS) operating undetected
within its coverage area, an incident that resulted in unauthorized micropayments and prompted national
concern regarding the integrity of cellular access [1,2]. This event was not anomalous. A separate prosecution
in Norway concerned an offender who operated a vehicle-mounted, SMS-broadcasting FBS in populated
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areas [3], and a device initially suspected to be an explosive in Paris was subsequently identified as an IMSI-
catcher employed for fraudulent purposes [4]. These cases share a common root cause that has persisted
from 2G systems through 5G deployments: a user device attaches to the base station presenting the strongest
received signal, and the broadcast information governing that decision is neither authenticated nor integrity-
protected prior to attachment. The false base station consequently remains one of the longest-standing
unresolved vulnerabilities in cellular security.

False base stations represent one extreme of a broader threat landscape confronting 5G and 6G net-
works. An FBS attack is characteristically stealthy and targeted: it impersonates legitimate infrastructure in
order to harvest subscriber identifiers, downgrade ciphering, inject spoofed emergency alerts, or overshadow
legitimate transmissions directed at specific victims [5-8]. At the opposing extreme are volumetric and
systemic threats that operate through resource exhaustion rather than concealment. Distributed denial-
of-service (DDoS) attacks and signaling storms saturate the radio access network or the 5G core with
connection requests or malformed control-plane traffic, thereby degrading or disabling service across an
entire region [9,10]. An effective defensive capability for a contemporary network cannot be specialized to a
single point on this spectrum. The same operational platform must be capable of identifying an individual
rogue cell that interacts with a small number of devices and of absorbing large volumes of spurious requests
arriving within a short interval.

The defensive paradigm available to address both extremes has changed substantially. Across the pro-
tocol stack, artificial intelligence (AI) and machine learning (ML) have advanced from research instruments
to the principal means of detecting behaviors that rule-based systems fail to capture. More significantly, Al
is increasingly being incorporated into the architecture of the next generation itself. The ITU-R Framework
for IMT-2030 elevates “Al and Communication” to a standalone usage scenario for the first time in any
generation of mobile standards and identifies ubiquitous intelligence as a defining capability of sixth-
generation systems [11]. The Open RAN architecture operationalizes this objective through the RAN
Intelligent Controller (RIC), which provides explicit deployment points, comprising near-real-time xApps
and non-real-time rApps, at which learning models are intended to operate as first-class network functions
rather than as external appliances [9,12,13]. The central defensive question for sixth-generation networks is
therefore no longer whether Al is capable of detecting an attack, but rather where within the architecture a
model should execute and how it should be integrated such that detection constitutes a native property of
the network.

The existing literature is least developed on precisely this question, and two gaps recur. The first concerns
depth of treatment. A substantial and expanding body of work demonstrates that a classifier, a deep neural
network, or a generative model can identify an FBS, a DDoS flow, or a signaling anomaly with high reported
accuracy; however, the majority of these studies conclude at the reporting of that result and leave the
deployment dimension unaddressed, including which network function hosts the model, which protocol
layer or plane supplies its input features, and what latency constraints the selected vantage point imposes.
For a practitioner, the distinction between an xApp performing sub-second inference on live traffic within
the near-real-time budget and an rApp conducting slower, above-one-second analytics over aggregated
measurement reports determines whether a defense is operationally deployable. The second gap concerns
breadth of coverage. Surveys typically address these threats in isolation, as exemplified by air-interface
security surveys [14] and federated-learning intrusion-detection surveys [15] considered separately. This
separation obscures the observation that FBS detection, DDoS detection, and signaling-storm detection
constitute, at the level of the underlying learning problem, instances of a single task, namely anomaly
detection under varying degrees of data scarcity. Articulating this shared structure, and demonstrating how
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alimited set of Al techniques transfers across all three threats, constitutes a contribution that current surveys
do not provide.

Table 1 positions this work relative to representative recent surveys along the dimensions relevant to an
Al-native defense. Prior surveys exhibit strength on individual axes, including standardization pathways [16],
optimization taxonomies [17], federated learning [15], and the adversarial threats introduced by Al itself [18].
To our knowledge, none jointly addresses the three threats under a common Al framework, organizes tech-
niques by their O-RAN integration points, treats the datasets that render learning feasible, and characterizes
the trajectory toward quantum-enhanced defense. The closest prior works are complementary rather than
overlapping: the 5G-to-6G security survey [16] is broad but not technique-organized, the federated-learning
survey [15] is single-technique, the review of machine-learning and transfer-learning strategies for intrusion
detection in 5G and beyond [19] treats detection techniques and their datasets in depth but does not address
where in the architecture a detector is deployed, and the adversarial-threat survey [18] concerns the security
of Al rather than Al for defense.

Table 1: Comparison with representative recent surveys. @: covered in depth; ©: partial; O: absent.

Al Technique =~ O-RAN/Arch. Datasets  Quantum

Survey FBS  DDoS Signaling Depth Integration Treated Outlook
Yu et al. [14] o © © O O O O
Yang et al. [16] O 0 O 0 [ D) O L
Mustafovski et al. [17] @) @) O ) © O O
Rezaei et al. [15] O © O © O O O
Noor et al. [19] O o 0 © O [ [ D)
Altintas et al. [18] O O O © © o ©
This work o o ) o () o o

The principal contributions of this survey are as follows.

« A cross-threat synthesis. Al-based defenses against false base stations, DDoS, and signaling storms
are surveyed jointly, establishing that they reduce to a common family of learning problems and that
techniques validated on one threat transfer to the others.

« Anintegration-oriented organization. The Al techniques are organized according to a fixed analytical
template, and each is associated with a deployment location within the O-RAN and AI-RAN architec-
ture, comprising UE on-device execution, the near-real-time RIC xApp, the non-real-time RIC rApp,
and the dedicated 5G-core network function. This organization relates the surveyed methods to their
deployment context and enables comparison across an otherwise heterogeneous literature; where a
deployment is the authors’ inference rather than reported by the source, this is marked explicitly and
the proportion of inferred assignments is reported.

o A data-scarcity account of the field. The three threats are shown to differ substantially in data
availability; this gradient is advanced as an organizing lens for the observed progression of techniques
from feature-based ML toward generative augmentation and quantum encoding, a progression that
also reflects general advances in machine learning rather than data conditions alone; and the relevant
datasets together with their evaluation pitfalls are consolidated.

o A forward agenda toward quantum-Al-native defense. The conditions under which quantum
machine learning can realistically operate within the RAN are assessed in light of current hardware
constraints, and concrete, evidence-supported open problems are identified, including threat-technique
combinations that the literature has not yet examined.
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The remainder of the paper is organized as follows, as summarized in Fig. 1. Section 2 presents the
review methodology, research questions, and selection criteria. Section 3 establishes the 5G/6G and Al-
RAN background and develops a taxonomy of the three threats. Section 4 surveys the Al-technique spine,
comprising classical ML, deep learning, generative models, federated learning, and large language models,
and maps each technique to its integration point. Section 5 synthesizes these results into an integration
map and a comparative selection framework. Section 6 consolidates the datasets, benchmarks, and eval-
uation practices. Section 7 examines the security of the AI defenses themselves and the remaining open
challenges. Section 8 sets out the future directions, centered on quantum-Al-native defense within the
RAN. Section 9 concludes.
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Al-Native Security for 5G and 6G

9 Conclusion

C r J
[ [ [ 1 1 1
2 Review 3 Background and 4 Al techniques for 5 Deployment 6 Datasets, 7 Security of the Al 8 Future directions:
methodolo threatgtaxonom 5G/6G threat architecture and benchmarks and defenses and open quantum-Al-native
Yy Y defense integration map evaluation challenges RAN

l

l

l

I

1

l

2.1 Research questions
and objectives

3.1 5G/6G architecture
and the AI-RAN

4.1 Classical machine
learning

5.1 O-RAN integration
points

6.1 Datasets across the
three threats

7.1 Adversarial
robustness of the Al
defenses

8.1 Quantum machine
learning and the data
frontier

|

l

l

I

1

l

2.2 Information sources
and search strategy

3.2 Threat taxonomy:
FBS, DDoS, and
signaling storms

4.2 Deep learning

5.2 Master integration
matrix

6.2 Evaluation metrics

7.2 Standardization and
deployment challenges

8.2 Athreat-suitability
matrix for quantum-Al-
RAN

|

l

l

l

l

2.3 Inclusion and
exclusion criteria

3.3 The data-scarcity
gradient across threats

4.3 Generative models
(GANs)

5.3 A decision aid for
technique selection

6.3 Reported detection
performance

7.3 Explainability and
operational trust

8.3 From UE-side to
RAN-side: a research
trajectory

|

2.4 Synthesis approach

l

4.4 Federated learning

l

4.5 Large language

l

l

6.4 Evaluation pitfalls

and best practices

7.4 Operational
lifecycle: drift and
continual learning

8.4 Al-native
deployment checklist

l

7.5 Open challenges

models and agentic Al

|

4.6 Cross-technique
comparison

Figure 1: Structure of this survey.

2 Review Methodology

This survey follows a structured, semi-systematic protocol informed by the PRISMA guidelines. We
describe it as semi-systematic because the Al-defense literature was identified through a reproducible
database search, whereas the foundational threat-background literature was assembled by citation tracing
(Section 2.2); we report this hybrid procedure explicitly rather than claim full PRISMA compliance. The
protocol comprises four elements: the research questions that define the scope (Section 2.1), the information
sources and search strategy used to identify candidate studies (Section 2.2), the inclusion and exclusion
criteria applied during screening (Section 2.3), and the approach used to synthesize the retained studies
(Section 2.4). The completed PRISMA 2020 checklist, reporting the location of each of the 27 items and
identifying those that are not applicable to a review of engineering methods, is provided in Appendix A.

2.1 Research Questions and Objectives

The survey is organized around three research questions that correspond to the what, the where and
how, and the what next of Al-based defense for 5G and 6G networks.
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«  RQI. Which AI techniques are used to defend 5G and 6G networks against false base station, DDoS,
and signaling-storm threats, and by what mechanism does each operate?

«  RQ2. Where within the 5G/6G and O-RAN architecture do these techniques integrate, and how are
their data sources, inference points, and latency constraints determined by that placement?

«  RQ3. What challenges remain unresolved, and under what conditions can a quantum-AlI-native defense
within the RAN address the data-scale and data-scarcity frontier?

RQI governs the technique survey in Section 4; RQ2 governs the integration analysis in Section 5; RQ3
governs the challenges and future directions in Sections 7 and 8. Each research question is revisited and
answered explicitly at the end of the corresponding section.

2.2 Information Sources and Search Strategy

The primary information source was the Scopus abstract and citation database, queried programmati-
cally through the Publish or Perish tool to ensure reproducibility of the result sets. Scopus was selected for
its coverage of the IEEE, ACM, Springer, Elsevier, and MDPI venues in which the relevant communications-
security literature appears. The search was conducted in June 2026 and covered publications from January
2017 to June 2026, a window that captures the emergence of learning-based cellular defense while remaining
contemporary with the O-RAN and IMT-2030 standardization activity.

The search strategy was decomposed into ten thematic query groups, each combining a technique
facet, a threat facet, and a network facet with Boolean operators. The groups are summarized in Table 2.
This decomposition was adopted in preference to a single broad query because the constituent literatures
differ by orders of magnitude in volume: DDoS detection in cellular networks is a mature topic, whereas
signaling-storm detection is a nascent one, and a single query tuned for recall on one would have suppressed
the other.

Table 2: Thematic query groups and records identified (Scopus, January 2017-June 2026).

Group Thematic Focus Records
A DDoS detection with Al in 5G/6G 162
B Signaling-storm/RRC-flooding detection 14
C GAN/generative augmentation for attack detection 269
D Federated learning for intrusion detection 494
E Classical ML/deep learning for FBS detection 26
F Quantum machine learning for network security 432
G Al-native 6G and O-RAN security framing 237
H Adversarial robustness of ML-based defense 625
I Datasets and benchmarks for intrusion detection 307
J LLM and agentic Al for cellular security 1055

Total identified 3621

The threat-background literature for Section 3, comprising the foundational false-base-station attack,
countermeasure, and protocol-security studies, was assembled as a curated reference set rather than through
the AI-keyword query groups, since these works predate the AI-defense literature and would not surface
under technique-facet queries. The database search was additionally complemented by a hand-search of the
2024-2026 proceedings of major security and networking venues, including USENIX Security, NDSS, IEEE
S&P, ACM CCS, INFOCOM, MobiCom, and SIGCOMM.



6 Comput Model Eng Sci. 2026;148(3):6

2.3 Inclusion and Exclusion Criteria

A record was included if it satisfied all of the following criteria: (i) it applied an AI, machine-
learning, deep-learning, federated-learning, generative, or quantum-learning technique; (ii) the technique
was directed at detecting or mitigating a false base station, DDoS, signaling-storm, or a closely related 5G/6G
access- or core-network threat; (iii) it was a peer-reviewed publication or a citable preprint dated between
2017 and 2026; and (iv) it described the method in sufficient detail to permit classification by technique and
deployment location.

A record was excluded if it satisfied any of the following criteria: (El) it presented only a non-Al
countermeasure; (E2) it addressed a non-cellular domain without transferable relevance; (E3) it lacked
technical detail sufficient for classification; (E4) it constituted a superseded earlier version of an included
work; or (E5) it was not available in English. Foundational threat-background references in Section 3 were
exempt from inclusion criterion (i) and, correspondingly, from exclusion criterion (E1), as their role is to
characterize the threats rather than to provide Al-based defenses.

2.4 Synthesis Approach

The retained records were de-duplicated across the ten query groups, reducing the 3621 identified
records to 3141 unique records. Title and abstract screening against the criteria of Section 2.3 excluded the
large majority as off-topic, non-Al, non-cellular, or insufficiently detailed for classification, and full-text eligi-
bility assessment of the remainder retained the AI-defense studies that form the systematic component of the
corpus. The flow is reported at the level of identified (3621), de-duplicated (480 duplicates removed), unique
(3141), and included records. Together with the curated threat-background and standardization references
identified by citation tracing, the cited corpus comprises 177 studies; the identification, de-duplication, and
screening flow is shown in Fig. 2.

( 1\
Identification

3,621 records from Scopus
(10 thematic query groups, A-J)

v

De-duplication
3,141 unique records
(480 duplicates removed)

. J
v
- Excluded: non-Al
Screening countermeasures, non-cellular,
records assessed against > insufficient detail, superseded
inclusion/exclusion criteria versions, non-English

v

Included in synthesis: 177 studies

Al-defense studies (systematic search)
+ curated threat background
+ standardization references

Figure 2: PRISMA-style flow of the systematic search. The 177-study corpus combines the AI-defense studies retained
by the systematic Scopus search with a curated set of foundational threat-background and standardization references
(Section 2.2).
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Each included Al-defense study was then characterized along three axes: the AI technique family it
employs, the threat it addresses, and the architectural location at which its model operates. To impose com-
parability across an otherwise heterogeneous literature, every technique surveyed in Section 4 is described
using a single fixed template: operating principle, integration point (where), data-to-decision pipeline (how),
threat fit, data regime, strengths and limitations, and representative studies. This template is the instrument
through which the survey converts a collection of individual results into the integration map of Section 5. The
classification additionally exposed which technique-threat combinations are densely populated and which
are absent from the literature; the latter are reported as open directions in Section 8.

3 Background and Threat Taxonomy

This section establishes the technical context required for the remainder of the survey. Section 3.1
summarizes the elements of the 5G/6G architecture that determine where a defense can observe and act,
including the O-RAN intelligent control loop that makes native AI deployment possible. Section 3.2 develops
a taxonomy of the three threats considered in this work. Section 3.3 then advances the observation that
organizes the rest of the paper: the three threats differ systematically in the availability of training data, and
this gradient helps organize the trajectory of Al techniques surveyed in Section 4.

3.1 5G/6G Architecture and the AI-RAN Control Loop

A cellular network is conventionally partitioned into the user equipment (UE), the radio access network
(RAN), and the core network. In 5G, the RAN consists of next-generation base stations (gNBs) and the core
is the service-based 5G Core (5GC). Communication is further divided into a control plane, which carries
signaling for connection management, mobility, and security, and a user plane, which carries subscriber
traffic. The security procedures that protect a subscriber, including mutual authentication and key agreement
and the subsequent ciphering of traffic, are specified in the 5G security architecture [20]. A defense can be
positioned at any of these locations, and the choice is consequential: the UE observes the radio environment
directly but in isolation, the gNB and RAN observe many devices but only their own cell, and the 5GC
observes aggregated signaling but is removed from the air interface (Fig. 3).

Service Management and Orchestration [T RIC / control () RAN function (') 5GC function
Non-RT RIC
—— O-RAN interfface —— 3GPP interface ----- O1 mgmt
(oo | [Craep | [ raep |
[ Non-RT Framework ]
Al
‘ Near-RT RIC
o1+ [Lxam | [ xaep | [ xaep |

[ Near-RTFlramework ] [ AUSF ] [ NSSF } { UDM ] [ NRF }

E2 E2 I [ I [

TNZ{AMF}[SMF][PCF}

353

N4
N3 N6
O-RU —UPF @
RAN 5G CN

Figure 3: The 5G/6G and O-RAN architecture.
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The decisive property for false base station attacks lies in the initial access procedure. Before a UE
can authenticate, it must select a cell, and it does so by measuring the reference signals of nearby base
stations and reading the unprotected system information broadcast on the downlink, governed by the
idle-mode procedures of the standard [21]. The radio resource control (RRC) protocol then establishes a
connection, after which non-access stratum (NAS) signaling with the core triggers authentication [22]. The
structural vulnerability is that the information used for cell selection is transmitted, and acted upon, before
any authentication has occurred. A device cannot, in general, distinguish a legitimate base station from an
impostor at the moment it commits to attachment (Fig. 4).

UE NG-RAN (gNB) 5GC

Cell Search
(SSB acquisition — PSS / SSS)

PHY L <

Sysinfo | | System Information Acquire
Acquire | (MIB on PBCH / SIB1 on PDSCH etc.)

Msg1: PRACH Preamble

>

MAC
_Msg2: Random Access Response

(RAPID, TC-RNTI, TA, UL grant)

Msg3: RRC Setup Request
(5G-S-TMSI-Part1 or random value)
Msg4: RRC Setup
N (UE Contention Resolution Identity)
RRC Setup Complete

RRC

Registration Request

(5GS Mobile Identity: SUCI or 5G-GUTI; Requested NSSAI)
Identity Request / Response

(SUCI — derived from SUPI via HPLMN public key)
Authentication Request / Response
(5G-AKA: RAND, AUTN, ngKSI, ABBA / RES*)
Security Mode Command / Complete
(NIA-x, NEA-X, ngKSI; IMEISV)
Registration Accept / Complete
(new 5G-GUTI, TAl list, Allowed NSSAI, etc.)

NAS

A
Y

A
Y

PDU : PDU Session Establishment
Session | ! (DNN, S-NSSAI, PDU Session ID, allocated IF, QoS rules) — user-plane active

A
4

Figure 4: The initial-access procedure in 5G. The pre-authentication window (cell search and RRC connection setup,
which precede NAS authentication) is the interval during which the UE reads and acts upon unauthenticated broadcast
system information; this window is the structural basis of the FBS threat.

Formal and systematic analyses of the 4G and 5G control-plane procedures have repeatedly con-
firmed that this and related pre-authentication windows admit exploitable behaviors [23-27]. This
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pre-authentication window is specific to the FBS, but the underlying architecture is not: the partition into
UE, RAN, and core fixes the observation points for all three threats. The signaling storm and the distributed
denial of service are observed not at the air interface but at the RAN aggregate and the core control plane.

The 6G vision, as expressed in the IMT-2030 framework, designates AI as a native capability of
the network rather than an external adjunct [11]. The architectural mechanism that operationalizes this
designation is the Open RAN (O-RAN) RAN Intelligent Controller (RIC), defined in the O-RAN Alliance
architecture [28]. The RIC defines two control loops at different time scales. The non-real-time RIC hosts
applications termed rApps and operates above the one-second time scale, making it suitable for training,
analytics, and policy generation over aggregated data. The near-real-time RIC hosts applications termed
xApps and operates between ten milliseconds and one second, making it suitable for inline detection and
control actions on live traffic [9,12]. These two slots, together with the UE on-device location and the
dedicated 5GC network function, constitute the set of deployment points to which Section 5 maps each Al
technique. The significance of the RIC for the present survey is that it provides standardized, named locations
at which a learning-based defense can reside as a first-class network function, a possibility that did not exist
in earlier generations [13,29].

3.2 Threat Taxonomy: FBS, DDoS, and Signaling Storms

The three threats considered in this survey are summarized in Table 3 and detailed below. They are
selected because they span the operational spectrum from concealed and targeted to overt and systemic, and
because, despite this diversity, they reduce to a common learning problem, as Section 3.3 argues. We bound
the scope to these three because each has a substantial Al-defense literature and together they cover that
spectrum; closely related threats such as radio jamming, physical-layer eavesdropping, and GNSS or timing
spoofing share methods with those surveyed here but fall outside the access- and core-network focus we
adopt, and we note them only where a surveyed technique transfers to them.

Table 3: Taxonomy of the three threats considered in this survey.

Property False Base Station Signaling Storm DDoS

Volumetric,

Character Stealthy, targeted
control-plane

Volumetric, systemic

Malicious/malfunctioning Botnet of compromised

Adversar Passive or active impostor
y P UEs devices
Identity exposure, tracking,
Primary objective message injection, Control-plane exhaustion =~ RAN/core exhaustion
downgrade
Best observation ~ UE radio environment; RAN RAN/5GC; network
) RAN/5GC control plane ,
point aggregate reports slice
L . Pre-authentication, High volume, weak Malicious vs. legitimate
Principal difficulty . . .
unauthenticated broadcast attributability surge at scale

False base stations

A false base station, also termed a rogue base station or, in its passive form, an IMSI-catcher, is an
unauthorized transmitter that impersonates legitimate network infrastructure by broadcasting attractive
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system information so that nearby devices select it [5,30]. The adversary may be passive, merely collecting
identifiers and signaling, or active, engaging the victim device in protocol exchanges. The attack objectives
form a spectrum of escalating capability. At the least intrusive end, the FBS exposes persistent or temporary
subscriber identifiers, enabling identification and location tracking; commodity hardware has made such
IMSI-catchers inexpensive to construct [31], and container-based methods have shown how rogue-cell
attacks can be scaled [32]. Operator-deployed small cells expand the surface further, as the first systematic
assessment of 4G LTE femtocells shows [33], and recent work refines IMSI-catching to minimize the service
disruption that would otherwise betray it [34]. More capable attacks inject crafted messages, including
spoofed public-warning and emergency alerts [7], exploit paging procedures to infer presence [35], or force
a victim onto a less protected radio access technology through bidding-down [36]. A distinct and powerful
class dispenses with the full rogue cell and instead overshadows legitimate signals at the physical layer,
injecting or modifying messages while the victim remains connected to the genuine network [6,8]. Beyond
the rogue cell itself, a family of protocol-level attacks exploits weaknesses in the authentication and session
procedures, including impersonation in 4G networks [37], the Ghost Telephonist hijack of circuit-switched
fallback [38], key-reinstallation and replay attacks on the NAS layer [39,40], and privacy threats in the
authentication and key agreement protocol that enable activity monitoring [41]. Systematic studies have
catalogued practical attacks on the privacy and availability of 4G and 5G access [42,43], device identification
from the attach request [44], and the leakage of application identity from encrypted traffic through finger-
printing [45,46]. The 5G subscription concealed identifier mitigates the simplest identity-exposure attacks
by encrypting the long-term identifier [47], but backward compatibility and the unauthenticated broadcast
surface ensure that the threat persists in practice, as the real-world incidents of Section I demonstrate.
The standardization response is itself ongoing: the 3GPP study on 5G security enhancements against FBS
catalogues candidate countermeasures, such as digital signing of system information, together with their
deployment costs and residual limitations [48].

Conventional false base station detection

Before the learning-based methods that are the subject of this survey, a substantial body of work
approached FBS detection through hand-crafted rules, signatures, and measurement heuristics, and this
work establishes the baseline that AI methods seek to surpass. Crowdsourced and distributed systems
aggregate measurements from many devices or sensors to locate anomalous cells, as in FBS-Radar [49] and
the city-wide SeaGlass sensor network [50]. Device-side applications and catcher-catchers flag suspicious
cells from locally observable indicators [51,52], and device-centric protocol monitoring extends this to
richer signaling features [53]. Specification-based methods detect misbehavior by checking observed traffic
against the expected protocol [54], radio-frequency fingerprinting attributes transmissions to forensic
signatures [55], and multi-step approaches combine indicators to detect both the rogue station and the
attacks it enables [56]. Further proposals address detection during handover [57], defensive link routing [58],
and the verifiable authentication of public-warning messages [59], while measurement studies assess how
widely the 5G security enhancements that would blunt these attacks are actually deployed and detectable in
practice [60,61]. The common limitation of these approaches, their dependence on fixed rules and anticipated
signatures, is precisely what motivates the learning-based detection surveyed in Section 4.

Distributed denial of service

DDoS attacks against cellular networks aim to exhaust finite resources at the RAN or the core so that
legitimate service is degraded or denied. The expansion of the attack surface in 5G is driven by two factors:
the proliferation of massive machine-type and IoT devices, which can be conscripted into botnets, and
the introduction of network slicing, which multiplies the logical targets that must each be protected [10].
Unlike the FBS, the DDoS adversary does not conceal its presence; the defensive difficulty arises instead
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from distinguishing malicious volume from legitimate surges and from the scale at which detection must
operate. The availability of compromised user terminals as attack origins has been documented in operational
5G traces [62], and location-aware variants demonstrate that denial of service can be directed with spatial
precision rather than applied indiscriminately [63].

Signaling storms

A signaling storm is a control-plane denial-of-service attack in which a population of devices, whether
malicious or malfunctioning, generates a surge of signaling procedures that overwhelms the RAN or the 5GC,
even when the user-plane traffic volume remains modest. Characteristic instances include floods of RRC
connection requests, abuse of the random-access procedure, and exploitation of the RRC inactivity timer
to maximize signaling churn [9,64]; sub-use cases specific to the disaggregated O-RAN architecture have
been characterized together with ML-based detection [65]. Related control-plane attacks include random-
access failure through timing-advance misalignment [66], energy-efficient jamming of the downlink control
channel [67], relay of unprotected RRC broadcast messages [68], and covert denial of service over the O-RAN
open fronthaul [69]; in the wireless-blackhole attack a fake base station strands users by manipulating RRC
broadcast [70]. Systematic fuzzing of the RAN-core interface has exposed many of the input-validation
flaws these attacks exploit [71]. The signaling storm occupies an intermediate position between the FBS and
the DDoS. Like the DDoS, it is volumetric and systemic; like the FBS, it is difficult to attribute, because
the offending devices continually change temporary identifiers and frequently abandon procedures before
authentication completes, leaving the network unable to bind the activity to an authenticated subscriber [72].
This combination of high volume and weak attributability makes the signaling storm the most analytically
demanding of the three for a rule-based defense, and a natural candidate for learning-based detection.

Table 4 complements the conceptual taxonomy by classifying the primary-literature attacks discussed
above according to their threat and attack class, thereby consolidating the substantial body of studies cited
in this subsection into a single comparative view.

Table 4: Representative primary-literature attack and vulnerability studies by threat, organized by attack class.

Threat Attack/Vulnerability Class Representative Studies
Identity exposure, tracking (IMSI-catching) [30-32,34]
e 1 . 3
False base station Message injection; ph).fs1cal layer 9vershadow1ng £6 ]
Protocol/AKA-layer impersonation and replay [37,38,41]
Systematic attack surveys; traffic fingerprinting [42,43,45]
. . RRC/RACH floods, inactivity-timer abuse [9,64,65]
Signaling storm . . -
Control-plane variants; RAN-core fuzzing [66,67,69,71]
DDoS Expanded 5G surface (massive IoT, slicing) [10]
UE-as-attacker; location-aware denial of service [62,63]

3.3 The Data-Scarcity Gradient across Threats

The three threats differ not only in mechanism but, more consequentially for an Al-based defense, in
the availability of the labeled data on which learning depends. This difference is systematic, and it forms a
gradient that the remainder of the survey treats as its organizing principle (Fig. 5).
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Figure 5: The data-scarcity gradient across the three threats. Data availability decreases from DDoS to signaling storms
to false base stations, and the dominant Al response shifts accordingly, motivating the technique ordering of Section 4.

At one end, DDoS detection is comparatively data-rich. Public benchmark datasets of denial-of-service
traffic exist and have been extended to the cellular setting, and the volumetric nature of the attack means
that abundant positive examples can be generated in a testbed without difficulty. A supervised classifier
can therefore be trained directly, and much of the DDoS literature surveyed in Section 4 proceeds on this
assumption. Signaling-storm detection occupies the middle of the gradient. Realistic data is scarcer, because
reproducing control-plane storms requires a faithful RAN or O-RAN testbed rather than a generic traffic
generator, and consequently the available evidence rests largely on simulation and on a small number of
testbed studies [9,72].

False base station detection sits at the data-starved extreme. There is no public corpus of real FBS
attacks at scale, both because such attacks are sporadic and because capturing them requires privileged
access to device-level radio measurements that are not ordinarily exposed. The field has responded in two
characteristic ways, each of which prefigures a technique surveyed later. The first response is to build the
data-collection capability that does not otherwise exist, by extracting and labeling the cellular diagnostic
information available on the device; the MODI dataset, which captures NAS and RRC attack and normal
traffic, is an instance of this approach [73]. The second response is to manufacture the missing data
synthetically, using a generative adversarial network to produce realistic FBS attack samples where real ones
cannot be obtained [74].

This gradient is the organizing lens of the technique survey. It offers one account of the order in which the
five technique families of Section 4 are presented: where data is abundant, supervised methods, classical or
deep, can be trained directly; as data becomes scarcer, the field turns first to generative augmentation, which
manufactures training examples, then to federated learning, which pools distributed and privacy-sensitive
data across operators without centralizing it, and finally to large language models, whose broad pretraining
substitutes for task-specific labels at the data-scarce extreme. We advance the gradient as a useful axis for
comparison rather than as a sole cause. The same progression also reflects general advances in machine
learning, including greater representational capacity and available compute, that hold independently of
data availability; the alignment between data conditions and technique adoption is therefore a correlation
we observe, not a causal mechanism we establish. With that caveat, the gradient organizes the survey
and motivates the quantum-enhanced methods of Section 8, whose advocates argue that quantum feature
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encoding is most valuable in the high-dimensional, low-sample regime that the data-starved end of this
gradient represents.

4 Al Techniques for 5G/6G Threat Defense

This section surveys the five families of AI technique that constitute the defensive repertoire
against the three threats: classical machine learning (Section 4.1), deep learning (Section 4.2), genera-
tive models (Section 4.3), federated learning (Section 4.4), and large language models and agentic Al
(Section 4.5). Section 4.6 then compares them directly. The families are presented in an order that broadly
follows the data-scarcity gradient of Section 3.3, as illustrated in Fig. 6: classical methods, which require clean
labeled features; deep methods, which require large volumes of data; generative methods, which manufacture
data that is otherwise unavailable; federated methods, which pool data that cannot be centralized; and
large language models, which substitute broad pretraining for task-specific data and so operate at the data-
scarce end. Each family is described using a single fixed template, comprising its operating principle, its
integration point within the architecture (where), its data-to-decision pipeline (how), the threat to which it
is best suited, its data regime, its strengths and limitations, and the representative studies that instantiate it.
This uniform treatment is what permits the cross-technique comparison of Section 4.6 and the integration
map of Section 5; it also distinguishes a structured survey from a catalogue, because the where and how fields
situate each method in a concrete deployment context rather than leaving it as an abstract result.

Decreasing data availability —>

o

Data-rich c————— $» Data-scarce

= I = p N
Classical W Deep W GANs Federated LLMs /
ML learning | learning ‘ agentic

- s
Typical FBS detection Signaling storm detection FBS data augmentation DDoS detection Zero/few-shot
use cases (synthetic data) response & reasoning
A
UE / xApp xApp / 5GC rApp TApp rApp / SOC
Data @ High data Moderate data ] Low data €22 Very low data €22 Scarce to zero-shot
regime availability availability = availability (__ availability L_., data availability
Key @ Well-understood, @ High accuracy, G) Generate diverse, @ Privacy-preserving, @ Reasoning, generalization,
strength interpretable models feature learning realistic samples cross-domain learning & adaptive responses

Figure 6: The Al-technique spine arranged along the data-scarcity gradient of Section 3.3, with large language models
added at the data-scarce end via pretraining.

4.1 Classical Machine Learning

Principle. Classical machine learning denotes the family of shallow, non-deep models, including decision
trees, random forests, support vector machines, gradient-boosted ensembles such as XGBoost, and k-
nearest-neighbor classifiers, applied to features that an engineer has explicitly designed. The model does
not learn a representation; it learns a decision boundary over a representation that is supplied to it. For
cellular defense, the engineering of those features from radio and protocol measurements is where most of
the difficulty, and most of the value, resides.

Where. Because classical models are computationally inexpensive at inference time, they admit the widest
range of deployment locations of any family considered here. A trained random forest can execute on the
UE itself, consuming the device’s own radio measurements, or within the near-real-time RIC as an xApp
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that scores aggregated measurement reports from many devices. The training step, by contrast, is performed
offline. This combination makes classical ML the natural occupant of the on-device and near-real-time
positions in the integration map of Section 5.

How. The pipeline begins with the collection of measurements that the device or the network already
produces. For false base station detection, the canonical features are derived from the reference signal
received power and related radio measurements, supplemented by fields read from the broadcast system
information; from these, a classifier learns to separate the radio signature of a legitimate cell from that of
an impostor [75]. The features are extracted, normalized, and presented to the trained model, which emits
a per-sample or per-cell verdict. The interpretability of the resulting decision, traceable to specific feature
values, is an operational advantage when an analyst must justify a response.

Threat fit. Classical ML is best suited to false base station detection, the data-starved end of the gradient.
The reason is instructive: although labeled FBS data is scarce in aggregate, each individual sample is rich
in engineered features, and shallow models generalize from comparatively few examples where a deep
network would overfit. A network-side 5G function for FBS detection built on a machine-learning classifier
demonstrates the approach at the RAN [76], while ensemble methods combining temporal and graph
features illustrate its extension to more structured signals [77]. The same family also serves the data-rich
DDoS setting, where feature-selection methods identify the small set of traffic attributes that most efficiently
separate attack from background [78,79].

Data regime. Classical methods are the appropriate choice when labeled data is limited but informative
features can be hand-designed. They degrade when the discriminating structure is not expressible in
engineered features, and they do not adapt to attack variants that fall outside the feature design. Their
dependence on expert feature engineering is simultaneously their strength in the low-data regime and their
limitation as attacks evolve.

Strengths and limitations. The strengths are low inference cost, suitability for on-device and near-real-time
deployment, interpretability, and effectiveness with modest training data. The limitations are brittleness to
distribution shift, a ceiling on accuracy imposed by the quality of the hand-designed features, and limited
capacity to detect novel attacks whose signatures were not anticipated. Several recent studies address the
brittleness directly by combining multiple classifiers into robust ensembles, including for attack detection
within Open RAN [80,81].

Representative studies. RSRP-based feature classifiers for FBS detection [75]; a machine-learning 5G
network function for FBS detection [76]; ensemble and temporal-graph approaches [77,80]; rogue base
station detection by machine learning in industrial settings [82,83]; hybrid feature-selection classifiers for 5G
DDoS and for the protection of 5G network slices [78,84]; and lightweight two-stage classifiers that balance
detection accuracy against operational efficiency [85]. In-device detection of control-plane threats from the
temporal and spatial consistency of broadcast messages [86] and latency-anomaly detection of SIMBox fraud
at the cellular edge [87] extend the family to the device and the edge.

4.2 Deep Learning

Principle. Deep learning replaces hand-designed features with representations learned directly from data.
Three architectural families recur in cellular defense. Convolutional networks extract spatial structure from
signal or image-like representations; recurrent networks and their gated variants, together with transformers,
model the temporal structure of signaling and traffic sequences; and autoencoders learn a compressed model
of normal behavior whose reconstruction error serves as an unsupervised anomaly score. The common
premise is that the discriminating structure is too complex to specify by hand and must be learned.
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Where. Deep models are more demanding at both training and inference than classical models, which
shifts their natural deployment locations. Training is performed offline or within the non-real-time RIC.
Inference may occur within the near-real-time RIC as an xApp when the model is compact enough to meet
the sub-second budget, or at the 5GC control-plane boundary where signaling sequences are observed.
Lightweight and quantized variants are an active concern precisely because the near-real-time budget
constrains model size.

How. For signaling-storm detection, the input is a sequence of control-plane events, and a recurrent or
attention-based model learns the temporal signature that distinguishes a storm from legitimate high load,
a pipeline shown in Fig. 7. A temporal-attention LSTM applied to next-generation application-protocol
signaling at the 5GC boundary exemplifies this pipeline [88]; adaptive-threshold and extreme-value-theory
detectors for RRC signaling storms in Open RAN provide the strong statistical baselines against which such
sequence models are measured [89,90]. For DDoS, the input is flow or packet-level traffic, and convolutional,
transformer, or hybrid models classify it; transformer-based detectors operating on cellular intrusion datasets
illustrate the current state of the art [91,92], including dual-branch transformers over multivariate 5G user-
plane key performance indicators [93], and convolutional and mixture-of-experts architectures have been
applied to 5G intrusion detection [94]. Where labels are scarce, autoencoders trained only on normal traffic
can flag deviations from it without requiring attack examples [95,96].

1. Signaling-event 2. Embedding 3. Recurrent / 4. Anomaly score
sequence attention model
()) o Sy &
* » y e D
O=0F O=0 D » , r
. i~ 0 [ Alert
O
Ordered sequence of ‘ Map discrete events Capture temporal Output anomaly @
control-plane messages to dense vectors dependencies and score / probability Normal
(e.g., attach, auth, handover, (event / positional context (e.g., LSTM, (e.g., 0 = normal,
context setup, release) embeddings) GRU, Transformer) 1 = anomalous)

Figure 7: A representative deep-learning detection pipeline for control-plane signaling.

Threat fit. Deep learning is best suited to the signaling storm, whose defining feature is temporal: the attack
manifests as an abnormal sequence of control-plane procedures rather than as a static per-sample signature,
and sequence models are designed for exactly this structure. It is equally effective against DDoS, where the
abundance of traffic data satisfies its appetite for examples. It is least naturally suited to false base station
detection, where the scarcity of data invites overfitting unless augmentation or transfer learning is applied;
the one prominent deep-learning FBS result in this survey is a quantum-enhanced model treated separately
in Section 8 [97].

Data regime. Deep methods are data-hungry. They excel where data is abundant, as in DDoS, and where
temporal structure provides additional signal, as in signaling storms. In the data-starved FBS regime they
require either the generative augmentation of Section 4.3 or explicit transfer learning to remain viable.

Strengths and limitations. The strengths are high accuracy, the elimination of manual feature engineering,
and a native capacity to model temporal and spatial structure. The limitations are a dependence on large
training sets, a computational cost that can conflict with the near-real-time latency budget, and reduced
interpretability, which has prompted a parallel line of work coupling deep detectors with explainability
methods [98].
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Representative studies. Temporal-attention LSTM for 5GC signaling anomalies [88]; adaptive-threshold
and extreme-value-theory detectors for RRC storms [89,90]; transformer, spatiotemporal, and hybrid CNN-
LSTM models for cellular DDoS [78,91,92]; autoencoder-based unsupervised anomaly detection [95,96]; and
explainable real-time DDoS detection [98].

4.3 Generative Models

Principle. A generative adversarial network learns the distribution of a dataset by training a generator to
produce samples that a discriminator cannot distinguish from real ones. In cellular defense the objective
is rarely generation for its own sake; it is augmentation. By synthesizing realistic attack samples, a GAN
compensates for the scarcity and class imbalance that otherwise cripple a supervised detector. This makes
the generative family the field’s direct response to the data-starved end of the gradient.

Where. Data synthesis is a training-time activity, not an inline one. A GAN therefore resides offline or within
the non-real-time RIC as an rApp, where it manufactures or rebalances the training corpus. The detector
that consumes the synthetic data is then deployed wherever its own family dictates, whether on the UE, in
an XApp, or at the core. The generative model and the deployed detector occupy different locations in the
integration map, a separation that Section 5 makes explicit.

How. The pipeline, depicted in Fig. 8, trains a GAN on the limited real samples that do exist, generates
additional synthetic attack samples, and augments the training set of a downstream classifier with them.
For false base station detection, a GAN has been used to create realistic FBS attack data in 5G where real
captures are unavailable [74]. For DDoS, a conditional tabular GAN synthesizes 5G-core traffic to train a
detector [99], broader studies compare GAN- and diffusion-based augmentation for intrusion detection
and pair synthesis with explainability [100,101], and generative synthesis is combined with oversampling to
correct class imbalance in Open RAN intrusion detection [102].
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Figure 8: GAN-based data augmentation as the field’s response to FBS data scarcity.

Threat fit. Generative augmentation is best suited to false base station detection, where data is scarcest and
the alternative, building an on-device collection pipeline such as MODI, is costly. It also serves DDoS and
intrusion detection wherever class imbalance suppresses the detection rate of minority attack classes [103].
It is least relevant to the data-rich settings where sufficient real examples already exist.

Data regime. In cellular defense the generative family is deployed for the data regime it addresses: scarcity
and imbalance. It requires a seed of real samples from which to learn, and its value diminishes as that seed
grows, since abundant real data renders synthesis unnecessary.

Strengths and limitations. The strengths are the direct mitigation of data scarcity and class imbalance
and a measurable improvement in minority-class detection. The limitations are the training instability
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characteristic of adversarial objectives, the difficulty of verifying that synthetic samples are realistic rather
than artifactual, and a dual-use hazard: the same generative capability that augments a defender’s training
set can be turned to craft adversarial attacks against detectors, a risk examined in Section 7 [104,105].

Representative studies. GAN synthesis of FBS attack data [74]; conditional tabular GAN for 5GC DDoS$
traffic [99]; comparative GAN and diffusion augmentation for 5G intrusion detection [100]; conditional
GAN dataset synthesis [103]; synthesis coupled with explainable detection [101]; and a systematic account
of generative models and large language models across the 6G architecture, which situates defensive
augmentation within the wider set of generative network functions [106].

4.4 Federated Learning

Principle. Federated learning trains a shared model across many nodes without moving their data to a central
location. Each node trains locally on its own data and transmits only model updates, which a coordinator
aggregates into a global model that is redistributed. The motivation in cellular defense is twofold: the data that
would most improve detection is distributed across base stations and operators, and it is privacy-sensitive
and often legally constrained, so it cannot be pooled directly. Federated learning is therefore the response to
a data regime in which data is not absent but unshareable.

Where. Federated learning is intrinsically distributed. The non-real-time RIC is the natural coordinator,
orchestrating training rounds across gNBs or across operators, while the resulting global model is deployed
downstream to xApps, network functions, or devices. The technique thus spans the integration map
rather than occupying a single point, and its defining infrastructural requirement is the aggregation and
communication fabric that connects the nodes.

How. Each participating node, whether a base station, an edge server, or an operator domain, trains a
local detector on its own traffic; the updates are aggregated, often with secure-aggregation or privacy-
preserving protocols, into a global model, an arrangement shown in Fig. 9. For DDoS detection across
5G-core virtualized network functions, a federated scheme combining gradient boosting and deep learning
has been demonstrated [107], and further studies extend federated DDoS detection to cyber-physical and
edge settings and to public benchmark traffic [108-110]. Transfer-learning variants address the non-identical
data distributions across nodes [111]. Federated graph neural networks and mixture-of-experts detectors
accommodate the heterogeneity of distributed 5G traffic [112,113], and outlier-aware federated autoencoders
detect control-plane anomalies, such as those in the packet-forwarding control protocol of the 5G core, under
limited labels [114].

Threat fit. Federated learning is best suited to DDoS, whose detection benefits most from a cross-domain
view that no single operator possesses, and whose traffic is both abundant and privacy-sensitive. It applies
equally to the broader intrusion-detection problem in 5G and beyond [15,115]. Its application to false base
station detection across operators is, notably, absent from the surveyed literature, a gap that appears as
an empty cell of the technique-threat coverage matrix presented in Section 5 and is carried into the open
challenges of Section 7.5.

Data regime. Federated learning addresses the regime in which data exists in quantity but is distributed and
unshareable. It does not manufacture data, as a GAN does, nor does it reduce the data requirement, as a
classical model does; it relaxes the constraint that the data be centralized.

Strengths and limitations. The strengths are privacy preservation, cross-operator collaboration, and
scalability to many nodes. The limitations are communication overhead, sensitivity to non-identically
distributed data across nodes, and a distinctive security exposure: because training is delegated to untrusted
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nodes, federated learning is vulnerable to model-poisoning, which has motivated adversarially resilient and
verifiable-privacy variants examined in Section 7 [116,117].
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Figure 9: Federated learning across operator and RAN domains, coordinated by the non-real-time RIC.

Representative studies. Federated gradient-boosting and deep learning for 5GC DDoS [107,118]; federated
DDoS detection for cyber-physical and edge networks [108,109]; federated detection on public DDoS
benchmarks [110]; federated transfer learning for non-IID 5G data [111]; and surveys of federated intrusion
detection for 5G and beyond [15].

4.5 Large Language Models and Agentic Al

Principle. Large language models (LLMs) are large transformer networks pretrained on broad corpora;
they are applied to security through their capacity for few-shot and zero-shot reasoning over text and text-
serialized data and, in agentic configurations, for multi-step planning and action. Two uses recur: as detectors
that classify or reason about serialized traffic, logs, and specifications, and as agents that close the loop from
detection to response. They are distinguished from the deep models of Section 4.2 by pretrained knowledge
that reduces the need for task-specific labeled data, inverting rather than satisfying the data assumption of
the earlier families.

Where. LLMs are the most computationally demanding family surveyed. Inference latency and resource cost
place them at the non-real-time RIC (rApp), at the edge or cloud, or in the security-operations layer, not on
the inline near-real-time path. Local, on-premise deployment is an active concern where 5G configuration
data is too sensitive to transmit to a cloud-hosted model [119], and agentic frameworks reside at the non-
real-time RIC, orchestrating detection-and-response loops [120-122].

How. For detection, traffic, flows, or logs are serialized to text and presented to the LLM, which classifies
or flags anomalies, frequently with a natural-language explanation [123-127]. A second pattern applies
LLM:s to specifications and protocols, parsing 3GPP documents to extract security requirements and detect
vulnerabilities [128,129]. Retrieval-augmented and knowledge-graph variants ground the model in cyber-
threat intelligence to limit hallucination [130,131]. Agentic frameworks add a planning-and-action loop that
proposes and executes mitigations [120,121]. These two roles, detection and agentic response, are illustrated
in Fig. 10.
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Figure 10: The two roles of large language models in 5G/6G defense. Serialized traffic and logs, 3GPP specifications,
and retrieval-grounded threat intelligence are processed by a pretrained LLM that both detects and explains threats
and, in agentic configurations, plans and executes mitigations against the RAN or core, closing the loop. The latency
profile sites the model at the non-real-time RIC or in the security-operations layer.

Threat fit. LLMs suit two regimes. The first is the data-scarce and zero-day regime: pretrained knowledge
enables zero-shot and few-shot detection where labeled examples are absent, aligning LLMs with the FBS
and specification-analysis end of the gradient [128,132]. The second is the response-and-operations regime
that the other families do not address, namely triaging alerts, explaining decisions, and closing the loop to
mitigation [120,131]; autonomous threat-hunting agents already demonstrated within 5G networks indicate
the operational regime that agentic LLM configurations are being positioned to occupy [133]. Across the
three threats they have been applied to 5G/6G anomaly and intrusion detection [123,130,134], to O-RAN-
sited security [135,136], and to 5G protocol and vulnerability analysis relevant to FBS and signaling [128,129].
The same transformer machinery is concurrently being adopted for 6G network functions beyond security,
which is what makes its co-location with the defense pipeline architecturally plausible [137].

Data regime. LLMs invert the data assumption of the supervised families: pretraining substitutes for
task-specific labels, making them most valuable where labels are scarce. The cost is a different scarcity,
namely compute and, for fine-tuning, domain data, together with a dependence on grounding to control
hallucination.

Strengths and limitations. The strengths are few- and zero-shot capability, native explainability, the ability
to reason over heterogeneous text and specifications, and a path to agentic response. The limitations are
an inference cost incompatible with the near-real-time budget, hallucination and the consequent need for
retrieval grounding, sensitivity to prompt and serialization, privacy concerns that motivate local deploy-
ment [119], and a large attack surface of their own, including prompt injection and adversarial inputs, which
is an instance of the security-of-Al problem of Section 7.

Representative studies. Anomaly and intrusion detection in 5G/6G [123-125,130,134]; O-RAN-sited and
agentic frameworks [120,121,132,135,136]; 5G protocol and vulnerability analysis [119,128,129]; and explain-
able, retrieval-grounded LLM detection [126,127,131]. Foundational work on adapting LLMs to networking
tasks [138] and a survey of the dual role of LLMs in network security [139] frame the broader trajectory.
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4.6 Cross-Technique Comparison

The five families are not competitors for a single role but complementary instruments selected by the
data regime and the deployment constraint. Their relationship to the data-scarcity gradient is direct. Classical
machine learning is the instrument of last resort when labeled data is scarce but features are informative, and
it is the only family that deploys comfortably on the device itself. Deep learning is the instrument of choice
when data is abundant or when temporal structure carries the signal, at the cost of a computational budget
that strains the near-real-time slot. Generative modeling is not a detector at all but a manufacturer of the data
the other detectors need, active when scarcity or imbalance would otherwise defeat them. Federated learning
is an orchestration discipline rather than a model architecture, invoked when the obstacle is not the quantity
of data but the impossibility of centralizing it. Large language models invert the data premise altogether,
substituting broad pretraining for task-specific labels and extending the repertoire beyond detection to
explanation and agentic response, at a computational cost that confines them to the non-real-time layer.

Table 5 summarizes the families along the dimensions that govern their selection. Two columns deserve
emphasis because they are the ones most often omitted from the primary literature and most needed by a
practitioner. The deployment column records where each family is sited, and the latency column records the
constraint that placement imposes; together they convert an accuracy result into a deployability judgment.
The pattern across the table is a central organizing observation of this survey: each family aligns with the data
conditions of its target threat, and the five together trace the same broad progression toward the data-starved
regime that Section 3.3 described among the threats. We present this correspondence as an organizing
structure rather than a causal law; it is what the integration map of Section 5 formalizes.

Table 5: Comparison of the five Al-technique families. The lead-threat row records the authors” analytical judgement
of each family’s primary target.

Dimension Classical ML  Deep Learning Ge(lée;;c;ve Federated Learning  LLMs/Agentic

Lead threat FBS Signaling storm  FBS (synthesis) DDoS Zero-day/specs
Role Detector Detector Data augmenter Orchestrator ?eesiszlret

De(p;l/(})l};l;)e nt UE/xApp xApp/5GC rApp/ofiline rApp (spans nodes)  rApp/SOC/edge

Latency profile Low (inline) Medium-high Training-time Training (rounds) High (oftline)

. Scarce, . _ Pretrained;
Data regime feature-rich Data-hungry  Scarce/imbalanced Distributed few-shot
Interpretability High Low n/a (augmenter) Inherited High (native)
l?rllncq.:)al Eeature Compute vs. Instability; Poisoning; non-11D C(?st; .
limitation brittleness latency dual-use hallucination

Table 6 maps each family to the representative studies surveyed in Sections 4.1-4.5, recording the threat
each addresses and its typical deployment slot, thereby enabling a systematic comparison of the studies
discussed across the five subsections.

Answer to RQ1

The AI techniques defending 5G/6G networks against FBS, DDoS, and signaling storms reduce to
five families whose mechanisms are, respectively, decision-boundary learning over engineered features,
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representation learning over raw or sequential data, distributional learning for data synthesis, distributed
training without data centralization, and pretrained language modeling that enables few-shot reasoning and
agentic response. Each operates by the pipeline detailed above, and each is matched to a threat by the data
regime that threat imposes.

Table 6: Representative studies by Al-technique family, with threat focus and typical deployment slot.

Family Representative Studies Threat Focus Typical Slot
Classical ML [75-77,80] FBS; DDoS UE/xApp/5GC
Deep learning [88,91,93,95] Signaling; DDoS xApp/5GC
Generative (GAN) [74,99,100,102] FBS; DDoS (imbalance) rApp/ofiline
Federated [107,108,112,114] DDoS rApp (spans nodes)
LLMs/agentic [120,123,126,128] Zero-day; DDoS; specs rApp/SOC

5 Deployment Architecture and Integration Map

The preceding section established what each AI technique does and to which threat it is suited. This
section answers the question that the primary literature most often leaves open: where in the 5G/6G
architecture each technique should be deployed, and how that placement is determined. Section 5.1 specifies
the four deployment points that the O-RAN architecture makes available. Section 5.2 consolidates the survey
into a master integration matrix that maps technique and threat onto those points. Section 5.3 reduces the
matrix to a decision aid that a practitioner can apply directly.

5.1 O-RAN Integration Points

The O-RAN architecture exposes four locations at which a learning-based defense can be sited,
distinguished by what each can observe and by the latency budget each imposes. These four points, shown
in Fig. 11, are the coordinate system of the integration map.

~
@) Service Mana i
gement and Orchestration
(] RIC/control [J RAN function (] 5GC function
Non-RT RIC
[ rApp ] [ rApp ] [ rApp J —— O-RAN interface —— 3GPP interface ----- O1 mgmt
[ Non-RT Framework ] ----- Over-the-air l:] Al/ML integration point
o1} AT
HO)
Near-RT RIC
[ |-l G Com ) Do
[ Near-RT Framework ]
UE ; T [ AUSF ] [ NSSF ] [ UDM ] [ NRF ]
oTAl
@) -
O-FH
RAN 5G CN

Figure 11: The four AI/ML deployment points that constitute the coordinate system of the integration map.
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The UE on-device position places the model on the handset or module itself. Its vantage is the local
radio environment, observed directly but in isolation from other devices, and its latency budget is set only
by the device’s own resources. It is the natural home of lightweight classical models for false base station
detection, which operate on the reference-signal measurements the device already collects. The principal
obstacle at this position is the acquisition of labeled device-level data, which the MODI on-device collection
pipeline was constructed to address [73].

The near-real-time RIC, hosting xApps, operates on a budget between ten milliseconds and one second
and observes live traffic and signaling aggregated across a cell or group of cells. It is the position for inline
detection that must act on traffic as it arrives, including real-time DDoS and jamming detection; the latency
of machine-learning random-access DDoS detection at this position has been measured directly, confirming
its feasibility within the budget [140], and self-adaptive jamming detection has been demonstrated as an
xApp [141]. Real-time frameworks for securing the O-RAN random-access channel against DDoS [142]
and modular xApp-based defense frameworks embedded in the near-real-time RIC [143] further populate
this position. O-RAN-compliant layer-3 attack-detection services [144], cross-layer real-time detection
distributed across the Open RAN [145], and near-real-time RIC intrusion detection targeting rogue-base-
station downgrade attacks [146] demonstrate layer-3 and false-base-station detection at this slot, while
explainable anomaly detection addresses its operational-trust requirement [147].

The non-real-time RIC, hosting rApps, operates above the one-second budget and is the position
for activities that are inherently not inline: model training, federated-learning orchestration, generative
augmentation, and analytics over aggregated reports. Runtime-safety supervision of the near-real-time
control loop is itself sited here [12]. Large-language-model analytics and agentic response frameworks also
reside at this layer, their latency profile placing them alongside training and analytics rather than on the
inline path [120,135].

The 5GC network function position places the model within a dedicated core-network function, where
it observes control-plane signaling aggregated across the network but is removed from the air interface. It
is the position for network-side detection of threats whose signature appears in core signaling, including
network-side false base station detection and signaling-based DDoS. A native 5G network function for FBS
detection using machine learning [76], a real-time implementation of such a function [148], a signaling-
DDoS detection system for the 5G standalone core [10], predictive DDoS detection built on the 5G-core
Network Data Analytics Function [149], provenance-graph attack detection and attribution in the 5G
core [150], and deep-learning intrusion detection for roaming traffic in the cloud-native core [151] instantiate
this position.

5.2 Master Integration Matrix

Table 7 is the central artifact of this survey. It arranges the four deployment points against the three
threats and records, in each cell, the technique family that the surveyed evidence places there together with
a representative study. The matrix is read as a deployment guide: a defender selects a row by the operational
constraint, that is, the deployment point and the latency budget it imposes, and a column by the threat, and
the cell names the technique and an instance of its use.

Three features of the matrix carry the argument of the paper. First, the populated cells are not
distributed uniformly, but neither do they form a simple diagonal; they follow from where each threat
is observable and the latency within which it must be addressed. The FBS is the threat addressed at the
widest range of deployment points, appearing in all four, because it is observable both in the device’s
local radio environment and in aggregated RAN and core reports. The near-real-time RIC and the 5GC
network function are populated for all three threats, since every threat leaves a signature in live traffic
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or in aggregated control-plane signaling; the UE position, by contrast, is populated only for the FBS, the
single threat with a device-local signature; and the non-real-time position holds the training-time techniques
(generative augmentation for the FBS and federated training for DDoS), while the signaling storm, which in
the surveyed corpus has neither a device-local nor a training-time defense, is confined to the two control-
plane rows. Second, the latency budget of each row constrains the admissible techniques independently of
the threat, which is why a single threat may appear with different techniques at different positions. Third,
some technique-threat combinations that the architecture permits are simply unpopulated. Because this
deployment matrix is indexed by deployment point rather than by technique, the clearest example, the
absence of any federated approach to cross-operator false base station detection, is a technique-threat gap
that does not correspond to a single cell of the present matrix; we therefore record it in the technique-threat
coverage matrix of Table 8.

Table 7: Master integration matrix: deployment point x threat, with technique family and a representative study. A
dagger (1) marks a cell whose deployment slot is our inference from the technique’s latency and data profile rather than
one the cited source states; 3 of the 10 populated cells (30%) are so marked.

Deployment Point (Latency) False Base Station Signaling Storm DDoS
Classical ML on RSRP
UE on-device (local) features [75]; on-device — —

data via MODI [73]

Inline RRC-
Rogue-BS/L3 detection  storm/service-model/ Real-time ML DDoS/
Near-RT RIC/xApp (10 ms=1s) Ly ) 100 144 146) cross-layer RACH/jamming [140-142]

detection [65,72,89,145]

GAN augmentation of - .
Non-RT RIC/rApp (>15) FBS data [74]" — Federated DDoS training [107]
5GC network function (core) Native NF for FBS Temporal-attention NWDAEF/SA-core DDoS
worklu core detection [76,148] LSTM at 5GC [88]" detection [10,149-151]

Table 8: Technique-threat coverage matrix over the surveyed corpus. @: an established line of work; ©: emerging
or partial (few studies, or via a related technique); O: absent from the surveyed literature. Empty (O) cells are the
unexplored combinations.

Technique Family False Base Station Signaling Storm DDoS
Classical ML [ ) () ®
Deep learning 0 [ ] [ ]
Generative (GAN) ) O {
Federated learning O O {
LLMs/agentic o © [ ]
Quantum learning () O O

The deployment matrix above is indexed by where a defense runs. To make the technique-threat gaps
discussed above explicit, Table 8 re-presents the same corpus indexed by technique family against threat.
In this view its empty cells are exact: the absence of federated false base station detection, of generative
and federated signaling-storm defense, and of any quantum treatment of the signaling storm or of DDoS,
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denotes technique-threat combinations that the architecture permits but that the surveyed literature does
not yet occupy.

5.3 A Decision Aid for Technique Selection

The matrix can be reduced to a procedure. Given a threat to defend and the dominant opera-
tional constraint, the following decision logic, summarized in Fig. 12, selects a technique family and a
deployment point.

Decision question If the condition is... Recommended Al technique Deploy at
0
o Latency requirement? Ultra-low latency . |Real-time inference N near-RT RIC
(sub-second) ”| (sub-second models) " XApp
How important is the
. Delay tolerant . non-RT RIC
? > >
@ response time? (> 1 second) Batch processing rApp
Abundant and well N Supervised N non-RT RIC
labeled learning models rApp

o Data condition?
How abundant and [W ,| Data augmentation 5 nqn-RT BI_C
@ distributed is the available imbalanced (e-g-, GANs) offline training
data?
Distributed across

Local radio .| Lightweight local N near-RT RIC
measurements ML models xApp

non-RT RIC
Federated server

\ 4

Federated learning >

o Observation point?

. ) .| Deep learning .| near-RT RIC (edge)
((( ))) What kind of data is { Live traffic flows 4 models " XApp
/é observed?
Aggregated .| Graph / sequence N non-RT RIC
signaling data 4 models "l rApp analytics

Figure 12: Decision aid mapping a (threat, constraint) pair to an Al technique and deployment point.

The first branch is the latency constraint, because it is the most restrictive. If detection must act on traffic
inline, within the sub-second budget, the deployment point is the near-real-time RIC and the admissible
techniques are the compact ones: classical models and lightweight deep models that meet the budget. If
detection may operate over aggregated data above the one-second budget, the non-real-time RIC and the
5GC network function become available, and the heavier deep and federated methods are admissible.

The second branch is the data condition. If labeled data for the target threat is abundant, as for DDoS,
a supervised deep or classical detector is trained directly. If data is scarce or imbalanced, as for FBS, the
procedure inserts a generative-augmentation stage at the non-real-time RIC before the detector is trained.
If data is distributed across operators and cannot be centralized, the procedure adopts federated learning,
orchestrated from the non-real-time RIC.

The third branch is the observation point dictated by the threat. A threat visible only in the device’s
local radio environment, such as the radio signature of an FBS, favors the UE position; a threat visible in
aggregated control-plane signaling, such as a signaling storm or a network-side view of an FBS, favors the
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5GC network function; a threat visible in live traffic, such as a DDoS flood, favors the near-real-time RIC.
Where a threat is observable at more than one point, as an FBS is at both the UE and the aggregated RAN
view, the choice reverts to the latency and data branches.

Answer to RQ2

Al-based defenses integrate into the 5G/6G architecture at four O-RAN deployment points: the UE on-
device position, the near-real-time RIC xApp, the non-real-time RIC rApp, and the 5GC network function.
The placement of a given defense is determined jointly by the latency budget it must meet, the data condition
of its target threat, and the point at which that threat is observable. The master integration matrix of Table 7
records the resulting assignments, and Fig. 12 reduces them to a selection procedure at the level of technique
family and deployment slot. The further specification of model, features, retraining cadence, and packaging is
a system-design task beyond the scope of this survey; the procedure is a synthesis instrument for comparing
defenses, not a deployment prescription.

6 Datasets, Benchmarks and Evaluation

A survey of learning-based defense is incomplete without an account of the data on which the learning
depends and the practices by which it is evaluated. This section consolidates that account. Section 6.1
inventories the datasets available for the three threats and shows that their distribution reproduces the data-
scarcity gradient of Section 3.3. Section 6.2 reviews the metrics by which detectors are evaluated. Section 6.3
consolidates the detection performance reported across the surveyed methods. Section 6.4 identifies the
evaluation pitfalls that recur in the surveyed literature and states the practices that mitigate them.

6.1 Datasets Across the Three Threats

The datasets available for the three threats differ in kind, not merely in size, and the difference aligns
with the gradient established earlier. Table 9 summarizes the principal datasets and their character.

For DDoS, public benchmark datasets exist and are widely used. General-purpose denial-of-service
corpora such as CICDD0S2019 provide labeled attack traffic that federated and deep detectors are trained
and evaluated on [110], while datasets curated for the cellular setting, including 5G-NIDD, supply traffic
representative of a 5G network and have become a reference benchmark for transformer-based detectors [91]
and Al-driven 5G intrusion detection [152]. The cellular DDoS picture is further strengthened by open
datasets derived from operational and testbed networks, including traces in which user terminals themselves
act as attack origins [62] and O-RAN testbed measurements that combine user mobility with DDoS and DoS
attack traffic [153]. DDoS is, in short, data-rich.

Table 9: Principal datasets and data sources for the three threats.

Dataset/Source Threat Type Public Representative Use
CICDD0S2019 DDo$S Emulated, Yes Federated DDoS
detection [110]
labeled
5G-NIDD . DDO.S/ Testbed, Yes Transformer detector [91]
intrusion .
5G-specific
Operatl(i?:ieiG DDoS DDoS Real operational Yes UE-as-attacker analysis [62]

(Continued)
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Table 9 (continued)

Dataset/Source Threat Type Public Representative Use
e B TR E
P O-RAN >
Testbed/simulation traces Signaling Simulated/testbed Limited O_RAI.\] Stof m
storm detection [72]
MODI FBS Real on-device Yes On-device collection [73]
(NAS/RRC)
GAN-synthesized FBS data FBS Synthetic n/a Augmented training [74]

For signaling storms, the situation is materially weaker. Reproducing a control-plane storm requires
a faithful RAN or core testbed rather than a generic traffic generator, and as a consequence the available
evidence rests largely on simulation and on a small number of testbed studies rather than on shared public
corpora [9,72]. There is no widely adopted public signaling-storm benchmark comparable to those for DDoS,
which constrains the comparability of results across studies.

For false base station detection, the data problem is most acute, and the field’s two responses define
the dataset landscape. The first response collects real device-level data where none was previously available:
the MODI dataset captures NAS and RRC attack and normal traffic from on-device diagnostics, providing
one of the few real labeled corpora for the threat [73]. The second response manufactures data synthetically,
using a generative adversarial network to produce realistic FBS attack samples for training [74]. The reliance
on collection pipelines and synthesis, rather than on established public benchmarks, is itself the signature of
the data-starved regime.

6.2 Evaluation Metrics

Detectors in this field are evaluated predominantly with the standard classification metrics: accuracy,
precision, recall, the F1 score, and the area under the receiver-operating-characteristic curve. For the imbal-
anced data that characterizes attack detection, where benign samples vastly outnumber attacks, accuracy
alone is misleading, because a detector that never raises an alarm can attain high accuracy while detecting
nothing. Precision, recall, the F1 score, and the area under the precision-recall curve are the informative
metrics in this regime, and the false-positive rate is operationally decisive, since each false alarm imposes a
cost on the analysts or automated responders that must adjudicate it.

A metric that the deployment perspective of this survey makes essential, yet that the primary literature
reports only intermittently, is detection latency. For a detector intended for the near-real-time RIC, an
accuracy figure unaccompanied by an inference-latency figure is insufficient to establish deployability,
because the defining constraint of that position is the sub-second budget. The studies that report latency
directly, such as the measurement of machine-learning random-access DDoS detection in Open RAN [140],
are therefore disproportionately useful, and the broader omission of latency reporting is a gap in evaluation
practice rather than merely in presentation.

6.3 Reported Detection Performance

Table 10 consolidates the detection performance reported by a representative set of the surveyed studies,
together with the dataset or setting on which it was obtained and the deployment slot, the last classified
as stated by the source or inferred by us; that the majority are inferred is itself a measure of how often the
primary literature leaves the deployment point unspecified. The table is offered with a strong caveat that the
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following subsection then develops: the values are as reported by the original authors, on heterogeneous

datasets, threat models, and evaluation protocols, and they are not directly comparable. Its purpose is not to

rank methods but to convey the order of magnitude of reported results and, more importantly, their spread.

Table 10: Representative reported detection performance. Values are as reported by the original authors on hetero-
geneous datasets and protocols and are not directly comparable. Entries for which the source does not state a single
numeric value are summarized qualitatively. Slot per Section 5. A dagger (+) marks a deployment slot we inferred from
the technique’s latency and data profile rather than one the source states; 12 of the 20 slot assignments (60%) are so
marked, quantifying how often the primary literature leaves the deployment point unspecified.

Reported Result (Value Where

Study Threat Technique Setting/Dataset Stated) Slot
[76] FBS Classical ML SCi_l;:srieﬁI:rl:’ 7 MLP best of seven 5GC-NF
(V) ice 0/ 0 1
[81] FBS ML anomaly Static vs. mobile 100% static; 65% 76/(.) r.noblle UE
(recovered by retraining)
[54] FBS Spec.-based Testbed ~98% accuracy, low overhead ~ 5GC-NF'
[154] FBS One-class SVM  Interference-rich ISAC Robust r.ecéu UE'
(anomaly-prioritized)
[97] FBS Quantum NN B5G, quanvolutional ~90% accuracy UE
[10] Signaling/DDB&ndom forest 5G SA core ~98% accuracy 5GC-NF
Detect <90 ms; 60 ms
86 Lo i i <
[89] Signaling  Threshold-based O-RAN testbed mitigation window XApp
V)
[90] Signaling  Adaptive (EVT)  O-RAN, complex load >93% accl/all)tzencc/;ecall, low xApp
[72] Signaling ML O-RAN service model precision ~0.99 XApp
[88] Signaling  Attention LSTM  5GC NGAP boundary 99.8% acc; 99.85% F1 5GC-NF'
[78] DDoS CNN-LSTM 5G IoT, multi/binary ~99.99% accuracy xApp'
[155] DDo$S CNgALf)TM SDN-5G 99.98% acc; 100% recall xApp'
[91] DDoS Transformer 5G-NIDD (realistic) ~99.8% multi-class accuracy ~ 5GC-NF'
[140] DDoS XGBoost O-RAN RACH >97% prec/recall, <MAC timer xApp
[107] DDoS Federated 5GC VNFs High accuracy, low FPR rApp'
[156] DDoS Ei(slzzltjj NCSSII\K/IIS)-’;)ES_:I’:'?O(iiIEOS, ~98% acc/prec/recall/Fl rApp'
0 _ V) i
[116] DDoS Robust FL 5G-NIDD, poisoned +20%-70% adversarial acc. vs. rApp’
(adv.) standard FL
[157] Intrusion ~ Quantum ML Noisy quantum HW F1 degrades with noise/depth rApp'
(NISQ)
[123] DDoS/intrusion LLM leaveiil_i\—lallgi’k—out ~76% recall on held-out attack rApp'
[128] 5G LLM (GPT-4)  3GPP 5G specifications Zero-shot vulnerability rApp'

protocol

detection
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That spread is itself a finding. Where a study evaluates on an idealized or static setting, reported accuracy
clusters near the ceiling: a random-forest detector reports figures at or above 98% for signaling-DDoS
on the 5G core [10], a hybrid CNN-LSTM detector reports near-99.99% for 5G-IoT DDoS [78], and a
specification-based FBS detector reports 98% [54]. Where a study confronts distribution shift rather than a
matched train-test split, the numbers fall and become more informative: an FBS anomaly detector reports
100% accuracy in static conditions but 65%-76% under mobility before dynamic retraining recovers it [81],
and an out-of-distribution evaluation that holds an entire attack type out of training reports roughly
76% recall on the unseen attack [123]. High accuracy on a realistic dataset does not by itself establish
robustness to such shift: a transformer reports approximately 99.8% multi-class accuracy on the realistic
5G-NIDD dataset under a matched split [91], a near-ceiling figure that an in-distribution evaluation can
yield even on representative data. The studies that report latency rather than only accuracy are the most
operationally useful: RRC-storm detection within 90 ms leaving a 60 ms mitigation window [89], random-
access DDoS classification faster than the MAC contention-resolution timer [140], and microsecond-scale
runtime verification compatible with the near-real-time budget [12].

6.4 Evaluation Pitfalls and Best Practices

Several evaluation pitfalls recur across the surveyed literature, and each admits a corresponding
best practice.

The first is the accuracy paradox under class imbalance, already noted: high accuracy on imbalanced
data can conceal a near-total failure to detect the minority attack class. The corresponding practice is to report
precision, recall, F1, and precision-recall area, and to state the class balance of the evaluation set explicitly.

The second is the simulation-to-reality gap, most pronounced for signaling storms, whose evidence base
rests largely on simulation and testbed studies for want of a public benchmark, but present wherever results
are obtained on simulated or testbed data. A detector that performs well on synthetic traffic may not transfer
to an operational network whose traffic distribution differs. The corresponding practice is to validate on real
or operational data where it exists, and otherwise to characterize the fidelity of the simulation and to treat
the result as provisional.

The third is specific to generative augmentation: when a detector is both trained and evaluated on data
synthesized by the same generative model, the evaluation risks circularity, measuring the detector’s fit to
the generator rather than to the real threat. The corresponding practice is to reserve real data for evaluation
even when synthetic data is used for training, and comparative studies of generative and diffusion-based
augmentation provide a template for assessing synthesis quality independently [100,103].

The fourth concerns federated and quantum methods, whose evaluations carry additional confounders.
Federated results depend on the degree of non-identical distribution across nodes, which should be
reported rather than assumed benign; quantum results obtained on simulators may not survive execution
on physical, noisy hardware, a discrepancy that benchmarking on actual quantum processors has begun to
quantify [157,158]. The corresponding practice is to report the operating conditions, the data heterogeneity
for federated methods and the hardware and noise model for quantum methods, under which a result
was obtained.

The overarching observation is that the field lacks a standardized, cross-threat benchmark that would
permit detectors to be compared on common ground, and that the absence is most damaging precisely
where data is scarcest. The consolidation of datasets and the explicit reporting of imbalance, latency, real-
data validation, and operating conditions are the practices through which individual results can be made
comparable in the interim. These evaluation gaps are revisited among the open challenges of Section 7.
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7 Security of the AI Defenses and Open Challenges

The preceding sections treated Al as the defender. This section inverts the perspective and treats Al
as a new attack surface. An Al-native network does not merely add a detector to an existing system; it
introduces a learning component that is itself a target, and the security of that component is a precondition
for the security it is meant to provide. Section 7.1 examines the adversarial robustness of the AI defenses
directly. Section 72 addresses the standardization and assurance challenges that Al-native deployment
raises. Section 73 considers explainability and operational trust. Section 74 addresses the operational
lifecycle and concept drift. Section 7.5 consolidates the open challenges that motivate the future directions
of Section 8.

7.1 Adversarial Robustness of the AI Defenses

When detection is performed by a learned model, the model becomes a target, and the IMT-2030
designation of Al as a native network capability accordingly enlarges the attack surface rather than merely
strengthening the defense [18]. Two classes of attack against the defenses themselves are salient, together
forming the dual attack surface depicted in Fig. 13.

Attack on the Al Defense
Network Attack Model Targets

- N7
\ @ FBS | DDoS | Signal M (xApp / rApp/ NF) Evasion (adversarial),

Storm Poisoning (Training)

v

Hardening
ul

. Adveserial training,
‘ rl’i robust aggregation,
digital twin

modeling

Figure 13: The dual attack surface introduced by an AI-native defense.

The first is evasion, in which an adversary perturbs its traffic or signals so that a detector misclassifies an
attack as benign. Because the generative models of Section 4.3 can learn the distribution a detector expects,
the same capability that augments training data can be redirected to craft adversarial inputs that evade
detection. Studies of generative-adversarial attacks against 5G intrusion-detection systems demonstrate this
dual use concretely, and some pair the attack with a corresponding recovery procedure that restores detector
performance after the attack is identified [104,105]. Adversarial machine learning has been demonstrated
directly against the learning components of Open RAN, including attacks on the deep-reinforcement-
learning xApps that drive the RIC [159,160] and a system-level analysis of the adversarial threats to O-RAN
intelligence [161], and the threat has been surveyed for 6G networks as a whole [162]. The defensive response
is to harden detectors against perturbation, for example through adversarially optimized representations
that preserve class separation under attack [163], adversarial training within adaptive detectors [164,165],
and digital-twin monitoring that compares a model’s live output against a trusted twin to detect and localize
adversarial manipulation within the RIC [166].
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The second is poisoning, in which an adversary corrupts the training process rather than the inference
input. The federated learning of Section 4.4 is distinctively exposed here, because it delegates training to
nodes that the coordinator does not control, so that a malicious node can submit crafted updates that degrade
or backdoor the global model. The defensive response has two strands: adversarially resilient aggregation that
tolerates a fraction of malicious updates [116], and verifiable-privacy mechanisms, such as zero-knowledge
proofs over federated updates, that allow the integrity of a contribution to be checked without exposing
its data [117]. More broadly, adaptive defensive frameworks that reason about the evolving threat to the AI
components themselves are beginning to appear [167].

The implication for the field is that adversarial robustness cannot be an afterthought appended to a
deployed detector. In an Al-native network, the robustness of the learning component is part of the security
property being claimed, and a defense whose own model is trivially evaded or poisoned provides a false
assurance more dangerous than none. This consideration recurs as an open challenge in Section 7.5.

7.2 Standardization and Deployment Challenges

The transition from a research result to a deployed network function encounters a set of challenges
that are organizational and procedural as much as technical. The foremost is assurance. A safety-critical
telecommunications network is subject to certification, and a learned model whose behavior is defined
by training data rather than by an auditable specification is difficult to certity by the methods developed
for deterministic functions. This tension underlies a recurring objection to Al-native design, namely that
security functions ought to be kept separate from learning components precisely so that they can be assured.

The objection is real, and we do not claim it is settled. We observe, however, that the standardized
direction points toward Al-native design rather than away from it: the IMT-2030 framework places Al
among the native capabilities of 6G [11], which suggests that, if that direction is followed, assurance will
need to be achieved within an Al-native paradigm rather than by avoiding it. The emerging mechanisms
reflect this. Runtime-safety supervision of the near-real-time control loop, in which a separate component
performs predictive verification and fail-safe enforcement over the actions of a learning-based controller,
offers assurance without requiring the learning component itself to be statically certified [12]. Validation
infrastructure specific to the open and Al-native RAN, such as cyber-range frameworks for O-RAN
and 6G security testing, provides the environment in which such mechanisms can be exercised before
deployment [168]. Concretely, the relevant standardization activity spans 3GPP working group SA3, which
defines the 5G security architecture [20], studies dedicated enhancements against false base stations [48],
and underpins the core’s Network Data Analytics Function on which security analytics can be built [149], and
the O-RAN Alliance, whose security working group (WG11) maintains the requirements and threat model
for the open RAN [169] against which the defenses surveyed here will ultimately be certified; work toward
embedding security directly in the RIC illustrates this direction [143]. The standardization of Al security for
the RAN through these bodies remains in progress, and the gap between the pace of research and the pace
of standardization is itself a deployment challenge.

7.3 Explainability and Operational Trust

A detector that a security analyst cannot interrogate is difficult to act upon, and the deep models that
achieve the highest accuracy are the least transparent. The operational consequence is that an unexplained
alarm is costly to adjudicate and an unexplained non-alarm is impossible to audit. This has motivated a
line of work that couples detection with explainability, attaching to each decision an account of the features
or inputs responsible for it. Explainable real-time DDoS detection [98], graph neural networks paired with
attribution methods such as SHAP [170], and explainable detection in 6G health and IoT settings [171]
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illustrate the direction. For an Al-native defense intended to operate as a network function with minimal
human supervision, explainability is not a presentational nicety but a requirement for the trust that delegation
of authority to the model presupposes.

7.4 The Operational Lifecycle: Drift and Continual Learning

A consideration that the surveyed literature addresses only in passing, yet that the deployment
perspective of this survey makes central, is the operational lifecycle of a learning-based defense. The detectors
of Section 4 are typically presented as static artifacts, trained once and evaluated once, but an Al-native
network function must contend with non-stationarity: legitimate traffic evolves and adversaries adapt, so
a detector’s accuracy degrades over time through concept drift. The studies that confront this directly
are instructive. An FBS anomaly detector whose accuracy falls from 100% to 65%-76% under mobility
recovers it through dynamic retraining [81], and adaptive-threshold and transfer-learning methods are
explicit responses to distribution shift [90,111]. Sustaining a deployed defense therefore requires the apparatus
of machine-learning operations: monitoring for drift, continual or periodic retraining, model versioning,
and the ability to roll back to a previous model when a new one regresses or is poisoned. In the O-RAN setting
this apparatus has a natural home, since the non-real-time RIC, whose rApps already perform training and
analytics, is the locus for retraining and version management, while runtime-safety supervision provides
a rollback trigger [12]. Treating drift, continual learning, and the model lifecycle as first-class concerns of
Al-native defense, rather than as deployment afterthoughts, is among the clearest gaps between the research
literature and operational practice.

7.5 Open Challenges

The preceding analysis, together with the evaluation gaps of Section 6, yields a set of open challenges
that the field must address for Al-native defense to mature.

« Robustness as a default. Adversarial robustness against evasion and poisoning is presently an add-on
rather than a design requirement, yet in an AI-native network the integrity of the learning component is
part of the security property claimed. Robustness must become a default of the defense, not an optional
hardening step.

« Standardized cross-threat benchmarks. The absence of a shared benchmark spanning FBS, signaling
storms, and DDoS prevents detectors from being compared on common ground and is most damaging
where data is scarcest. A standardized, cross-threat benchmark with real or high-fidelity data is a
prerequisite for cumulative progress.

«  Thelatency-accuracy-explainability trilemma. The near-real-time slot rewards compact, fast models;
accuracy rewards large ones; operational trust rewards explainable ones. Reconciling the three within
a single deployable detector remains unresolved and is sharpened by the deployment perspective
of Section 5.

o  Assurance of learning components. Certifying a model whose behavior derives from data rather than
specification is unresolved, and runtime supervision is a partial rather than a complete answer.

«  Unexplored threat-technique combinations. The empty cells of the technique-threat coverage matrix
(Table 8) in Section 5, foremost the absence of federated false base station detection across operators,
indicate defenses that the architecture permits but the literature has not yet attempted.

The last of these challenges is the most generative, because it points to specific defenses that could be
built. It, together with the data-scale frontier, is the subject of the future directions in Section 8, where the
role of quantum-enhanced learning is assessed and the answer to RQ3 is given.
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8 Future Directions

The data-scarcity gradient that has organized this survey has an endpoint. Classical models economize
on data, generative models manufacture it, and federated models pool it; but each of these remains a classical
response to the data problem. This section considers the direction the field takes when the classical responses
are exhausted, namely the introduction of quantum machine learning into the RAN, and it does so without
overstating the maturity of that direction. This direction is one of several the survey identifies rather than
its focus, examined here alongside large-language-model and agentic defenses and the technique-threat
combinations the literature has not yet attempted. Section 8.1 locates quantum learning at the data frontier
and states the hardware constraint that governs it. Section 8.2 introduces a threat-suitability matrix that
determines, for each threat, whether a quantum-RAN defense is appropriate. Section 8.3 traces the concrete
research trajectory from existing UE-side work to a RAN-side proposal. Section 8.4 offers a deployment
checklist that consolidates the survey’s practical guidance. The section closes with the answer to RQ3.

8.1 Quantum Machine Learning and the Data Frontier

Quantum machine learning encodes classical data into the state of a quantum system, embedding itin a
feature space whose dimension grows exponentially in the number of qubits. The argument advanced for its
relevance to security is that this encoding is most valuable precisely in the regime where classical methods
struggle: the high-dimensional, low-sample regime that the data-starved end of the gradient represents.
Quantum support vector machines, quantum convolutional networks, and quanvolutional networks have
all been proposed for intrusion and threat detection on this basis [172,173], and quantum machine learning
has been positioned more broadly for 6G network intelligence with explicit attention to its own adversarial
exposure [174]. That exposure is not hypothetical: poisoning attacks against QML-driven classifiers in
O-RAN have already been demonstrated [175].

The constraint that governs any near-term deployment is the state of the hardware. Current quantum
processors are noisy and limited in qubit count, and results obtained on idealized simulators do not
necessarily survive execution on physical devices. As Table 11 records, benchmarking on noisy quantum
computers and on a superconducting processor establishes that quantum inference is presently neither fast
nor reliable enough for inline operation [157,158], and its adversarial robustness remains underexplored [176].
The consequence for the integration map of Section 5 is specific and decisive: a quantum-enhanced defense
cannot occupy the near-real-time xApp slot, whose budget is sub-second, and must instead reside in the
non-real-time rApp slot, where its latency is tolerable and its role is analytic rather than inline. Any realistic
proposal for quantum-AI-native defense in this decade is therefore a proposal for a non-real-time rApp.
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Table 11: Representative quantum machine-learning studies relevant to a RAN-sited defense, and their state of evidence.

Study Role/Method State of Evidence

[97] Quanvolutional NN, UE-side FBS detection ~90% accuracy on the simulator

[157] QML intrusion detection on noisy hardware F1 degrades with noise and circuit depth (NISQ)
[158] QNN robustness on a superconducting processor ~ Robustness gap between simulator and real hardware
[175] Poisoning attack on QML in O-RAN Attack demonstrated against QML-driven classifiers
[176] SoK on adversarial robustness of QML Security under attack remains underexplored

8.2 A Threat-Suitability Matrix for Quantum-AI-RAN

Rather than assert that quantum learning benefits the RAN in general, which the evidence does not
support, this survey provides an analytical instrument for determining where it might. A candidate threat is
suitable for a quantum-RAN defense to the extent that it satisfies four criteria: the threat must be observable
at the RAN, so that a RAN-sited model has the data; its feature space must be high-dimensional, so that
quantum encoding has something to exploit; its data must be scarce, so that the quantum few-shot advantage
is relevant rather than redundant; and it must tolerate the latency of a non-real-time rApp, so that the
hardware constraint of Section 8.1 is respected. Table 12 scores the three threats against these criteria.

Table 12: Threat-suitability matrix for a quantum-Al-native RAN defense (non-real-time rApp). +: favorable; ~:
conditional; —: unfavorable.

Criterion FBS Signaling Storm DDoS
Observable at RAN (aggregated reports) + +
High-dimensional feature space + +

Data scarce (few-shot advantage relevant)
Tolerates non-real-time (rApp) latency

~ —

~ —

+ o+ + +

The matrix is offered as a tool rather than a verdict, and it is deliberately threat-agnostic: it does not
designate a single threat as the target of quantum-RAN defense but exposes the conditions under which any
threat would qualify. The +, ~, and — entries are the authors” qualitative assessment against the four criteria,
offered to be contested rather than presented as measured quantities. Across its rows, it indicates that the
data-starved, latency-tolerant profile scores most favorably and the data-rich or latency-critical profiles least,
while leaving the determination for any specific deployment to its own operational constraints.

8.3 From UE-Side to RAN-Side: A Research Trajectory

The proposal of a quantum rApp is not speculative in the abstract; it has a concrete point of departure
in existing work. A quantum-enhanced detector based on a quanvolutional neural network has already been
demonstrated for false base station detection in beyond-5G networks, sited on the user equipment, where it
operates on the device’s own radio observations [97]. This UE-side result is a proof of concept that quantum
encoding can serve FBS detection at all.

The natural generalization follows the logic of the integration map. The UE observes its local radio
environment in isolation, whereas the RAN, through the RIC, observes the measurement reports of many
devices at once. Aggregating reports across many devices produces a feature space of substantially higher
dimension than any single device commands, which is precisely the condition under which quantum
encoding is argued to be advantageous. A RAN-side quantum rApp that consumes aggregated multi-device
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measurement reports is therefore the principled extension of the UE-side proof of concept, and it occupies
the rApp slot that the latency constraint of Section 8.1 prescribes. The broader interest in quantum methods
for next-generation network security, spanning vehicular and cyber-physical settings, indicates that the
supporting techniques are developing in parallel [172,173,177]. This trajectory, from a demonstrated UE-side
detector to a proposed RAN-side rApp is among the most concrete of the open directions, and it extends the
quantum-learning row of the technique-threat coverage matrix (Table 8), whose only surveyed entry is the
UE-side proof of concept above, to the RAN-side position that no study yet occupies. Such a defense would
also complement the standardized direction: the 3GPP study on enhancements against false base stations
frames the same problem from the specification side [48].

Quantum learning is not the only frontier. Beyond the detection and analysis roles surveyed
in Section 4.5, agentic LLMs that close the loop from detection to autonomous mitigation are an emerg-
ing direction [120,121], as are LLM-centric adaptive-defense frameworks now appearing in adjacent
domains [167]. Their integration into the RAN control loops, and their own substantial attack surface of
prompt injection and adversarial inputs, will require dedicated study.

8.4 AI-Native Deployment Checklist

The practical guidance distributed across this survey can be consolidated into a checklist for taking a
learning-based defense from a research result to an Al-native network function. The checklist is intended
to make the deployment dimension, the dimension the primary literature most often omits, explicit and
routine.

1. Select the deployment slot from the latency budget and the observation point of the threat: UE, near-
real-time xApp, non-real-time rApp, or 5GC network function (Section 5).

2. Characterize the data regime of the target threat and insert the corresponding remedy: direct
supervised training where data is abundant, generative augmentation where it is scarce, federated
orchestration where it is distributed and unshareable (Section 4).

3. Report latency alongside accuracy, since an accuracy figure without an inference-latency figure does
not establish deployability at a latency-constrained slot (Section 6).

4. Validate on real or operational data, reserving real data for evaluation even when synthetic data is used
for training, and characterizing simulation fidelity where real data is unavailable (Section 6).

5. Harden against evasion and poisoning before deployment, treating the robustness of the learning
component as part of the security property claimed rather than as an optional addition (Section 7).

6. Attach an explanation to each decision sufficient for an analyst to adjudicate an alarm and audit a
non-alarm (Section 7).

7. Provide runtime-safety supervision so that the actions of a learning-based controller can be verified
and fail-safe enforcement applied without static certification of the model (Section 7).

8. State the operating conditions under which results hold, including data heterogeneity for federated
methods and hardware and noise model for quantum methods (Section 6).

Answer to RQ3

The open challenges remaining for Al-native defense are the establishment of robustness and assurance
as defaults, the construction of standardized cross-threat benchmarks, the reconciliation of latency, accuracy,
and explainability, and the exploration of the threat-technique combinations the architecture permits but the
literature has not attempted. A quantum-AI-native defense addresses the data-scale and data-scarcity frontier
under specific conditions, not in general: because current quantum hardware precludes inline operation,
such a defense is realistic only as a non-real-time rApp, and it is suitable only for threats that are data-scarce,
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high-dimensional, RAN-observable, and latency-tolerant. The false base station, whose UE-side quantum
detection has already been demonstrated, satisfies these conditions most closely, and its generalization to a
RAN-side quantum rApp consuming aggregated measurement reports is the most concrete realization of
the frontier this survey identifies.

9 Conclusion

This survey has argued, as a design position rather than a surveyed fact, that effective defense of 5G
and 6G networks against false base stations, distributed denial of service, and signaling storms is best served
by artificial intelligence that is native to the network rather than appended to it, and that the question
worth answering is no longer whether a learning model can detect an attack but where in the architecture
it should run and how it should be integrated. We distinguish this position from the evidence: the literature
establishes that learning-based detection works and that the O-RAN architecture provides native deployment
points, but it does not yet establish that native integration outperforms external detection, and we have not
claimed otherwise. From this premise the paper has made four contributions. It has surveyed the AI defenses
against the three threats jointly, showing that they reduce to a common family of learning problems and that
techniques validated on one threat transfer to the others. It has mapped each technique family to a concrete
deployment point in the O-RAN architecture, converting method descriptions into deployment guidance.
It has shown that the three threats form a data-scarcity gradient that correlates with, and helps organize, the
observed progression of techniques. And it has set out a forward agenda toward quantum-enhanced defense,
qualified by the hardware constraints that bound it.

The organizing observation has been that the threats and the techniques are aligned by data. DDoS is
data-rich and is met by supervised deep and federated methods; the signaling storm is data-scarce and is
met by sequence models over a thin evidence base; the false base station is data-starved and has driven the
field toward on-device collection, generative synthesis, and ultimately quantum encoding. The progression
of Al techniques from classical machine learning through deep learning, generative augmentation, and
federated learning to large language models is, we have argued, usefully read along the axis of worsening data
conditions, even as it also reflects general advances in machine learning; the integration map of Section 5
records where each response is deployed. The three research questions are answered in their respective
sections: the techniques and their mechanisms in Section 4, their architectural integration in Section 5, and
the open challenges and the conditional role of quantum learning in Sections 7 and 8.

Two findings of the survey are likely to outlast the specific methods it catalogues. The first is method-
ological: the deployment dimension, recorded as the where and how of each technique, is the dimension
the primary literature most often omits and the one a practitioner most needs, and a survey that supplies it
converts a body of accuracy results into an account of what can actually be fielded. The second is diagnostic:
the empty cells of the technique-threat coverage matrix (Table 8), foremost the absence of federated false
base station detection across operators and the still-nascent state of quantum defense at the RAN, are not
omissions of this survey but gaps in the field, and they identify where the next defenses can be built. As the
IMT-2030 framework moves artificial intelligence from an option to a native capability of the network, the
discipline of asking not only whether a defense works but where it lives and how it is assured will determine
whether Al-native security becomes a property of deployed networks or remains a property of papers.
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