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ABSTRACT: Flying Ad Hoc Networks (FANETs) are emerging as a key enabler for intelligent transportation systems,
smart aerial mobility, disaster response, surveillance, and environmental monitoring. However, their highly dynamic
topology, rapid node mobility, intermittent connectivity, and limited energy resources pose major challenges for
reliable routing. Existing routing protocols largely depend on instantaneous network information and lack predictive
intelligence, leading to unstable links, increased overhead, and degraded performance in dynamic environments.
To address these issues, this study proposes a Digital Twin-driven Trust-Aware PSO-based routing framework (DT-
TAPSO) for UAV-assisted smart mobility and disaster-aware FANETs. The framework employs a lightweight Digital
Twin-inspired predictive synchronization model to forecast future node positions, link quality, mobility patterns, and
residual energy, enabling proactive, stability-aware routing decisions. An intelligent decision-making layer integrating
fuzzy logic and trust evaluation is incorporated to handle uncertainty and assess node reliability. Additionally, a utility-
driven cluster head selection mechanism based on predicted network conditions ensures stable clustering, supported
by an adaptive re-clustering strategy to maintain network efficiency. Furthermore, Particle Swarm Optimization (PSO)
with link-lifetime awareness is applied for optimal route selection. An edge-assisted disaster-aware communication
model is also introduced to reduce latency and enhance responsiveness in mission-critical scenarios. The proposed
DT-TAPSO framework is evaluated through simulations against benchmark protocols, including LEACH, HIROL,
MCQOR, QLSR-LCN, and QLME. Results demonstrate that DT-TAPSO significantly improves packet delivery ratio,
network lifetime, throughput, and energy efficiency, while reducing delay, routing overhead, and hop count. Overall,
the framework enables predictive, reliable, and low-latency communication, supporting next-generation intelligent
transportation and smart mobility systems.

KEYWORDS: Digital twin; flying ad hoc networks; trust-aware routing; particle swarm optimization; adaptive
clustering; fuzzy logic; predictive routing; edge-assisted communication; disaster-aware networks; UAV networks

1 Introduction

Unmanned Aerial Vehicles (UAVs), or drones, have advanced significantly through advances in sensing,
communication, and autonomous control technologies, enabling their use in applications such as surveil-
lance, disaster management, and environmental monitoring [1]. The growing demand for cooperative aerial
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systems has led to multi-UAV networks that improve mission efficiency through collaboration. This evolution
has led to Flying Ad Hoc Networks (FANETs), in which UAVs form self-organizing, infrastructure-less
networks characterized by high mobility and rapidly changing topologies. FANETs enhance coverage and
scalability, but their dynamic nature makes reliable communication and coordination challenging [2]. To
address these challenges, aerial swarm and multi-UAV coordination systems have been explored to enable
distributed control, formation management, and cooperative task execution among UAVs [3]. These systems
rely on intelligent coordination to maintain performance in dynamic environments.

However, despite these advancements, UAV networks still face limitations in scalability, stability, and
robustness in large-scale deployments, requiring more adaptive and intelligent networking solutions for
reliable operation in complex scenarios [4]. In contrast, multi-UAV systems offer substantial advantages,
including improved spatial coverage, cooperative task execution, enhanced reliability, and faster response
times [5]. However, deploying multiple UAVs introduces significant challenges, particularly in terms of
communication, coordination, and network management. Establishing reliable connectivity among UAV's
without relying on fixed infrastructure remains a key concern, especially in dynamic, unpredictable

environments [6].

To address these challenges, multi-UAV systems are often organized into FANETS, a specialized
class of Mobile Ad Hoc Networks (MANETs) [7]. In FANETs, UAVs communicate in a decentralized
manner, forming a self-organizing network that can adapt dynamically [8]. Unlike conventional MANETs
and Vehicular Ad Hoc Networks (VANETs), FANETSs are characterized by extremely high node mobility,
three-dimensional movement patterns, rapidly changing topologies, and variable link quality [8]. These
characteristics significantly complicate network operations, particularly in terms of link establishment,
routing stability, and resource management [9,10]. Fig. 1 presents an overview of FANETS, illustrating their
applications, characteristics, challenges, and routing approaches (reactive, proactive, and hybrid) in dynamic
UAV environments.
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Figure 1: FANETS network overview.
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In such environments, UAV's rely on multi-hop communication, in which only a subset of nodes main-
tains direct connectivity with ground control stations. In contrast, the remaining nodes communicate via
intermediate UAV's [11]. This multi-hop architecture improves network reachability but introduces additional
challenges related to route discovery, link reliability, and delay. Furthermore, factors such as limited onboard
energy, dynamic environmental conditions, and intermittent connectivity further exacerbate the complexity
of maintaining stable and efficient communication in FANETSs [12].

The key contributions of this work are summarized as follows:

1. A lightweight Digital Twin-inspired predictive synchronization and routing framework is proposed
to forecast future node states, link quality, and residual energy using predictive state estimation and
feedback correction, thereby enabling proactive and stability-aware routing decisions in dynamic
FANET environments.

2. A combined fuzzylogic and trust-based decision model is introduced to handle uncertainty and evaluate
node reliability using multiple routing descriptors, including residual energy, mobility, link quality, and
historical behaviour.

3. A utility-based cluster head selection mechanism is developed using predicted network parameters and
a Digital Twin-inspired stability metric to ensure robust, energy-efficient, and stable cluster formation.

4. A multi-criteria adaptive re-clustering strategy is proposed that jointly considers residual energy,
mobility, link quality, trust, connectivity, and predicted network states to maintain routing stability
under highly dynamic UAV mobility.

5.  Particle Swarm Optimization (PSO) is employed for multi-objective route optimization by incorporat-
ing predicted link lifetime to avoid unstable communication paths and improve routing efficiency.

6. An edge-assisted routing mechanism integrated with a priority-aware disaster routing cost function is
proposed to reduce computational latency, minimize communication overhead, and support reliable
data delivery in mission-critical FANET scenarios.

Although several hybrid FANET routing protocols incorporate optimization algorithms, machine
learning, or trust management, they typically address only isolated routing objectives [13,14]. Most existing
methods rely on instantaneous network information and therefore lack predictive awareness of future
topology changes [15,16]. Moreover, they do not simultaneously integrate Digital Twin synchronization,
uncertainty-aware fuzzy reasoning, adaptive clustering, trust evaluation, edge-assisted communication,
and swarm-based routing optimization within a unified framework. To address these limitations, the
proposed Digital Twin-driven Trust-Aware PSO-based routing framework (DT-TAPSO) combines these
complementary components to enable proactive routing based on predicted node mobility, residual energy,
and link quality. The fuzzy inference system effectively manages uncertainty in highly dynamic UAV
environments, while PSO performs multi-objective route optimization using predicted network states.
Consequently, the proposed framework enhances routing stability, energy efficiency, and communication
reliability under disaster-aware FANET scenarios. Experimental results further demonstrate consistent
improvements over representative benchmark protocols in terms of packet delivery ratio, network lifetime,
throughput, routing overhead, energy consumption, and end-to-end delay, highlighting the effectiveness of
the proposed integrated routing strategy.

The remainder of this paper is organized as follows. Section 2 presents the literature review, highlighting
existing routing approaches and their limitations in FANET environments. Section 3 describes the proposed
methodology, including the Digital Twin-based prediction model, the intelligent decision-making layer, the
clustering strategy, and the routing optimization framework. Section 4 presents the experimental results and
performance evaluation of the proposed DT-TAPSO framework and compares its performance with that of
existing methods. Section 5 discusses the experimental findings and their implications. Section 6 concludes



4 Comput Model Eng Sci. 2026;148(3):30

the work by summarizing the key findings and major contributions and outlines future research directions
and potential enhancements to the proposed framework.

2 Literature Review

FANETSs have attracted significant attention due to their applications in disaster management, surveil-
lance, emergency response, and mission-critical communication. However, their highly dynamic topology,
intermittent connectivity, frequent link failures, and limited onboard energy resources continue to pose
significant challenges for reliable routing.

Existing FANET routing approaches can be broadly classified into clustering-based, cross-
layer, optimization-based, machine learning-based, and trust-aware routing methods. Clustering-based
approaches primarily improve network scalability and energy efficiency by organizing nodes into clusters.
For example, Kgosienngwe and Zungeru [5] proposed a UAV-assisted mobile sink enhancement of the
LEACH protocol to reduce communication distance and improve energy efficiency in Wireless Sensor
Networks (WSNs). The protocol employs a UAV following a predefined circular trajectory to collect aggre-
gated data from cluster heads while preserving the lightweight clustering mechanism of LEACH. Although
the proposed UAV-assisted mobile sink significantly improves network stability, throughput, and energy
efficiency, the protocol is fundamentally designed for stationary WSNs rather than highly dynamic FANET
environments [6]. Consequently, it does not explicitly consider inter-UAV mobility, frequent topology
changes, predictive routing, or trust-aware communication, which are essential requirements for FANET
routing [7-9].

Cross-layer routing protocols improve communication performance by jointly considering information
from multiple protocol layers. Liu et al. [7] proposed a cross-layer optimized OLSR protocol that enhances
routing performance under interference-intensive environments, while position-aware OLSR variants [17]
further improve route stability by incorporating UAV altitude, residual energy, and link quality into routing
decisions [9,10]. Although these approaches improve routing reliability, they generally rely on instantaneous
network conditions and lack mechanisms for predicting future topology evolution.

Optimization-based routing methods attempt to improve routing efficiency through intelligent search
algorithms. Reddy and Sekhar [8] proposed a multi-criteria QoS routing strategy that jointly considers
delay, energy consumption, and reliability, whereas Reddy and Anusha [9] introduced HIROL by combining
intelligent optimization with adaptive topology management [10,11]. Federated deep reinforcement learning
has also been investigated for UAV trajectory optimization [12,13]. Although these optimization methods
improve routing performance, they typically optimize only selected routing objectives and often introduce
additional computational complexity that may limit real-time deployment in highly dynamic FANETSs [14].

Emerging communication technologies, including Reconfigurable Intelligent Surfaces (RIS) [14,15] and
Rate-Splitting Multiple Access (RSMA) [16], have also demonstrated significant potential for improving
wireless connectivity, spectrum utilization, and communication reliability in aerial networks. However, these
technologies mainly address physical-layer communication enhancement rather than intelligent routing
decision-making.

Machine learning-based routing [17-19] has emerged as an effective solution for adapting to dynamic
network conditions. Al-Turjman [I1] employed machine learning for UAV trajectory prediction, while
Q-learning-based approaches [6,12,20] dynamically adapt routing decisions according to changing network
conditions. These methods demonstrate improved adaptability; however, most depend heavily on training
quality and computational resources, and generally do not integrate predictive network synchronization with
routing optimization.
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Trust-aware routing mechanisms improve routing reliability by identifying malicious or unreliable
forwarding nodes. Representative approaches include fuzzy Petri-net-based trust-aware OLSR [21], which
improves routing security by incorporating trust evaluation into route selection. Nevertheless, existing trust-
aware methods primarily focus on secure forwarding and rarely integrate trust evaluation with predictive
topology awareness, clustering strategies, and global route optimization.

Overall, the existing literature demonstrates that most routing protocols improve only individual aspects
of FANET performance, such as energy efliciency, link stability, trust management, or routing optimization.
Few studies integrate predictive Digital Twin synchronization, fuzzy trust evaluation, adaptive clustering,
edge-assisted communication, and swarm intelligence within a unified routing framework. Furthermore,
existing methods largely rely on instantaneous network information instead of proactively predicting future
network conditions, thereby limiting routing stability under highly dynamic UAV mobility. These limitations
motivate the proposed DT-TAPSO framework, which combines lightweight Digital Twin prediction, fuzzy
trust-based decision-making, utility-based clustering, and PSO-based multi-objective routing optimization
to achieve reliable and energy-efficient routing in disaster-aware FANETs.

Table 1 demonstrates that existing FANET routing approaches primarily address individual challenges
such as energy efficiency, topology adaptation, trust management, or routing optimization in isolation.
Machine learning-based methods improve adaptability but often incur higher computational complexity,
whereas trust-aware protocols enhance routing reliability without predicting future network conditions.
Similarly, optimization-based methods generally optimize only selected routing objectives and rely on
instantaneous topology information. Although recent studies have explored UAV-assisted communication
and intelligent optimization, none simultaneously integrate lightweight Digital Twin synchronization, pre-
dictive topology estimation, fuzzy trust evaluation, adaptive clustering, edge-assisted communication, and
PSO-based multi-objective routing within a unified framework. These observations motivate the proposed
DT-TAPSO architecture, which combines these complementary components to achieve proactive, reliable,
and energy-eflicient routing in highly dynamic disaster-aware FANETs.

Research Gap and Scientific Novelty

Despite significant advances in FANET routing, several important research challenges remain unre-
solved. Existing routing protocols primarily address individual objectives, such as energy efficiency, mobility
prediction, trust management, or routing optimization, rather than jointly optimizing multiple routing
requirements. Most approaches rely on instantaneous network information and therefore lack predictive
awareness of future topology evolution, limiting routing stability and communication reliability in highly
dynamic UAV environments. Furthermore, current methods rarely integrate lightweight Digital Twin
synchronization, uncertainty-aware trust evaluation, adaptive clustering, edge-assisted communication, and
swarm intelligence within a unified routing framework.

Table 1 provides a critical comparison of representative FANET routing approaches and highlights
their respective strengths and limitations. As shown, clustering-based methods primarily improve energy
efficiency but lack predictive routing capabilities, optimization-based approaches enhance selected routing
objectives while overlooking trust and topology prediction, and machine learning-based methods improve
adaptability at the cost of increased computational complexity. Similarly, trust-aware routing protocols
strengthen communication reliability but generally operate using instantaneous network information with-
out predictive network synchronization. These limitations indicate that existing solutions address routing
challenges independently rather than through an integrated predictive architecture.
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Motivated by these observations, the proposed DT-TAPSO framework introduces a unified intelligent
routing architecture that integrates lightweight Digital Twin synchronization, fuzzy trust-based decision-
making, utility-based adaptive clustering, edge-assisted communication, and PSO-based multi-objective
route optimization. By proactively predicting future network conditions and jointly optimizing routing
stability, energy efficiency, trust, and communication reliability, DT-TAPSO provides a comprehensive solu-
tion for highly dynamic disaster-aware FANET environments while maintaining computational scalability
suitable for practical deployment.

3 Proposed Methodology: Digital Twin-Driven Adaptive Clustered Routing in FANETs

3.1 System Overview

The proposed framework introduces a Digital Twin-driven adaptive clustered routing mechanism for
FANETSs operating in dynamic disaster environments. Unlike conventional approaches that rely on instan-
taneous network states, the proposed method enables predictive and self-adaptive routing by integrating
Lightweight Digital Twin modeling, intelligent decision-making, and optimization. As shown in Fig. 2, the
proposed Architecture of the digital twin-driven adaptive clustered routing framework for disaster-aware
FANETs. The model consists of network modeling, a predictive digital twin engine, an intelligent decision
layer, a clustering layer, an optimization layer, and edge-assisted routing.

The framework follows a multi-layer architecture that combines predictive modeling, intelligent evalua-
tion, and optimization strategies. Initially, the FANET topology is represented as a dynamic graph capturing
node mobility, energy, and connectivity characteristics. A Digital Twin-inspired prediction model is then
employed to predict future node states, link quality, and network conditions. These predicted parameters
are incorporated into an intelligent decision layer that integrates trust evaluation and fuzzy inference to
assess node reliability. Based on this evaluation, a utility-driven cluster head selection mechanism is applied,
followed by a stability-aware adaptive re-clustering strategy. Routing decisions are further optimized using
PSO, incorporating predicted link lifetime and edge-assisted cost evaluation. Finally, a disaster-aware multi-
objective cost function is used to determine the optimal routing path, ensuring reliable, energy-efficient, and
resilient communication under highly dynamic conditions.

The FANET is modeled as a time-varying graph. G(¢) = (V, E(t)), where V represents the set of UAV
nodes and E(t) denotes the set of communication links that dynamically change over time. Each UAV node
i is represented by a state vector capturing its position, velocity, energy level, mobility, and trust value as:

Each UAV node i is represented as:
Xi(t) = [Pi(t), vi(£), Ei(£), My(£), Ty (t)] M

This representation enables comprehensive modeling of node dynamics and supports predictive analysis
using the Digital Twin-inspired framework.

The integration of multiple components in the proposed framework is motivated by the limitations of
existing FANET routing approaches. Traditional methods fail to handle high mobility, dynamic topology
changes, and uncertain link conditions effectively. The DT-inspired predictive model is employed to enable
predictive awareness of future network states, addressing instability caused by rapid mobility. However,
prediction alone is insufficient under uncertainty; therefore, a fuzzy logic and trust-based decision layer is
incorporated to enhance reliability and robustness in node evaluation. Furthermore, clustering is introduced
to improve scalability and reduce communication overhead, while utility-driven selection ensures optimal
cluster-head selection. To handle dynamic route optimization, PSO is integrated to efficiently select paths
in complex search spaces. Additionally, edge-assisted routing reduces computational burden and latency,
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particularly in disaster scenarios. Finally, a multi-objective cost function combines all these aspects to achieve
a balanced trade-off between energy efficiency, reliability, and network stability. This integrated design
ensures that each component complements the others, resulting in a robust and adaptive routing framework.
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Figure 2: Proposed architecture.

3.2 FANET Network Modeling

This section defines the fundamental network parameters used to characterize node behavior, con-
nectivity, and link quality in the FANET. Each UAV node is represented in three-dimensional space, and
inter-node distances and relative velocities are computed to capture mobility dynamics. Energy is normalized
to reflect residual capacity, while mobility is expressed relative to the maximum velocity. Link quality is
modeled using an exponential decay function that accounts for both distance and relative velocity, reflecting
realistic wireless channel behavior. Neighbor relationships are defined based on communication range
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constraints, and node degree is computed to estimate local connectivity density. Additionally, link probability
and connectivity indicators are introduced to represent the reliability and availability of communication
links. The complete flow of the control and flow can be seen in Fig. 3.

Input:
¢ Node set V
o Initial states X;(¢)
o Thresholds (Eg, Ty, Ry)
o PSO parameters (P, Max_iter)

v

1. Initialize FANET graph w

G(t) = (V. E(¢))

v

2. Network Initialization

For each node i € V
o Compute position P;(t), distance dj(t),
velocity v;(t)
¢ Normalize energy E; and mobility M;

v

3. Digital Twin Prediction

For each node i € V
o Predict state X;(t+1)
o Compute dij_pred: Li_pred s Ei_pred
o Estimate prediction error ¢;

v

4. Intelligent Decision Layer
(Fuzzy + Trust)
For each nodei € V
o Compute trust T;
o Apply fuzzy inference — F;

e

5. Cluster Head Selection

Select CH = arg max(UPT)

v

6. Re-clustering Decision

Evaluate conditions:
Rg, Ry, Ry, Rr, Re, Rpr

Yes Re-select

Cluster Head
(CH)

No

\ 4

7. PSO-Based Routing Optimization
o Initialize particles

For iteration = 1 to Max_iter
o Update velocity and position
o Evaluate fitness Fpgo

End For

8. Link Stability Estimation

» Compute link lifetime 7;; for all links
o Update routing cost:
CostPT = CostPT + 1/7;

\ 4

9. Edge-Assisted Routing
o Compute Delay,g.
o Compute CedchT

\ 4

10. Final Routing Decision

o Compute total cost CostPT

\ 4
For each nodei € V Output:
o Compute utility U,-DT Optimal routi , th
o Compute stability SPT e
p Y O Path*

Legend (Stages)
D Initialization D Optimization
|| Prediction [ | stability
u Decision Making D Routing
[ ] Clustering || Final Decision
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This section defines the fundamental parameters used to model node behavior, connectivity, and link
quality in the FANET. Each UAV node is represented in a three-dimensional space, and the distance between
nodes is computed to determine connectivity. To capture the dynamic nature of UAV movement, relative
velocity is also considered. In addition, node energy and mobility are normalized to enable consistent
comparison across heterogeneous nodes.

Pi(t) = (xi(2), yi(1), zi(t)) )
dij(t) = || Pi(£) = P;(¢) || (3)
vii(£) = [l vi(t) = v;(2) || (4)

The communication reliability between nodes is influenced by both distance and mobility. Therefore,

link quality is modeled using an exponential decay function, while communication-range constraints define
neighbor relationships.

Ei _ Ecurrent)Mi _ Vi(t) (5)
Einitial Vmax
sz(t) = e_(xd’j(t) . e_ﬁVIJ(t) (6)

Based on these parameters, the set of neighboring nodes is identified, and link reliability is further
quantified using a probabilistic model. Additionally, node degree is computed to estimate local connectivity
density.

N; ={j|dijy < Ra} )
link _ _—ydij(t)
P/t = e (8)
1
Deg; = Z.e —_— 9)
TN dije)

Finally, a binary connectivity indicator is introduced to determine whether a direct communication link
exists between nodes.
C. = {ldij(t) <Ry

= (10)
J 0, otherwise

3.3 Digital Twin-Inspired Predictive Synchronization Mode

The proposed lightweight Digital Twin-inspired synchronization model predicts future UAV states
using predictive mobility and network-state estimation, enabling proactive decision-making. Using motion-
based state transition, the future position and network topology are estimated. This allows the computation
of predicted inter-node distances, link quality, and residual energy. Unlike conventional approaches that rely
on instantaneous values, the proposed model incorporates predicted parameters to enhance routing stability.
Furthermore, prediction error is quantified to evaluate the accuracy of the DT-inspired predictivemodel,
enabling uncertainty-aware decision-making in highly dynamic environments.

Unlike industrial Digital Twins that employ high-fidelity physics-based simulation or Al-driven pre-
dictive models, the proposed framework adopts a lightweight network-oriented Digital Twin specifically
designed for real-time FANET routing. The Digital Twin maintains a synchronized virtual representation
of UAV network states, including position, residual energy, mobility, and link quality, while employing
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computationally efficient kinematic prediction and synchronization feedback to proactively estimate future
network conditions under strict latency and resource constraints.

The DT-inspired model estimates future UAV state nodes based on their current dynamics, enabling
proactive, stability-aware decision-making. The state of each node is updated using its velocity over a small
time interval, allowing estimation of future positions and network topology.

XPT(t+ At) = X;(t) + Vi(t)At 1)

Where XPT (t + At) denotes the Digital Twin-predicted state of UAV i after the prediction interval At, X;(t)
is the current state vector, V;(t) represents the node velocity, and At denotes the prediction interval.

4" = || Py(t+ Aty ~ Pi(t + A1) | 12

Based on predicted node positions, the future link quality is estimated by accounting for both distance
and relative mobility effects, while residual energy is updated based on consumption over time.

red
Lf;red (t+At) = ey gmBri(®) 13)
EPT(t+ At) = E;(t) - Pi(t)At (14)

Fig. 3 illustrates the workflow of the proposed DT-TAPSO framework. The framework integrates
network initialization, predictive DT-inspired modelling, fuzzy trust-based decision-making, cluster head
selection, PSO-based routing optimization, link stability estimation, and final routing decision-making.

To account for prediction uncertainty, the error between the actual and predicted states is quantified,
enabling robust decision-making in subsequent processes

i = || X ((t+ At) — XPT(t+ At) | (15)

To account for prediction uncertainty, the prediction error is quantified as the Euclidean distance
between the real node state and the synchronized Digital Twin state. This error enables robust decision-
making in subsequent routing processes.

Digital Twin Synchronization and Feedback

To maintain accuracy and adaptability, a feedback mechanism is integrated into the lightweight Digital
Twin model after the kinematic prediction of the Digital Twin state X°7 (¢ +1) described in Eq. (11), the
predicted state is periodically synchronized with real-time observations collected from the physical FANET.
The synchronization process continuously corrects prediction errors, maintains consistency between the
virtual and physical network states, and improves prediction reliability. This closed-loop synchronization
enables the Digital Twin to accurately reflect dynamic network conditions while supporting robust and
proactive routing decisions in highly dynamic FANET environments.

The Digital Twin state prediction is expressed as
XPT (t+ A = £(X; (), ui(t), 0) (16)

Eq. (11) predicts the Digital Twin state XPT (t+ At) using a constant-velocity motion model,
whereas Eq. (16) presents the generalized Digital Twin state-transition function. Thus, Eq. (11) is a specific
implementation of the generalized model.
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Where X;(t) is the current state vector of UAV i defined in Eq. (1), u;(t) denotes the control input
vector, including routing decisions, cluster-head selection, transmission power adjustment, and mobility
updates that influence the evolution of the UAV state, 0 represents the fixed model parameters (state-
transition coefficients) of the lightweight Digital Twin, and f (-) denotes the nonlinear state-transition
function that estimates the next Digital Twin state based on the current network state and control inputs.

The predicted Digital Twin state is then corrected using a gradient-based synchronization step
XPT (e A) = XP1 (1) = nVxor € (1) (17)

where 7 is the synchronization learning rate that controls the correction magnitude.

The gradient-based correction in Fq. (17) minimizes the prediction error computed in Eq. (15), thereby
continuously synchronizing the Digital Twin with the physical FANET. This feedback mechanism improves
prediction accuracy, maintains consistency between the virtual and physical network states, and enhances
routing robustness under dynamic network conditions.

The synchronization mechanism periodically exchanges only lightweight UAV state information,
including position, residual energy, mobility, and predicted link quality. Consequently, synchronization
incurs minimal communication overhead while maintaining an accurate virtual representation of the
physical FANET. Shorter synchronization intervals improve prediction accuracy and routing responsiveness
but increase communication overhead, whereas longer intervals reduce overhead at the expense of prediction
precision. Since only compact state information is exchanged, the proposed mechanism remains suitable for
highly dynamic FANET environments.

3.4 Intelligent Decision Layer

An intelligent decision layer is introduced to evaluate node reliability using a hybrid approach com-
bining trust modeling and fuzzy logic. The trust value is computed as a weighted combination of packet
delivery performance, link quality, energy, and historical behavior. To handle uncertainty and dynamic
variations, fuzzy inference is applied using energy, mobility, trust, and link quality as inputs. The final decision
score is obtained through defuzzification, providing a robust metric for node evaluation under uncertain
network conditions.

The trust value of each UAV node is computed by combining four routing descriptors, namely packet
delivery performance, link quality, residual energy, and historical node behaviour. Higher trust values
indicate more reliable forwarding nodes that are less likely to experience communication failures or malicious
behaviour. The weighting coefficients a;-a4 determine the relative contribution of each routing descriptor
and satisfy the normalization constraint o + a, + a3 + oy = 1.

Ti= alPRi + (Ille‘ + (Il3E,' + Q4H,’ (18)

where PR; denotes the packet delivery ratio, L; represents the normalized link quality, E; is the normalized
residual energy, H; denotes the historical behaviour score of node i, and «;-a4 are weighting coeflicients.

The hyper-parameter configuration adopted in DT-TAPSO was determined through empirical sen-
sitivity analysis, in which individual parameters were varied systematically while keeping the remaining
parameters fixed. The selected parameter values correspond to the configuration that provided the best over-
all trade-off among packet delivery ratio, network lifetime, routing overhead, throughput, and end-to-end
delay. The tuning process was performed offline prior to the final simulations to ensure stable convergence
and reproducible routing performance across different network densities. Although empirical sensitiv-
ity analysis provides an effective parameter configuration for the proposed framework, recent advances
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in deterministic hyper-parameter optimization, Bayesian optimization, and foundation model-assisted
parameter tuning have demonstrated improved automation and reproducibility in complex optimization
problems. These approaches represent promising directions for future enhancement of the proposed DT-
TAPSO framework.

To effectively handle uncertainty caused by dynamic UAV mobility and fluctuating wireless conditions,
a Mamdani-type fuzzy inference system is employed. Four input variables, namely residual energy, mobility,
trust value, and link quality, are represented using three triangular linguistic membership functions (Low,
Medium, and High). These variables are processed through a predefined fuzzy rule base to estimate the
overall node suitability for routing decisions.

F; = Fuzzy(E;, M;, T;, L;) (19)

Representative fuzzy rules include:

o IF Energy is High AND Trust is High, THEN Node Suitability is High.

« IF Mobility is High AND Link Quality is Low, THEN Node Suitability is Low.

o IF Energy is Medium AND Trust is Medium, THEN Node Suitability is Medium.
o IF Link Quality is High AND Mobility is Low, THEN Node Suitability is High.

The aggregated fuzzy output is converted into a crisp node suitability score using the weighted-average
(centroid) defuzzification method, which provides a continuous decision value for adaptive cluster-head
selection and routing optimization.

_ 2 Wk
> Uk

where wy denotes the output weight associated with the k' fuzzy rule, and y represents its corresponding
membership degree.

Fi (20)

3.5 Utility-Driven Cluster Head Selection

Cluster head (CH) selection is formulated as a utility maximization problem, where each node evaluates
its suitability based on predicted network conditions. The utility function incorporates predicted energy, link
quality, node degree, trust, and fuzzy score, while penalizing high mobility to ensure stable cluster formation.

UPT = b EP? 1 b, 1P 4+ byDeg?™? + by TP + b5 FP™*¢ — oM ?™ (1)

To further enhance stability, a Digital Twin-based stability metric is introduced to quantify the future
reliability of nodes by considering predicted link quality, mobility, and energy.

SPT = L2 4 0, (1 - MP™h) 4 A EP (22)
The stability metric is integrated into the utility function to refine the selection process:
UPT = UPT + b,SPT 23)

1

Finally, the node with the highest utility value is selected as the cluster head, ensuring stable, energy-
efficient clustering.

CH = argmax(UPT) (24)
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3.6 Adaptive Re-Clustering Decision Model

To maintain network stability under dynamic conditions, an adaptive re-clustering mechanism is
proposed. Re-clustering is triggered based on multiple criteria, including energy depletion, mobility vari-
ation, link degradation, trust reduction, connectivity loss, and Digital Twin-based stability prediction. The
mechanism continuously evaluates the suitability of the current cluster head using these network stability
indicators. Re-clustering is initiated when any of the predefined trigger conditions is satisfied, indicating that
the current cluster head no longer meets the required stability or reliability criteria.

The proposed adaptive re-clustering mechanism continuously evaluates the suitability of the current
cluster head using multiple network stability indicators. These conditions evaluate whether the current
cluster head can continue to maintain efficient communication.

LLEcyg<E
RE _ CH th (25)
0, otherwise

_ 17 MCH < Mth (26)
0, otherwise

Energy and mobility conditions ensure that nodes with insufficient energy or excessive movement are
not retained as cluster heads.

LIPS < Ly,
L= . (27)
0,otherwise

L Teu < Ti
_ CH th (28)
0,otherwise
Link quality and trust conditions are used to detect unreliable communication and degraded node
behavior.
1, De < Deg,,;
RC _ gcH Emin (29)
0,otherwise
1,82T <s
Rpp =4 2°cH == (30)
0,otherwise

Connectivity and Digital Twin-based stability conditions are incorporated to capture both current and
predicted network degradation.

Riorar = Z R; + Rpr (31)
Re-clustering is triggered when any of the above conditions are satisfied:

Re-clusterif Rypa; > 1 (32)

Following the re-clustering decision, a new cluster head is selected based on the updated utility values
to ensure optimal network performance under changing conditions.

CH = argmax (U]") (33)
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To avoid frequent and unnecessary re-clustering, a stability constraint is imposed by enforcing a
minimum time interval between consecutive re-clustering operations.

Atrecluster > Tmin (34)

This constraint reduces control overhead and ensures stable cluster formation over time.

The minimum time constraint acts as an additional condition for re-clustering. Specifically, re-clustering
is executed only when both the trigger condition in Eq. (33) is satisfied and the minimum time interval
in Eq. (35) has elapsed. Thus, the re-clustering decision follows the logical condition

Rtotal >1AND Atrecluster > Tmin. (35)

If one or more trigger conditions are satisfied before the minimum re-clustering interval has elapsed,
the re-clustering operation is deferred until the time constraint is satisfied. This strategy effectively bal-
ances routing responsiveness and control overhead while preserving cluster stability in dynamic FANET
environments.

3.7 Routing Optimization

Particle Swarm Optimization (PSO) was selected as the routing optimization technique because it
provides an effective balance between solution quality and computational efficiency in highly dynamic
FANET environments. Compared with Genetic Algorithms (GA), PSO avoids computationally expensive
crossover and mutation operations by updating particles using simple velocity and position equations,
resulting in faster convergence and lower computational overhead. In contrast to Ant Colony Optimization
(ACO), which relies on pheromone updates and often requires longer convergence times in rapidly changing
network topologies, PSO can adapt more quickly to frequent topology variations. Moreover, PSO naturally
supports multi-objective optimization by simultaneously considering routing metrics such as predicted link
lifetime, residual energy, mobility, trust, and link quality. These characteristics make PSO particularly suitable
for real-time, predictive routing in UAV-assisted FANETSs, where rapid topology changes require fast and
reliable routing decisions while maintaining computational scalability. Routing decisions are optimized using
PSO, enabling efficient path selection in dynamic environments. The PSO algorithm iteratively updates
candidate solutions based on local and global best positions. A multi-parameter fitness function is defined
that incorporates distance, energy, mobility, trust, utility, and a fuzzy score. Additionally, predicted link
lifetime is integrated into the routing cost to avoid unstable links, thereby improving route reliability.

Vt+1 = wv; + Clrl(PbeSt - X) + O (gbeSt - x) (36)

x(t+1) _ xt i Vt+1 (37)

A multi-parameter fitness function is defined to evaluate routing paths by considering distance, energy,
mobility, trust, utility, and fuzzy decision scores.

Fpso = W]dfred + WzE?red + W3M‘fred + Wy Tipred + Ws UIDT + WGFipred (38)
To enhance route stability, the algorithm incorporates predicted link lifetimes, allowing it to avoid
unstable links caused by high mobility.

B R, - d,‘j(t)

v vii(t) )
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The routing cost is updated by penalizing links with shorter predicted lifetimes, thereby favouring more
stable communication paths.

1
CostPT = CostPT + — (40)
T,‘j

3.8 Edge-Assisted Routing

To enhance computational efficiency and reduce latency, edge-assisted routing is incorporated into the
framework. The total edge delay is modeled as the sum of the transmission and processing delays. An edge
cost function is formulated by jointly considering the predicted transmission delay, predicted residual energy,
and robust link quality, ensuring reliable edge-assisted oftfloading decisions. Furthermore, uncertainty-aware
modeling is applied to account for prediction errors, thereby improving routing robustness under highly
dynamic network conditions.

The total edge delay is modelled as the combination of transmission and processing delays:

Delay g4 = Delayx + Delayr,. (41)

An edge cost function is defined to evaluate the suitability of offloading decisions by incorporating delay,
predicted energy, and robust link quality.

Chbe = aDelayeqg + BEnergy! + y(1- L") (42)

The edge cost function integrates the predicted transmission delay, predicted residual energy, and robust
link quality to evaluate the suitability of edge-assisted routing decisions. The weighting coefficients «, 8, and
y control the relative importance of delay, energy, and link reliability, respectively, enabling balanced routing
decisions under dynamic FANET conditions.

3.9 Multi-Objective Fitness

A multi-objective optimization framework is adopted to balance multiple performance metrics,
enabling the routing process to adapt to varying network conditions and application requirements. The
overall fitness is computed as a weighted combination of individual objective functions, ensuring flexibility
while maintaining weight normalization.

Ftotal:Zkibeki:l (43)

3.10 Disaster-Aware Routing Cost

To support mission-critical communication in disaster scenarios, a priority-based routing mechanism
is introduced. Nodes closer to the target region are assigned a higher priority to ensure rapid data delivery.
The routing cost function integrates predicted parameters, trust, utility, fuzzy score, link quality, and edge
cost. The optimal routing path is selected by minimizing the overall cost, ensuring reliable, energy-efficient,
and context-aware communication.

. 1
Priority; = (IT) (44)
target

The routing cost function integrates multiple predicted parameters, including distance, energy, mobility,
trust, utility, fuzzy score, link quality, and edge cost. This comprehensive formulation enables balanced
decision-making under dynamic and uncertain conditions.
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! + ! + ! + ! + !
Tipred UiDT F;lmd Lf“?d Priority,;

COStDT _ dg)red + Ef)red + Mfred " + Cedge (45)

The optimal routing path is selected by minimizing the overall cost function, ensuring reliable, energy-
efficient, and context-aware communication.

Path = argmin(Cost) (46)

To emphasize the role of Digital Twin predictions, the routing decision is formulated as an optimization
problem conditioned on predicted network states.

fpr = argmin (CostDT‘ xpred ppred peredy (47)

3.11 Feasibility Constraints (Decision Layer)

Feasibility constraints are defined to ensure valid and reliable communication. These include distance
constraints for connectivity, minimum energy thresholds for node participation, and trust thresholds for
secure routing decisions.

dij SRy, E;i 2 Eypy, T 2 Ty, (48)

3.12 Transmission Model

The performance of the proposed framework is evaluated using key network metrics, including
end-to-end delay, total energy consumption, and packet delivery ratio (PDR). These metrics provide a
comprehensive assessment of network efficiency, reliability, and sustainability.

Delay:Z(Tr—Ts) (49)

E=3E, (50)

PDR - Received 51)
Sent

Algorithm 1 presents the proposed DT-TAPSO-FANET framework, which integrates digital-twin-based
prediction, trust-aware fuzzy decision-making, and PSO-driven routing optimization to achieve energy-
efficient, stable communication in FANET environments.

Algorithm 1: DT-TAPSO-FANET—digital twin-assisted trust-aware PSO routing for FANETs
Input:

Node set V

Initial node states X;(t)

Thresholds (E;j,, Tyn, Rg)

PSO parameters (Particles P, Iterations Max;;.,)
Output:
Optimal routing path Path*
Begin
Step 1: Initialize FANET network G(¢) = (V,E(t))
Step 2: Deploy UAV nodes in 3D space
Step 3: For each node i€V do:

(Continued)
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Algorithm 1 (continued)

«  Compute position, distance, and velocity
«  Compute energy E; and mobility M;
Step 4: Digital Twin Prediction
For each node i e V do:
Predict future state X; (¢ +1)
Compute predicted distance dg.re‘i
Compute predicted link quality Lf;red
Compute predicted energy EPT
Compute prediction error ¢;
End For
Step 5: Intelligent Decision (Fuzzy + Trust)
For each node i e V do:
Compute trust value T;
Apply fuzzy logic to compute score F;
End For
Step 6: Cluster Head Selection
For each node i€ V do:
Compute utility UPT
Compute stability SPT
End For
Select cluster head
CH = argmax(UPT)
Step 7: Re-Clustering Decision
Check energy, mobility, link quality, trust, and connectivity
If any condition fails:
Re-select cluster head
End If
Step 8: PSO-Based Routing
Initialize particles
For iteration =1to Max;.,:
Update particle velocity and position
Evaluate fitness function Fpgo
End For
Step 9: Link Stability Evaluation
For each communication link (i, j) € E do:
Compute link lifetime 7;;
Update routing cost
End For
Step 10: Edge-Assisted Routing
For each communication link (i, j) € E do:
Compute edge delay
Compute edge cost C
End For

DT
edge

(Continued)
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Algorithm 1 (continued)

Step 11: Final Routing Decision (Global)
Aggregate routing costs from all candidate links
Compute total routing cost

Select optimal routing path

Path % = argmin (Cost)
End

4 Results and Discussion
4.1 Implementation Details and Parameter Configuration

To enhance reproducibility, transparency, and experimental rigour, the implementation parameters of
the proposed DT-TAPSO framework are explicitly defined in this subsection and also seen in Table 2. The
parameter configuration was selected based on preliminary sensitivity experiments and commonly adopted
settings in FANET optimization literature to ensure stable convergence and balanced routing performance
under dynamic UAV network conditions. The performance of the proposed DT-TAPSO framework was
evaluated using MATLAB simulations across UAV network sizes from 10 to 100 nodes. The simulation
environment models highly dynamic FANET scenarios with varying node mobility, communication uncer-
tainty, and energy constraints. The proposed DT-TAPSO routing framework was analyzed using several
key performance metrics, including packet delivery ratio (PDR), network lifetime, throughput, routing
overhead, energy consumption, and end-to-end delay. The LEACH-based benchmark adopted in this
study corresponds to the UAV-assisted Enhanced LEACH protocol proposed in [5]. Unlike the original
LEACH protocol, this enhanced variant introduces a UAV-assisted mobile sink to reduce communication
distance and improve energy efficiency while preserving the lightweight clustering mechanism. However,
the protocol remains fundamentally a WSN-oriented routing approach with stationary sensor nodes and
was not specifically designed for highly dynamic FANET environments characterized by inter-UAV mobility
and rapidly changing topologies. Therefore, it is included as a representative clustering-based benchmark,
whereas the primary evaluation of DT-TAPSO is performed against dedicated FANET routing protocols,
namely HIROL, MCQOR, QLSR-LCN, and QLME.

Table 2: Simulation parameters.

Parameter Value Description
Simulation Area 1000 m x 1000 m UAV deployment area
Number of UAV Nodes 10-100 Variable network density
Mobility Model Random Waypoint UAV mobility behavior
Maximum UAV Velocity (v,4x ) 20 m/s Peak node movement speed
Communication Range (R;) 250 m UAV transmission coverage
Initial Node Energy 1000 J Initial residual energy
Packet Size 512 bytes Data packet size
Simulation Time 1000 s Total simulation duration
Traffic Type CBR Constant Bit Rate traffic
Trust Weight («) 0.30 Trust contribution weight
Mobility Weight () 0.20 Mobility impact weight
Link Quality Weight (y) 0.25 Link-quality weighting factor
Residual Energy Weight (1) 0.25 Residual-energy weighting factor

(Continued)
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Table 2 (continued)

Parameter Value Description
Swarm Size (P) 30 Number of PSO particles
PSO Iterations (I) 50 Maximum optimization iterations
Inertia Weight (w) 0.5 Exploration-exploitation balance
Cognitive Coefficient (¢;) 1.5 Local-best acceleration factor
Social Coefhcient (c;) 1.5 Global-best acceleration factor
Energy Threshold (Eyy,) 0.3 Minimum allowable energy level
Trust Threshold (Ty,) 0.5 Minimum trust requirement

The proposed fuzzy inference engine uses four input descriptors: residual energy, mobility, trust value,
and predicted link quality. Each input variable is represented using three triangular linguistic membership
functions: Low, Medium, and High. Triangular membership functions were selected for their low compu-
tational complexity, reduced memory requirements, and efficient real-time implementation, making them
suitable for highly dynamic FANET environments.

The fuzzy rule base is designed to capture nonlinear routing behavior under uncertain conditions in the
UAV network. Representative fuzzy inference rules include:

o  IF Energy is High AND Trust is High THEN Node Suitability is High.

« IF Mobility is High AND Link Quality is Low THEN Node Suitability is Low.

o  IF Energy is Medium AND Trust is Medium THEN Node Suitability is Medium.
« IF Link Quality is High AND Mobility is Low THEN Route Stability is High.

The final node suitability score is computed using centroid-based defuzzification, which provides a
continuous decision metric for adaptive routing, next-hop selection, and cluster-head election. The weighting
coefficients utilised in the trust evaluation and routing-cost formulation were determined experimentally
through iterative sensitivity analysis. Multiple parameter combinations were evaluated to identify stable
configurations that jointly optimise packet delivery ratio, network lifetime, routing overhead, throughput,
and end-to-end delay. The selected parameter values demonstrated consistent convergence behaviour and
balanced routing performance across varying network densities and mobility conditions. Additionally, the
PSO parameters were configured to maintain an effective balance between global exploration and local
exploitation during route optimization. The selected swarm size and iteration count provide sufficient
optimization capability while remaining computationally feasible for real-time FANET operations. The
complete parameter specification significantly improves experimental reproducibility and facilitates future
comparative evaluation of DT-TAPSO against emerging intelligent FANET routing approaches.

4.2 Statistical Reliability and Validation

To ensure the statistical reliability and reproducibility of the proposed DT-TAPSO framework, each
simulation scenario was evaluated over 20 independent Monte Carlo simulation runs using different random
network deployments and UAV mobility patterns. The reported performance metrics correspond to the
average values obtained across all simulation runs. In addition, the standard deviation (Std Dev) and
95% confidence intervals (95% CI) were computed to assess the stability and consistency of the proposed
framework under dynamic FANET conditions.



Comput Model Eng Sci. 2026;148(3):30 21

The confidence interval for each performance metric was calculated using:

where:

_ (0
CI = xﬂ:l.96(ﬁ) (52)

o denotes the standard deviation
X represents the sample mean
n indicates the number of independent simulation runs.

As shown in Table 3, the proposed DT-TAPSO framework exhibits stable and consistent performance
across multiple simulation runs. The relatively low standard deviations and narrow 95% confidence intervals
for all evaluated metrics indicate high reliability, robustness, and reproducibility under different random
network deployments and UAV mobility conditions. These statistical results demonstrate that the proposed
framework maintains consistent performance with minimal variability, thereby confirming the stability of
the routing strategy. The comparative performance of DT-TAPSO against the benchmark routing protocols
is presented in Figs. 4-10.

Table 3: Statistical validation results of DT-TAPSO framework.

Metric Mean Std Dev 95% Confidence Interval
Packet Delivery Ratio (PDR) 51.9% 1.42 +0.62
Throughput 63,300 kbps 1825 +800
End-to-End Delay 12.45 ms 0.31 +0.14
Energy Consumption 2407 (»2.40 x 10° )] 0.147] +0.06 ]
Routing Overhead 5.82% 0.72 +0.32
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Figure 4: Packet delivery ratio (PDR) vs. number of nodes.
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Figure 6: Energy consumption vs. number of nodes.
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Figure 7: Average hop count vs. number of nodes.
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Figure 8: Routing overhead vs. number of nodes.
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Fig. 4 illustrates the variation in PDR with increasing node count. The proposed DT-TAPSO consistently
achieves higher packet delivery than all baseline methods across different network densities. At lower node
counts, the PDR of DT-TAPSO is significantly higher, indicating efficient packet forwarding under sparse
conditions. As the number of nodes increases, a gradual decline in PDR is observed for all methods due
to increased contention and dynamic topology changes; however, DT-TAPSO maintains a relatively stable
performance. This behavior indicates that the proposed method effectively mitigates packet loss even in
dense, highly dynamic scenarios, ensuring reliable communication.

4.3 Network Lifetime

Fig. 5 presents the comparison of network lifetime for different routing approaches. The proposed DT-
TAPSO achieves the highest network lifetime across all node densities.

At lower node counts, the improvement is more pronounced, while at higher densities, DT-TAPSO
maintains superior performance compared to other methods. This indicates that the proposed framework
efficiently balances energy consumption among nodes and avoids premature node failures. The stability
of lifetime across varying node sizes demonstrates the robustness of the proposed approach in dynamic
FANET environments.

4.4 Energy Consumption

As shown in Fig. 6, energy consumption increases with the number of nodes for all routing protocols
due to higher communication overhead and increased routing activity. However, DT-TAPSO consistently
exhibits lower energy consumption compared to all baseline methods.

The gap widens at higher node densities, indicating that the proposed framework scales efficiently while
maintaining energy efficiency. The reduced energy usage reflects the effectiveness of predictive routing and
optimised cluster management in minimising unnecessary transmissions.

4.5 Average Hop Count

Fig. 7 shows the average hop count required for data transmission. The proposed DT-TAPSO maintains
the lowest hop count across all scenarios, indicating that it selects more efficient routing paths.

While other methods show a gradual increase in hop count with network size, DT-TAPSO maintains
relatively stable values. This suggests that the proposed method effectively reduces path length, thereby
improving delay and energy performance.

4.6 Routing Overhead

Fig. 8 depicts the routing overhead generated by different protocols. DT-TAPSO produces the least
overhead across all node densities. As the number of nodes increases, routing overhead rises for all methods
due to frequent topology updates; however, the increase is minimal for DT-TAPSO. This indicates that the
proposed framework efficiently manages control messages and reduces unnecessary re-routing, leading to a
more stable network.

4.7 Throughput

Fig. 9 illustrates the throughput performance of the compared methods. The proposed DT-TAPSO
consistently achieves the highest throughput across all node densities. Throughput increases with the number
of nodes due to improved connectivity; however, DT-TAPSO shows a steeper increase than other methods.
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This indicates that the proposed framework effectively utilises available network resources and minimises
packet loss, resulting in higher data delivery rates.

4.8 End-to-End Delay

Fig. 10 shows the end-to-end delay performance. The proposed DT-TAPSO achieves the lowest delay
across all network sizes. While delay increases slightly with node density for all methods due to increased
contention, DT-TAPSO maintains consistently lower values. This demonstrates that the proposed approach
effectively reduces transmission latency by selecting stable and efficient routing paths. The results clearly
demonstrate that DT-TAPSO outperforms existing routing protocols across all performance metrics. The
proposed framework achieves higher reliability, improved energy efficiency, reduced routing overhead, and
lower delay, making it highly suitable for disaster-aware FANET applications. The consistent performance
across varying node densities highlights the approach’s scalability and robustness.

4.9 Computational Complexity Analysis

The computational complexity of the proposed DT-TAPSO framework is analyzed to evaluate its
scalability, computational feasibility, and suitability for highly dynamic FANET environments. Since the
framework integrates multiple functional modules, including Digital Twin prediction, fuzzy-trust evalua-
tion, adaptive clustering, and PSO-based routing optimization, the total computational overhead depends on
the combined complexity of these interconnected layers. The complexity analysis assumes that the number
of fuzzy membership functions and inference rules remains constant throughout the routing process.
Similarly, the PSO swarm size and maximum iteration count are predefined and remain unchanged during
optimization. Therefore, the computational complexity is expressed as a function of the network size N,
swarm size P, and iteration count I.

4.9.1 Digital Twin Prediction Complexity

The Digital Twin prediction layer estimates future UAV states, including node position, residual energy,
mobility, and link quality. Let N denote the total number of UAV nodes in the network. Since prediction
and parameter updates are independently computed for each node during every simulation interval, the
computational complexity of the prediction stage is O(N).

This linear complexity enables efficient predictive state estimation while maintaining scalability under
moderate network densities.

4.9.2 Fuzzy-Trust Decision Layer Complexity

The intelligent decision layer computes trust values and fuzzy inference scores using multiple routing
descriptors, including residual energy, mobility, link quality, and historical node behavior. Assuming a
fixed fuzzy-rule base and constant membership-function evaluation cost, the fuzzy-trust computation scales
linearly with the number of UAV nodes as O(N). Since the number of fuzzy rules remains constant
throughout the simulation, the complexity primarily depends on the node population rather than the
rule-base size.

4.9.3 Cluster-Head Selection and Adaptive Re-Clustering Complexity

The utility-driven cluster-head selection mechanism evaluates utility scores based on predicted sta-
bility, trust values, mobility conditions, and neighborhood connectivity information. During adaptive
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re-clustering, nodes evaluate neighbouring UAV's to determine cluster stability and communication feasi-
bility. Therefore, the worst-case complexity is O(N?), assuming that each UAV evaluates connectivity with
every neighbouring node. In practical sparse FANET deployments, the average computational complexity is
generally lower because each UAV communicates with only a limited number of neighbouring nodes.

4.9.4 PSO-Based Routing Optimization Complexity

The routing optimization layer employs PSO to identify stable, energy-efficient communication paths.
Let:

o P denotes the swarm population size,
o Irepresent the maximum number of PSO iterations,
« N indicates the number of UAV nodes.

During each optimization iteration, all particles evaluate their routing fitness and update their candidate
solutions based on their local-best and global-best positions. Therefore, the computational complexity of the
PSO routing stage is expressed as O(P x I x N).

Since PSO performs iterative global optimization across the routing search space, this module consti-
tutes the dominant computational component of the DT-TAPSO framework.

4.9.5 Combined Computational Complexity

The total computational complexity of the proposed DT-TAPSO framework is obtained by combining
the complexities of all major functional modules:

Cpr_Tarso = O(N) + O(N) + O(N*) + O(Px I x N) (53)
By simplifying the above expression, the overall computational complexity can be approximated as:
Cpr-tapso = O(Px I x N+ N?) (54)

where the PSO optimization stage dominates the computational overhead in large-scale deployments, while
clustering operations contribute significantly during topology adaptation and re-clustering.

4.9.6 Space Complexity Analysis

In addition to computational complexity, the memory overhead of the proposed DT-TAPSO framework
is analysed to evaluate its storage feasibility in resource-constrained UAV environments. The Digital Twin
layer maintains predicted node-state information, including mobility, energy, and link-quality parameters
for all UAV nodes, requiring memory space of O(N).

Similarly, the fuzzy-trust module stores trust values, fuzzy parameters, and node-behaviour histories
for each UAV node, resulting in space complexity of O(N).

The clustering layer maintains neighborhood connectivity and cluster membership information. In the
worst case, where every node maintains connectivity information for all neighbouring UAVs, the storage
requirement becomes O (N 2) .

The PSO routing module stores particle positions, velocities, local-best solutions, and global-best

routing paths. Considering P particles and N routing dimensions, the PSO memory requirement is expressed
as O(P x N).
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Therefore, the total space complexity of the DT-TAPSO framework is:
Spr_TAPSO :O(N)+O(N)+O(N2)+O(P><N) (55)
which simplifies to the equation below:

Spr-tapso = O(N* + P x N) (56)

This indicates that neighbourhood management and clustering operations account for the majority of
memory consumption in dense FANET deployments.

As shown in Table 4, the overall time complexity is dominated by the PSO-based routing optimization
and adaptive clustering processes, whereas the space complexity is primarily influenced by neighborhood
management and cluster maintenance in dense FANET deployments.

Table 4: Computational time and space complexity of the DT-TAPSO modules.

Module Time Complexity Space Complexity
Digital Twin Prediction (O(N)) (O(N))
Fuzzy-Trust Evaluation (O(N)) (O(N))
Cluster Head Selection & Re-clustering ( ) (N 2) ) (O (N 2 ) )
PSO Routing Optimization (O(PxIxN)) (O(PxN))
Overall DT-TAPSO (O (PIN +N?)) (0(N*+PN))

4.9.7 Runtime Evaluation

Although the proposed DT-TAPSO framework integrates multiple intelligent routing components,
the computational runtime remains suitable for real-time FANET applications because each module
performs lightweight operations. The Digital Twin prediction and fuzzy-trust evaluation execute linear-
time computations with respect to the number of UAV nodes. The dominant runtime is introduced
by the PSO optimization stage; however, the selected swarm size (30 particles) and maximum iteration
count (50 iterations) maintain computational efficiency while providing stable convergence. Furthermore,
route optimization is invoked only during route discovery or significant topology changes rather than
continuously, thereby reducing the average computational burden. The edge-assisted architecture further
decreases onboard processing latency by offloading computationally intensive routing decisions to nearby
edge servers. Consequently, the proposed framework remains computationally feasible for medium- and
large-scale UAV deployments.

4.9.8 Scalability and Practical Feasibility

Although the proposed DT-TAPSO framework introduces additional computational overhead com-
pared with conventional routing protocols, several architectural features enhance its practical feasibility
and scalability.

First, the Digital Twin-inspired prediction mechanism proactively estimates future node states and link
conditions, thereby reducing route failures, retransmissions, and repeated route discovery operations. This
predictive capability improves routing stability while lowering communication overhead.
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Second, the adaptive clustering mechanism maintains stable cluster structures over extended commu-
nication intervals, reducing control message exchanges and topology management complexity in highly
dynamic FANET environments.

Third, the edge-assisted routing layer offloads computationally intensive tasks to nearby edge nodes,
decreasing onboard UAV processing requirements and improving real-time routing responsiveness. This
distributed processing architecture enhances scalability while maintaining low communication latency.

Furthermore, the selected PSO configuration (P = 30, I = 50) provides an effective balance between
optimization accuracy and computational efficiency. Combined with the computational complexity of
O(PIN + N?) and space complexity of O(N* + PN)), the proposed framework remains computationally
practical for medium- to large-scale FANET deployments.

Overall, the complexity analysis demonstrates that DT-TAPSO achieves a favorable balance among com-
putational cost, routing performance, and scalability, making it well-suited for dynamic and mission-critical
FANET applications.

5 Discussion

The superior performance of DT-TAPSO is attributed to the synergistic integration of Digital Twin pre-
diction, fuzzy-trust decision-making, and PSO-based routing optimization. From a networking perspective,
predictive topology awareness and adaptive clustering improve link stability while reducing routing overhead
and packet loss. From an AI optimization perspective, fuzzy inference effectively handles uncertainty,
whereas PSO performs global route optimization to achieve energy-efficient and reliable routing under
highly dynamic FANET conditions.

Threats to Validity

The experimental validation of the proposed DT-TAPSO framework is primarily based on MATLAB
simulations conducted under controlled network conditions. Although the simulation parameters were
selected to reflect realistic UAV mobility, communication ranges, and network dynamics, simulation
environments cannot fully capture practical factors such as wireless interference, environmental distur-
bances, hardware imperfections, GPS inaccuracies, and unpredictable flight behaviours encountered during
real deployments.

Another potential threat to validity is the limited availability of standardized public benchmark datasets
specifically designed for multi-UAV FANET routing. Existing public UAV datasets mainly focus on trajectory
analysis, object detection, or aerial imaging, while datasets containing routing information, Digital Twin
synchronization states, trust metrics, dynamic topology evolution, and multi-hop communication char-
acteristics remain scarce. Consequently, simulation-based validation remains the predominant evaluation
approach in FANET routing research.

In addition, although the proposed framework demonstrates good scalability under the evaluated
network sizes, extremely dense UAV swarms may introduce additional synchronization overhead, compu-
tational complexity, and communication latency associated with Digital Twin updates, adaptive clustering,
and PSO-based routing optimization. Furthermore, the current framework does not explicitly consider
cyber-security threats such as spoofing attacks, false data injection, jamming, Digital Twin manipulation, or
denial-of-service attacks, which may affect routing reliability in hostile environments. Finally, the framework
was implemented in MATLAB for algorithmic validation rather than packet-level protocol simulation.
Future work will therefore investigate implementation using ns-3, OMNeT++/INET, and real multi-UAV
testbeds to further evaluate the framework under practical deployment conditions.
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6 Conclusion and Future Scope

This paper proposed a lightweight Digital Twin-enabled Trust-Aware PSO-based routing framework
(DT-TAPSO) for disaster-aware FANETs. The proposed framework integrates lightweight Digital Twin
synchronization, predictive network state estimation, fuzzy trust-based decision-making, utility-based
cluster-head selection, adaptive re-clustering, edge-assisted communication, and PSO-based multi-objective
routing optimization to address the challenges of high UAV mobility, rapidly changing network topology,
intermittent connectivity, and unstable wireless links. By proactively predicting future node states, residual
energy, and link quality, DT-TAPSO enables stability-aware routing decisions that improve communication
reliability under highly dynamic aerial networking conditions.

The lightweight Digital Twin synchronization mechanism continuously maintains consistency between
the physical FANET and its virtual representation, enabling proactive route adaptation before significant
topology degradation occurs. Furthermore, fuzzy trust evaluation enhances routing security by selecting
reliable forwarding nodes, while adaptive clustering improves network stability and load balancing under
dynamic UAV mobility. The integration of edge-assisted routing further reduces communication latency
and computational overhead, thereby improving routing responsiveness in disaster-aware communication
scenarios.

Extensive simulation results demonstrate that DT-TAPSO consistently outperforms representative
routing protocols in terms of packet delivery ratio, network lifetime, energy efficiency, throughput, routing
overhead, average hop count, and end-to-end delay. Overall, the proposed framework achieves an effective
balance between routing reliability, scalability, energy efliciency, and communication stability, making it a
promising solution for mission-critical FANET applications.

Despite these encouraging results, several limitations remain. First, the proposed framework has been
validated primarily through MATLAB-based simulations rather than packet-level network simulators or real
UAV deployments. Second, the implemented Digital Twin focuses on lightweight predictive synchronization
rather than a fully coupled cyber-physical Digital Twin with continuous telemetry assimilation and AI-driven
prediction. Third, the PSO-based optimization process may introduce additional computational overhead
in ultra-dense UAV deployments, while the current implementation employs fixed fuzzy and optimization
parameters that may not generalize optimally to heterogeneous network environments. Furthermore, the
present study does not explicitly evaluate realistic wireless-channel impairments, sophisticated cyberattacks,
heterogeneous UAV swarms, or large-scale real-world deployment scenarios.

Future research will address these limitations by extending the DT-TAPSO framework in several
important directions. Machine learning and deep learning-based Digital Twin prediction models will
be investigated to improve prediction accuracy under highly dynamic UAV mobility while maintaining
computational efficiency. Adaptive parameter optimization techniques, including Bayesian optimization,
reinforcement learning, and self-adaptive hyperparameter tuning, will be explored to automatically opti-
mize PSO parameters, fuzzy membership functions, and trust coefficients according to changing network
conditions. In addition, the proposed framework will be extended to heterogeneous UAV swarms with
diverse communication, sensing, and energy capabilities. Future work will also investigate blockchain-
assisted trust management, cyberattack-resilient routing, scalable edge-cloud Digital Twin orchestration,
and cross-layer optimization to improve routing security, scalability, and communication reliability. Finally,
packet-level implementation using established networking simulators such as ns-3 and OMNeT++/INET,
followed by hardware-in-the-loop testing and real multi-UAV experimental validation integrated with
5G/6G communication technologies and Internet of Things (IoT) infrastructures, will be conducted to
further demonstrate the practical applicability of the proposed DT-TAPSO framework for next-generation
intelligent FANETS.
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Nomenclature

Symbol Meaning

(Xi(t) State vector of node i

(Xi(t +1)) Predicted node state

(Ep) Residual energy

(EPred) Predicted residual energy

(di) Distance between nodes i and j
(dijpre‘l) Predicted inter-node distance
(Lyj) Link quality

(Lijpred) Predicted link quality

(Ty) Trust value

(F) Fuzzy decision score

(UPLT) DT-based utility value

(S°T) Digital Twin stability score
(Cost®T) DT-based routing cost
(Path*) Optimal routing path
Abbreviation  Full Form

Al Artificial Intelligence

CH Cluster Head

CBR Constant Bit Rate

DT Digital Twin

DT-TAPSO Digital Twin-Driven Trust-Aware Particle Swarm Optimization
E2E End-to-End

FANET Flying Ad Hoc Network

FL Fuzzy Logic
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FIS Fuzzy Inference System

GPS Global Positioning System

IoT Internet of Things

LQ Link Quality

MANET Mobile Ad Hoc Network

MCQOR Multi-Criteria QoS Optimization Routing
ML Machine Learning

PDR Packet Delivery Ratio

QoS Quality of Service

QLME Q-Learning-Based Mobility-Efficient Routing

QLSR-LCN QoS Link-State Routing with Link Connectivity Network

RL Reinforcement Learning

RIS Reconfigurable Intelligent Surface

RSMA Rate-Splitting Multiple Access

UAV Unmanned Aerial Vehicle

WSN Wireless Sensor Network

CHS Cluster Head Selection

DTPE Digital Twin Prediction Engine

DTSM Digital Twin Synchronization Model

RCL Re-Clustering Logic

RSSI Received Signal Strength Indicator

SINR Signal-to-Interference-plus-Noise Ratio

PSO Particle Swarm Optimization

CPU Central Processing Unit

CI Confidence Interval

Std. Dev. Standard Deviation

3D Three-Dimensional
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