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ABSTRACT: Dynamic security assessment (DSA) of power system devices in smart grid (SG) power systems is
currently essential for minimizing widespread blackouts and preventing cyberattacks. For stability processes that are
difficult to perform in real time, security evaluation approaches for current SG devices may therefore require extensive
historical domain training. Given that predictions are instantaneous, machine learning (ML) can be used to predict
DSA. To classify and predict the time margin and transient energy margin (TEM) for a specific fault position and
operating condition, input features, reactive power outputs, SG device transient energy function (TEF) terms, and fault
location are used. False data injection (FDI) attacks are analyzed to predict the vulnerability using the developed Stacked
Autoencoder (SAE) with ML models. In particular, the hybrid voting machine classifier (VMC) values are modified,
and the data features are used to identify attack targets. The proposed technique is more effective because it uses ML
models to develop an instance-based DSA method that identifies high-importance features to inform effective predictive
countermeasures against FDI attacks in the SG system. The proposed algorithm’s viability is confirmed using test power
systems on the real-time 128-feature IEEE 3-bus dataset and our developed Industrial Internet of Things (IIoT) dataset,
namely the UKMNCT_IIoT_FDIA dataset (Published in Data in Brief; dataset available at: https://zenodo.org/records/
14864902).

KEYWORDS: Dynamic security assessment; false data injection attack; machine learning; stability analysis; smart grid

1 Introduction
There are significant changes in how the power system operates and in power system equipment

(e.g., smart meters, consumer-based power generation, voltage or current controllers, smart relays, power
converters, etc.) in SG, which constitute the modern form of the electric grid system. Power consumption
may be considered flexible and controllable rather than production [1–3]. It is especially difficult to assess
the reliability and stability of electronic device systems due to growing uncertainty [4–6]. The potential
of an integrating power grid to maintain synchronism during a significant disturbance is referred to as
transient stability.
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Transient stability assessment (TSA) evaluations are the most computationally demanding and typically
require substantial computing time. For time-limited assessments in real-time operations and control
planning, traditional model-based approaches are sufficient for reliable TSA. The power system’s stability is
evaluated using real-time dynamic security assessments (DSA) across several plausible scenarios. The DSA
is a viable means of safeguarding the power system against these threats, enabling operators to maintain
reliable, secure operation despite growing complexity and unpredictability. Modern power systems collect
and use extensive real-time data from power system devices; therefore, data-driven approaches can be a
valuable resource for DSA to address these issues. The increasing number of data-driven methods has
made robustness, classification/prediction, and feature-selection enhancement crucial to improving DSA’s
accuracy, effectiveness, and resilience in SG power system devices. This research necessitates the numer-
ical solution of several nonlinear differential and algebraic equations. Because conventional techniques
require extensive computational processing, their solutions are insufficient [7–9]. For reliable, Internet of
Things (IoT)-enabled phasor measurement unit (PMU)-and Supervisory Control and Data Acquisition
(SCADA)-based SG operation and control, DSA is essential. Because of growing demand, privatization, and
competitiveness in the electrical industry, modern power systems must function in stressful situations close
to their stability limitations, and the response from grid-forming converters’ inertia constant is 10 s [10].
In these circumstances, even a small disruption may cause the system to become unstable. Therefore, an
evaluation of online security in SG devices is urgently needed.

Measurements, communication, modeling, computation, and visualization are the categories in which
all online DSA activities occur. After reviewing current traditional approaches to power system DSA, it is
determined that, due to their computational complexity, none are appropriate for online DSA. As a result,
this study aims to develop a rapid, straightforward, and reliable method for real-time DSA. Data-driven
techniques for rapid and effective Hybrid extreme learning machine (ELM)-based DSA algorithms have
recently been proposed, achieving 100% classification accuracy for transient stability [8]. These techniques
build assessment models using ELM algorithms and large volumes of simulation data. Although hybrid
approaches integrating ML models with other methods have also been investigated, power system operators
often disregard ML models and their forecasts, even though their accuracy has long been recognized.
Evaluating the credibility of the ML model and each prediction is essential to ensuring that the Stacked
Autoencoders-Machine Learning (SAE-ML) algorithm operates successfully on real-world data and pro-
duces accurate predictions. The developed models may produce inaccurate results due to environmental
factors and various cyber-attacks (such as FDI attacks, Denial of Service (DoS), Distributed Denial of Service
(DDoS), Man-in-the-Middle (MITM), and Adversarial attacks) throughout data transfer and storage [11–14].
The FDI attack in data-driven DSA algorithms could represent significant security risks to power systems
during implementation. A summary of recent studies on DSA is presented in Table 1.

Table 1: Comparative assessment of several previous studies on DSA.

Ref. Method Solution
Approach

Cyber-Attack
Study Prospects Validation Constraints

[15]
Distributed

decision
trees (DT)

Small-signal
stability –

Using local information
for power system

stability

Accuracy and
F1-score 99.1%

Individual DT
is required for
each SG power

system bus

(Continued)
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Table 1 (continued)

Ref. Method Solution
Approach

Cyber-Attack
Study Prospects Validation Constraints

[16] CWGAN-
GP

Voltage
stability –

Despite a rise in the use
of renewable energy, it
remains consistently

effective in noisy
environments.

Accuracy
99.82%

Often face data
noise challenges

and class
imbalance.

[17] SVM-GAB
algorithm - FDI attack

Demonstrates how
effectively ML methods
perform for FDI attack

identification.

Accuracy
95.77%,

Recall 97.02%

Dynamic line
rating is not

considered an
attack intensity.

[18] Tree-based
models – Adversarial

attack
Achieving 500X

acceleration

DSA accuracy
98.83% for RF

model

Attack intensity
and

containment
verification

error

[19] TENR
algorithm

Voltage
stability –

Computational
capability, scalability,

and tractability to
integrate various

technical constraints
such as generator power

outputs, transmission
line thermal limits, and
voltage setpoint limits

–

Take a high
response time

during
emergency

control actions

[20] Monte Carlo
simulations

Risk
assessment –

Capture dynamic system
and broad components,
reduce dependence on
professional judgment,

exchanges between
several attackers,

operator

For enhance
meters data,
this model

reduces failure
probabilities in

single-attack
scenarios (from

99% to 83%)

Less efficient for
complex

cyberattack
scenarios and

operators’
actions

[21] TL-GCN Stability
analysis –

Using power system
topological imbalanced

data

Accuracy
93.56% for

original model

Challenge in
data-driven

DSA

(Continued)
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Table 1 (continued)

Ref. Method Solution
Approach

Cyber-Attack
Study Prospects Validation Constraints

[22] GAIN DSA – Restoring PMUs missing
data

Achieving
99.48%

classification
accuracy and

stability of 50%
for missing data

Anomaly
detection for

cyber resilience

[23] GCN DSA -
Power system

topological information
and adjacency matrix.

Accuracy
99.46%,

Recall 99.48%,
Precision
99.09%,

F1-score 99.29%

Suffer from
imbalanced

databases and
high processing

time

[24] TCN - FDI attack Spatial feature from
PMU data

Accuracy
99.68%,

Recall 98.83%,
Precision
99.90%,

F1-score 99.36%

Grid
parameters and

bus
connectivity
need to be
considered

[25] Transformer
and CNN - FDI attack

Feature representation
capability with local and

global characteristics

Accuracy
95.6%,

Recall 95.6%,
Precision 95.3%,
F1-score 95.6%

Suffer from
imbalanced

databases and
high processing

time

This study proposed a novel Stacked Autoencoder and Voting Machine Classifier (SAE-VMC) model for
a dynamic security assessment technique for smart grid voltage stability and risk assessment with FDI attack
prediction. The proposed model achieved 99.83% accuracy and 99.79% F1-score with a trade-off performance
of 0.525 s.

Adversarial models may help users better understand the algorithm’s framework, such as how decision
boundaries are established and what each data characteristic indicates. Interpretable ML provides a more
comprehensive explanation of ML projections as well as a deeper grasp of the value of the features.
Furthermore, interpreting the ML model can identify possible methods to modify the model’s design to make
it more resilient to these hostile circumstances. According to the existing literature highlighted in Table 1,
cyberattacks might instantly cause undetectable disruptions to a well-performing learning model. Such
FDI attacks in data-driven DSA models could create significant security risks to power systems during
implementation. Classifications of disturbed data during training, the application of FDI training approaches
from the field of ML has demonstrated potential in enhancing model generalization, according to the studies
that are currently available. This motivates the model to acquire characteristics that are resistant to possible
gaps, power system stability, or intrusion detection. The robustness of SAE-VMC algorithms can be enhanced
by effectively utilizing certain FDI instances. It is essential to consider the types of FDI that could disrupt
models and to develop effective defenses against them, while simultaneously developing robust SAE-VMC
models to counter FDI attacks.
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Previously published works in the literature review only focus on stability analysis, risk assessment, or
FDI attack detection. To the best of our knowledge, this study is the first to present DSA (stability analysis or
risk assessment) under an FDI attack prediction for the power system of an SG electronic device that relies on
a multi-stage learning system-based ML algorithm, addressing the aforementioned problems. The proposed
method uses DSA interpretability to construct more effective false data instances for FDI attacks, which in
turn strengthens model robustness for data-driven DSA, risk assessment, and FDI attack prediction. The
study’s primary contributions are as follows:
• For DSA, a multi-stage learning system based on a novel SAE-VMC ensemble method is proposed. This

method can increase the accuracy of the presented system while addressing instability, risk factors, and
overtraining problems. The theoretical analysis is presented in Section 2, and the experimental results
are presented in Sections 5 and 5.2.

• For effective implementation of preventative control measures, a time margin-based analysis is con-
ducted. The theoretical analysis is presented in Section 3.

• The real-time power system DSA dataset and IIoT dataset are used to train tree-based classifiers, and
each classifier performs a statistical analysis based on SAE-Voting Machine Classifier (VMC) for smart
grid applications. This allows for the quantification of feature relevance, expressing the FDI attack
prediction and the magnitude of each characteristic’s impact on the proposed solution for electronics
devices. The experimental results are presented in Sections 5 and 5.4.

• We explain our proposed DSA algorithm architecture, which can significantly improve the explainability
and interpretability of cybersecurity systems in SG and IIoT device networks.
The remainder of the manuscript is organized as follows. Section 2 presents the literature

review. Section 3 discusses power system stability, risk assessment, and FDI attack state estimation. Section 4
presents the SAE-VMC model training for DSA. The proposed model simulation and results are presented
in Section 5. Finally, this manuscript is concluded in Section 6.

2 Literature Review

2.1 Reliability and Stability Analysis
Adequacy and security are two requirements for the reliability of the power system in an SG. In the SG

system, adequacy refers to the ability of the power system to continue supplying sufficient electrical power to
end users despite failures of system resources. Adequacy is often indicated by metrics such as the predicted
electricity deficit or the probability of demand loss over hours, days, weeks, months, or years. The amount of
expected electricity system disruptions or emergencies that the system can withstand without compromising
service to end users is referred to as the system’s security [26,27]. Both security and adequacy are necessary
for the grid to be reliable. The capability of the electrical grid to consistently provide power to end consumers
with a sufficiently high probability, given system resource interruptions, is known as adequacy. Therefore,
adequacy concerns the availability function over an extended period, while security emphasizes short-term
or real-time requirements and operational control methods [28]. The probability of modifications and the
current state of the system’s operation determine its security. Static and DSA are two aspects that must be
separated when examining the SG system’s security. It is critical to determine how well the newly established
post-disturbance operating situation, once the electricity network has settled, satisfies the physical limits
of power systems that have experienced a disturbance of any scale. This is known as a static security
assessment, which combines confirmation that the machinery’s specifications and voltage limits are still met
with a steady-state investigation of the post-disturbance functional state. By simulating energy regulations,
obstacles, and machinery assessments for both pre- and post-fault operational situations associated with
stability-constrained optimization of electricity transfer issues, static security can be taken into consideration
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in real-time operation [29–31]. Analyzing how the system maintains itself following the shift during the pre-
to-post-disturbance situation is known as the DSA. It is challenging to consider DSA in operations, and
it is frequently ignored in favor of more restrictive static security limitations. Typically, the DSA involves
examining a variety of power system stability phenomena, including rotor angle stability, voltage stability,
and frequency stability as defined in [32]. The ability of the SG power system to maintain a constant frequency
during an anomaly with significant discrepancies between power production and consumption is referred to
as frequency stability. These stability processes are differentiated to properly handle the stability assessment,
even though there is a single problem that refers to the continuation of functioning operations during a
disturbance. Various variables and analytical techniques are usually employed to evaluate these specific
occurrences. A summary of the assessment of many different types of stability is presented in [32–34]. Time-
domain computations may be necessary for evaluating nonlinear systems, which is essential for studying
specific instances of these stability conditions, such as transient stability, voltage stability, and frequency
stability. Because stability assessment is an important aspect of a comprehensive assessment of dynamic
security, evaluating DSA in real time for every potential disruption is computationally difficult [35,36].
Because operating circumstances are typically unpredictable and becoming increasingly sophisticated, it
might be difficult to evaluate DSA in advance of real-time operation. As a result, there may be several
potential operational situations that require careful consideration. More details of reliability and stability
analysis are in Sections 3.1–3.3.

2.2 Dynamic Security Assessment
To ensure a continuous supply of power for users and enhance system reliability, dynamic security

must be assessed and predicted during the development and execution of complex electric power systems
(EPSs). Furthermore, the EPS must manage several intermittent renewable energy (RE) sources and various
customer types, which contribute to the complicated nature of system operation, making secure operation
difficult to achieve. In consideration of this specific difficulty, studies aimed at enhancing DSA are crucial
for ensuring secure operation and enabling the transmission system operator (TSO) to carry out appropriate
control operations in continuous time [19,37,38]. However, it is difficult for the TSO to identify instability
risk in real-time using an analytical model. Through the DSA framework, small-signal stability assessment
measures the power system’s resilience to maintain synchronism following an insignificant interruption [39].
This issue is associated with the investigation of the intrinsic electromechanical oscillations in electrical grids.
Therefore, determining whether the framework can maintain or attain an improved stable operating state
during the post-disturbance stage becomes the primary goal of the analysis. Finding out whether the overall
electrical damping ratio corresponds to the minimum transmission threshold at a particular operational
position is the next stage, assuming the arrangement is stable. They can induce blackouts and system
instability if they are not sufficiently minimized [15]. Since the EPS must manage multiple variable sources
and various RE sources, which raises the complexity of communication management, secure operation
becomes difficult to accomplish.

The linearized formulation associated with EPS enables an analytical method for identifying electrical
oscillations and would be suitable for small disruption investigations. Inadequately dampening oscillations
might exhibit several effects and causes, which can be analyzed using a linearized state matrix [40,41]. For the
TSO, identifying instability risk in real time using a theoretical framework is a difficult task. The integrated
electrical system model’s capacity to accurately capture the dynamic behavior of the EPS may be limited
by its susceptibility to uncertainty. Furthermore, the main attributes of an SG are variation, diversity, and
flexibility, which increase the uncertainty of a model-based approach [42].



Comput Model Eng Sci. 2026;148(3):48 7

The SG environment presents a setting containing a significant quantity of available metrics, enabling
real-time monitoring with an extensive possibility for performance optimization, despite the growth of
configurations making modeling EPSs problematic. Data analytics can be used to create stability analysis
predictive models utilizing a global positioning system (GPS) synchronized with PMUs. These models can be
used in real time to assist decisions [15,43,44]. There are still many issues with DSA reliability management.
Considering DSA in real-time processes presents a technological barrier. In real-time scenarios, most
operators still choose higher static security limitations over DSA. The technical limitation that keeps DSA
from being considered in real-time operations is the computing complexity of the current challenge. To
address this technical problem, this work suggests using ML within DSA vulnerability evaluation.

2.3 Machine Learning for Dynamic Security Assessment
The DSA reliability management has been suggested to benefit from using ML. Security vulnerabilities

frequently discovered in sensing and control devices incorporated into SG for mission-critical monitoring
exacerbate the previously identified cybersecurity problem. For instance, real-time power quality data
transmitted over a SCADA network and synchronous data gathered by PMUs are commonly used by
ML-based SG applications. It has been reported that this particular SCADA data is vulnerable to covert
manipulation [45–47]. However, power systems are vulnerable to cyberattacks due to the flaws in IoT-based
devices. To overcome the technical obstacle of instantaneous DSA being too computationally expensive, ML
is being used in DSA [8,16]. The theory indicates that the ML approach may directly anticipate the DSA
included in these stability studies, or it can forecast the result of a stability analysis without performing the
analysis using standard stability methods. Fig. 1 shows how ML is used in the DSA context. Compared with
traditional methods such as computationally demanding time-domain simulations, ML offers the advantage
of immediate forecast availability. A select group of power system operations in Canada and in a large-scale
European project called an effective resource for EPS security for large areas (iTesla) project investigated
the suitability of these ML techniques for real-time operations in control rooms [48]. The results showed
promise, though many challenges remain to be overcome. This training process, which usually consists of
five steps as shown in Fig. 1, is completed effectively in advance of real-time operations. The first stage is
generating data from the EPS; the second is data pre-processing; the third is training the model; the fourth
is learning the model (training security rules); and the fifth is updating and validating the ML model.

Figure 1: ML-based offline DSA.
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By doing it this way, risky scenarios and unstable EPS conditions might be identified ahead of time, and
preventive actions like rescheduling generation would be implemented to bring the entire system closer to a
safe operating point. Given the abundance of real-time data gathered and employed in contemporary EPS,
data-driven techniques can be an effective tool for DSA in addressing these issues. The development of data-
driven approaches has led to the identification of feature selection and classification, actual load forecast,
cyberattack prediction, and stability enhancement as critical areas for improving DSA’s accuracy, efficiency,
and resilience [11,18,49]. As stated previously, the advancement of wide-area measurement (WAM) systems
made it possible to use ML methods for handling power system security evaluation and real-time prediction.

Currently, many ML techniques have been used, such as support vector machines (SVM) [50,51], ran-
dom vector functional links [18,52], tree-based models [15,18], extreme learning machines [18,53], and game
theory models for anomaly detection [54,55]. These models use system parameters, synchronized metrics,
and historical data to describe the EPS dynamic features and nonlinear interactions. Furthermore, EPS
data exhibits complex relationships that can be effectively captured by ensemble methods such as gradient
boosting [56,57] and random forests [58], improving data classification and attack prediction accuracy.
In addition, dimensionality reduction and feature selection techniques are used to identify pertinent and
instructive features for DSA because of the high dimensionality of power system data [59]. However, due to its
complex structure, ML is often used as a black-box approach. It remains an issue because EPS operators might
not trust the ML model and the forecasts, even though they are highly accurate. This is true even though ML
techniques have also been investigated for combination with alternatives as hybrid approaches. Evaluating
the reliability of the ML techniques and each of their predictions is essential to ensure that the algorithm
works effectively with real-world data and produces accurate predictions. Numerous recent studies have
been published to clarify and assess ML techniques, which can offer transparency and assist in evaluating
complex-conditioned algorithms [60,61].

Furthermore, incorrect outcomes from established algorithms may arise from hardware degradation,
the environment, or man-made attacks, such as DoS, DDoS, and FDI attacks on data during transfer or
storage [62,63]. One method is to incorporate domain expertise into data-driven frameworks to make
them more robust to harsh environments. Indeed, it has been discovered that ML models are susceptible
to intentionally created hostile situations, such as adversarial ones, which could quickly harm a well-
functioning ML framework with subtle disturbances. Such attacks on data-driven DSA models during
deployment may pose significant security risks to power systems.

In [15], a systematic approach based on decision trees (DTs) and association identification was presented
to forecast the system’s voltage-stability tolerance using real-time PMU data. DTs are unique among ML
approaches used in EPS security assessments for their ease of understanding and high accuracy, enabling
the TSO to make decisions quickly [56,64]. Current approaches rarely consider both the understanding
and the durability of ML models under adversarial attacks. On the other hand, it is maintained that both
are conceptually related, and research on one may offer important new perspectives on the other [65,66].
Adversarial cases might help users understand the model’s architecture, including decision restrictions and
the ML of individual data features. Conversely, interpretable ML offers a more thorough comprehension of
the significance of each attribute and a more compelling explanation of the predictions [67,68]. Furthermore,
the ML model’s assessment can identify avenues to strengthen its architecture and make it more resilient
to such hostile events. Finding the main energy sources can help optimize municipal energy management.
Still, investing in strategies that enable secure and safer communications and offer end-to-end visibility
is also critical. Threats/anomalies involving such time-sensitive data necessitate ML [43,62]. Due to the
prohibitive costs of ensuring that every smart meter or sensor is installed in frameworks, the protection
approach becomes relevant for sensors, smart meters, and grid systems, as well as accompanying testing.
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The detection barrier for FDI attacks is based on overcoming harsh estimates. In either case, the well-
developed, multifaceted complexity of computing technology is suggested for FDI attack detection methods
in an extensive energy system [69–71]. Cooperative outcomes have been reached using an attack detection
approach: sparse, single, random, and dense multiple expenditures for fake measurement data. This state
estimation (SE) compares four scenarios that might be achieved in successful FDI attack sites. More details
of ML-based DSA analysis are in Section 4.

3 Power System Stability, Risk Assessment and FDI Attack
The DSA will evaluate the electricity system’s future security using the stability and risk index in SG

devices in electric power systems (EPSs). However, forecasts of potential future operating conditions are
necessary for this kind of assessment of the power system.

3.1 Transient Energy Function Technique
An alternative strategy for power system TSA, known as the direct method, was developed based on

the Lyapunov approach [72]. By computing the transient energy margin (TEM) and avoiding the need for
computer simulation, the direct method addresses the issue mathematically and provides immediate stability
assessment. The energy difference between the energy obtained and the critical energy during a given time
can usually be calculated using an energy function known as the TEM. Energy lower than the critical value
indicates that the system is stable; if not, it may be unstable.

Eq. (1) provides the mathematical model of the system that uses a Lyapunov function and was con-
structed early in 1947 [72]. Nevertheless, analytical Lyapunov functions have to be used when the transfer
constraints are zero Ctc i j ≡ 0. The mechanism’s beginning elements of motion, known as energy functions,
are formed as these definitions need to be handled properly.

Ii
d2δi

dt2 + Ctc i
dδi

dt
= Pi −

m
∑

j=1, j≠i
(Ai j sin δi j + Ctc i j cos δi j) (1)

here, Pi denotes the net accelerating power of the machine i (mechanical power input minus internal losses),
and Ai j denotes the maximum power transfer capacity between machines i and j, consistent with the transfer
conductance Ctc_{i j}. The resulting energy function is referred to using the term transient energy function
(TEF) because the angles are contrasted to the center of inertia (COI). In this study, assuming Ctc i ≡ 0, then
TEF is calculated according to the conservative system in Eq. (2).

Ii
d2δi

dt2 = Pmechm i − Vm
2
i Gi i −

m
∑

j=1, j≠i
(Vm i Vm jBi j sin δi j + Vm i Vm jGi j cos δi j) (2)

here, the number of system synchronous generators is m, inertia constant (pu) is I, the ith generator rotor
angle is δi , rotor speed is ωi , and mechanical power Pmechm i is in pu, specific generator internal voltage
magnitude is Vm i in pu, and specific branch transfer conductance Gi j and transfer susceptance Bi j in
reducing the network.

The COI reference frame references the entire system, then the position (δ0) and speed (ω0) of COI are
driven as

δ0 =
1

IT

m
∑
i=1

I i δi (3)
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ω0 =
1

IT

m
∑
i=1

I i ωi (4)

here, IT = ∑m
i=1 I i , the δi and ωi variables transform to COI variables a θi = δi − δ0 and ω̃i = ωi − ω0. The

swing Eq. (2) transformed to COI as

Ii
d2θi

dt2 = Pmechm i − Vm
2
i Gi i −

m
∑

j=1, j≠i
(Vm i Vm jBi j sin θi j + Vm i Vm jGi j cos θi j) −

I i

IT
PC OI (5)

here,

PC OI =
m
∑
i=1

Pi − 2
m
∑
i=1

m
∑

j=i+1
Ctc i j cos θi j .

As Ai j = A ji , the sine terms cancel and are therefore absent from the PC OI term. The individual machine
energy functions are therefore represented by Eq. (6), for i = 1, 2, 3, . . . , m

VE i (θ , ω̃) = VKE i (ω̃i) + VPE i (θ) (6)

here,

VKE (ω̃i) =
1
2

m
∑
i=1

I i ω̃2
i ,

VPE (θ) = −
m
∑
i=1

P i (θi − θse p
i ) −

m−1
∑
i=1

m
∑

J=i+1
[Ai j (cos θi j − cos θse p

i j ) − ∫
θ i+θ j

θ se p
i +θ se p

i
Ctc i j cos θi jd (θi + θ j)]

and the post-fault stable equilibrium θse p is the point at which the potential energy function VPE (θ), defined
in Eq. (6), attains a local minimum.

The potential energy integral term value calculations, including Ai j terms, are dependent on the
trajectory of the machine angle, and it is a path-dependent term. It is possible to evaluate this path-dependent
term by applying the trapezoidal approximation. The strategy for computing critical energy determines the
computational complexity of the direct approach of stability assessment. The critical energy (Vcr) provides a
local stability limit estimate from the highest value of VPE . Comparing the fault-on trajectory’s total energy
(VE) with this critical energy value yields the critical clearance time (tcr).

The TEM is defined as the difference between the highest potential energy generated during the faulted
period and the combined value of the potential and kinetic energies at the clearing time. Eq. (7) defines the
TEM for a specific contingency.

TEM = Vcr − Vcl (7)

where Vcl represents the total energy of the system at the moment of fault clearing and Vcr is the greatest
potential energy of the faulty period. The energy possessed in the system until the problem is fixed is known
as Vcl . The TEM turns positive, and the system is stable, assuming the post-fault system can use the excess
energy during fault clearing. When a problem is corrected during a particular time, known as the time
margin, it indicates that the system is stable. The time margin can be defined by Eq. (8).

TM = tcr − tc l (8)

here, tcr is the critical clearing time and tc l is the fault clearing time.
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Remark 1: Using data measurements from PMUs at neighboring buses, a mathematical voltage stability
indicator was used to identify voltage insecurity at the target bus. However, conventional centralized techniques
have also been applied to rotor angle stability analysis. To identify groups of generators with comparable
dynamic behavior under unstable conditions and predict transient stability, different machine-learning methods,
including XGBoost, DT, and GB as base learners and a VMC ensemble classifier, were employed based on
post-disturbance rotor angle swings measured by PMUs installed at generator buses. Simulations were carried
out implementing into consideration the requirement for contingencies along with load variations to build the
database of the framework’s dynamic reactions [8,15,48], and more information on TEF and risk indices is
addressed in [8].

3.2 System Stability
When small disturbances are applied to the power system devices EPS, their dynamic behavior can be

effectively modeled linearly. The nonlinear differential-algebraic structure is linearized with an operational
condition to generate this model. Kundur [32] demonstrates the power system linearized operation model
at the point αe = (xe , ue).

ΔẌ = AΔx + BΔu,
ΔŸ = CΔx + DΔu, (9)

The system state variable is x ∈ Rn ; input variable vector is u ∈ Rp; output vector is Ÿ ∈ Rq ; at the
equilibrium point αe ; a small deviation denotes a variable is Δ; A is the state, B is the input, C is the output,
and D is the direct transmission matrices. Qualitative data characterizing the stability of the entire system
near the equilibrium point can be obtained from the generated matrix equations. Qualitative data regarding
system stability near its equilibrium value can be obtained from the generated matrix formulations. These
values, connected to the matrix A, determine the system’s local stability. The initial system is unstable if at
least one eigenvalue of matrix A has a positive real part [32]. The complex values that significantly contribute
to characterizing the outcome of mechanical factors associated with generators related to the system during
consideration are the electromechanical modes throughout this matrix Ā set of values. The DSA classification
strategy might be implemented correctly based on the earlier stated concepts, as will be presented in the
next section.

3.3 Risk Assessment
A risk index is used across probabilistic security assessments to evaluate the power system’s future

security. Operating decisions regarding future conditions can then be made using the assessment’s results.
It is crucial to consider the uncertainty and inaccuracy of the impact estimates when applying ML to
probabilistic security evaluations. This uncertainty must be considered because it carries an additional
risk. As explained further, the goal of this work is to calculate this risk using ML and take it into
account in probabilistic dynamic security evaluations. The estimation of a power system’s operational
state using the available metering devices. This essay focuses on SG devices EPS, which have gained
popularity because of their increased controllability, dependability, and integration with energy storage
systems and RE sources. Eq. (10) expresses the representation between the n-dimensional system state
z = (z1 , z2, z3, . . . , zn)T and measurement x = (x1 , x2, x3, . . . , xn)T as

z = Hx + e (10)

where, e = (e1 , e2, e3, . . . , en)T is a model error, and H is a Jacobian matrix with measurement noise.
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For example, a load flow analysis integrating the state estimation results with future load forecasts can
yield the operational conditions i ∈ Ωz in a complete state xi . To calculate the probabilities of each operational
state zI

i , these forecast models must accurately characterize the forecast uncertainty. For the sake of simplicity,
the time constraint is disregarded in this evaluation. Future security requirements will be evaluated, and the
probability of contingency zC

c of each contingency c, will be predicted. These can be deduced from weather
forecasts or acquired from projections of asset estimation. Determine a risk metric as part of the DSA.

RISKS A = ∑
i∈Ωz

∑
c∈ΩC

zI
i z

C
c Si ,c (11)

and then decide on operational measures to reduce this risk. In the risk formulation, Si ,c denotes the
contingency severity, which represents the total risk that a single contingency ΩC can impose on all potential
operational conditions Ωz . The uncertainty of the severity estimates must be considered when utilizing ML
in DSA. There is an extra risk associated with this uncertainty; therefore, it must be considered. This work
aims to calculate this risk using ML and take it into account in the subsequent description of DSA. First,
since Eq. (3) does not account for the possibility of occasional inaccuracy in the severity function, the risk
function needs to be expanded. Although the operational condition i severity ˙̆si ,c exposed to contingency i
could be DSA predicted with ML as

˙̆si ,c = CF1
c (1 − Ẑ1 (xi)) (12)

This excludes and disregards the risk of errors. When utilizing ML in DSA, the risk is

RISK ML = ∑
i∈Ωz

∑
c∈ΩC

zI
i Rc (xi) (13)

The risk estimate, represented by Rc (xi), is selected in Eq. (14) as the smaller of two candidate risk
predictions, together with the probability contingency imbalance zC

c = 0.5 threshold (τ) value.

Rc (xi) =
⎧⎪⎪⎨⎪⎪⎩

R1
c (xi) i f R1

c (xi) < R0
c (xi)

R0
c (xi) i f R1

c (xi) ≥ R0
c (xi)

(14)

here, R1
c (xi) is the predicted risk when instance xi is classified as an FDI attack, and R0

c (xi) is the predicted
risk when it is classified as normal (no attack); Rc (xi) takes whichever of the two is smaller, so the reported
risk is always the more conservative (lower) estimate.

3.4 FDI Attack State Estimation in EPS
Using the threshold τ for l2-norm measurement error, the probability of system errors or compromises

can be identified. Because of this, the intrusion detector in this instance is only going to inform the user
about an attack when one appears in Eq. (15).

Ā = ∥z − Hx∥2
2 ≥ τ (15)

From our previous study [11], during an FDI attack, the vector attack Ā is constructed as a linear
combination of the Jacobian matrix H, and can be expressed as Ā = Hx. For an n-dimensional system, the
vector n × 1 becomes non-zero arbitrary c, an arbitrary vector independent of the measurements. From [11],
the vector modeling for FDI attack is as follows;
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(16)

Za = H(Ā + c) (17)

The new estimated state vector attack Ā satisfies the equation

Āa = Ā + c (18)

The SG power system equipment attempts to control and trigger an alarm to prevent measurement
values from exceeding the maximum modifying tolerance value c, [24,73]. Therefore, the false data set vector
Za takes place instead of the measured data set vector Z on the SG system. Then the state estimation model
(BDD generation from DC and AC power systems [11]) will be the following:

ra(bad) = ∥Za − HĀa∥ = ∥Z + Ā − H (Ā + c) ∥
= ∥Z + Ā − HĀ − Hc)∥
= ∥Z − HĀ + (Ā − Hc) ∥
= ∥Z − HĀ∥ = r (19)

From Eq. (11), it is proven that ra(bad) = r, if Ā = Hc meets the requirement. It has become exceedingly
clear that attackers can introduce a false data set into the SG without altering any measurement data sets. An
attacker attacks the DC/AC power system with FDI through a similar data set. The attacker changes their
plan before altering any measurements; then the SE model becomes:

ra(bad) = ∥Za − hĀa∥
= ∥Z + Ā − hĀa + hĀ − hĀ)∥
= ∥Z − hĀ + Ā − hĀa + hĀ)∥ = r (20)

To protect the SG power grid, many scholars are investigating FDI attacks to secure data from power
system equipment, EPS, SCADA, PMU, and communication systems. The DSA in the SG system may be
affected when an FDI attack is triggered.

3.5 ML Techniques in Power System Stability, Risk Assessment, and Control
Conventional methods become challenging to use in power system analysis due to the growing

complexity of the data. This is because processing such data correctly requires significant computer resources
and time, leading to longer computation times and a higher level of accuracy. Furthermore, traditional
methods may struggle to process such data. With rising energy consumption and expansion of current
electrical communication networks and lines, the modern power infrastructure is operating near its limits.
Therefore, it is crucial to continuously monitor the power system network and offer more reliable data
than was previously considered necessary for operational control and power systems while minimizing
risk under such circumstances. ML is one of these computing technologies that has recently acquired
prominence and has been applied to several power system applications for stability, risk assessment, control,
and attack prediction. In terms of resilience, stability, risk assessment, attack prediction, and response speed,
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ML methods perform better than traditional methods, which rely on memory to complete these tasks. AI
programs have extra features, but they are more costly than traditional methods.

Although recent developments in the use of ML algorithms in power grid applications such as fault
detection, demand forecasting, and grid optimization have shown great promise, many claims about their
effectiveness are unsupported by conventional quantitative analysis. As the use of ML in emerging electric
power grids grows, it is imperative to prioritize evidence-based research that validates model effectiveness
through real-world datasets, standardized methods, and comparative analyses. Grid operators can ensure
that ML implementation is both reliable and compliant with power grid sector demands.

The Smart Grid has many uses for ML. The following are specific details on the ML methods and
applications that are employed in the smart grid.
• ML-based attack detection methods have demonstrated promising performance due to their remarkable

characterization accuracy and scalability. Additionally, the present analysis demonstrates the robustness
of supervised learning strategies for attack location in this field.

• Most studies on energy dispatch basically use multi-disciplinary framework hypotheses to solve the
dispatch problem in smart networks, which necessitates an accurate computational framework for the
extensive work. However, recently, an increasing number of research studies have used AI, such as
XGBoost models, to address the energy management problems.

4 Machine Learning Model Training for DSA
The future security, stability, and risk of SG devices’ EPS will be assessed using an FDI attack vul-

nerability index as part of the DSA. Several methods are used for DSA, such as the TEF method [8] for
stability and risk assessment, decentralized DT [15] for stability analysis, and DT and XGBoost [18,49]
for FDI attack prediction. To improve dataset accuracy, encoding, decoding, and feature selection involve
eliminating repetitive and unrelated features based on an evaluation score. Feature selection techniques fall
into three categories: filter, wrapper, and embedded. Embedded approaches establish a closer integration
between classifier construction and feature selection, where the feature subset is selected as part of the model
training process. When the classifier is built using embedded approaches (ML-based ensemble model),
feature subsets are created. The ensemble methods used in this investigation that are briefly described below.
The proposed architecture, illustrated in Fig. 2, is designed to handle imbalanced datasets using SAE and to
employ sophisticated ML methods to identify FDI attacks. Data preprocessing and acquisition are the first
steps, when raw data is cleansed and prepared for evaluation.

For SAE-VMC models, hyperparameter tuning is frequently done by trial and error, particularly in
domain-specific operations like power system security assessment. We used an identical empirical tuning
method in this research to get the ideal values for important variables, including learning rate and dropout
rate, where model performance is assessed by training stability, F1-score, accuracy, and computational
efficiency, which were weighed through trial-and-error. When developing an effective model and facilitating
learning rate, hyperparameters are fundamentally necessary. We selected hyperparameters that produced
reliable and broadly applicable results for the specified models by repeatedly testing various configurations
and assessing validation performance. When implementing adjustments to these parameters, careful consid-
eration should be taken because they have direct effects on the final predictive model properties. For training
the SAE-VMC model, 70% of the samples were used as training data, and the remaining 30%. This 30% test
partition was held out entirely during hyperparameter tuning (which used k-fold cross-validation within the
70% training data) and was used as test data for the subsequent simulation. The hyperparameter learning
rate, which controls how much the network weights are modified in response to the loss gradient, is set at
0.01 in this instance. To improve model performance and ensure that the best configurations are chosen for
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accurate identification, hyperparameter tuning is carried out via k-fold cross-validation on the training data.
Only models that meet the required cross-validation performance standards move on to final evaluation on
the held-out test set, which is not used during tuning.

Figure 2: General flowchart of proposed transient energy margin and SAE-VMC-based DSA model.
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4.1 Stacked Autoencoders (SAE)
By learning compressed representations in a lower-dimensional latent space, the SAE serves as an

effective dimensionality reduction technique. Additionally, the latent representations learned by the SAE can
be used as input features for conventional classifiers such as SVM, RF, DT, and XGBoost. This combination
creates a powerful hybrid framework that leverages unsupervised feature learning for supervised classifica-
tion. Labeled data can be utilized to fine-tune all aspects of the architecture, comprising the classifier and
autoencoder (AE), enhancing classification accuracy and handling complicated data structures. In addition
to its feature learning capability, SAE can learn robust feature representations that may improve classification
performance on imbalanced datasets.

The SAE is a deep learning model comprising several layers arranged sequentially. Every autoencoder
has two layers: one for encoding, which compresses the data, and another for decoding, which reconstructs
it. Additionally, the bottleneck is the layer that holds the encoded form of the compressed input data. Several
autoencoders can be stacked to produce an SAE.

Encoding : The input to the subsequent layer is the encoder’s output from the previous layer.
Layer 1: Let l1 ∈ Rn is the input data, x ∈ Rm is the latent representation when n > m, and ẋ ∈ Rn is the

reconstructed data. The latent (encoded) representation l1 is created by the 1st AE processing the input x.

l1 = f (W 1
e x + b1

e) (21)

where the weight matrix is We ∈ Rm×n , bias vector is be ∈ Rm , ReLU or sigmoid activation function is f (●).
Layer 2: The latent representation l2 is created by the 2nd AE processing the input based on the 1st latent

representation l1.

l2 = f (W2
e l1 + b2

e) (22)

Decoding: Decoding backward across the layers constitutes a component of the reconstruction process.
�1 = g(W2

d l2 + b2
d) (23)

ẋ = g(W 1
d�1 + b1

d) (24)

where the weight matrix is Wd ∈ Rnx m , the bias vector is bd ∈ Rn , ReLU or sigmoid activation function is
g(●).

Utilizing the Mean Squared Error, the reconstruction error is minimized by

L = 1
N

N
∑
i=1
∥xi − ẋi∥2 (25)

where N is the sample number.
Regularization techniques are used to enhance performance:
Denoising AEs: During training, increase resilience by introducing noise to the input x.
Dropout: To avoid overfitting, drop components randomly throughout training.
Sparsity Constraint: Promote the inactivity of certain hidden units:
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KL (P ∣ ∣ ) = P log P + (1 −P) log 1 −P
1 − (26)

where P is the expected sparsity and the hidden units’ average activation is .
Remark 2: In this study, we concentrated on four crucial hyperparameters in the design and implementation of
the SAE. The first hyperparameter is the number of nodes in the latent code (or middle layer). The choice controls
the AE’s compression ratio. The second hyperparameter is the number of lasyers (l). SAEs use several hidden
layers, allowing for the detection of complicated patterns in data, and the dropout rate is 0.2. The depth of the SAE
is an important hyperparameter that must be carefully chosen to balance performance and computational costs.
The third hyperparameter is activation functions and weights: Typically, the hidden layers use ReLU to introduce
non-linearity and alleviate the vanishing gradient problem. The final output layer usually uses Sigmoid. In SAEs,
the decoder’s weight matrices are often constrained to be the transpose of the encoder’s weight matrices. The
number of trainable parameters speeds up training. The fourth hyperparameter is the loss function. In this study,
mean squared error is used as the most common loss function for reconstruction.

4.2 XGBoost-Based Classifier
This section trains the XGBoost classifier, which is an ensemble ML algorithm that functions like a

decision-tree-based gradient-boosting framework. We chose XGBoost because of its great scalability and
generalization performance. Assume that the power system dataset has M features and N examples then
z = {(xi , Ÿi)}

N
i=1, where x ∈ RM and Ÿi ∈ R, using K adding an ensemble tree function for the output of the

prediction obtained as

Ÿi = ∅(xi) =
K
∑
k=1

fk (xi) , fk ∈ F (27)

here, F is the tree space. A possible method to structure the XGBoost training process is to minimize the
following objective function.

L (∅) = ∑
i

l( y̆iŸi) +∑
k

Ω( fk) (28)

where the convex loss function l( y̆iŸi) is differentiable, which can be determined as the difference between
the target Ÿi , and the prediction y̆i , and Ω( f ) = γT + λ

2 ∥ω∥2. Here, T is the number of tree leaves, and
the learning rate is ξ ∈ [0, 1]. Here, γ denotes the leaf-count complexity parameter in Ω( f ), a separate
hyperparameter from the learning rate ξ.

Similar to the conventional Gradient Boosting Decision Tree (GBDT) technique, the inclusion of an
extra regularization term assists in mitigating overfitting by smoothing the final learning weights. Eq. (28)
presents the tree ensemble model that is trained additively using conventional optimization techniques in
Euclidean space.

Let, tth iteration of the ith instance prediction be Ÿt
i to minimize the objective required to add ft , which

is expressed as:

t =
n
∑
i=1

l ( y̆i , Ÿ(t−1)
i + ft(xi)) + Ω( ft) (29)
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For efficient optimization, apply the second-order approximation in a general setting as

t ≈
n
∑
i=1
[l( y̆i , Ÿ(t−1)

i ) + βi ft (xi) +
δ
2

f 2
t (xi)] + +Ω( ft) (30)

where, βi = ϑ
ϑ Ÿ(t−1)

i
l( y̆i , Ÿ(t−1)

i ) and δ = ϑ2

ϑ(Ÿ(t−1)
i )

2 l( y̆i , Ÿ(t−1)
i ). As l( y̆i , Ÿ(t−1)

i ) the constant against the

objective function ft , it can be removed at step t as

t′ ≈
n
∑
i=1
[βi ft (xi) +

δ
2

f 2
t (xi)] + +Ω( ft) (31)

In real terms, the split candidates’ evaluation loss reduction is provided by

s pl i t =
1
2

⎡⎢⎢⎢⎢⎣

(∑i∈IL βi)
2

∑i∈IL δ + λ
+
(∑i∈IR βi)

2

∑i∈IR δ + λ
− (∑i∈I βi)2

∑i∈I δ + λ

⎤⎥⎥⎥⎥⎦
− γ (32)

here, I = IL ∪ IR , and the characteristic that minimizes loss most effectively is to split the node, and the
proposed XGBoost model is presented in Algorithm 1.

Algorithm 1: XGBoost-based sampling and feature bundling

Input: Train data z = {(xi , Ÿi)}
N
i=1, tree space F, tree leaves number T, loss function l( y̆iŸi), learning rate is

ξ ∈ [0, 1]
Output: Train XGBoost model for prediction Ÿt

i
1: Import: XGBoost, numpy, scipy.io
2: Load Dataset and Split Data: Train dataset = 70% dataset, and test dataset = 30% dataset
3: Train and fit the XGBoost Classifier (Xtrain , ytrain)
4: for i = 0 to t do

ypred = f (Xtrain) [operation conditions i ∈ Ωz]
5: XGBoost training process (∅) = ∑i l( y̆iŸi) +∑k Ω( fk)
6: Set tree level number and learning rate ξ ∈ [0, 1]
7: Conventional optimization t = ∑n

i−1 l( y̆i , Ÿ(t−1)
i ) + ft (xi) + Ω( ft)

8: Prediction Ÿt
i in iteration tth with instance ith

9: end

4.3 Decision Tree Classifier
This section trains a DT classifier using the Gini impurity, a Classification and Regression Trees (CART)

technique that measures the distribution of deviation for a certain field based on instance results. The training
model Gini value is calculated from the power system dataset z = {(xi , Ÿ)}N

i=1 as

Gini(z) =
X
∑
x=1

px (1 − px) = 1 −
X
∑
x=1

p2
x (33)

here, probability px is the proportion of class x, and X is the class number. The binary tree developed for
the CART algorithm tends to M features of z to determine the optimal split, dividing the data into two child
subsets, z1 and z2, and the Gini impurity value is
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Gini impurity (z∣M) = ∣z1∣
∣z∣ Gini (z1) +

∣z2∣
∣z∣ Gini (z2) (34)

and the best feature during segmentation inside the present node can be identified as the feature with the
lowest Gini impurity value, and Algorithm 2 presents the DT classification method.

Algorithm 2: DT classification cases (simulation operation measurements)

Input: Train data z = {(xi , Ÿi)}
N
i=1, tree numbers X and feature M

Output: Train DT model for evaluate and label Gini value
1: Import: DecisionTreeClassifier, tree, StringIO, graphviz
2: Load Dataset and Split Data: Train dataset = 70% dataset, and test dataset = 30% dataset
3: Train and fit the DT Classifier (Xtrain , ytrain)
4: for each candidate split of feature m ∈ M on node z do
5: Partition z into child subsets z1 and z2 using the candidate split, and compute the Gini

impurity(z∣M) via (34)
6: Select the feature and threshold that minimize Gini impurity(z∣M) as the optimal split

of node z; recursively repeat steps 4–6 on each child node until a stopping criterion
is met

7: end

4.4 Gradient Boosting Classifier
The Gradient Boosting (GB) classifier will be trained with a highly efficient and novel tree-based GB

approach to deal with high-dimensional system state z, measurement x, and exclusive feature M. Like
existing boosting techniques, it constructs the model step-by-step and extends its capabilities by permitting
optimization of any differentiable loss function. The objectives of boosting represent producing several cycles
of weak classifiers by using the weak classification method successively on data that has been altered on
multiple instances Gz(x), z = 1, 2, . . . , Z, loss function l , the proposed tree-based GB classifier model is
presented in Algorithm 3.

Algorithm 3: Gradient boosting classification and regression
Input: Train data z = {xi}N

i=1, iteration t, loss function l , Gradient sampling ratio (a higher and b lower)
Output: Train tree-based model f (●)
1: Import: GradientBoostingClassifier, tree, scipy.io
2: Load Dataset and Split Data: Train dataset = 70% dataset, and test dataset = 30% dataset
3: Train and fit the tree-based GB Classifier (Xtrain , ytrain)
4: for i = 0 to t do
5: ypred = f (Xtrain)
6: G = − ∂l(ytrain , y pred)

∂ y pred
(the negative gradient of the loss with respect to the predictions), consider

with learning rate ξ ∈ [0, 1]
7: Select top instances a × N and randomly b × N from
8: training data z and assign corresponding weights w factor 1−a

b ,
9: Append new model f (Xtrain, w , z) for selected instances
10: end
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Remark 3: All of the tree-based DSA models have been thoroughly trained, and the hyperparameters have
been adjusted to prevent underfitting and overfitting to ensure the best DSA performance and fair comparison.
Ensemble tree-based models do not always achieve higher DSA accuracy than a single DT—for example, Tables 2
and 3 show DT attaining slightly higher accuracy than the bagging (Random Forest) and boosting (AdaBoost)
ensembles on both datasets. The robust index for tree-based models and verification errors of bagging ensemble
techniques are worse than those of boosting ensemble methods, despite the bagging ensemble methods’ improved
DSA accuracy. It can be proven that the accuracy index is not enough to represent the performance of the tree-
based DSA models. DT : For selecting the optimal split, every feature is taken into consideration. Gini impurity
is used to measure the quality of the split. GB and XGBoost : There are 300 boosting stages for ensemble tree-
type approaches, respectively. Verification errors decrease, while processing efficiency improves, as the robustness
index for tree-based boosting methods.

Table 2: Performance of all proposed classifiers with training time.

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) Time (s)
Random Forest 97.13 94.32 92.74 93.76 1.53

AdaBoost 97.85 94.83 95.21 95.02 1.05
XGBoost 99.77 98.73 98.93 99.69 0.558

DT 99.12 98.56 97.63 98.62 0.023
GB 99.62 99.12 98.87 99.61 0.985

VMC 99.83 99.62 99.43 99.79 0.525

Note: Precision, Recall, and F1-Score in Tables 2 and 3 are each macro-averaged across per-class values independently;
F1 is therefore not the harmonic mean of the tabulated aggregate Precision and Recall.

Table 3: Performance comparison with training time.

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) Time (s)
Random Forest 99.13 95.23 93.47 94.34 1.17

AdaBoost 98.81 95.38 95.12 95.25 0.913
XGBoost 100 99.37 99.49 99.43 0.512

DT 99 97.65 98.36 98.00 0.019
GB 99.71 98.21 99.11 98.66 0.823

VMC 100 99.26 99.63 99.44 0.415

4.5 Voting Machine Classifier Interpretation
This manuscript presents a voting machine classifier (VMC) for DSA interpretation analysis for attack

prediction and risk assessment. Among its unique elements are:

• An ensemble-weighted feature-attribution approach that applies Shapley additive explanations
(SHAP) [74] across the combined XGBoost, DT, and GB voting classifiers.

• The additive decomposition in Eq. (35) satisfies the local accuracy and consistency properties of Shapley
values, so each base classifier’s feature-attribution values sum exactly to the VMC’s overall prediction
for that instance.

For individual predictions, VMC employs an attractive feature-attribution approach to justify each
prediction by assigning an importance value to each feature. This follows the Shapley additive explanations
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(SHAP) framework [74], adapted here to the combined XGBoost, DT, and GB voting ensemble to quantify
each base classifier’s contribution to the final prediction. Considering the training set (Xtrain , ytrain) for the
predictive model from XGBoost, DT, and GB classifiers, the new VMC value output predictive function
p(●) for conditional expectations, introduce each feature as the sum of ∅i . Let M new feature set and ∣M∣
denote input feature numbers for establishing p(●). Which carried binary variables and the linear functions
explained as

p(x) = ∅0 +
∣M∣
∑
j=1
∅ j ξ (35)

The contributed feature start value ∅0 = E{p(x)} and jth missing (ξ = 0) and observed (ξ = 1) feature
considered the learning rate ξ ∈ [0, 1] used for soft voting; therefore, the classifier sums the predicted
probabilities of each class from the base models, and these weights are assigned based on a model’s accuracy
and F1-score on validation data.

This indicates that the optimal weights associated with the base classifiers must be identified through an
ensemble-level optimization. Let W denote the weight vector, with one weight assigned to each base classifier,
and let A(W) denote the ensemble’s classification accuracy under weight vector W . The metric used to
assess the objective function’s efficiency is accuracy. The optimization procedure seeks the weight vector W∗

that maximizes A(W), thereby optimizing the best performance for the model. We first assessed individual
classifiers’ accuracy to modify the weights through the ensemble model. Higher-accuracy classifiers were
given heavier weights, since the weights were distributed proportionately, giving them more control over
the final prediction. Therefore, the optimized weights enhanced the model’s accuracy, robustness, and
adaptability, resulting in more accurate and dependable forecasts. To efficiently represent the capabilities of
each classifier by allocating various levels of weight based on their performance, weighted voting was selected
over majority voting.

Instead of using uniform weights for the entire dataset, weights are modified based on whether the
model performs well in particular areas of the input space. The sum ∅i of the jth the feature is computed as

∅i = ∑
z⊆M/{ j}

∣M∣ (∣M∣ − ∣M∣ − 1)
∣M∣

[ fz∪{ j} (xz∪{ j}) − fz (xz)] (36)

where

fz (xz) = E { f (x)∣xz} = ∫ f (x)dxM/z (37)

The expected output for a coalition that additionally includes feature j is given by fz∪{ j} (xz∪{ j}) =
E {xz∪{ j}}, obtained by applying Eq. (37) with z replaced by z ∪ { j}. As Eq. (37) shows, this expected output
is computed by marginalizing (integrating) over the features not included in the coalition, rather than by
perturbing them. Repeating this process for fz (xz) and fz∪{ j} (xz∪{ j}) = E {xz∪{ j}} across the sampled
coalitions generates the values needed to evaluate Eq. (36).

The proposed VMC interpretation process is presented in Algorithm 4. The purpose of the VMC
implementation for the DSA is to explain the trained models using the data, followed by a data-driven
approach to predict FDI attacks and to derive defense strategies for current frameworks, supporting
robustness measurement. A data sample is followed by VMC interpretation employing the trained model,
represented in this algorithm, and every input feature is subsequently assigned a VMC value. This VMC value
shows how important the data associated with this feature is in the trained model to influence the final output.



22 Comput Model Eng Sci. 2026;148(3):48

The overall results for VMC are the final output. Technically, data features with higher values dominate the
simulation process; as a result, they appear to be vulnerable to variation applied to these features, which may
create more structural disruptions to the final outputs and increase the risk of misinterpretation compared to
other features. Thus, VMC interpretation offers an effective means to identify the exact targets of FDI attack
and carry out successful defensive measures against cyberattacks.

Algorithm 4: DSA on VMC interpretation
Input: Train data ztrain = {Xtrain , ytrain}N

i=1, Number of features assigned for DSA M, learning rate is
ξ ∈ [0, 1]

Output: Train VMC model sum ∅i for DSA (stability, risk assessment and FDI attack prediction)
1: Import: Voting Classifier, XGBoost, GradientBoostingClassifier, DecisionTreeClassifier, graphviz

tree, numpy, scipy.io
2: Train and fit XGBoost, DT, and GB individually on dataset (ztrain = Xtrain , ytrain) via

Algorithms 1–3; combine their outputs into the VMC p(●) by weighted voting
3: Initialize FDI attack set Ā = ∥z − Hx∥2

2 ≥ τ
4: for i = 1 to M do
5: Compute the marginal contributions f (x) over each subset z ⊆ M/{i}, using

the trained XGBoost, DT, and GB models on ztrain
6: Compute ∅i via (36) for each base classifier and aggregate into the VMC attribution

using the weights in (35)
7: Store ∅i in the attribution vector Φ
8: if ∅i ≥ τ (per (36)) then
9: Flag feature i as a significant contributor to the DSA/FDI attack prediction
10: end
11: end

4.6 Attack Prediction Strategy
The FDI example is used to strengthen FDI training for achieving robustness. Different FDI occurrences

are randomly sampled and added to the training set to assess the robustness relationship, whereas robustness
denotes the attack failure rate in this paper. Initially, the training set is constructed using FDI attack samples
generated from successful attack scenarios. The FDI model training process is mathematically presented as

({Xtrain , XF DI
train} , {Y , Y F DI}) → pF DI(●) (38)

Specifically, FDI examples of the generated set XF DI
train ⊂ XF DI is a subset, where XF DI =

{xF DI ∣xF DI = x + δ} and Y F DI are corresponding labels. The selected number of FDI attack levels measures
the robustness and accuracy.

5 Simulation and Results
One of the most important elements of ML techniques is the dataset, since it can yield trustworthy

results when it contains the right features. This simulation is conducted on Google Colab, a Lenovo ThinkPad
T460p with an Intel Core i5-6440HQ CPU, 8 GB of RAM, and a 64-bit operating system. We used Python
in the Conda Forge Jupyter Notebook 6.5.2.
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5.1 Dataset
Dataset 1: In this manuscript, well-known real-time IEEE 3-Bus three-phase (3ϕ) power system

attack datasets from Mississippi State University and Oak Ridge National Laboratory (MSU-ORNL) were
used [75], and 15 different datasets were generated [76] for examination. This dataset comprises 29 types
of measurements. With 128 features, there are 4 PMUs that measure 29 features for 116 PMU measurement
columns total. Finally, 4966 functional occurrences with matching security status were collected; of these,
70% (3476 samples) were used as training data, and the remaining 30% (1490 samples) were used as test data
for the subsequent simulation.

Dataset 2: During my PhD study, we developed an FDI attack-based Industrial Internet of Things (IIoT)
dataset, namely UKMNCT_IIOT_FDIA [77]. This dataset comprises 15,425 instances and 30 features.

Data preprocessing: To create new datasets, the autoencoders were applied to data gathered from typical
situations. The various layers of a SAE constitute an autoencoder that adapts to encode and decode the input
data. It is particularly useful for feature learning and reducing dimensionality since it learns a condensed
and effective characterization of the input data. The autoencoder is trained using the minority class to
synthesize the resulting data, enabling it to recognize and restore basic patterns of that particular class.
The decoder creates artificial instances corresponding to the minority class by reconstructing the encoded
samples after random noise is injected. This approach improves the model’s capacity to generalize and lessen
bias by effectively augmenting the minority class data. Using the min-max normalization technique for
normalization of the dataset, as follows,

new xi j =
xi , j −min(xi)

max(xi) −min(xi)
(39)

where new xi j the new value of each is the feature, and xi j is the old value of the feature. The min(xi) is the
min value of x and max(xi) is the max value of x. A label encoder is used to convert the categorical values
to numerical values.

5.2 Interpretation of Risk and Stability Results
This investigation focuses on the DSA as a standard classification and regression challenge. The

classification problem uses TEM values to classify grid network topologies as secure or insecure for transient
stability, while the regression problem forecasts the TM value for a given grid network topology. The
proposed approach is an effective choice for standard DSA applications since it achieves 100% classification
accuracy in the security classification task; TM value prediction performance is illustrated qualitatively via
the TEM simulation results in Fig. 3, as no dedicated regression accuracy metric (e.g., R2, MSE) is reported
for this task.

Using the real-time IEEE-3 bus MSU-ORNL power grid datasets, the TEM simulation addresses the
issue and provides an immediate stability assessment, as shown in Fig. 3. Fig. 3a presents the “stable” and
“risk” instances in the grid dataset during the operation period. After training, the system identifies and
mitigates these risk instances, stabilizing the grid, as shown in Fig. 3b. Here, the “stable” and “risk” samples
are selected from the training set to present the TEM model results. Fig. 3b illustrates that as the number of
risk instances increases, the grid system is unstable; thereafter, the risk decreases to near zero, after which
the grid system becomes stable.
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Figure 3: Proposed approach contingencies; (a) before operating conditions and (b) after operating conditions.

Intelligent Electronic Devices (IEDs) can turn power grid breakers on or off as needed. Each breaker
is autonomously controlled by an IED. The validation of the proposed hybrid model presented in Fig. 4a
is based on real-time IEEE-3 bus MSU-ORNL power grid datasets, which illustrate the randomly selected
actual and predicted values of test data points. Fig. 4b presents the results for the UKMNCT_IIoT_FDIA
dataset. Using TEM values, the classification problem classifies network configurations as secure or insecure
for transient stability, whereas the regression problem forecasts the time margin for the specified network
architecture. By comparing the actual and predicted values, we found that the developed TEM method
provides reliable predictions.
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Figure 4: Predicted time margin for IED-based grid relay control test data points; (a) MSU-ORNL dataset,
(b) UKMNCT_IIoT_FDIA dataset.

5.3 Stacked Autoencoders (SAE) Based Data Preprocessing Result
To balance the datasets, given the severity of this class imbalance, the study employs SAE. The SAE layout

was built by isolating the minority (attack) class instances. To create a new data collection, the autoencoders
were trained on the minority class data. The decoder reconstructs the original samples from the encoded
samples after adding random noise. Fig. 5 displays the concatenated distribution for the class. In this study,
the MSU-ORNL smart grid dataset and UKMNCT_IIoT_FDIA were used as commonly used IIoT datasets.
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This method validated the efficacy of new data generation and facilitated visualization of the dataset in a
lower-dimensional space.

Figure 5: Dataset class (attack and normal) distribution; (a) MSU-ORNL smart grid dataset, (b) UKM-
NCT_IIoT_FDIA dataset.

5.4 FDI Attack Prediction Test Results
Fig. 6 presents the evaluation metrics for the proposed VMC-based FDI attack prediction system.

Figure 6: FDI attack prediction system evaluated metrics.

Real-time IEEE 3-Bus MSU-ORNL datasets: This study focuses on DSA for classifying system stability
and predicting FDI attacks. The proposed method tests all issues. For the FDI attack prediction, we test
15 different datasets and analyze them with XGBoost, DT classifier, GB classifier, and VMC, respectively,
in Fig. 7a–d. Fig. 7a–d shows the effective attack prediction rates on the original training set assigned to 126.
The FDI attack prediction results show that several false features were chosen by dataset 1. Information could
be obtained through this method. The attack prediction classification results are evaluated using accuracy,
precision, recall, and F1 score. Among the ML models, the individual DT classifier has lower performance
but takes less time; XGBoost achieves the highest performance, and the GB classifier takes much longer
compared to the XGBoost model. Finally, our proposed hybrid VMC method overall achieves high accuracy
and F1-score. The average performance comparison of the proposed classifiers is presented in Table 2, along
with training time.
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Figure 7: Successful FDI attack prediction rate performance evaluation matrices in real-time IEEE 3-Bus MSU-ORNL
datasets; (a) XGBoost classifier, (b) DT classifier, (c) GB classifier, (d) proposed hybrid-VMC, and (e) proposed model
performance evaluation using the UKMNCT_IIoT_FDIA dataset.
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UKMNCT_IIoT_FDIA dataset: The classification results of the proposed learning-based model are
presented in Fig. 7e. Fig. 7e illustrates that the XGBoost classifier individually achieves high accuracy (100%)
and F1-Score (99.44%) but takes training time. The DT classifier achieves lower accuracy (99%) and F1-Score
(98.00%) with very few training iterations. The GB classifier achieves a comparable accuracy & F1-Score to
the XGBoost classifier. Our proposed hybrid VMC achieves 100% accuracy with minimum training time.
The performance of the evaluation matrix for all classifiers, along with training time, is presented in Table 3.

Increased robustness would come from training models with attack scenarios. Nevertheless, increasing
the number of FDI attack cases used during training cannot guarantee a more effective model, as accuracy
and robustness may not be enhanced simultaneously. Additionally, comparisons of attack detection models
show that choosing the right number of compromised instances can yield superior models; excessive com-
promise won’t yield the greatest results in terms of accuracy or robustness. Nevertheless, model robustness
depends on the intended task, and it is not readily apparent during training. Table 3 shows each model’s
performance when trained on all features. Fig. 8 illustrates an identical pattern in the ROC values.

Figure 8: ROC curve for all features; (a) MSU-ORNL power system datasets; (b) UKMNCT_IIoT_FDIA dataset.

To validate the proposed model, this study uses IEEE 118-bus real-power grid data for testing [78].
This dataset comprises 12 types of measurements, primarily voltage magnitude and phase angle, active and
reactive power, area, bus number, base KV, etc. Using a common time source for synchronization, a PMU
(phasor measurement unit) is a device that measures power disturbances on an electrical grid. During the
experiment, the individual DT model had lower accuracy, precision, recall, and F1-score. The XGBoost model
performed satisfactorily, achieving the highest precision and F1-score. Finally, the proposed hybrid VMC
model achieved the highest accuracy and recall, as shown in Fig. 9.

Recently, data-driven techniques have been used to create fast and efficient DSA systems. The per-
formance of several centralized techniques was examined in the DSA domain (small-signal and transient
stability). The classification of system stability is summarized in Table 4, based on prior research. All works
achieved high accuracy (over 95%), despite their unique characteristics. Although it achieves comparable
accuracy, the tree-based ensemble method proposed in this work is a viable alternative.
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Figure 9: Proposed model performance evaluation using standard IEEE 118 bus dataset.

Table 4: Performance comparison with recently published work.

Ref. Year Dataset Algorithm Security
Assessment

Attack
Prediction Accuracy

[79] 2022 IEEE 14 Bus Naïve-Bayes Transient
stability – 98%

[15] 2022 IEEE 68 Bus DT Small signal
stability – 98.3%

[15] 2022 IEEE 68 Bus Centralized DT Small signal
stability – 100%

[8] 2023 IEEE 39 bus Hybrid ELM Transient
stability – 100%

[16] 2024 IEEE 39 bus
Stability

assessment of
transformer

Voltage stability – 99.82%

[18] 2024 – Tree-based Transient
stability

Adversarial
attacks 98.69%

[49] 2024 IEEE 39 Bus Tree-based Risk assessment Adversarial
attacks 99.07%

[80] 2025 New England
39-bus Bee Algorithm Stability

assessment – 100%

Proposed -
Real-Time IEEE 3

Bus Tree-based
Transient

stability and
risk assessment

FDI attack 99.83%

Our developed
UKM-

NCT_IIoT_FDIA
100%
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6 Conclusion
This study presents a DSA technique for stability, risk analysis, and cyberattack prediction in the SG-

EPS. Additionally, the experiment was conducted using a consumer-electronics-based IIoT dataset. Data
augmentation is an effective and cost-effective method for dynamically supplementing training datasets,
though scenario prediction can be performed directly to develop a substantial, appropriate database. How-
ever, it can be demonstrated that even when an ML-based classifier can be effectively trained for an individual
topology. The simulation results validated the successful performance and high accuracy of the proposed
approach, which uses a hybrid VMC algorithm based on transient stability, risk assessment, and FDI attack
detection to conduct DSA. Using this universal tool, train numerous models across various topologies.
Furthermore, the DSA model’s performance could be improved by integrating adaptive batch normalization
and training with a deep learning model, along with other commonly used domain adaptation strategies.
As a result, improvements will also be carried out in this area. The results highlight how crucial algorithm
selection is, especially when working with smaller datasets and limited unlabeled data. Analyzing federated
learning can enhance model training privacy. Clarifying model explainability and prediction techniques
such as Local Interpretable Model-agnostic Explanations (LIME) and Shapley Additive Explanations (SHAP)
can be incorporated to improve assurance and highlight important aspects to consider while creating an
ML model. These steps will contribute to the development of more robust and comprehensible models. The
cybersecurity solutions for SG will be more scalable.
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