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ABSTRACT: In this paper, we propose a new privacy-aware transmission scheduling algorithm for 6G ad hoc networks.
This system enables end nodes to select the optimum time and scheme to transmit private data safely. In 6G dynamic
heterogeneous infrastructures, unstable links and non-uniform hardware capabilities create critical issues regarding
security and privacy. Traditional protocols are often too computationally heavy to allow 6G services to achieve their
expected Quality-of-Service (QoS). As the transport network is built of ad hoc nodes, there is no guarantee about their
trustworthiness or behavior, and transversal functionalities are delegated to the extreme nodes. However, while security
can be guaranteed in extreme-to-extreme solutions, privacy cannot, as all intermediate nodes still have to handle the
data packets they are transporting. Besides, traditional schemes for private anonymous ad hoc communications are
vulnerable against modern intelligent attacks based on learning models. The proposed scheme fulfills this gap. Findings
show the probability of a successful intelligent attack reduces by up to 65% compared to ad hoc networks with no privacy
protection strategy when used the proposed technology. While congestion probability can remain below 0.001%, as
required in 6G services.
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1 Introduction

6G mobile technologies are envisioned to enable a large new collection of innovative services with an
enhanced extreme Quality-of-Service (QoS). These range from remote control of critical infrastructure (sup-
ported by extreme Ultra-Reliable Low Latency Communications or eURLLC with congestion probabilities
below 0.001%) to immersive experiences based on enhanced Mobile Broadband Communications (eMBBC).
But, among all these emerging services, those that require an overlay infrastructure are the most challenging.

Paradigms such as Industry 5.0 and Vehicular Ad-hoc Networks (VANET) rely on complex, heteroge-
neous infrastructures supported by underlying 6G links. In these new paradigms, dynamic adaptation and
massive customization are key elements. Thus, 6G-powered mobile nodes, with an extremely varying catalog
of hardware capabilities, are wirelessly interconnected in an ephemeral manner; and the architecture of the
infrastructure can evolve and dynamically change according to the needs and the required customization.
However, this approach introduces new open problems. On the one hand, a changing network topology
must be managed with specific protocols and algorithms (such as choreographed self-configuration schemes)
which may introduce additional overheads and redundancies. So, the extreme QoS expected from 6G
deployments and communications might not be achieved at the final application level. On the other hand,
transversal issues such as privacy, security, or reliability are very hard to guaranty when trustworthy paths
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at transport level cannot be analyzed and preserved in the long term. For some of these issues, extreme-
to-extreme solutions are a valid response. For example, security schemes for abnormal data filtering can be
implemented through Artificial Intelligence models in extreme nodes, and additional authentication planes
can be included in base stations [1]. But this approach is not valid for privacy preservation.

In fact, in 6G heterogeneous ad hoc networks, intermediate nodes are not trustworthy, but all of
them must handle the data packets for which they provide routing functionalities. This exposure allows
attackers to capture private information in a transparent way. Malicious nodes can enter ad hoc networks long
enough to deploy intelligent attacks, where learning algorithms extract patterns from even small packets.
Some authors have proposed privacy preserving solutions for 6G ad hoc networks, such as anonymous
message authentication and key exchange mechanisms [2], Blockchain-enabled data sharing [3], Blockchain-
enabled trust computation [4], semantic-aware communications [5], or traffic densers against black hole
attacks [6]. But they are computationally costly, with processing times between 200 and 500 ms [7] and
almost 30% of CPU overload [8], and they greatly penalize the final Quality-of-Service at the overlay-network
level. Actually, 6G eURLLC standards cannot be met when those existing privacy-preserving solutions are
implemented. Therefore, new privacy-preserving technologies for 6G heterogeneous ad hoc networks are
required; so, the expected 6G QoS is still feasible while modern intelligent attackers are mitigated.

Specifically, as current approaches require large processing and computational delays, the following
research gaps are still uncovered:

+  Privacy-preserving communication scheduling algorithms for 6G ad hoc networks, compatible with
extreme QoS

« Protection schemes against illegitimate data capture and learning adapted to dynamic 6G ad hoc
networks with ultra-reliable low-latency and lightweight computational cost

To fulfill these gaps, in this paper, we propose a privacy-aware data transmission scheduling algorithm
which allows 6G ad hoc nodes to find the optimum balance between Quality-of-Service and privacy
protection. So, 6G requirements are compatible with protection against intelligent attacks and illegitimate
data capture. The algorithm is executed at the network level, so extreme nodes can calculate the optimum
time slot and transmission frame for private data. The proposed algorithm uses fuzzing algorithms to
generate false data packets, whose purpose is to confuse potential intelligent attackers operating within the
ad hoc network. To analyze the level of learning and/or confusion of intelligent attackers, a probabilistic
dynamical system is used. In this system, information diffusion models and network statistics are employed
to estimate the amount of private information captured. Although this approach has no impact on network
latency, false data packets can penalize effective network bandwidth. To avoid congestion situation, the
teletraffic theory is employed to propose a combined model where queue models and network statistics are
used to understand the behavior, lifecycle, and performance of ad hoc nodes when false data are injected.
So, the final probabilistic model represents the balance between privacy and performance. Particle Swarm
Optimization techniques can be used to find the optimum balance and transmission schedule.

The remainder of the manuscript is organized as follows. Section 2 introduces the state of the art
in privacy-preserving solutions for 6G-enabled ad hoc networks. Section 3 presents the proposed con-
tribution, the scheduling algorithm and the teletraffic model and the probabilistic information diffusion
model. Section 4 describes the experimental methodology and experiments. Section 5 discusses the experi-
mental results and Section 6 concludes the paper.
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2 State of the Art

In general terms, privacy-preserving technologies in 6G networks can be classified into two big groups:
intelligent mechanisms [9] and Blockchain-enabled solutions [10]. Next subsections discuss the limitations
and research opportunities related to both alternatives. Section 2.1 analyzes Blockchain-enabled solutions,
while Section 2.2 describes the previous intelligent and computational approaches.

2.1 Blockchain-Enabled Solutions for Privacy Preservation in 6G

Intelligent mechanisms include a federated learning scheme to preserve differential privacy [11] or
semantic analyzers to remove sensible messages [11]. Blockchain-enabled solutions deploy overlay authenti-
cation layers [1], store transparent and immutable records of nodes’ reputation [12], and apply information
theory techniques [13], information packet comparisons [4] or network virtual representations (digital
twin) [14] to identify those nodes that are potentially collecting private data, in order to remove them from
the infrastructure [15]. However, all these proposals require a long-term stable network configuration, so
permanent and unique identifiers can be distributed, the intelligent algorithms can converge, and/or the
virtual or reputational representations are stable enough to run the decision-making algorithms. But, in ad
hoc networks, connections are ephemeral or, even, opportunistic. Also, the general network architecture is
constantly evolving, preventing any analyzing algorithm or framework from converging or staying stable
long-term. Then, different approaches are needed to preserve privacy.

In fact, some authors have investigated how Blockchain-enabled techniques could be adapted to ad
hoc networks [16]. Certificateless authentications [17] or new protocols such as Cooperative Sensing Smart
Contract [18] are described. Most of these schemes are designed to be lightweight (low computational
latency), so the response time may be below the evolution rhythm in the ad hoc infrastructure. Delays of
around 100 ms have been reported [18], but these values are above the expected performance in 6G ad hoc
networks. Some other authors describe alternative network architectures, in which Blockchain networks act
as orchestrators [19]. But this scheme is only valid for some specific applications and for very homogeneous
networks [20], while future infrastructures are expected to be very heterogeneous.

Table 1 summarizes the relevant state of the art.

The technology proposed in this paper is not tailored for any specific application and can be used in
any type of ad hoc network. Its main focus (thanks to numerical models and optimization algorithms) is to
find the optimum balance between privacy-preservation and network performance so that 6G extreme QoS
is met.

2.2 Intelligent and Computational Mechanisms for Privacy Preservation in 6G

Intelligent techniques for ad hoc networks may be found as well. Most of them focused on intrusion
detection. From deep learning algorithms to detect illegitimate data capturers [21], to predictive techniques
for the detection of abnormal private data handlers [22] and federated strategies to detect misbehaviors [23].
However, although the authors claim these techniques are fitted to match the requirements of ad hoc
networks, convergence times in the range of thousands of seconds are still reported [23]. For many ad hoc
network application scenarios (such as vehicular networks), this is not acceptable [24].

Lightweight intelligent schemes for privacy preservation in ad hoc networks have been investigated in
the last years. Some intelligent schemes have proven to be successful in optimizing QoS in communica-
tions [25], but privacy considerations are usually not integrated into these models. Some centralized security
threat detection models are compatible with differential privacy by design [26], however, no particular
instrument against illegitimate learning is integrated. On some occasions, anonymization and privacy are
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implemented; but they are commonly tailored for some particular applications or hardware capabilities (e.g.,
cameras) [27].

On the other hand, in the context of 6G Internet-of-Things (IoT), industrial IoT, or edge computing,
authentication schemes are commonly proposed for privacy preservation [28]. Specifically, low-latency
authentication algorithms [29] are studied, including strategies defined in other contexts such as certifi-
cateless authentication [30], two-factor [31], or three-factor authentication [32]. However, despite reported
efforts, computational delays above 500 ms are still required [7]. And this delay is far above the expected
latency in 6G networks (100 microseconds [33]). Some other authors propose traffic filters and classifiers to
“sanitize” data and ensure that private information is not handled [34]. Although preliminary evaluations
with oftline datasets show good precision, their performance in real-time data exchange processes (especially

in terms of computational delays) is still unknown.

Finally, some authors propose alternatives taking advantage of the mobility of the nodes. Algorithms
to calculate privacy-preserving trajectories for data dissemination [35] have been reported, as well as
technologies to group the transport nodes that are allowed to handle private data [36]. These schemes do not
require a long-term network structure, and computational delays are acceptable. However, they assume that
ad hoc nodes can freely choose the path for their data packets, which is not true for most scenarios (especially
in opportunistic networks).

In this paper we propose a privacy-aware data transmission scheduler, where extreme nodes can
calculate the optimum communication scheme to preserve their private data against intelligent attackers. We
use probabilistic models, which can be employed by extreme nodes with no global knowledge about the ad
hoc network. Besides, since we use probabilistic models, the network architecture may change dynamically
without impact. Data packets and transmission protocols are not extended, and no additional overhead is
introduced, so eURLLC is preserved by fulfilling the existing research gaps in the state of the art.

Table 1: Summary of the state of the art

References Description Limitations
(4,12,13] Immutable records describing Require long-term stable network
. L D . . > . .
communications and nodes’ behavior configurations
[14] Virtual representations of ad hoc Require long-term stable network
networks configurations
[17.18] Authentication and certification Heavy computational delays not
> Blockchain-enabled protocols compatible with 6G QoS
Tailored and compatible only with
[19,20] Central orchestrators . P o i
some specific applications
(21-23] Intelligent intrusion detection Heavy computational delays not
o mechanism compatible with 6G QoS
No particular protection against
[25-27] Lightweight intelligent solutions 0 pa protect £
illegitimate learning is provided
No evidence of performance in
[28-32] Data and network sanitation p

real-time scenarios
Require long-term stable network
[35,36] Privacy-aware routing protocols configurations and large calculation
delays
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3 A Privacy-Aware Data Transmission Scheduling Algorithm

This section introduces the proposed framework to find the optimum data transmission schedule in
terms of network performance (Quality-of-Service) and privacy preservation. A Particle Swarm Optimiza-
tion strategy analyzes all possible schedules, their impact on network congestion and latency using teletraffic
theory, and the potential learning achieved by intelligent attackers through probabilistic and information
diffusion models. Section 3.1 introduces the general data transmission framework, the network and traffic
models, and the fuzzing algorithm employed to propagate false information among the nodes. Section 3.2
introduces the probabilistic models used to describe information propagation in ad hoc networks and the
potential learning of intelligent attackers. Finally, Section 3.3 combines both visions and proposes the global
data transmission scheduling scheme. Fig. 1 shows a general description of the proposed technology.
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Figure 1: General overview of the proposed technology

3.1 Network Models and Fuzzing Algorithms

An ad hoc network can be described as a graph N, where the M, vertex a; represent the network
nodes, and the edges e; ; represent opportunistic and ephemeral wireless links between nodes a; and a;. As
communication links are ephemeral, the network graph evolves with time (1).

N (1) = (A, E(1))
A={aji=1,...,M,}
E(t)={eij(t) ij=1....,M,} ey



6 Comput Model Eng Sci. 2026;146(2):43

Graph N is edge-labeled, where each edge e; ; is labeled with a probability pf\[] representing the
probability of wireless link e; ; to be actually stablished at a given time instant. Non-established links at a
given time instant ¢, are noted as e; ; (tp) = @.

Each node a; divides time in frames with a duration of T4, seconds (see F'ig. 2). Each time frame,
besides, can be broken down in K time slots T} with a duration of T,,; seconds (2). So, in each time slot T}
only one data unit x| can be transmitted. Each data unit can be a byte, packet, message. . . depending on the
application. Time slots Ty can be dummy too, when no data is transmitted. For those dummy time slots T,
we are assuming x,i = .

Tfmme = K- Ts10 (2)

Ttrame

| ITk| l

BEE

>

Tslot
Figure 2: Structure of any time frame

Then, the instant transmission rate A’ can be easily obtained (3), where r is the discrete time instant (4).
. ¢ can be calculated as well (5), where R is the maximum number of
past time frames to be considered (so past events do not affect future behaviors excessively). On the other
hand, 6G wireless links are expected to provide a certain bitrate Bgg by configuration or standard, which

can be easily expressed in terms of the selected data unit (bytes, packets, etc.). Then, the average service time

And the average transmission rate A

Hec can be obtained (6) for all links, if the propagation delays are considered negligible (as distances among
nodes are typically short in ad hoc networks).

A; _ Xtotal
Tframe
K
Xtotal = Z 1 (3)
k=1
Vkix, @
=r- Tfrume (4)
. 1 Rl
)‘:zvg = R Z AL ©)
r=0
1
HeG = Bew (6)

With these parameters, any graph N can be understood as an open queuing network (see Fig. 3),
where routing probabilities q{\/] are dependent on probabilities p/l\g (7). We are assuming an opportunistic

routing strategy [37]. Specifically, probabilities q{\G are calculated to ensure graph A\ is a Jackson’s queueing
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network (arrivals follow Poisson distribution and flows conserve), so further results about network latency
and congestion can be extracted.

N
Pi,;

—= %)
sl p,

N
q4i,j =

(hs

Mwm—»]}ﬂ]ﬂﬂ \Na
g @ ]]]]]]]]]
qLZ \% ]\f Qg
24 %s
qu »]m
aa

g
Figure 3: Ad hoc network as an open queuing network

Probabilities pf\g can be estimated through the Laplace definition for probability and considering the
existence of every edge (communication link) e; ; is evaluated once in each time frame (8).

sum

N _Pij

Pij= "R~
R-1

P = > 1 ®)
r=0

‘v’e,',j(—r-Tfmme) g

Under these conditions, the punctual network congestion p; at node a; (9) and the network delay D; ;
for a data unit transmitted by node a; to node a; (10) can be extracted by solving two systems of M, linear
equations. As nodes a; are independent and have no information about other nodes a; within the ad hoc
network, delay D; ; and congestion p; are calculated using the Montecarlo algorithm and considering 17, g
is always positive and has an upper bound (11).

j
avg Z] 1q1] )t"

i =

Heg
. . Ma N .
{M:Mw+§%szjﬂqu% ®)
M,
{Dl]:D1+ q{\)/m Dm] l:l’ :Ma}
m=1
Do (10)
l UsG — A,
K
0< Agy, < (11)
frame

Two restrictions on any potential data transmission scheme can be extracted now:

+ Delay D; ; must be below the expected latency for 6G services Dg.
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« The punctual network congestion p; at every node a; must be always below a given threshold p,;;, < 1.

To meet those restrictions, the number of dummy time slots Ty in each time frame must find an
equilibrium. Typically, ad hoc networks require a low bitrate and private data to be transmitted are sparse.
But synthetic false information must be injected to ensure intelligent attackers are confused and do not
consolidate any knowledge about nodes a; (see Section 3.2).

Although many different strategies to create false information have been reported (recently, for example,
algorithms based on generative Artificial Intelligence are very common [38]), ad hoc networks require a
solution computationally lightweight enough to be executed by nodes. We propose a fuzzing algorithm based
on Long Short-Term Memory (LSTM), which still needs a training phase but does not require complex
models to generate large populations of different data. Although simpler strategies could be used, current
learning models are powerful enough to ignore entries with low entropy (information). So, injected fuzzed
packets must replicate the information level of real data as precisely as possible.

LSTM has the ability of removing, keeping, and/or updating some specific parts of a given data input, but
preserving at long-term the desired pieces of information using the memory unit. Fig. 4 shows the proposed
fuzzing algorithm.

) +—]

n[n]

3 (o1
2]
I
i

z[n]

Figure 4: Block diagram for the LTSM-based fuzzing algorithm

The fuzzing algorithm includes tree basic blocks: the input block described by function y[r - K + k] (12),
the forgot block described by function f[r - K + k] (13), and the output block described by function z[r - K +
k] (14). Two additional intermediate functions are needed as well: the memory function m[r- K + k] (15)
and the state function s[r - K + k] (16). The state function is also the general output from the LSTM. Where
&q1,....11y are hyperparameters to be determined through a training process, r indicates the time frame and k
the time slot within the time frame. And #[n] is the original private data to be fuzzed.

ylr-K+k] = yln] =sig(&-nln] + & -mln-1]+ &)

sig (w) = —— (12)
flr-K+k]=f[n]=sig(&-n[n]+& -mn-1]+&) (13)

zZ[r-K+k]=z[n]=sig(& -nn]+& mn-1]+§&) (14)
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mlr-K+kl=m[n]=f[n]@m[n-1]+y[n]Qm*[n
m* [n] = tanh (&0 -1 [n ]+fn) (15)
s[r-K+k] =s[n]=z[n]@m[n] (16)

In this work, hyperparameters are calculated using a backpropagation through time (BPTT) technique,
and a dataset including private data units and examples of fuzzed data units where the sensible information
has been removed and/or randomized. BPTT is selected as its complexity and scalability is linear, ensuring
the training delays do not grow uncontrollably when large ad hoc networks with dynamic heterogenous
behaviors are modeled. Besides, BPTT can be trained with relatively small datasets (some thousands of
entries) and get high precision models.

The final question is to determine which information units x; are original private data #[n] and which
ones are fuzzed false information s [ 7]. The objective is to reduce as much as possible the learning of potential
intelligent attackers.

3.2 Probabilistic Models for Data Transmission and Learning Level in Intelligent Attacks

While an elevated number of dummy time slots T} facilitates to meet the expected QoS in 6G-enabled
networks, a flooding of false fuzzed data units would ensure no intelligent attacker is able to learn from
private data. In order to find the optimum equilibrium, we propose a model to estimate the learning level of
attackers, depending on the transmitted data (private or fuzzed).

For an intelligent attacker running illegitimate data capture at node a;, the learning level L ( W/ ) follows
an exponential law (17) depending on the entropy H, (Wj ) of the set of received data units W/. Where
Lypeed is a configuration parameter which controls de evolution speed of the learning level. The real set W/
is unknown by source node a; and it must be estimated from the set of transmitted data units X".

. ()
L(W]):l_e Lspeed
Lspeed >0 (17)

First, entropy H, (Wj ) is calculated as a function (18) of the instantaneous entropy H, (Wj ; r) for each
time frame (19). Function  may take different forms, such as the statistical mean ¢4, (20), the maximum
value fBin (21) or the maximum value f3,,,x (22). The selected function depends on the scenario we are
assuming (worst scenario, best scenario or average scenario). Typically, 8,4, Will be employed.

H (W) = p({H, (Wi =r)r=0,....,R~1}) 18)

H,(Wj;r) = - ZAp(wn;r) -log (p (w,ﬂ;r)) (19)

H, (W) = B (H, (W51)) = & 3 . (W5 1) (0)
R=0

H, (Wj) = Bumin (H, (Wj;r)) = argmin {Hr (Wj;—r)} (21)

re [0,r-1]

H, (Wj) = Bnax (Hr (Wj;r)) = argmax {Hr (Wj;—r)} (22)

re[0,r-1]
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Second, probability p(w{;;r) of the n-th data unit w), in set W/ in the r-th time frame can be

estimated by combining two different probabilities (23). On the one hand, probability p (xil; r) represents the
probability of the n-th data unit x/, in set X' in the r-th time frame, understood as Laplace’s definition (24).

Where card {-} is the cardinality operator. On the other hand, probability p (x;, - w,ﬂ)represents the

probability of transmitted data unit x}, to be received by node a; and be integrated as received data unit w;,.

P (w,];;r) =p(xj5r)-p (x,’1 - W{;;r) (23)
i card {)/(Z [r]}
Xz[r]:{xieXi [r] ixl=x,} (24)

Probability p (x:l -~ w) ) is, moreover, composed of two different variables (25). Probability p’¢ rep-

resents the relevance of data unit x/. It evolves and reduces exponentially with discrete time r, where rg
indicates the discrete time instant when the data was transmitted (26) and v is the decreasing ratio (a
configuration parameter). As data relevance reduces, it is less probable that any potential attacker will extract
any knowledge from it. Finally, probability p;’z is the probability of data unit x/, to successfully travel from

node a; to node a;. To estimate probability p* we are using an information diffusion model.

P (x,’1 - wf;;r) =plS-pt (25)
1 |r—r0|

pi-(3)

v>1 (26)

Probability p*} will increase in a polynomial form with the number of nodes a; which can potentially

receive the data unit x/, (27), known as “informed” nodes. Where h is a configuration parameter controlling
the growing speed. This number of “informed” nodes I[r] is estimated through a dynamical system (28).
Additionally, any node may be on other three states. Nodes a; may also be “uninformed”, and potentially
open to receive data unit x’. Variable U[r] represents the number of nodes in this state. Besides, nodes a;
may be “cancelled”, if they receive a later or contradictory data unit, so x! data unit is not processed but it
is routed. Variable C[r] represents the number of nodes in this state. Finally, nodes a; may be in the status
“unavailable” if they cannot accept the data unit x/, so it gets totally discarded. Variable V[r] represents the
number of nodes in this state. Parameters ay, 3, are variables representing the speed at which nodes may
change their status.

.....

I h
pilr] = ( ) )
U=z-a,-1-U-ay-C-U+az-V
I=a-1-U
C=a,-C-U
V=-ayV (28)
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This dynamical system can be numerically solved, using, for example, Runge-Kutta methods, and
variable I[r] is then easily obtained.

Finally, the parameters ay; 3, are obtained from the characteristics and architecture of the ad hoc
network under consideration. Parameter o represents the speed at which data units propagate in the ad
hoc network. So, it can be obtained basically by analyzing the network connectivity. In particular, the mean
number of interconnections among nodes is employed (29). Where b5 is a configuration parameter to be

freely selected.
by ¥ 1
R )| Fevaer s WD MY R >
a k=1 ( ak ) VCI,...,CkE[laMa]
Cls...>Ck * k

Parameter «, describes the network consistency, so data units are received as they were transmitted. The
volatility of ephemeral network links among nodes are used to calculate this parameter (30). We are using
the Tsallis’ entropy to measure this volatility, as ad hoc networks are not in long-term equilibrium and this
indicator facilitates measuring the system’s diversity under these conditions. Where by ,y are configuration
parameters to be freely selected.

b by
gl (-2 ')

Vi,j

by>0b, 1 (30)

Finally, parameter a3 describes how fast unavailable nodes may recover and receive new information
once again. Unavailability may be caused by congestion or ephemeral connections. Anyway, network
recovery is directly related to the mean number of active communication links. Algorithm 1 describes the
proposed calculation method.

Then, one additional restriction for any data transmission schedule can be extracted, ensuring privacy
preservation: learning level L (Wj ) cannot be above the maximum admissible threshold L, (31). The
optimum transmission schedule is the one reducing as much as possible the learning level of intelligent
attackers, while ensuring 6G QoS is still achieved. An optimization algorithm is used to find such scheme
(see Section 3.3).

L(W/) <Ly (31)

Algorithm 1: Calculation procedure for a; parameter.

Input Probabilities p/i\,C-Vi, je(1,M,) and parameter K,
Output Parameter «;
Create egopq; = 0
foriec[l,M,] do
forje[l,M,] and j>i do
for k € [1, Ky0x ] do
Calculate the set Comb of combinations of k elements without repetition from set

(L Mo] - {i, j}

(Continued)
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Algorithm 1 (continued)

for each c € Comb do
N
P="Pic
forne([2,k] do
P=D PNomryc(n)
end for
P=p P
eglobal = P (k+1) + egiopal
end for
end for
€global = Pj,\g + €global
end for
end for

&1 = €global

3.3 Scheduling Framework

Any candidate to be the optimum privacy-aware data transmission schedule must minimize an objective
function F;, where restrictions deducted from the network congestion model and restrictions coming from
the attackers’ learning model are combined (32). In this function parameters yy, 3, control how variations
in the optimization variables affect the global function, while parameters ¢, 3, determine the relative
importance and contribution of each variable.

([P (o ) (e[ »

But scheduling must be also efficient in computational terms, so a maximum of Oy,,; optimization
iterations are considered in the proposed scheme. To find the optimum data transmission schedule in terms
of privacy and performance, we are defining the “state” 0 of each time slot T} in every time frame. State 0,
may take three different values: “0” if time slot is dummy and no data is transmitted, “1” if a private data unit
from the transmission queue is routed and “2” is a false synthetic fuzzed data unit is transmitted.

The final purpose is to find the state 6; to be assigned to every time slot Ty, so function F; () is
minimum. We are using the Particle Swarm Optimization (PSO) algorithm to achieve this purpose (33). PSO
algorithm iterates O,o,; rounds, calculating the updated state 67 for every o-th iteration.

09 = 077" + wg
“’Z _ [gZJ if l//20,1)
[gﬂ otherwise
&= 01 Vo (617~ 027) + 9 vy (8050~ 007) + 0

(o} — Omin) " O
Gy = Oy — ( max mm) (33)
Ototal

In this PSO algorithm, o the current iteration and 6% the best state of the k-th particle (time slot)

according to function F; (-) and ¢!

globai the best particle’s position ever created according to function F; ().
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are random numbers following a uniform distribution in the range [0, 1] and parameters
¢1,2 are configuration values, as well as parameters 0, and 0.

Finally, the states {92‘” t} minimizing function F; the most, after Oy, iterations, are finally employed
as transmission schedule.

4 Experimental Methodology and Validation

In order to evaluate the performance and utility of the proposed scheduling algorithm, an experimental
validation is carried out. The experiments are based on simulation scenarios and tools, representing different
configurations to exhaustively analyze the behavior of the proposed technology.

All simulations were designed and executed using MATLAB R2022a software, with standard precision.
Contrary to other suites, MATLAB allows deep control of calculation precision and computational cost, so
the specific configurations of small ad hoc nodes can be replicated with fidelity, and scalability experiments
can be carried out with a reduced experimental error. Anyway, if ad hoc nodes with very reduced numerical
precision are employed, results could be sightly different.

Each simulation was repeated twelve times to ensure that exogenous numerical effects do not impact
the final results. In order to minimize errors, the consolidated results are calculated as the average value of
all individual simulations. The random parameters required to run the simulations were randomly selected
by the default MATLAB libraries, in order to remove any possible bias introduced by human intervention.
Any possible exogenous effect should be mitigated by repeating simulations ten times.

As hardware platform, we employed a Linux architecture (Ubuntu 20.04 LTS) with the following
hardware characteristics: Dell R540 Rack 2U, 96 GB RAM, two processors Intel Xeon Silver 4114 2.2G, HD
2TB SATA 72K rpm.

Two different experiments were developed. In the first experiment, the congestion probability, QoS-
compliance probability, and the probability of a successful intelligent attack are monitored in an ad hoc
network implementing the proposed solution. Networks with different sizes (number of nodes, M,), as well
as different model configurations (i.e., different alternatives for the 8 function), were considered. The same
experiment was repeated too for different values of the size of time frames (in time slots), K. Results from
this first experiment were compared to the performance of ad hoc networks with a regular opportunistic data
transmission scheme [42]. In the second experiment, the computational cost (delay) of running the proposed
optimization framework was studied. The experiment was repeated for ad hoc networks with different sizes,
and different sizes of time frames. In order to make results comparable, data were normalized considering
the computational cost of standard opportunistic routing protocols.

All experiments simulated an ad hoc network in a smart lab. Different nodes with sensing capabilities
had to route small data pieces towards a gateway, so later the information can be sent to a cloud infrastructure
based on FIWARE components where it is stored. Nodes could include sensors for temperature, humidity,
and carbon dioxide. To represent the heterogeneity of real ad hoc networks, nodes implemented totally or
partially these sensing capabilities in a random basis. New information was produced every three minutes. As
the proposed solution was local, the final results were calculated as the average from all individual nodes. To
ensure some coherent information can be extracted from that data, they replicated real measures. Measures
from the same dataset were used to train the fuzzing algorithm offline, and the final trained model was
integrated into the simulation.

The real data for the training process and the simulated data generation were produced with real
DTH-11 sensors (for humidity and temperature measurements) and CCS811 sensors for carbon dioxide
measurements. Fuzzing algorithm was trained using Jupyter notebook technologies.
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In all simulations, an intelligent attacker randomly placed within the ad hoc network developed an
illegitimate data capture. This attack was based on a multi-layer perceptron [39], as this intelligent model has
proved to carry out successful attacks learning from network data packets [40]. Although other intelligent
models could be used as well [41], depending on the target application and focus.

To analyze the computational cost, internal functions and mechanisms from MATLAB were employed.
On the other hand, congestion and latency at every network node were calculated numerically using
teletraffic theory. The success probability of intelligent attackers was later estimated, by testing the trained
model during simulations with new real data not employed before. To facilitate comparisons, percentages
were used. For all simulations, congestion, excessive latency, or successful attacks were detected when the
proposed thresholds, i.e., p;,, Deg and Ly, were achieved.

Finally, for all simulations in the experimental phase, the system was configured with the parameters
indicated in Table 2.

Table 2: Configuration and simulation parameters

Parameter Value Comments Parameter Value Comments

Standard value to
consider any error

> > 2 H i ht ) ) 100 .
€1, €2, €3 omogenous weights Y1 Y25 V3 % or deviation
relevant
. Geometric
1, P2 0.5 Homogenous weights h,v 2 .
progression
0.7 Standard value in L 10 Medium size of an
Pih ' teletraffic theory speed IP data packet
Regular value for Value high enough
L, 0.75 algorithms trained with R 25 to reduce the
medium-quality datasets impact of errors
T 11 dat
Usual default o preserveat fata
Ovtotal 50 ) by, b3 M, evolves in range [0,
configuration 1

. Typical value in
Common value in future P

D 100 b 2 computational
6G 6G networks ! P L
applications
. Long periods
Repetitions .
Values over 10 ensures a ~ Simulated guarantee rare
for each 12 . ) 72 h .
. . relevant error reduction time behaviors are
simulation
observed

5 Results and Discussion

Fig. 5 shows the congestion probability, in terms of the number of network nodes M,, calculated during
the first experiment. As can be seen, the standard opportunistic routing strategies [42] evolve linearly with
the number of nodes M,. This is consistent with a fixed input stream for each individual node, where the
traffic load increases homogeneously with each new node incorporated into the ad hoc network. Besides,
congestion probability is always below 0.001%, which is coherent with eURLLC in 6G communications.
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Figure 5: Congestion probability depending on M, always below 0.001% (6G QoS)

In ad hoc networks implementing the proposed scheduling solution, expected 6G QoS is also met, as
congestion never exceeds 0.001%. But in this case, evolution is exponential and congestion probability higher.

In fact, the proposed solution increases the data input streams, as they do not only include private data
but also false fuzzed information. Due to this increase, the congestion probability also goes up with the
number of nodes. An exponential evolution is also coherent, as traffic follows a Poisson distribution and
B function affects the exponent in the learning model, causing yellow, purple and orange lines to evolve
similarly but with different growing speeds. As the entropy considered increases, the growing speed does it
as well. This exponential increase is not unlimited, as it stops when the probability gets closer to the defined
thresholds. Because of the proposed definition for function F;. So, although the behavior may be worse in
terms of QoS, it is still fully compatible with 6G standards. Additionally, this deterioration facilitates a much
higher improvement in privacy preservation (see Figs. 6 and 7).

For ad hoc networks larger than M, = 1000 devices, the asymptotic evolution towards the congestion
threshold (D¢ ) will continue. So 6G requirements are always fulfilled. Eventually, no optimum transmission
schedule being able to meet the 6G QoS requirements could be found. But, in that case, algorithm
configuration should be updated to facilitate convergence.

Fig. 6 shows the congestion probability, calculated during the first experiment, for different values of
K parameter (number of time slots in each time frame). As can be seen, for standard opportunistic routing
strategies [42], parameter K has no impact as packets are transmitted in an opportunistic manner. The
congestion probability is clearly below 0.001%, expected in 6G applications. On the other hand, the proposed
scheduling algorithm shows a behavior as a “saddle” This is typical in PSO algorithms, when the number of
particles varies. For a small number of time slots, it is very difficult to find a transmission schedule meeting
all proposed restrictions. So, the congestion probability increases. As the number of particles (time slots)
goes up, the optimization error reduces, and the congestion probability does the same. But, when the number
of particles goes above 40 time slots, numerical errors are relevant again and the congestion probability
increases (although much slows this time). Then, the optimum number of timeslots in each time frame is in
the range between 25 and 40 (approximately).
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As in Fig. 5, the differences between different  functions can be explained by the different values in

the exponent in the learning model (the growing speed is higher as this exponent increases, see yellow
line). Again, congestion probability for the proposed scheduling scheme is higher, as fuzzed information is
transmitted to protect private data. Figs. 6 and 7 show the great improvement in privacy preservation we
achieve thanks to this increase in the network congestion probability. But, always, the congestion probability
is below 0.001% (the threshold defined in the optimization algorithm and the expected 6G QoS).

compatible with 6G standards.

So, in conclusion, the proposed solution is acceptable in terms of network performance and fully



Comput Model Eng Sci. 2026;146(2):43 17

Fig. 7 shows the probability of a successful intelligent attack, depending on the number of nodes M,
in the ad hoc network. For all possible solutions, the evolution is exponential. In fact, since more nodes are
part of the ad hoc network, more information is available, learning is stronger, and successful attacks are
much more probable. But the main difference is the growth speed. In traditional routing strategies, success
probability is above 80% for all network configurations, as no privacy protection instrument is considered.
While, when the proposed scheduling solution is implemented, this probability reduces drastically. Being
always below the results for traditional approaches. In the worst case (when f3,,;, function is used), the
success probability of intelligent attacks reduces up to 65% (for M, = 200). But can be achieve up to 75% in
the best situation (when f3,,,x function is used). In the most critical region, reduction of success probability
is more conservative and is between 25% (for f3,,;, function) and 50% (for f,,,4x function).

This reduction is more extreme for small networks, where data diffusion is faster and straightforward.
For larger networks, when data may get lost, queued, or delayed, the discrepancies between reality and
the proposed information diffusion model increases, and the probability does the same. In this case,
implementations of  function overestimating the information entropy captured by attackers offer better
results (contrary to results in Figs. 5 and 6). So, in balance, f,.qn seems to offer the best mix between
privacy and performance. For f,,.,, function, network performance (congestion probability) duplicates,
although in absolute terms the values are below 6G requirements. But, as counterpart, intelligent attack
success probability is reduced by half, going below 40%.

To conclude the first experiment, Fig. 8 shows the probability of a successful intelligent attack, depend-
ing on the number of time slots K in each time frame. Again, as can be seen, traditional opportunistic
routing strategies are independent of this parameter, while the proposed scheduling algorithm shows
behavior as a “saddle” The differences between the implementations of B function are equivalent to those
explained before (Fig. 5). Reduction in success probability, in this case, achieves “only” 50% under the best
circumstances. Again, the “saddle” form is typical of PSO algorithms were the number of particles changes,
as the global optimization error evolves similarly and that causes an increase in the success probability.
Tradeoff between privacy protection and network performance is equivalent to the previous discussion. If we
take fBcqn function as reference, network performance (congestion probability) duplicates, while intelligent
attack success probability reduces below 50%. Congestion in absolute terms the values is always below 6G
requirements, and privacy protection suffers a very significant improvement.

In conclusion, the proposed algorithm provides successful privacy-aware scheduling for data transmis-
sion in 6G-enabled ad hoc networks.

Finally, Fig. 9 shows the results of the second experiment. As can be seen, for the optimum values
of K (as said before K = 20), the computational cost is five times higher than the standard opportunistic
routing technologies. This increase includes the solving process of all linear equations and the optimization
procedure. The evolution with the number of nodes M, has a complexity of #°, which is typical of solving
algorithms for linear equations (the main element in the proposed congestion and teletraffic model).

This increase in computational cost is inevitable, as new functions are included. But even in the worst
scenario, the increase is below one magnitude order.

Regarding the changes with K parameter, evolution is slightly more complex than linearity but still does

2

not achieve n° complexity. This behavior is common in PSO algorithm.

In conclusion, the proposed algorithm matches the best computational behavior currently reported in
the state of the art, and any increase does not achieve one additional magnitude order. So, the proposed
solution is admissible, in computational terms, to be deployed in ad hoc networks.
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6 Conclusions

In this paper, we propose a scheduling algorithm, so that extreme nodes can choose the optimum time
and scheme to transmit private data and keep them safe, making compatible network performance and
6G extreme QoS. The scheduler uses a probabilistic function in which teletraffic theory and information
diffusion models are combined to find the optimum balance between privacy and Quality-of-Service. Real
private data are optimally mixed with false information generated by fuzzing algorithms, so the learning level
in intelligent attackers is reduced but network performance is preserved. A probabilistic dynamical system
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is employed to represent and control the potential learning of intelligent attackers. While queue models and
networks statistics are used to understand the behavior, lifecycle, and performance of ad hoc nodes.

An experimental validation based on simulation scenarios is provided. Results show that the probability
of a successful intelligent attack reduces to 65% compared to ad hoc networks with no privacy protection
strategy. Besides, an increase in the congestion probability is observed, caused by the additional fuzzed
information injected by the proposed solution. But, in any case, the performance achieved is compatible with
the expected 6G Quality-of-Service.

In practical scenarios, the proposed solution could enable critical real-time applications that handle
private and sensitive data, such as Industry 5.0 services in essential infrastructures (e.g., power plants)
or remote healthcare support in emergency situations. Future work should investigate its behavior in real
environments, particularly in resource-constrained elements such as unattended fungible nodes. The use of
real 6G testbeds will also be considered in future work.
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