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ABSTRACT: In this study, we analyzed the processes involved in the resolution and enforcement of multi-domain
network intent policies for intent-based networking (IBN). Previous studies on IBN analyzed the basis of the network
intent resolution processes. These processes produce the artifacts required by network intent policy enforcement.
Thus, we continued such studies with the inclusion of network intent policy enforcement in the analysis, for which
we constructed a model that predicts the accuracy of a multi-domain network intent policy enforcement system. We
validated the model by designing a new multi-domain network intent policy enforcement system, and evaluated the
accuracy and performance of the new system through experimentation over a large-scale multi-domain platform that
involves sites separated by more than ten thousand kilometers. The results show that, on the one hand, the new system
improves accuracy by 10% and, on the other hand, that policies obtained from the multi-domain network intents,
including the most complex ones, can be enforced in less than 1.75 s in a platform comprising sites located in almost
opposite sides of the world. The experiment confirmed that the long distance existing between the sites involved
in our experimental multi-domain IBN platform had little impact on the performance of the new system, and that
the predictions obtained with the new model are as much as 99% accurate with respect to the behavior observed in
the experiment.
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1 Introduction

Intent-based networking (IBN)' enables network tenants to use a high-level and/or formal language to
specify the requirements of the network services they want to construct and manage. Such specifications are
called network intents [1]. The requirements specified in network intents are generally intertwined with each
other. They can be used to determine the components needed to construct the intended network service and
the policies that determine their operational boundaries.

Network function virtualization (NFV) platforms, such as Open Source MANO (OSM) [2], can
construct a network service from a provided network service description (NSD). Therefore, network intents
must be translated into NSDs for them to be deployed in NFV platforms. Similarly, network intents must
also be translated into the policies that determine the operational boundaries of the related network services.

Table 1 gathers the definitions of the acronyms we use throughout this document. Table 2 gathers the definitions of the key concepts used throughout
this document.

® Copyright © 2025 The Authors. Published by Tech Science Press.
This work is licensed under a Creative Commons Attribution 4.0 International License, which permits

unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.



https://www.techscience.com/journal/CMES
https://www.techscience.com/
http://dx.doi.org/10.32604/cmes.2025.072607
https://www.techscience.com/doi/10.32604/cmes.2025.072607
mailto:ana.hermosilla@um.es

4280 Comput Model Eng Sci. 2025;145(3)

Such policies must be represented in a structure that can be understood by the IBN system that manages the
related network service.

Common formats for representing network intent policies in a structured manner are the object
constraint language (OCL) [3] and the semantic web rule language (SWRL) [4]. The former is related to
the Unified Modeling Language (UML) [5]. The latter is related to the resource description framework
(RDF) [6]. The resulting policy definition structures are meant to be communicated to the IBN systems
through YANG (yet another next generation) models [7] containing fields conforming to the simplified use
of policy abstractions (SUPA) specification [8]. The IBN systems must ensure that the policies are enforced
in the network services.

Table 1: Acronyms

Acronym Definition
CCL Closed-control loop—formed by the MAPE activities
IBN Intent-based networking
LLM Large language model
MAPE Monitor, analyze, plan, execute
MAS Multi-agent system
NFV Network function virtualization
NLP Natural language processing
NSD Network service description [2]
OCL Object constraint language [3]
RDF Resource description framework [6]
SOA Service oriented architecture
SUPA Simplified use of policy abstractions [8]
SWRL Semantic web rule language [4]
UML Unified modeling language [5]
VP State variable and/or configuration parameter

Table 2: Glossary

Concept Definition

. Parameter that determines the operation of a function (e.g., number of
Configuration parameter

reserved CPUs)
Network intent Set of requirements written in high-level language (even natural language)
Policy Abstract definition of a condition that must hold
Rule Formal definition of a condition that must hold

Monitoring metric that defines some state of the system (e.g., CPU load,

State variable bandwidth use)

For IBN systems to enforce the conditions set by network intent policies, they must perform a series
of non-trivial operations, resulting in disparate results [9]. In this study, we analyzed the state-of-the-art on
network intent policy enforcement, as a continuation of previous studies that focused on network intent
policy resolution. We identified, on the one hand, the processes and artifacts required to properly enforce
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the policies specified in multi-domain network intents, and, on the other hand, the limitations of current
network intent policy enforcement systems when applied to multi-domain network intents.

To support our analysis, we formulated a model that maps each system for network intent policy
enforcement to a metric that represents the ratio of policy items correctly enforced over the total number
of policies specified in network intents, namely the accuracy of the policy enforcement system. The model
input is a vector of system descriptors obtained from the design of the system. The model output is the ratio
of policy items correctly enforced over the total number of policy items specified in network intents.

Using the model to analyze related works, we found the limitations of the methodologies they used
to design their policy enforcement systems, whose accuracy was suboptimal. We then inverted the model
using a solver to find out a set of descriptor values to design a system that overcomes those limitations.
We constructed a system that enforces multi-domain network intent policies according to those descriptor
values. We evaluated the system experimentally to demonstrate that it improves accuracy.

The main contributions of this study to advance the state-of-the-art in network intent policy enforce-
ment are confirmed by the model and system. Particularly, the new system for policy enforcement in IBN
increases the accuracy by 10%, reaching 99% of overall accuracy, while keeping its performance on par—
taking less than 1.75 s to enforce even the most complex network intents. The factor that most influences
the results is how the closed-control loop (CCL) [10] is used by each solution. For instance, most solutions
only incorporated one CCL with none or one of them having all activities of a monitor, analyze, plan,
execute (MAPE) CCL. However, the model determined that a high number of MAPE CCLs is preferred to
avoid enforcement errors. We demonstrated this quality in the evaluation of our solution, as we will detail
in Section 5.

The remainder of this paper is organized as follows. First, in Section 2 we will contextualize our study
and discuss related work. Then, in Section 3 we will discuss the model we constructed, in Section 4 we will
discuss the system we constructed, and in Section 5 we will discuss how we evaluated it to demonstrate its
properties and benefits. Finally, in Section 6, we will discuss our conclusion and introduce some indications
for future work.

2 Background

IBN enables the construction and management of network services from specifications formulated
in a high-level formal language or even in a natural language. Achieving correct, complete, and efficient
policy enforcement is an essential requirement for the realization of IBN. The accuracy of network intent
policy enforcement systems has a high impact on IBN correctness and motivates the problem statement
detailed below.

2.1 Problem Statement

In this study, we investigated the effect that the structure of multi-domain network intent policy
enforcement systems has on the accuracy of their enforcement operations. Our goals were:

« Formulating a model that maps the system descriptor values of a multi-domain network intent policy
enforcement system to the ratio of policy items correctly enforced over the total number of policies
specified in network intents.

« Designing a system that maximizes the accuracy of network intent policy enforcement—the descriptor
values used to design the system will maximize the outputs of the model.
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2.2 Related Work

The most widespread methods for policy enforcement rely on closed-loop control functions (CCLs) [10].
One of those methods is proposed within the framework CLARA [9] and the IDC solution [11]. On the one
hand, CLARA proposes to build a service management model from the input network intents. The model is
then fed into a CCL that chooses the actions required to enforce the policies. On the other hand, the IDC
solution proposes to decompose intents into several policies represented using logic structures. It enforces
the policies using the latest state-of-the-art Al mechanisms on a hierarchical structure of CCLs. In our work,
we acknowledged the benefits of the policy decomposition strategy used by both solutions by applying a
hybrid of them to our solution. However, since policy relations are not hierarchical and may generate conflicts
among concurrent control loops [12], they cannot be properly enforced using a hierarchy of CCLs.

With focus on policies, we found PRD [13]. It is a method for decomposing policies into low-level
rules formalized in UML [5] diagrams. It shows that formalizing policies using a logic language allows
them to be translated into almost all enforcement systems with a high degree of coverage. Our proposal
uses a similar decomposition method and also uses a logic representation. On the other hand, NSL [14]
proposes to represent policies as slices. It defines a life-cycle management for network slices that interprets
input intents to find which slice they are related to. In [15], the authors take a similar approach to achieve
service function chaining for 6G over zero-touch networks. In this case, policies encoded in input intents are
mapped to predefined structures. The main advantage of these solutions is their simplicity and reduced cost
of implementation. However, such solutions are too strict and inflexible to accommodate all the concepts
that can be present in current network intents, as specified in [1].

In line with the zero-touch management proposed by NSL, the work presented in [16] proposes
the application of automated machine learning as part of a zero-touch network and service management
architecture [10] in the context of 5G networks. Other machine learning methods are suboptimal to converge
towards a coherent policy for IBN. In our work, we opted to follow a similar approach but constrained it
through the application of category theory, so that the results are even closer to optimum representation, and
tfewer policy rules are left out, as we will show in Section 5.5.

To tackle the complexity of concepts and other elements contained in network intents, some solutions
rely on the use of semantic technologies. On the one hand, Onto-Planner [17] proposes a semantic model
based on OWL [18], and uses it in the application of a deep learning method. It shows that the application
of logical reasoning to knowledge graphs favors the detection of policy violations. It also shows that the
definition of policies in logical and semantic terms enables policy refinement. These results support the use
of semantic technologies as a foundation for policy enforcement and verification in IBN. On the other hand,
INDIRA [19] proposes an UML schema [5] and an RDF [6] ontology for intent representation. It uses graph
theory to identify conflicts, check rules and policies. INDIRA gets intents represented in UML/RDF and
implements them into the network. For the time being, INDIRA intents can only use specific/strict terms,
so it lacks the appropriate level of abstraction for fulfilling long-term IBN goals.

When multiple intents are deployed in the same system, the intent translation mechanisms must ensure
that enforced functions and rules have no conflict. Several solutions target this problem, such as [12,20]. On
the one hand, some solutions propose to introduce semantic representation of both network intent and its
implementation counterparts. The graphs that represent the latter are compared to find possible conflicts. On
the other hand, other solutions propose to represent the intents as bargaining requests and use a bargaining
problem solver to find the equilibrium. In our study, we considered both aspects by representing the intents
using RDF graphs [6], defining a repeated leather follower game [21], and using a MAS to resolve the game.
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Some solutions propose to address the complexity of network intents through the use of declarative
programming environments and reasoning engines, such as Prolog [22] and Haskell [23]. They propose to
transform the declarative expressions that form a network intent into more formal, but also declarative,
expressions formatted in a declarative language like Prolog. Once all concepts are represented as Prolog
declarations, the reasoning engine can automatically resolve the required computations for obtaining the
descriptions required to deploy the network intents, as well as enforcing and/or validating their policies.
In our work, we extended these concepts with high-level and abstract declarations that support functional
language and ensure that the category theory axioms hold.

In addition to verifying that the policies defined in deployed intents hold, the behavior of running
network services must be checked. Many systems ensure that those network services comply with the widely
known serve-level agreements, such as the works discussed in [24,25]. A common denominator in such
proposals is the application of the digital twin concept to the network, constructing the so-called network
digital twin [26,27]. They propose to configure the network digital twins according to the network intents
and analyze the result to determine if it is possible to deploy such intents. Our solution borrows from
these solutions the concept of using KPIs, in the form of key-value indicators, to construct a structure that
represents the state of the network and that can be compared with the policies.

As exposed by Hexa-X-II [28], new methodologies are required to design IBN systems, including
methodologies for properly designing policy enforcement processes. Hexa-X-II promotes methodologies
that rely on trust-as-a-service (TaaS) models [29] and enforcing security and privacy from the basement of
the architecture. This impacts how intents are translated and how their policies are first represented and later
enforced. Hexa-X-II promotes the use of multi-agent systems for resolving policies and orchestrating the
services according to them. We acknowledged this proposal and incorporated a multi-agent system into the
model and system we proposed.

In summary, related work denotes little to no agreement on how policies are represented—rules,
knowledge graphs, declarative language expressions—or how they are enforced. The knowledge obtained by
some solution cannot be ported to other solutions. They are conceptually incompatible. An abstract point of
confluence is required to overcome this limitation and ensure the quality and interoperability of proposals,
both at the conceptual level and the design and implementation levels.

2.3 State-of-the-Art Analysis

We analyzed the works presented in Section 2.2 and identified the most essential steps required to
properly realize multi-domain network intent policy enforcement. They are:

1.  Producing a set of simple but specific statements in a natural or formal language that represent the
policies specified in the given network intent expressed in a high-level language (formal or natural).

2. Producing the material required to realize the network service from the set of statements produced in
the previous step:

o A setof semantic rules expressed using OCL [3] or SWRL [4] in relation to a particular knowledge base.
o A setof NSD documents [2] describing the virtual elements that must be instantiated.

3. Producing, for each semantic rule in the set of semantic rules produced in the previous step, the
following material:

A setof state variables { y}, y7,..., yI'} that must be monitored;
« A goal function that maps the state variables to the level of policy compliance (h {y}, y7,...,y7}) €

(0...1);
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« A set of configuration parameters {x;,x?,...,x/'} that can be changed to ultimately change the state
variables; and
o The map that relates the configuration parameters and the state variables {yl, y7,...,y"} =

1,2
(f {x6:x05 - x7'})

4. Computing, for each semantic rule, the result of the produced expressions to check if the system is
compliant with the policies specified in the network intent—namely, that the expressions hold.

2.4 Limitations for Full IBN Realization

Current state-of-the-art systems lack several aspects of the procedure described above required for IBN.
Particularly, they lack the following elements:

« A mechanism for the synchronization of enforcement operations in multi-domain scenarios.

o A formal and canonical procedure for getting the set of autonomic controllers required to enforce the
policies defined in a network intent.

o A mechanism that transforms the policy-related concepts present in network intents into structures that
are suited for policy enforcement operations.

o A mechanism that finds the configuration parameters that can be changed to influence a particular set
of state variables.

o A mechanism for checking that the current state of a system is compliant with the policies defined in a
network intent.

In addition to IBN requirements, as stated in [9], current systems lack some IBN features that are
essential to realize the broader zero-touch network and service management architecture. In summary, those
features are:

« Enabling the use of network intents to express user and business requirements.

« Being able to construct high-level declarative policies from those network intents.

o Incorporating a CCL to enforce policies.

o Making use of machine intelligence in decision and resource optimization processes.

« Supporting network services to be constructed using functions deployed in multiple domains, namely,
supporting multi-domain network services.

Moreover, management systems must be fully automated, provide quantifiable and predictable service
quality assurance, and make use of advanced intelligence to incorporate knowledge that supports obtaining
suitable decisions and root cause analysis. However, achieving such functions together in an automation
system is still an open research problem [23]. Additionally, there was no proper model that could be used to
determine the level of compliance of a mechanism used for policy enforcement.

2.5 Summary

In this section, we have discussed the problem we aimed at, the previous works that aimed at a similar
problem, and why they are not suitable for cover the particular requirements of the problem we addressed
in our study.

3 Multi-Domain Network Intent Policy Enforcement System Accuracy Model

Once the qualities and limitations of related work were identified, we proceeded to construct the model
that predicts the accuracy of a multi-domain network intent policy enforcement system. The model input
is a vector of system descriptors. The descriptor values are obtained from the design of the system. We will
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detail them below. The model output is the ratio of policy items correctly enforced over the total number
of policy items specified in network intents. This model addresses the first part of the problem introduced
in Section 2.1.

3.1 Model Formulations

We produced two formulations that correlate the descriptor values used in the design of the policy
enforcement system—d;—and the enforcement accuracy ratio—e; and e,. Both formulations exponentiate
the descriptor values d; to a coefficient c; ,, multiply them by a weight ¢; ;, and displace them by an origin
value ¢; 3.

The two formulations differ in that, in the formulation for e;, the composition is a linear composition,
while in the formulation for e,, the composition is a product composition. They are formalized in the
following equations:

nl
e =Y, —cind;"” —cis

i-1 1

np
ep = H ;Ci’ldil’z —Ci3

i=1

3.2 System Descriptors

The descriptors we used to formulate the model are directly related to the overall structure of the
system. The main procedures of an enforcement system, as discussed in [28], realize the steps introduced
in Section 2.3. The procedures are related to the components and interfaces specified in a reference system
for network intent translation [30].

When a network intent enters the system, it is sent to the component called the intent manager. This
component manages the life cycle of the intent. It sends the input intent to the intent translation engine (ITE),
as defined in [30]. The ITE then makes use of the latest technologies in language processing to reformulate a
network intent as a policy set, which is a set of self-contained statements derived from those statements that
refer to policy in the network intent, in contrast to those referring to the functions and components which
form part of the network service definition [5].

After that, another procedure of the ITE translates the policy set represented in natural language to a
policy set represented in SWRL [4]. The procedure uses natural language processing (NLP) techniques to
generalize the language structures as rule expressions. Then, the procedure binds the resulting expressions
to the system that is making the translation by using the specific terms present in the knowledge base of such
a system to replace the general terms present in the natural language expressions.

The intent manager is equipped with a procedure that learns the mapping between a set of state variables
and the set of configuration parameters (VPs) that can be modified to change the variables. Finally, the policy
verifier operates alongside the ITE to retrieve the enforced policies and, after collecting the VPs involved in
the policies when needed, assess if the rules included in the policies hold.

Following this process, we identified the logical components involved in the intent enforcement process
in their different levels. They are shown in Table 3.

The first and second descriptors are obtained from the logical representation of the intent rules. It is
common to add a layer to the decision tree for each variable of the rules [9]. It is also common to have as
many policy rules as possible. Instead of processing a big monolithic rule, common solutions process small
individual rules [11].
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Table 3: System descriptors

-,

Descriptor Name

Depth of decision tree
Number of policy rules
Number of CCLs
Number of MAPE CCLs
Number of measured variables
Number of tuned parameters
Number of dependent VPs
Number of independent VPs
Size of stored state
Number of non-trivial loops

O 00 N N Ul & W N~

—
o

11 Average number of links per module

The third and fourth descriptors are determined by design decisions. Some solutions only use one
CCL [9], whereas other solutions use many [5]. Not all CCLs have all MAPE processes. We identified those
CCLs that are full MAPE and those that are not.

The value of the fifth descriptor is obtained from the inputs of the CCLs and the policy rules. The works
presented in [24,25] propose to use all possible variables that can be obtained from the underlying controllers.
For instance, as we will show in Section 5, a typical platform can provide 28 variables related to a network
service that has been instantiated from a network intent.

The value of the sixth descriptor is obtained from the decision and enforcement elements used in the
system. Common proposals, such as Hexa-X-II [28], target as few parameters as two to three. Others, such as
our proposal, which we will present in Section 4.5, extend such number to 8. Depending on the possibilities
of the underlying system, this number can be even bigger.

The seventh and eighth descriptors are obtained by first joining the values of the fifth and sixth
descriptors, then identifying dependencies among them, and finally counting the VPs that depend on
other VP—set for the seventh descriptor, and the VPs that do not depend on any other VP—set for the
eighth descriptor.

The ninth descriptor is obtained by measuring the size of the structure used to store the state infor-
mation, e.g., a database on disk or memory. For theoretical evaluations, this is obtained by computing the
minimum amount of data that would represent the needed storage. For instance, CLARA [9] uses a pseudo-
stateless approach, with minimum stored memory, whereas Hexa-X-II [28] uses a database that requires
three times as much information. To homogenize the solution space for this descriptor, we represented its
values using memory units. As we will discuss in Section 5, we implemented our system with totally stateless
components, so that it used a minimum amount of memory, like CLARA.

The tenth descriptor is obtained by analyzing the algorithm used by the system. Trivial loops are those
that iterate over a collection or over a strongly bound vector subspace—e.g., an integer range. Trivial loops
can be matched to well-known mathematical series. Non-trivial loops have complex conditionals, so they
cannot be matched to well-known mathematical series. The values obtained for this descriptor are the
result of counting such kind of loops in the algorithms used by the enforcement systems. For instance,
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Onto-Planner [17] algorithm has three non-trivial loops, so it cannot be mapped to a functional map of a well-
known mathematical series. The algorithms of other solutions, such as CLARA [9], use only one non-trivial
loop. We designed our solution without using any non-trivial loop.

Finally, the eleventh descriptor is obtained by analyzing the structure of the proposed system using its
component view, which shows the modules that compose the system and their relations forming a graph.
The value of the descriptor is obtained by averaging the number of edges of each node of the graph. Most
proposals show an average of four or five edges per node. We designed our solution with an average of three
edges per node.

3.3 System Descriptor Values

Once the system descriptors that were going to form part of the model were determined, we determined
their values for three solutions. The first solution—baseline—represents the most typical solutions, which
generally use a single CCL with no MAPE for all VPs. The second solution—reference—represents the best
system among the related work, which also has a single CCL for all VPs, but this solution includes MAPE.
The third solution—proposal—represents the system we constructed in this study. On it, we used a CCL for
groups of VPs. All resulting CCLs were interconnected, forming a graph. The resulting values are shown
in Table 4. The baseline system is an approximation to, and represents, how IDC and INDIRA behave, while
the reference system is an approximation to, and represents, how CLARA behaves.

Table 4: System descriptors values

i Descriptor Name Baseline Reference Proposal
1 Depth of the decision tree 3 1 1
2 Number of policy rules 9 3 9
3 Number of CCLs 1 1 8
4 Number of MAPE CCLs 0 1 8
5 Number of measured variables 28 28 28
6 Number of tuned parameters 2 3 8
7 Number of dependent VPs 26 13 8
8 Number of independent VPs 2 13 20
9 Size of stored state 3 1 1
10 Number of non-trivial loops 3 1 0
11 Average number of links per module 5 4 3

3.4 Coefficient Estimation

Once the system descriptors and their values for the involved systems were determined, we replaced
them in the equations of the model and computed the model coefficients c; ; using fsolve from SciPy Optimize,
the well-known Python library for scientific computation. We set fsolve with the objective of minimizing the
following vector function:

o[-

In it, C is the matrix of coefficients c; , d;,; is the descriptor i of system j, a; is the accuracy of system
j» {- .} is the vector of residuals that fsolve minimizes. The resulting coefficients are shown in Table 5.



4288

Table 5: Coefficients

i €i1 Ci2 €i3

1 0.08 -1.17 -0.88
2 -0.66 -69.30 -0.93
3 -0.43 -15.61 -0.99
4 0.00 1.82 -0.90
5 0.68 0.07 -0.07
6 0.00 3.40 -0.90
7 241,425.25 -708 -0.90
8 -1.33 -0.02 -2.20
9 0.04 -8.70 -0.92
10 -2.13 0.00 -3.03
1 1235.33 -859 -0.90

3.5 Ideal Optimal Solutions

Comput Model Eng Sci. 2025;145(3)

From the set of coefficients c; j»we determine two optimal solutions, Optimal-1and Optimal-2, which are
obtained by resolving the equations for maximizing enforcement accuracy. Optimal-1 reflects rounded and
realistic values, whereas Optimal-2 reflects the direct outputs obtained by the equation resolving algorithms.
The results are shown in Table 6. The theoretical optimality of these solutions is warranted by the resolution
of the model introduced in Section 3.1. To demonstrate the relation between the theoretical optimality and
real (experimental) optimality, we carried out the evaluation experiments, which we will detail in Section 5.

In them, we found the close relation between the theoretical and experimental results, evidencing the validity
of the model and optimality of the systems designed according to the mentioned descriptors.

Table 6: System descriptors values for the optimal solutions

i Descriptor Name Optimal-1 Optimal-2
1 Depth of the decision tree 1 1
2 Number of policy rules 2 2
3 Number of CCLs 8 6
4 Number of MAPE CCLs 8 8
5 Number of measured variables 80 83
6 Number of tuned parameters 8 8
7 Number of dependent VPs 8 8
8 Number of independent VPs 80 88
9 Size of stored state 1 1
10 Number of non-trivial loops 1 1
11 Average number of links per module 3 3

3.6 Category Theory

A key aspect of our proposal is the application of category theory. Category theory is a branch of mathe-
matics that provides mechanisms for describing, formulating, and formalizing mathematical structures using
particular objects and relations between them (see [31,32]). The fundamental concepts of category theory
enable the structures to be analyzed through these relations without having to assess the objects.
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By definition [31], a category C has the following constituents:

o A collection Ob(C) of objects that are arbitrary elements, such as sets or semantic atoms.

« For every two objects ¢, d € Ob(C), a set C(c, d) of morphisms from ¢ to d exists—also defined as f :
¢ — d, which are relations, maps, etc., from c to d.

« For every object ¢ € Ob(C), we have an identity morphism on ¢ defined as id, € C(c, ¢).

« For every three objects ¢, d, e € Ob(C) as well as morphisms f € C(c,d) and g € C(d, e), we have the
morphism g o f € C(c, e), which is a composite of f and g.

Furthermore, the aforementioned constituents must satisfy the following conditions:

Unitality: Composing any morphism f : ¢ - d with the identity on ¢ from the left or the identity on d
from the right does nothing. Thus, f oid, = f andid; o f = f.
o  Associativity: For every three morphisms f : a - b, g: b — ¢,and h : ¢ — d, we have that (ho g) o f =
ho(gof).
Another important concept of category theory is the functor. A functor is a mapping between categories,
wherein objects are sent to objects and morphisms to morphisms. Formally, considering categories C and D,
the functor from C to D is denoted as F : C - D and has the following conditions:

« For every object c € Ob(C), we have the object F(c) € Ob(D).
«  For every morphism f : ¢ - d in C, we have the morphism F(f) : F(¢) - F(d) in D.

Similar to the aforementioned constituents, the functor constituents must satisfy the following
conditions:

+  For every object c € Ob(C), we have F(id,) = idp().
o For every three objects ¢, d, e € Ob(C) as well as morphisms f € C(c,d) and g € C(d, e), we have that
F(go f)=F(g)oF(f)holdsin D.

A concept of category theory that is particularly important for our study is the monad. A monad on the
category C is an endofunctor, a functor from a category to itself, and is defined as T : C — C.Itis accompanied
by two natural transformations that are morphisms on the category of functors that map one functor to
another. The natural transformations are as follows:

o  First, we have 57 : 1o — T, where ¢ is the identity functor on C.
« Second, we have y : T> > T, where T? is the functor To T : C - C.

The following conditions must hold for a monad to be correctly defined:

First, it must hold that g o Ty = p o uT, where Ty and uT are obtained using horizontal composition
~ [32]. Here, both sides are T> — T.

« Second, it musthold that g o Ty = y o 4T =17, wherely is theidentity T — T, and the other expressions
are also from T to T.

In summary, the simple but powerful concepts defined by category theory allow reasoning on consider-
ably more complex concepts, as we discuss throughout this paper. Recently, category theory has been applied
to resolve research problems in computer networks, particularly in network management. For instance,
researchers in [23] investigated the application of category theory to support the implementation of an
intent-based networking solution. In the following sections, we describe how we applied category theory to
construct our model and strengthen our outcomes.
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3.7 Overall Theoretical Justification

Once we obtained the descriptors, we formulated the theories that justify the theoretical relation
between the system descriptors and policy enforcement. Using such a relation, we formulated a set of
recommendations for constructing systems that minimize policy enforcement errors. The formulation of the
theorems is subject to the following definitions.

The network service states are represented in the category C, whose objects are arbitrary network service
states and whose morphisms are transitions from arbitrary network service states to more stable network
service states. The limits of such morphisms are acceptable states. Stability here is measured as the inverse of
complexity. A more stable state is a less complex state. The entropy of the information that describes network
service states represents its complexity and, therefore, it can be used to determine when a state is less complex
than others.

Additionally, intent policies are also categorical [23]. Policies are represented in the category D, whose
objects represent policy sets and whose morphisms represent policy modifications.

Categories C and D are related as follows:

« A functor maps all objects representing acceptable network states to the object representing the single
policy set that verifies them.

« A functor maps all objects representing policy sets to the object representing the single acceptable
network state that verifies all policy sets.

By following the parallel arrows, we verified that policies influence the morphisms of the category
formed by the acceptable states of a managed network service. The functor defined above maps the morphism
from C to the policy set that represent the motivation for the state change that such morphisms represent.

Considering these results, we obtained a formal representation of the current state of a network
service, and remarked that there exists an isomorphism between such a representation and the formal
representation of the policies. A mechanism for intent policy enforcement that follows such a relation is
consistent and convergent.

In addition, once equipped with all categorical results, we proposed to connect the morphisms in C as
functions in the management software. Therefore, we proposed a slightly constrained functional paradigm to
deliver the aforementioned consistency to the network service operation. Our paradigm can be instantiated
in any programming language, provided it supports basic function operations—namely, function definition
and composition.

Furthermore, we extended the definition of the paradigm with additional equipment to form a set of
design principles for network management software. In the era of softwarization, relying on well-known
design principles is essential. We gathered those design principles that have been demonstrated to provide
the best results. For instance, functional and declarative programming languages are experiencing a new
wave of interest. However, switching to a functional or declarative programming language is not needed at
all, provided that the language currently used has certain properties. We included those properties as part of
our design principles, which we will discuss in Section 4.4. For instance, introspection and meta-language
operation are two of them. These are easily found in the top-used programming languages nowadays.

3.8 Theorems

In the following sections, we present the theorems we needed during the present study to ensure the
properties required by the target problem.
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3.8.1 State Policy Embedding (SPE)

Theorem 1 (SPE): A policy set cannot be embedded into a network service state. Thus, there is no complete map
that takes objects in the category of policy sets to objects in the category of network service states.

However, there exists a map—more specifically, a functor—that takes objects in the category of network
service states to objects in the category of policy sets. Conceptually, a network service state can be embedded into
a policy set.

Moreover, there exists another map—also a functor—that takes objects in the category of network intents
to objects in the category of policy sets.

Proof: The theorem is proven by accomplishing the following concepts:

« Using a DSL for formulating components and agents.

« Formulating a functor that maps component functions to state morphisms.

o Implementing a search function based on the state monad and different structures, such as the
immutable map.

Since those concepts are present in software development guidelines, our theorem holds. O

3.8.2 State Monad and Relating External Elements (SMR)

Theorem 2 (SMR). Considering the category of objects representing network service states, in which each object
is a monad, there exists at least one composite function f that takes S,_; to S, for each state transition S;_; — S;.

f: T(St_l g St_la) g (a g T(St_l g Stb)) g T(St g Stb)

According to such an expression, there exists a morphism in the Kleisly category, denoted by a — T(S;-1 —
S¢b), that involves the external elements a and b in the state transition S;_, - S;. We identify that these external
elements are connected to the prior and ulterior policies and events.

Proof: The proof of this theorem is enclosed in its definition. O

3.8.3 Evolution Over Time (EOT)

When a new policy arrives, the current network service state can become inconsistent because it
contradicts the new policy. An inconsistent network service state will also be more complex—there are things
to fix that will make the state transition to a consistent and less complex state.

Theorem 3 (EOT). The EOT theorem states that we can obtain the changes needed to be applied to correct a
possible inconsistent network service state by constructing a parallelogram using the following structures:

o Themap g: D — D that takes the object that represents the previous policy set to he object that represents
the new policy set.

o Themap f :C — C that takes the object that represents the current network service state to the object that
represents the target network service state.

o The functor that takes:

- the object that represents the current network service state to the object that represents the previous
policy set;

- the object that represents the target network service state to the object that represents the new policy
set; and

- themap feCtogeD.
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Following the arrows, we can get the map f which, by the SMR theorem, is linked to the external elements
that represent the changes that must be applied to the network service to take it from its current state to the
target state.

Proof: The proof of this theorem is enclosed in its definition. O

3.9 Summary

In this section, we have discussed the construction of the model that maps system design descriptors to
accuracy and introduced the theoretical tools and new theorems that support the model.

4 Proposed Multi-Domain Network Intent Policy Enforcement System

To address the second part of the problem introduced in Section 2.1, we constructed a system for
enforcing policies specified in multi-domain network intents. The system was constructed following the
results obtained with the model presented above. However, ensuring the resulting system respects the
descriptor values obtained with the model is not trivial. We had to delve in design patterns and principles
that supported it.

Below, we will present the required elements in Sections 4.1-4.4. After that, we will present the system
we designed in Section 4.5 and how it is integrated into a complete IBN system in Section 4.6.

4.1 Paradigm Shift

Nowadays, network softwarization is widely promoted to break the limitations of current network
systems [33]. Despite being highly flexible, software components are, however, much less consistent than
their hardware counterparts. Similar to the halting problem in computability theory [34], the behavior of
intent-based network systems cannot always be fully predicted or verified a priori. Hence, self-monitoring
and closed-loop control mechanisms are required to ensure operational consistency [35].

To improve the consistency of network software, network softwarization processes must use a design and
programming paradigm that is particularly tailored to its context and environment. Thus, allowed structures
and expressions must be slightly constrained to eliminate most—if not all—undesired effects.

Softwarized modules must be constructed using a paradigm that results from mixing a pure functional
paradigm and a declarative paradigm. The benefits are as follows. On the one hand, the functional paradigm
is open to many points of view, so it is not limited to languages like Haskell [36]. More general languages,
such as Python, can follow the paradigm by just imposing their restrictions. Some verifiers are useful to test
the result—e.g., Deal framework for Python [37].

On the other hand, the declarative paradigm is not so well adopted by general programming languages.
Some binding mechanism is, however, needed. In our work, we adopted Prolog [38] as the specific declarative
programming language, because there are bindings to use Prolog from many languages—e.g., Janus for
Python [39].

By considering that the goal of a VNF system is to host network services and applying the concept of
IBN to the platform, the VNF system is actually a partial function, and it must be designed as such. It has
many mechanisms, but does not have the specific logic that defines the behavior of the network services.
Such logic is provided by the network intent. Once a network intent is received and interpreted by the system,
the partial function becomes a final function.

This view of the system allows enforcing verifiability qualities, which is a key design principle in
our proposal.
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4.2 Microdesign Patterns

Service-oriented architecture (SOA) enables structuring large systems as a large set of services that
interact with each other to achieve some goal [40]. For instance, we adopted SOA principles to construct the
MAS of our multi-domain network intent policy enforcement system. We will detail this in Section 5.3.1.

Component-based systems are used to refine SOA designs. Each service in a SOA is mapped to a
large component, which, in turn, is normally split in sub-components. A component is basically an abstract
piece of software that has input ports, output ports, and a function—or behavior—that relates outputs and
inputs [41].

In order to ensure that IBN systems have the required properties, they must enforce slightly stronger
constraints on their components: making sure that the connections between the outputs of some components
and the inputs of other components have the same properties as a function composition in functional
programming [42]. Thus, a component receives some data through an input port, transforms it according to
some function, and sends the resulting data to other component through an output port.

The internal behavior of a component is represented by the map f : x;...x, = y1... ¥, which relates
the components inputs and outputs. When two trivial components are connected, they are represented by
the composition g o f. Here, g is the internal function of the component that receives the output of the
component whose internal function is f. Imposing the present micro-design on softwarized modules ensures
that the consistency of the software modules constructed using the paradigm discussed above scales to
the whole system. Recent studies have also explored how category theory can elucidate the internal logic
of complex systems such as AI [43], reinforcing its applicability to modeling network intent relations in
IBN systems.

4.2.1 Enabling Data Pull

Once there is data available in all input ports of a component, if there are other components connected
to the output ports, the component is executed, and the results are sent through the output ports. However,
when some data is missing, the component will wait.

By enabling data pull, a component can tell another component to retrieve all the input data it needs,
compute its function, and, finally, provide its output.

Retrieve requests—pull requests—will be forwarded in cascade towards all sources of data. After this,
all the components behave normally, since data is provided to the input ports normally.

The key result of enabling data pull is that, although the consistency obtained by the function compo-
sition discussed above is retained, the resulting system is more flexible and efficient. Thus, the components
of our system can avoid transmitting data without having other components expressively waiting for it.

4.2.2 Applied Theorems

Applying the SMR theorem to the component-based system described in this study means that the data
exchanged by the components is based on the state monad. As a result, the management system acquires the
following properties:

« Management operations are consistent—they make the state of the managed network service to converge
towards less complex and more policy-compliant states.

« Theboundaries between implementation, design, and conception are removed: there exists a functor that
maps concepts from the conceptual definition of the system to the components in the implementation
of the system.
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Both properties support the engineering processes required to take high-level requirements for the
target system. At the same time, the target system itself gains the ability to take high-level data flows and
break them down to the micro-data-flows required to implement the intended functions.

Particularly, in the policy enforcement system, we will detail in Section 4.5 that there exists a functor
that takes the high-level concepts of a network intent to the policy sets represented by the objects of category
D. At the same time, there exists another functor that takes the policy sets to the CCLs required to implement
those goals.

Composing those functors produces another functor that takes the high-level goals encoded in a
network intent to the CCLs required to implement them. This is a key outcome of the mechanisms we covered
in this study, when applied to the enforcement of policies in IBN systems.

4.3 Cybernetics

The cybernetics research community is one of the major proponents of CCLs [10]. Thus, cybernetics
theory is an important source of mechanisms for improving management operations, such as those per-
formed by the network intent policy enforcement systems analyzed in this study. Following basic cybernetics
principles, the overall structure of a multi-domain network intent policy enforcement system should rely
on closed control loops (CCLs) to monitor and adapt system behavior autonomously, as also observed in
autonomic computing frameworks [44], therefore it should have the following properties:

o System goals must be formalized as policy sets. In this context, the policy and rule concepts are
synonyms"’.

« For each policy of the set, a CCL node must be defined. Each CCL node must have:
- aset of monitored VPs,
- aset of VPs that it can update, and
- an operation rule specified in some formal language that implements the purposes of the related

policy.

« CCL nodes must communicate to each other only through the VPs they share.

« A CCL node must assume that the values of the VPs that it monitors obtained at time ¢ are a function of
the values of the VPs that it can update and its operating environment at time t — 1.

« Recursivity—and nesting—must be realized by CCL nodes whose actions explicitly engage or dismiss
fully operating CCL nodes.

o The system design must take into account that policy priorities are reflected in the resulting graph of
CCL nodes. VP dependencies realize those priorities. If the node B depends on a VP provided by node
A, the policy implemented by node B has less priority than the policy implemented by node A.

o CCL nodes must follow the properties for the component-based design we will be presented
in Section 4.5.

o The system design must take into account that, being the system S the result of composing all the
controllers, the purpose (intention) of S is the long-term evolution of the vector of state VPs present in S.

o As aresult of the purpose principle, a process must assess that the intention of S is isomorphic to the
input intent that governed the construction of S.

o A feedback error function must be defined to obtain the result of comparing the observed evolution of
the vector of key state VPs with the desired evolution.

2In this study, we considered that policies are abstract concepts, whereas rules are concrete concepts.
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4.4 Design Principles

To facilitate the construction of IBN systems that incorporate the paradigm shift, microdesign patterns,
and cybernetic qualities discussed above, we formulated the following design principles:

o The goals of each object of the system must be specified using a functional and/or declarative paradigm.
It applies to all abstraction levels, from the overall system to specific components.

o The system goals must be connected to the system components through a set of maps, which are
similar to the maps we used to define the components that provide intent-to-policy resolution and
policy enforcement. Altogether, the resulting sets of maps can take objects from specifications to
implementations. Moreover, those are the same maps applied by the system to input network intents—
which are subsequently mapped into behavior and specific actions. This resolves the dichotomy between
the design and execution maps—making both the same makes the implementation of network intent
policies verifiable.

o The components must be stateless. The state must be provided to the components as input. State changes
are performed by allowing components to return an updated state.

»  Network service states must transition—converge—to less complex network service states. Complexity
of an individual network service state is measured by estimating the entropy of the information contained
in the structure that represents such network service state—in our system, this is a knowledge graph.
More complex information has higher entropy—requires more bits to be coded.

« System properties must be self-verified. Particularly, in relation to the convergence property defined
above, the morphisms of the network service management category must verify that their destination
objects have less complexity than their source objects. A relaxed principle would accept the condition to
be less or equal.

o Feedback mechanisms must cover different levels of control loop types—for each type, there are
many loops instantiated: intra-component control loop, system control loops, policy control loops, and
network intent control loops. Each loop is intended to verify the system goals at a different level of
abstraction. While a component control loop ensures that the functions inside a component operate as
expected, the network intent control loops ensure that every network service operates accordingly to the
network intents established in the system.

o The functions and/or declarations that cover the goal of the overall system must be theoretically
formulated—and empirically verified—as the emergent property of the execution of all components of
the system, including operation and management components, as well as their control loops.

4.5 Multi-Domain Network Intent Policy Enforcement System

We followed the principles and the model discussed above to design a policy enforcement system
for multi-domain network intents. The construction of the system had two purposes: On the one hand,
showcasing the application of the design principles proposed in this study; On the other hand, validating the
model that analyzes the quality of the enforcement abilities of the system.

Through the application of the design principles and theorems presented above, we determined that our
system must realize the following verifiable functions:

« A function that maps the product between network service states and policy sets to a boolean that
indicates if a policy set holds for a network service state.

« A function that maps policy sets to the network states

« A function that maps network intents to policy sets.
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We incorporated to our system the components required to realize the functions. First, we specified
an autonomic control model, following the cybernetic principles discussed above. The model has the prop-
erties required to construct the intent-based self-organized management system. Second, we specified the
abstract organization of the components that implement the CCLs, showing which concepts are connected
hierarchically and which concepts are connected side-to-side.

Additionally, we designed the system so that the components are instantiated according to the descriptor
values obtained with the model, as shown above in Table 4. The key artifacts we needed to construct the
system, from high-level to low-level, are the autonomic control model, the organizational diagram, and the
CCL that realizes them, which includes the required MAPE activities. We describe them below.

4.5.1 Abstract Autonomic Control Model

In Table 7, we show the descriptors of the controller that implements a CCL for a certain variable—
named XX. The design of a controller must include a set of variables to monitor, a goal function to achieve,
a set of parameters that can be modified, and one or more assumptions used to learn relations between the
variables and parameters.

Table 7: Autonomic control model for controlling the variable XX

Field Content
Variables {y},yf, A
Goal (hexx {yb Y- yE})
Parameters {x%,xf, e ,xtn}

Assumption  {y}, y2, ..., y"} = (foxx {x}, x%,...,x'}) Note: fcxx must be learned

The realization of the controller requires the instantiation of MAPE activities. They are formalized
in Table 8. The variables and parameters defined above are related to the activity that uses them.

Table 8: MAPE activities for controlling the variable XX

Field Content

Monitor Y y? oy xhx, o xl)
Analyze Does (hcxx {¥} y%, ..., y!'}) hold? Note: New data is used to update learnt fcxx
(hoxx Ayt yis: - 0i}) — @
~(hexx {yi yis--5yi3) =
Plan = Find x},,,x%,,,...,x",

| (hexx foxx {XEs X -5 %140 })

Execute (Enforce {x!,,,x%,...,x"})

Following the definitions shown in the tables above, a controller must be defined for each CCL we have in
our design. The relations between CCLs are determined by the variables they monitor and/or the parameters
they modify. Fig. | shows an abstract view of the resulting relations for example variables A, B, and C. This
view interacts with the overall design of the system. In our work, this view influenced the construction of
the intent manager and determined how policy enforcement elements were instantiated and connected. We
will detail them in Section 4.6.
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Figure 1: Abstract organization diagram-top level

4.5.2 Policy CCL-MAPE Activities

In our design, we realized the policy CCL [10] through a set of MAPE activities [44]. The MAPE process
usually starts with the monitor activity. However, our system begins in the plan activity, because the IBN
CCL receives the intent that must be planned before having elements to monitor.

The MAPE activities form a loop in CCL, a shown in Fig. 2. The long-term operation is idempo-

tent regardless of the activity considered as the beginning of a cycle. Each activity is detailed in the
following sections.

Input — Plan

Analyze

/} Execute » Monitor —4
) S

Figure 2: MAPE activities

Plan-Intent to Policies

The goal of the planning activity is to obtain a policy set from a network intent and particularizing it to
structures that are understood by the management system.

Obtaining a Policy Set From an Intent The ITE is equipped with a procedure that extracts policy
expressions from network intents. It is as follows:

def extract_policy expressions (network_intent) :
phrases = nlp.get_phrases (network_intent)
policyset = {
nlp.get_expression (phrase)
for phrase in phrases

}

return policyset

Particularizing a Policy Set The ITE is equipped with a procedure that binds generic policy expressions
to particular expressions of the system in which it is instantiated. It is as follows:
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def particularize_policyset (policyset):
result_policyset = {
replace_terms (
policy,
{
term: KnowledgeBase.get (term)
for term in policy.terms

for policy in policyset

}

return result_policyset

Execute-Policy Enforcement

The execution activity is in charge of enforcing the policies. It hosts the components and functions
presented above. The overall process begins when the network tenant inputs a new network intent into the
intent manager. It continues by the intent manager, which sends the network intent to the ITE for it to obtain
an NSD and a set of policies, and returns them to the intent manager.

Once the intent manager receives the set of policies, it executes a procedure that instantiates as many
ARCA nodes as needed to enforce the policies. Each ARCA node is linked to a simple policy expression.
ARCA monitors the state variables referenced by the terms included in the policy expression. When needed,
it requests the underlying system controllers to change a configuration parameter, which will result in a
change in the state variables that ARCA monitors.

Initially, the intent manager only knows the available state variables y,...y, and configuration
parameters Xy . .. X,,. A function that maps the latter to the former exists as follows:

yo apo --- Aom X0

Yn ano -+ Aum Xm

The function—represented as the matrix a; j—has the required information to know the configuration
parameters that have a higher impact on the set of state variables that the policy enforcer assigns to each
ARCA node (possibly only one). Thus, we formulated an algorithm that checks the columns of the matrix a; ;
to select those whose value is lower than some threshold. The algorithm then removes the selected columns
from the matrix and the corresponding configuration parameters x;. This reduces the chances that ARCA
nodes make to adjust their target variable.

It is worth considering that there exists a matrix a; ; for each moment of time, or each set of
measurements of state variables and their corresponding configuration parameters. However, a more generic
matrix a; j that maps a matrix x,,  to other matrix y,, x contains the values that best adjust the map, which are
obtained stochastically. Our algorithm finds this matrix and uses the procedure mentioned above to choose
the parameters that have a higher impact on the state variables. The matrix system is as follows:

Yoo --- Yok apo --- Aom X0,0 --- X0,k

Yno -+ VYnk aAno --- Aum Xm0 -+ Xmk
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We formalized our algorithm in the following procedure:

v_vec_list, x vec_list =

KnowledgeBase.get_state_and _config_vector_lists()
a_mat = NeuralNetwork.learn(y_vec_list, x_vec_list)
col index list = select_threshold_columns (a_mat, thershold)
new_a_mat = remove_columns (a_mat, col index list)
new_x_vec_list = remove_rows (x_vec_list, col index_list)
y_vec_names, X_vecCc_names =

KnowledgeBase.get_state_and_config_vector_names (

indices(y_vec_list [01])
indices (x_vec_list [01])

)
new_x_vec_names = remove_rows (X _vec_names, col_index_list)
arca_node = create_arca_node ()
arca_node.assign_state_variables (y_vec_names)
arca_node.assign_configuration_parameters (new_x_vec_names)
arca_node.assign_map (new_a_mat)
arca_node.run()

Once the configuration parameters with the highest impact on state variables are known, the intent
manager proceeds to instantiate the ARCA nodes as follows:

y_vec_names, X_vec_names =
KnowledgeBase.get_state_and_config vector_names (
indices(y_vec_list [0])
indices (x_vec_list [0])
)
new_x_vec_names = remove_rows (x_vec_names, col_index_list)
arca_node = create_arca_node ()
arca_node.assign_state_variables (y_vec_names)
arca_node.assign_configuration_parameters (new_x_vec_names)
arca_node.assign_map (new_a_mat)
arca_node.run ()

It is worth noting that the threshold determines, on the one hand, the precision of the effects of ARCA
node decisions and, on the other hand, the amount of work that ARCA nodes will request from the system.
This parameter should be adjusted dynamically. Particularly, it should start high and be lowered if the
ARCA node change frequency is too high. At the same time, it must be raised if the system gets too loaded
(stressed)—meaning that there are too many changes to too many parameters.

Monitor

The monitoring activity involves the retrieval of VPs from the elements that form the network service
linked to the specified network intent. Instead of actively pulling for the data, we designed our system to wait
for it. VPs are published by the originating elements. Our system subscribes to them, so that it receives the
updates whenever they are available.
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Publication of Variables and Parameters Each iCPN adapter connected to a monitored element is
equipped with a process that implements the following loop:

while True:
before = now()
for vpi in monitored_vp_list:
value = element.monitoring_interface.read_vp (vpi)
name = get_icpn_name (element.name, vpi)
icpn.put (name, value)
time.sleep (monitoring _period - (now() - before))

This procedure takes the VPs obtained from all monitored elements and makes them available as data
objects that can be retrieved through iCPN. A name is associated with each data object. The data objects
will only be sent upon request to the elements that request them through iCPN and in the moment they
request them.

Each data object will be cached in all intermediate network forwarding elements that are in the path
between the iCPN adapter that owns the data object and the element that requests the data object. Ulterior
requests for the same data object will be responded to by the closest cache to the requester and cached in the
network elements that are in the path between the cache that provides the data object and the requester.

Benefits of Using a Cache Hierarchy in the Network The optimum mechanism for data transmission
from a single point to multiple points is a system of forwarders organized as a tree. The tree root is the
source point of the transmission, and the leaves are the destinations of the transmission. This scheme initially
requires all data destinations to receive the data synchronously when it is being sent.

Introducing caches in the middle points of such a tree enables data destinations to receive the data
when they are ready to process the data. This transforms the explicit tree described above into a virtual tree.
Each time a new destination requests the data, a branch of the tree is instantiated. Thus, only the branches
corresponding to destinations that have received the data are instantiated. Moreover, if there is no destination
ready when the sender point transmits the information, the tree remains virtual.

When caches reach their limit, old data objects are removed. This way, the instantiated parts of the
virtual tree are minimized. Together, these caching functions ensure that the data transmission mechanism
in iCPN is totally efficient, dynamic, and scalable.

Naming Data Elements Data names are like universal resource identifiers in which several fields are
separated by slashes. The fields are: domain name, tenant name, data type, data source element identifier,
data metric identifier, aggregation function applied, compression applied, and version of the data.

Benefits of Using Names Using names enables the unique identification of each data object, which in
turn enables data caching and asynchronous data transmission to multiple points. Including hierarchical
information in names enables the definition of different data caching and data distribution algorithms. They
use any of the fields described above to determine where and when the data will be cached.

Data Element Naming Example

An example entity-variable pair from OpenStack is:
(5bb6fda3df7d51cebfeclddlcbaaccde, metrics.network.incoming.bytes)
Which will be translated into the following iCPN name:

ccnx://example.com/tenant-x/telemetry/
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5bb6fda3df7dblcébfeclddOc5aaccde/

metrics.network.incoming.bytes/current/c-false/0

The name specifies the domain (example.com), the tenant (tenant-x), the object type (telemetry), the
entity (5bb6fda3df7d51c6bfeclddOc5aacc4e), the variable (metrics.network.incoming.bytes), the function to
apply (current, which refers to a point value—not an aggregated value), the compression to apply (c-false,
which means no compression will be applied), and the version of the data (0, which means the latest value).
Analyze-Policy Verifier

The procedures used by the policy verifier are as follows:

def check_policies ():
for pi in policy set:
if not verify policy(pi) and return_on_error:
return
def verify policy (p):
for e in p.expressions:
res = evaluate_expression(e)
if not res.ok:
icpn.put (get_policy error_notification (p.name,
res.error))
return False
return True
def evaluate_expression (e):
for operand in e.operands:
1f operand.lis_expression:
res = evaluate expression (operand.as_expression)
else:
res = get_value (operand.name)
if not res.ok:
return Result (ok=False, error=res.error)
operand.value = res.value
try:
return Result/(
ok=True,
value=execute_operation(
e.operation,

[operand.value for operand in e.operands]

)
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(Continued)

catch:

return Result/(
ok=False,
error=f’'Expression "{e.name}" failed!’

)

def get_value (vp):

if vp not in own_cache or own_cache[vp].age > AGE_MAX:

own_cache[vp] = CacheEntry(value=icpn.get (get_icpn_name (vp)))

return own_cache([vp].value

We implemented the function execute_operation by calling primitive functions. For instance, to
execute an and operation, execute_operation(and, [a, b, c]) in Python is implemented as
return functools.reduce (operator.and_, [a, b, c]).

The call to get_value is executed just when the expression that verifies a policy requires a value. It is
stored in a cache owned by the process and reused by the following instructions that require the same data
unless they are executed after AGE_MAX seconds.

We used caches in this layer to improve overall efficiency. Although a data object that has recently been
retrieved will be found with high probability in the cache implemented by the network layer code used by
the process that retrieved it, the network layer code runs in its own process and has its own context.

Thus, calls to the network layer code require the intervention of the context manager, which is costly.
Storing data objects in a structure owned by the process that uses them—such as the dictionary own_cache
used in the code above—minimizes the number of calls to the network layer code, and hence increases overall
efficiency of the IBN system.

4.6 Integrated IBN System

For the multi-domain network intent policy enforcement system to be fully operational, it requires
the other functions present in the intent manager, but also additional functions provided by the underlying
platforms and other management components. We thus constructed a complete IBN system, which supports
the whole life-cycle of a network intent and its associated network service.

The integrated IBN system includes functions for the reception of a network intent, its translation to an
NSD, and a set of policies, the enforcement of the NSD and the policy enforcement (which is the focus of this
study), and the monitoring of the VPs. The diagrams shown below depict the data flow of these functions.

4.7 Potential Drawbacks

By following our model, and in comparison to the baseline and reference systems, as shown in Table 4,
our system had some particularities that could pose drawbacks in some situations. First, our system managed
more policy rules than the reference system, so the elements using the policies used more resources than the
reference system.
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Second, our system instantiated many more CCLs and MAPE CCLs than the baseline and reference
systems. Although the CCLs and MAPE CCLs of our system did not manage as many variables as the baseline
and reference systems, they required more system resources to start up. Our system “in fresh” is bigger than
the others. It can be a drawback in platforms with constrained resources. Third, our system had to manage
more independent variables than the baseline and reference systems. This implies that the measurements
were less aggregated, and the processing required more memory to have a view of the system.

We evaluated our approach over a common virtualization platform with typically available components,
as discussed in the following section. Our application scenario was, however, limited to exercising the
resolution and enforcement of network intents involving multiple requirements.

4.8 Summary

In this section, we have discussed the application of our model to design a new system with better
accuracy than previous state-of-the-art systems. It required us to involve results from several areas, such as
cybernetics, and gather together a set of design patterns and principles that we had to follow to ensure the
intended properties in the enforcement system. We support them to be followed by future systems to achieve
the required qualities. Finally, we described the system we designed using the model and design patterns
and principles.

5 Evaluation

We evaluated the outcomes of this study through the execution of many intent resolutions and their
corresponding policy enforcements with different configurations—one used the baseline solution, another
used the reference solution, and another used our solution. We conducted the evaluation as follows. First,
we prepared an experimentation platform that had the basic functions required by this study. We will detail
it in the next section.

Second, we defined a scenario that represented the goals of the system we constructed. We will describe
it in Section 5.2. Third, we implemented the system, as we will describe in Section 5.3. Fourth, we defined
and executed an experiment that used such an implementation.

The experiment execution was guided by an experiment manager. We will detail these in Section 5.4.
Fifth, we put together the experiment results and applied our model to obtain the accuracy ratio it predicted
for each configuration. We will detail this in Sections 5.5 and 5.6.

5.1 Experimentation Platform

We carried on the experiments in a distributed experimentation platform. It involved three domains—
namely, the National Institute of Information and Communications Technology (NICT), Telefonica, and the
University of Murcia (UMU). Each domain hosted a set of high-performance computing machines.

Specifically, the NICT domain hosted nine computing machines described as Dell PowerEdge R610 with
2 x Xeon 5670 2.96 GHz (6 core / 12 thread) CPU, 48 GiB RAM, 6 x 146 GiB HD at 10 kRPM, and 4 x 1 GE
NIC. The interconnection network consisted on two physical switches described as HP ProCurve 1810G-24.
All machines were connected to both switches. One switch was connected to the external network, which is
connected to JGN”, which, in turn, is connected to GEANT".

The remote domains hosted the following elements. On the one hand, both remote sites deployed the
virtualization and orchestration infrastructure needed to run the VNF instances used in our experiments,

3]apan High Speed R&D Network.
*GEANT Network.
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including the OpenStack platform, the local controllers, and the monitoring agents required for policy
enforcement and verification. On the other hand, the UMU domain hosted the same elements as the Telefon-
ica domain, with the exception of several proprietary management tools and traffic analysis components that
were only available in the Telefonica infrastructure. Regarding the network, UMU is connected to RedIRIS,
which is connected to GEANT. Telefonica domain used the network exchange point in Madrid to access
GEANT. Thus, the global networks involved in our platform were JGN and GEANT. Both are dedicated to
research and academia, and both provide high-speed and low-latency communications.

Over this multi-domain platform, we deployed all components presented in Section 4.5, which formed
a multi-domain experimentation scenario, as depicted in Fig. 3. The components were distributed—and
replicated when needed—over three physically-separated network domains—namely, NICT, Telefonica, and
UMU. All domains used OpenStack as the VIM, which deployed the network functions that composed the
network services. All VIMs were connected to the management and policy enforcement solutions analyzed

in this study.

The management and operations system that incorporates the components presented in Section 4.5, as
detailed in [45], was set to construct a network service that comprised several functions from all involved
domains. The network service is derived from a basic one, whose diagram is shown in Fig. 4. Each network
service was specified through a network intent. Our system interpreted the network intent, constructed the
network service, and enforced the policies specified in the network intent.

As communication in iCPN is based on publish-subscribe, security and privacy policies are enforced
through access control rules. This takes advantage of the fact that iCPN uses names to organize the data
object space. Those names are structured in hierarchical paths. The path to which the publishing element
of a domain responds will have particular access control rules to allow other domains to access the data
it publishes.

5.2 Application Scenario

The target scenario of this study consists of the resolution of many network intents, the instantiation of
the network services they specify, and the enforcement of the policies they specify. We evaluated our solution
in this scenario, so our solution enforced the policies of many different network intents.

Additionally, each execution of our experiment was subject to forced variations of the operating
environment, which were particularly conformed to make the network service transition to a state that broke
some policies and, therefore, forced the management system to react in order to correct the situation.

One of the network intents we used as input in our evaluation specified a network service that was
managed in a way that maximized the level of customer satisfaction by tuning the number of resources—
CPU and bandwidth units—allocated for the network service. Following the design process introduced
in Section 4.4, we identified the VPs involved in the process, as well as the CCLs needed to enforce the policies
the network intent specified.

5.3 Implementation

We implemented a proof-of-concept application to realize the system presented in Section 4.5 and
respond to the scenario discussed above. Most of the code was written in Python and Hy [46]. We also made
use of Prolog as a reasoning engine—more specifically, SWIPL [47], which we used from the code in Python
through the Janus library [39]. We encapsulated the micro-components of our system in libraries and the
bigger components in Docker containers.
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Through the application of the design principles we discussed in Section 4.4, we took the concepts
of our system design to their implementation counterparts. This followed a one-to-one mapping from the
conceptual design to the component design and, in turn, the final code deployment. All abstraction levels
were formally connected through the corresponding functor, as presented in Sections 3.7 and 3.8.

The result is a set of key components of the experiment and their interactions. The components were
those implementing network intent resolution, policy enforcement, policy verification, network service
instantiation, and domain interconnection. We will detail them in the following sections.

The component interactions were as follows. First, the network tenant inputted a multi-domain network
intent through the user interface of the IBN system. Second, the network intent is partially resolved, which
means that only the concepts that can be resolved locally are resolved. Third, an intent formed with the
concepts that are not resolved is sent to another domain. Fourth, the concepts covered by the received
resolution results are subtracted from the previous concepts. The result forms a network intent that is sent
to the other remote domain, from which the final resolution is obtained.

Fifth and final, the local NSD is enforced in OpenStack through OSDM, the VPN is updated to consider
the involvement of the remote domains in the new network service, and the policy manager (ARCA manager)
is requested to enforce the policies, and the policy verifier is requested to check that the policies hold.

5.3.1 Network Intent Resolution

We implemented the intent translation engine (ITE) as a service that subscribes through iCPN to the
appropriate topic used by UI modules to publish new network intents. When the ITE has the NSD and
policies that correspond to the received network intent, it publishes them through iCPN. Other services,
such as the intent manager, receive the NSD and the policies, and operate to deploy them.

The internal functions of the ITE were implemented using NLP, LLM, and logic reasoning. When a
multi-domain network intent is being resolved, the ITE involves the IMDRS. This enables multiple domains
to cooperate in the resolution of the network intent. IMDRS is organized as a multi-agent system (MAS). We
implemented the internal functions of IMDRS agents using RDFlib and their interfaces using NETCONF
over SSH.

In future work, we will make our IMDRS agents able to use NETCONF over iCPN in addition to
the currently used NETCONF over SSH. We will also explore mechanisms to get a canonical formal form
for a network intent, with the aim of making the translation of equivalent network intents to produce the
same expressions.

5.3.2 Policy Enforcement-CCLs

Following the design of the integrated IBN system presented in Section 4.6, we implemented our system
to deploy an instance of ARCA for each of the CCLs required to realize the policies present in each input
network intent. Each ARCA instance was instantiated as a container. It received via iCPN the information
it needed—namely, each instance requested the value of the VPs it required to realize the goals of the CCL
it implemented.

Once ARCA determined that a change had to be made to correct a deviation in a VP, it sent a message
through iCPN with the details of the change. In our implementation, this message was captured by the
resource orchestration service (OSDM-RO) and made effective by sending the appropriate messages to
OpenStack—which was the VIM in our implementation.
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5.3.3 Policy Verification

We implemented a component for network intent policy verification as described in Section 4.5.2. Its
operation was coded as follows. First, an interface was prepared to receive the network intent policies in
two different formats. First, we supported policies expressed in SWRL [4] using Turtle [48] as serialization
language for SWRL and RDFE.

Additionally, we supported policies expressed in OCL 2.4 [3] and encoded in SUPA fields [8] like
supaPolCompConstraint. In this case, the policies were translated to SWRL-RDE The contexts they
referenced (classes, objects) became RDF atoms—namely, subjects, predicates, or objects. Our implemen-
tation included support for YANG as a serialization language. In such a case, a YANG expressions were
translated to an RDF expression using YANG2RDF [49].

Once all policies were represented in SWRL-RDE, they were translated into semantic assertions and
Prolog predicates. A set of VPs was derived from the expressions. The latest values of the VPs were
requested through iCPN. When received, they were translated into semantic assertions, also formulated as
Prolog predicates.

5.3.4 Network Service Instantiation

Ultimately, our implementation made use of OpenStack to manage the VNF instances that formed
part of network service instances. OpenStack also provided monitoring information from those VNF
instances. Both points—the enforcement and monitoring points—were connected as component ports to
iCPN. Orchestration components made use of them to create/destroy VNF instances, and CCLs made use
of them to retrieve the monitoring data they needed.

5.3.5 Domain Interconnection

Interdomain communication was implemented through VPNs. We connected the elements of the
separated domains through two VPNs. One was dedicated to connecting the data plane networks, the other
was dedicated to connecting the control plane networks. The VPN dedicated to the data plane connected the
OpenStack instances deployed in the separate domains.

The VPN dedicated to the control plane bridged all traffic among the control plane networks of the
separated domains. All control plane networks were based on iCPN [50]. The control plane VPN was
configured to just bridge the iCPN traffic between domains.
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5.3.6 Integration into Operational Environments

Although our system involved many disparate technologies and components, they were structured
around the container mechanism. Our system was composed of several containers, defined separately
to isolate functions, but they had minimal requirements. Particularly, we used Docker to manage our
containers. It is well-known and widely used, and available in typical datacenters. Thus, our system could be
easily deployed in most data centers.

Resource-wise, our system did not require a large amount of CPU, but it did produce network traffic.
This means that, for environments where the network of the control plane is constrained, additional network
bandwidth should be allocated to the control plane before the deployment of our system.

5.4 Experiment Execution

We prepared an experiment manager to instantiate the Docker containers of our implementation and
constructed our target application scenario. We executed many configurations that involved the resolution
and validation of many network intents with the chosen solutions—namely, the baseline, the reference, and
our proposal. The total number of executions was the product of the number of network intents enforced
and verified, and the number of solutions.

The execution of a configuration was marked by the following events:

o The system starts.

e A network intent is received.

« The NSD and policy set associated with the network intent are obtained.
« The deployment of the new network service is finished.

o The network intent policies are enforced by the CCLs.

We instructed the experiment manager to record the VPs needed to verify that the policies were correctly
enforced. When a policy violation was detected, our experiment manager triggered an alarm that indicated it.

5.5 Experiment Results

Fig. 5 shows the alarms triggered by each solution during the execution of the experiment. The alarms
triggered by the baseline solution are homogeneously distributed, whereas the alarms triggered by the
reference solution and our proposal are much fewer and sparse.

Fig. 6 shows the enforcement accuracies obtained from the experiments for the solutions evaluated—
baseline, reference work, and our proposal. Our proposal reaches 99% of accuracy—two nines—which is
over 10% more accurate than the reference and baseline solutions.

Fig. 7 shows the number of concepts present in each network intent. The simplest intent had only two
concepts whereas the most complex intent had seventeen. The inner complexity of the concepts was not
homogeneous. Thus, some concepts required more work than others to be enforced.

Fig. 8 shows the statistical box plots that represent the distribution of the time used to enforce each
multi-domain network intent. The more complex intents required more time to be enforced. The two jumps
found around the intents 30 and 110 are because those intents included concepts that were more difficult to
enforce than the previous and/or subsequent intents.

Fig. 9 shows the statistical box plots that represent the distribution of the time used to enforce each
concept of each network intent. Even though the larger intents had more concepts, they required less time
per concept. This demonstrates the scalability of our proposal. The jumps around intent 30 and 110 are still
present, although they are softened.
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Fig. 10 shows the statistical box plots that represent the distribution of the traffic used to enforce each
multi-domain network intent. It shows a similar pattern to the time used, although the relation between
the last and first was not so big. The relation between the time used to enforce more complex intents
and the time used to enforce less complex intents is greater than the relation between the traffic used to
enforce more complex intents and the traffic used to resolve less complex intents. This demonstrates that the
performance of intent enforcement has a higher impact from the complexity of operations than from the
number of operations.

Fig. 11 shows the statistical box plots that represent the distribution of the traffic used to enforce each
concept of each network intent. It demonstrates that our solution is also scalable in terms of traffic, because
the more concepts included in a single intent, the less traffic per concept it uses in the enforcement operation.
The behavior complements the demonstration of scalability in time used. Therefore, our solution is scalable
and can be applied to very large network intents without incurring much larger enforcement operation times
or the use of much larger bandwidth in the control plane.
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5.6 Model Application

Fig. 12 shows the enforcement accuracies obtained by applying the linear composition model, config-
ured with the descriptor values shown in Table 4. The values are dominated by those obtained from the
experiments, as shown in Fig. 6, so it is confirmed that our model does not underestimate the errors. The
optimal solutions reach huge levels in the accuracy they achieve, meaning that there is still room to improve
the policy enforcement systems. We will explore those possibilities in future work.

Fig. 13 shows the enforcement accuracies obtained by applying the product composition model, con-
figured with the descriptor values shown in Table 4. The values are dominated by those obtained from
the experiments, as shown in Fig. 6, and also dominated by the values obtained with the product model
represented in Fig. 12. The optimal solutions are able to provide even better results according to this variation
of our model.
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Table 9 summarizes the enforcement accuracies obtained through experiments, the application of the
linear composition model, and the application of the product composition model. For reference, the table
also includes the predictions obtained for the optimal solutions introduced in Section 3.5. Observing that our
proposal reaches 99% of accuracy while the model predicted over 97% of accuracy, and applying a similar
difference to the 97.72% of accuracy expected for the second optimal solution, allows us to determine that it is
feasible for a future solution to reach 99.99% of accuracy, which is highly desirable for the network ecosystem.

Table 9: Enforcement accuracies

Method Baseline Reference Proposal Optimal-1 Optimal-2
Experimental 0.8976 0.9002 0.9950
Linear Composition 0.9048 0.9182 0.9704 0.9740 0.9772

Product Composition  0.9047 0.9180 0.9700 0.9734 0.9766
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6 Conclusion

In the present study, we formulated a model to predict the accuracy ratio of a system for enforcing
multi-domain network intent policies using the descriptor values obtained from its design. We adjusted
the coeflicients of the model using experimentation with related work. Then, using the model with a goal
solver mechanism, we obtained sets of values that could be used to construct a system with increased
enforcement accuracy.

However, implementing the values was not trivial. We had to apply well-known patterns, practices,
and theories on system operation and management to our design. We gathered and presented them as a set
of design principles that should be followed to construct consistent management systems. A key aspect of
these principles is that they favor the application of category theory in the conceptual definition, design, and
implementation of the system

Through the application of the theorems formulated in this study, we had a consistent and verifiable
system development path. On the one hand, we obtained a system design from an abstract conceptual view
of the target functions. On the other hand, we obtained an implementation that realized all requirements,
including the improvement of network intent enforcement accuracy. The resulting system was 10% more
accurate than related work, and all network intents, even the most complex, were enforced in less than
1.75 s in a multi-domain platform comprising sites located on almost opposite sides of the world.

Our design process was based on the formulation of categorical relations—namely, morphisms, func-
tors, and natural transformations—that connected basic concepts. For instance, we defined morphisms
between the concepts present in the input network intents and the concepts present in the policy sets
related to them. These categorical relations were composed to construct more complex relations. These,
in turn, were composed to construct even more complex relations. The process continued until the policy
enforcement concepts and relations among them were fully captured. This way, we ensured the verifiability
of the resulting system.

Particularly, the correction of policy enforcement operations was achieved through the instantiation of
multiple interconnected CCLs. Such interconnection was mediated by VPs. There was no hierarchy, but side-
by-side collaboration among the components that implemented the CCLs, forming a graph. The potential
complexity of the system state that a graph of CCLs could result in was tackled by the use of stateless
functions. We implemented the components to exchange objects based on the state monad and do not store
any state internally. This incorporated the CCL functions to the set of categorical relations of the system.

To support the applicability of our solution, in future studies, we will analyze the potential drawbacks
stated in Section 4.7 and propose alternatives to ensure they do not apply. We will also adapt and/or extend
our model to cover the network intent policy verification and the network service deployment systems.
This will allow us to explore the application of our system in new scenarios. Moreover, we will study the
implications of the application of similar strategies in the design of such systems.

Finally, it is worth noting that the nature of the automated interpretation and enforcement of network
intents makes this process generally inexact, so 100% accuracy is not easily achieved. This justified the present
study, and still justifies future studies, on network intent resolution and enforcement accuracy. Thus, we will
work on further improving the model and system to be even closer to 100% of accuracy. In this respect, we
will integrate the three models to evaluate an overall IBN system. We will fine-tune the model of this study
if needed.
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