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ABSTRACT: The rapid evolution of smart cities has led to the deployment of Cyber-Physical IoT Systems (CPS-IoT)
for real-time monitoring, intelligent decision-making, and efficient resource management, particularly in intelligent
transportation and vehicular networks. Edge intelligence plays a crucial role in these systems by enabling low-latency
processing and localized optimization for dynamic, data-intensive, and vehicular environments. However, challenges
such as high computational overhead, uneven load distribution, and inefficient utilization of communication resources
significantly hinder scalability and responsiveness. Our research presents a robust framework that integrates artificial
intelligence and edge-level traffic prediction for CPS-IoT systems. Distributed computing for selecting forwarders and
analyzing threats across the IoT system enhances stability while improving energy efficiency. In addition, to achieve
efficient routing decision-making, the Artificial Bee Colony algorithm is explored to enhance the effective utilization of
network resources across IoT systems. Based on the simulation results, the proposed framework achieves remarkable
performance in terms of throughput by 38%-41%, packet loss ratio by 30%-33%, security risk mitigation by 35%-37%,
and trust level by 41%-44% as compared to existing work.

KEYWORDS: Adaptive learning; cyber-physical applications; communication threats; edge intelligence; trust
computing

1 Introduction

IoT networks and edge computing enable rapid development in the automation process, facilitating
data collection and processing [1,2]. The real-world system utilizing future-generation technologies not
only maintains the observing field but also reduces human efforts in monitoring and controlling the
remote environment [3,4]. Recently, many existing systems require consistent and distributed services to
achieve reliable and load-balanced approaches integrated with CPS-IoT, enabling timely responses from
the requested devices and support for intelligence in smart cities [5,6]. Moreover, due to the dynamic
infrastructure, incorporating security and threat analysis is also a significant research challenge [7,8], as
well as controlling the massive data traffic generated by interconnected devices [9,10]. Moreover, such issues
degrade the performance of sensor-driven applications in terms of scalability and effective load distribution
across heterogeneous infrastructure [11,12]. Furthermore, due to the increasing use of battery-powered IoT
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devices, optimizing energy consumption is a critical research problem for physical systems. Thus, smart
cities require an efficient solution for energy scheduling and allocation of network resources [13,14]. Due
to the dynamic and inconsistent structure of IoT systems, they are more suspicious in the presence of
malicious threats, and are vulnerable to distributed attacks to compromise the data with unauthorized
access [15,16]. Most existing approaches cope with network threats, but at the cost of additional overhead and
rapidly degrading energy resources. Thus, recently, many researchers have focused on developing reliable
and fault-tolerant network solutions to address privacy and trustworthiness issues [17,18]. Such a system
should be able to tackle faulty requests for connections and provide robust authentication and verifiable
strategies to permit only authorized devices to access resources and sensitive data. Moreover, lightweight
encryption/decryption must be designed to prevent against potential threats and mitigate multifaceted
communication holes [19,20]. It has been observed that most IoT-CPS systems require resource optimization
and trustworthiness approaches, necessitating the development of energy efficiency and threat analysis
solutions. Therefore, our research aims to provide a framework with traffic-based analysis for route selection,
considering edge-level local processing with realistic parameters and environmental conditions. In this
research, we introduce a framework for a T-CPS environment by integrating trusted and load-balanced
devices with the collaboration of edge-level intelligence. The trust computation enhances consistency among
vehicles and reduces network traffic by effectively managing threats and malicious behavior.

i. Firstly, by exploring the Artificial Bee Colony algorithm, a distributed computing approach is employed
to optimize resource usage while transmitting transportation data in smart cities.

ii. Secondly, the proposed framework is trained to analyze device behavior and identify abnormal traffic
resulting from malicious activities.

iii. Lastly, only authentic data can be analyzed and processed by the trusted edges for issuing connected
requests to devices.

The article is organized as follows: Related work is explained in Section 2, Section 3 explains the
functionalities of the proposed framework, the experimental setup and results analysis are discussed
in Section 4, and at the end, this research study is concluded in Section 5.

2 Related Work

IoT networks enable many smart communication systems for Cyber-Physical communication, advanc-
ing automation and real-time data management [21,22]. Unlike cloud networks, edge computing provides
access to resources near the source device, enabling rapid data processing for real-time analysis. It
improves response time and increases device performance in critical applications by reducing latency
and overhead [23,24]. These systems enhance task computation effectiveness by distributing the load
across intermediate devices, improving system resilience in critical infrastructure against communication
failures [25,26]. In [27], the authors propose an adaptive routing protocol to control energy usage in end-
user devices. It utilizes a link quality prediction method to cluster network objects and route data based on
the movement of these objects. The protocol introduced the NHARSO algorithm [28] to determine optimal
paths between cluster heads and base stations in IoT-enabled Wireless Sensor Networks (IWSNs), addressing
issues related to sensing, residual energy, and communication. The selection of optimal cluster heads not
only increases the network lifetime but also efficiently utilizes the energy consumption of the devices.

In [29], authors have proposed an energy-efficient multilevel secure routing (EEMSR) protocol, which
aims to cluster the network for efficient resource management and energy efficiency. It also decreases
the overhead on the devices and supports the communication system with a prolonged network lifetime.
Moreover, multiple factors are explored for trust, including data perception, fusion, and communication
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trust, to provide security and protect the system against threats. An Artificial Intelligence-based Energy-
aware Intrusion Detection and Secure Routing model is proposed in [30] for Industrial Wireless Sensor
Networks. Its aim is to establish a secure IoT network with minimal additional energy consumption in the
network structure. In addition, the proposed model integrates intrusion detection with a game strategy-
based decision mechanism to provide an energy-aware ad hoc on-demand distance vector algorithm with
authentic and reliable routing.

Authors in [31] integrate software-defined networking (SDN) and blockchain technology to address the
challenges of energy efficiency and security research. Consequently, a novel energy protocol combined with
a cluster structure was proposed to develop a secure and blockchain-enabled SDN controller architecture for
IoT networks. Because it uses public and private blockchains for peer-to-peer (P2P) communication between
IoT devices and SDN controllers, eliminating Proof-of-Work, the distributed trust architecture is suitable for
resource-constrained IoT devices. The study [32] introduces a modified AntHocNet in the FANET routing
protocol, aiming to provide optimal data forwarders for route establishment using ant colony optimization
(ACO). The data forwarders are rotated to maintain the constructed paths and enhance the system’ efficacy.
The result analysis significantly enhanced the energy efficiency of the network, resulting in a long-run stable
period. Table 1 outlines the existing research challenges in most related work, along with the inclusion of
major functionalities of the proposed framework.

Table 1: Key limitations in existing solutions and corresponding improvements in the proposed framework

Problem in existing solutions Proposed framework solution

Limited trust and security

. . i Introduces a trust-aware mechanism that ensures only reliable
mechanisms, leading to unreliable

nodes participate, enhancing authenticity and security

communication
High latency in traffic management Al-enabled edge computing performs local processing and
decisions intelligent decision-making, reducing response time

Single-factor decision-making ignores ~ Employs multi-factor decision-making that considers latency,

multiple performance metrics trust, reliability, and resource efficiency for robust operation
Poor adaptability to dynamic IoT and Adaptive control mechanisms adjust to changing network
CPS environments conditions, device mobility, and workload variations

Resource constraints of JoT and edge ~ Optimizes computational and energy resources at the edge while
devices are not efficiently handled maintaining high performance and trust levels

3 Materials and Methods

In this section, we present the details of our proposed framework along with its algorithms.

3.1 Overview

Graph initialization, communication optimization, and trust integration are the three main phases of the
proposed framework, as depicted in Fig. 1. Such an environment consists of IoT sensors that sense objects and
send the collected data to the edges for local processing. The integration of intelligence is another key feature
of the proposed framework, supported by a trust-driven approach. It not only identifies malicious devices
but also enhances security for T-CPS through mutual authentication. The proposed framework assumes the
following assumptions for realistic Cyber-Physical IoT Systems.
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o Network devices in T-CPS are resource-constrained in terms of energy, transmission power, and
memory, requiring efficient communication mechanisms.

o  CPS-IoT environments are dynamic and may experience unreliable connectivity, mobility, and varying
communication reliability.

« Edge devices possess sufficient computational resources for distributed processing and task offloading
from constrained nodes.

« Source and destination devices are initially trusted, while intermediate nodes may be malicious; hence,
trust-based mechanisms are employed for secure communication.

CPS-loT Trusted Ecosystem

with Edge Computing
. Vehicles
loT Devices . . . Ensure secure and
Enabling data Dew.ces_wnh mobility, reliable transferring of
sensing, collection contributing to d.aFa flow CPS-1oT data within
and interaction. and connectivity. the network.

A

\\
Roadside
Units
Facilitate Gateways for data
communicationand  @dgregation, transmission
data processing along and access with
roadways. optimization.

Figure 1: T-CPS enabled communication architecture for IoT-based Trusted systems

3.2 Discussion

Initially, a connected graph G is formed using nodes V and edges E. Edges denote the communication
links. In the proposed framework, we explore the Artificial Bee Colony [33] based optimization to cope
with the transmission of transportation data among vehicles. Moreover, edges are not selected based on cost
and are randomly selected to construct initial routes for disseminating data in the Transportation Cyber-
Physical System (T-CPS). Such a mechanism manages the traffic load in a balanced order and reduces device
congestion. Node i computes its weight we using cost c, reliability r, and trust ¢ factors as given in Eq. (1).

we(i) =c(i) + wy.r(i) + w2. T (i) (1)
where ¢(i) depends on the bandwidth bn and latency /i metrics, its computation is defined in Eq. (2).

CAba() 1) | p hive
1() 1(7)

where [j,.s shows the maximum level of latency over the communication channel from vehicle i to j. The

c(i) 2)

reliability of the channel between node i and j represents the stability of communication, and it must be
higher to attain high-performance T-CPS communication, as shown in Eq. (3).

r(i):wl-(%)ﬁsz-(BWTiﬂ) 3)
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where Pr is signal strength, B denotes probability of Bit Error Rate (BER), T denotes transmission rate, B,, is
bandwidth, «, and f are adjusting factors. In the proposed framework, the bees act as agents and explore the
nearby nodes {i,i +1,...,n} along with their associated edges to compute the effectiveness and quality of
various routing paths by examining the weighted value we(i). Accordingly, the proposed framework ensures
load balancing by selecting the edges with the lowest weights while considering randomness in their routing
decisions. Later, we introduced the multi-factor-enabled trust computation in dual stages. In the first stage,
node-to-node trust is established to achieve the maximum success rate. Subsequently, border-to-edge trust is
established to ensure consistent communication with the edges. In the proposed framework, the packet drop
ratio Pdr, latency L, and node reliability R, are the three primary parameters of trust that aim to achieve
a more reliable transmission paradigm in T-CPS. The trust value based on Pdr for node i to j is defined
in Eq. (4).

Psent(ia ])

Trar (i ) = Paer (i, )

(4)

Eq. (5) defines the latency metric to compute the communication delay in vehicles and enhances the
trust level in a crucial environment with rapid response.

L(ij)

Ti(i, i) =1
1(5]) Thres;,

(5)

Thres; shows the threshold limit and latency among vehicle i and j is denoted by L(1, ).

Eq. (6) computes the node reliability based on the behavior and consistency of vehicles. In such a
case, the trust in vehicle i increases when reliability improves. The reliability trust component is defined
as Ty, (i) = II\\]]’—(I), where N, (i) represents the device’s reliability level. The cumulative weighted trust score

T.(i, ) is determined as a balanced linear combination of packet delivery rate (Pdr), latency (L), and node
reliability (N,), that are weighted by empirically derived factors wy, w,, ws.

Tr(l,]) =W Tpd,(i,j)+W2 TL(i,j)+W3 TN,(I) (6)

where:

o T.(i, j): Overall weighted trust score between nodes i and j
o Tpg,(i,j): Trust component based on packet delivery rate

o Ti(i, j): Trust component derived from latency performance
o Ty, (i): Node reliability trust component

o Wiy, Wy, ws: Weighting coeflicients satisfying w; + w, + w3 =1

Eq. (7) defines the edge selection process by integrating a trust evaluation mechanism.
TS(birea) = (- T(b;) +B-T(ea)) - (1-8-1) )

T(b;) and T(ey) denote the trust levels of the border device and edge node, respectively. The time-based
trust decay factor, (1- 8 - t), where § is heuristically tuned, is used to compute a cumulative trust score by
aggregating historical trust observations using Eq. (8).

Yo wk - TSk(bir eq)

CTS(b,-,ed): ZZ .
=1

(8)
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where w; is the weight assigned to the k-th observation, emphasizing recent trust evaluations while
maintaining historical awareness. For fair comparison between heterogeneous devices, trust values are
normalized to a bounded index, as given in Eq. (9).

T(bz) - Tmin

max — Tmin

NTI(b;) = )

where:

o T(b;): Computed trust value of the border device
e Thmin> Tmax: Minimum and maximum trust levels observed in the network
o NTI(b;): Normalized trust index used for ranking devices during edge selection

Fig. 2 shows the working flow of the proposed framework using IoT architecture for the T-CPS
environment. It evaluates real-time capture data and generates an optimal decision-making system using
the Artificial Bee Colony algorithm. Weighted methods are explored to incorporate multiple parameters,
such as communication cost, link dependability, and trust, allowing agents to select the most reliable
forwarders with the highest reliability and trust levels. Such decisions are less likely to be erroneous. Thus,
our proposed framework optimizes and controls IoT traffic while ensuring efficient resource management
and secure computations across associated devices. The generated decision is also adaptively updated
based on traffic and network conditions. To achieve secure, more authentic IoT-based communication, the
proposed trustworthy techniques are depicted in Fig. 3. In the proposed framework, the trust score plays a
crucial role in promptly identifying malicious devices. The deployed edges are treated as agents and select
communication routes with higher trusted scores, thereby introducing a more stable T-CPS communication
system that efficiently utilizes network resources. If any lower-rated devices are selected as forwarders, they
are marked as invalid for further data transmission. All devices are assigned a trust score based on their
behavior, which changes dynamically over time. Moreover, the lightweight security methods make it able to
attain the integrity and less congested the bounded constraint devices. Our layer-based trust management
offers more reliable and resilient communication channels over the CPS environment.

[ Initialize Graph ]

l

[ Randomize edges

Devices weight
com putatlon

—
4.[ Explore edges ]
[

Probabilistic selection ]
using weighted value

High TRUE -
Q;—[ Update Bee positions

FALSE l

[ Data forwarding ]

Route re-request ]

|

Figure 2: Flowchart for real-time data dissemination using network edges in CPS system
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Figure 3: Flowchart for trust-aware communication and adaptive routing in T-CPS

v

Algorithm 1 illustrates the developed procedures for optimized decision-making, trust computation,
and route maintenance using edge-level processing.

Algorithm 1: Graph initialization, trust calculation, and route exploration

Input: Graph G (V, E), nodes V, edges E, historical trust scores H (i), performance metrics P (i), time
factor ¢
Output: Updated trust scores and optimal routes
1 for each node i € V do
2 Compute weight: we (i) = c¢(i) + r(i) + T(i);
3 Update trust: T(i) = T(i)-(1- 8- t);
4 for each edge (i, j) in G(V, E) do
5

Compute edge trust:
T(i, f) = T(i,j) + A+ miass
Apply time decay:

T(i,j)=T(,j)-1-68-1)
if T(i, j) < threshold then

6 Reduce selection probability for low trust edges;
7 end

8 end

9 end

10 While Unexplored routes do

1 Randomly select new routes;

12 Recompute trust and evaluate performance;
13 if Trust meets criteria then

14 Store route as optimal;

15 end

16 else

17 Reject the route;

18 end

19 end

20 return updated trust scores and optimal routes;
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Table 2 describes the proposed security methods while addressing potential attacks in IoT networks to
guarantee a reliable T-CPS environment with trustworthiness.

Table 2: Security analysis and mitigation strategies

Potential risk

Proposed mitigation

Malicious nodes
Denial of Service (DoS)
Data manipulation
Replay attacks
Key management

Edge-cloud security
Blockchain limitations

Access control

Detected via continuous trust updates T'(v;); Artificial Bee Colony
algorithm ensures routing through nodes with T'(v;) > 6.
Traffic re-routed through high-trust paths; Artificial Bee Colony
optimization minimizes attack impact.

End-to-end encryption ensure confidentiality; secure routing reduces
tampering.

Session keys Kiession and timestamps prevent reuse of intercepted
messages.

Periodic key rotation Ki.y and Artificial Bee Colony-based routing
restrict exposure.

Secure key rotation K, and trusted Artificial Bee Colony paths limit
breach risks.

Device authentication Auth(v;) preserves confidentiality Dconfidential-
Strict Acontrol and Audit(v;) ensure accountability and prevent
unauthorized access.

4 Simulation Description

This section presents the performance evaluation of the proposed framework with related studies in
terms of varying sensors and transmission data. The deployed environment consists of sensors, edge nodes,
and sink nodes, all of which are connected to the cloud system. Simulation parameters with their default

values are declared in Table 3.

Table 3: Simulation parameters

Parameter

Value

Nodes placement
Simulation area
Transmission speed
Traffic model
Number of sensors
Number of edge devices
Mobile malicious devices
Initial energy
Simulations
Propagation loss model
Mobility model
Weighted factors
Evaluation Scenarios
Performance metrics

Random
5000 m x 5000 m
100-500 packets/sec (step = 100)

Constant Bit Rate (CBR)
400 to 2000 (step = 400)
20
10 to 30 (step = 5)

5]

60
Two-ray Ground
Random Waypoint
Wi, Wo, W3

Varying number of sensors and varying transmissions
Packet loss ratio, network throughput, security risk, and trust level




Comput Model Eng Sci. 2025;145(3) 4357

We compared the performance of the packet drop ratio of the proposed framework with existing
approaches, as depicted in Figs. 4 and 5. The proposed framework reduced the packet drop ratio by
an average of 32% and 37% under varying numbers of sensors and transmission data. This is due to
integrating the Artificial Bee Colony algorithm, which is used to select more reliable communication links
and efficiently manage network resources. Moreover, the proposed framework provides stable paths by
computing link interference parameters, thereby enhancing data reception and reducing the probability
of network congestion. The proposed trusted mechanisms mitigated malicious traffic and prevented false
requests from devices, thus improving the overall management of transportation traffic and stabilizing the
real-time environment of CPS.

—&— Proposed Framework —&— Proposed Framework

114 - V2V Fuzzy Task Offloading —# - V2V Fuzzy Task Offloading
-4 GAEBT - GA-EBT

10 NHARSO-IWSN NHARSO-IWSN

e~
o o

-
IS

Packet Loss Ratio (%)
o
s

Packet Loss Ratio (%)
=
5]

N
o N & o ®

400 800 1200 1600 2000 100 200 300 400 500
Number of Sensors Transmission Speed (packets/sec)

Figure 4: Performance of proposed framework with V2V Figure 5: Performance of proposed framework with V2V
fuzzy task offloading, GA-EBT, and NHARSO-IWSN for fuzzy task offloading, GA-EBT, and NHARSO-IWSN for
packet loss rate under varying number of sensors packet loss rate under varying transmissions

The network throughput of the proposed framework is evaluated against existing approaches, as shown
in Figs. 6 and 7. The experimental results indicate that our framework improves average network throughput
by 40% and 45% under varying numbers of sensors and data transmission scenarios, respectively. The initial
route selection leverages a weighted objective function that incorporates device history, performance metrics,
and decayed trust values, thus providing uniform contribution for each parameter. It also reduces the load
on the selected forwarders through balancing strategies. In addition, the dual-level trust enables T-CPS not
to send sensor data for further processing via wireless links that are compromised or inauthentic.

The security risk performance of the proposed framework, compared with existing approaches, is
illustrated in Figs. 8 and 9 under varying sensors and transmission data. Upon comparison, it was discovered
that the proposed framework effectively improved the protection of T-CPS against threats by an average
of 34% and 39%, respectively, by identifying malicious devices and routing traffic only over the more
trusted links. This is due to the combination of multiple parameters that enable secure data forwarders
to maintain a reliable history in terms of data computation and association with neighboring nodes.
The edges continuously monitor the border nodes, and if any malicious activity is detected based on
communication behavior, the edges mark the transmission as compromised and record the information in
log files. Furthermore, the resilient and incoming transportation data is verified using historical information,
which is later sent to the cloud system. The proposed framework offers lightweight computing and minimizes
unnecessary resource consumption by imposing a minimal overhead on transportation devices.
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Figure 6: Performance of proposed framework with V2V fuzzy task offloading and GA-EBT for network throughput

under varying number of sensors
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In Figs. 10 and 11, the performance of the proposed framework and existing approaches is compared
to evaluate trust levels under varying sensor and transmission data. Based on the results analysis, it
was found that the proposed framework improved the performance by an average of 43% and 48% for
prediction trust levels. By leveraging intelligence in decision-making, the proposed framework reduces
device overhead and actively identifies threats through a multi-level trusted mechanism. Moreover, the
Artificial Bee Colony algorithm provides more reliable, long-term communication paths for data routing,

avoiding communication holes while accounting for multiple factors and environmental conditions.
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Figure 10: Performance of proposed framework with V2V fuzzy task offloading, GA-EBT, and NHARSO-IWSN for
trust level under varying number of sensors
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Figure 11: Performance of proposed framework with V2V fuzzy task offloading, GA-EBT, and NHARSO-IWSN for
trust level varying transmissionss

5 Conclusion

In recent decades, emerging technologies with IoT systems have enabled real-time data processing
and management for the formulation of smart cities. On the other hand, edge computing provides local
processing and enables real-time traffic analysis for transportation networks. However, some solutions still
lack intelligent decision-making, leading to additional energy consumption in the communication system.
Moreover, threat analysis is another crucial component that is often overlooked in most existing approaches.
Our proposed framework optimizes the decision-making strategies using the Artificial Bee Colony algorithm
and integrates the multi-level trust detection against threats. Additionally, the distributed computing in the
proposed framework reduces communication gaps through its load-balancing approach, thereby enhancing
the vehicles” efficacy. However, based on the results, it was noted that our proposed framework lacks
scalability as the vehicle increases in size, resulting in additional computational cost. Thus, in future work,
we plan to introduce SDN controllers to enhance flexibility and minimize the connection disturbance in
heterogeneous CPS-IoT systems.
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