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ABSTRACT: Roaming in 5G networks enables seamless global mobility but also introduces significant security risks
due to legacy protocol dependencies, uneven Security Edge Protection Proxy (SEPP) deployment, and the dynamic
nature of inter-Public Land Mobile Network (inter-PLMN) signaling. Traditional rule-based defenses are inadequate
for protecting cloud-native 5G core networks, particularly as roaming expands into enterprise and Internet of Things
(IoT) domains. This work addresses these challenges by designing a scalable 5G Standalone testbed, generating the
first intrusion detection dataset specifically tailored to roaming threats, and proposing a deep learning based intrusion
detection framework for cloud-native environments. Six deep learning models including Multilayer Perceptron (MLP),
one-dimensional Convolutional Neural Network (1D CNN), Autoencoder (AE), Recurrent Neural Network (RNN),
Gated Recurrent Unit (GRU), and Long Short-Term Memory (LSTM) were evaluated on the dataset using both
weighted and balanced metrics to account for strong class imbalance. While all models achieved over 99% accuracy,
recurrent architectures such as GRU and LSTM outperformed others in balanced accuracy and macro-level evaluation,
demonstrating superior effectiveness in detecting rare but high-impact attacks. These results confirm the importance
of sequence-aware Artificial Intelligence (AI) models for securing roaming scenarios, where transient and context-
dependent threats are common. The proposed framework provides a foundation for intelligent, adaptive intrusion
detection in 5G and offers a path toward resilient security in Beyond 5G and 6G networks.
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1 Introduction
Global roaming enables mobile users to access voice, messaging, and data services outside their home

networks by connecting to international partner networks. It relies on standardized signaling protocols
and inter-operator agreements to ensure interoperability across diverse infrastructures. While traditionally
essential for international travelers, roaming is increasingly important for enterprise applications, such as IoT
and private networks. Although only 34% of enterprises currently require international IoT connectivity [1],
use cases like asset tracking demand seamless transitions between private and public networks and com-
patibility with legacy systems [2]. As roaming expands into these new domains, the protection of signaling
information becomes a critical concern, particularly due to the sensitive data exchanged across networks
with varying security standards.
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However, the roaming ecosystem has long faced significant security challenges, many of which stem
from the use of legacy signaling protocols. In 2G and 3G networks, the SS7 protocol lacked encryption
and authentication, enabling attackers to eavesdrop on communications, track subscriber locations, and
conduct denial-of-service or call interception attacks [3–5]. Although the introduction of Diameter in
4G introduced improvements, many networks maintained backward compatibility with SS7, and insecure
interconnection practices via IPX providers remained prevalent. These hybrid deployments left mobile core
networks vulnerable to cross-domain attacks. The Syniverse breach, for example, demonstrated how attackers
could maintain persistent, unauthorized access to signaling infrastructure over several years, affecting
hundreds of operators and millions of subscribers [6].

The emergence of 5G Standalone (SA) architecture introduced major enhancements to roaming security
through Service-Based Architecture (SBA) and the Security Edge Protection Proxy (SEPP) [7–9]. SBA
modularizes core network functions as stateless microservices that communicate over APIs, increasing
flexibility and scalability. SEPP, mandated for inter-PLMN signaling, aims to secure the N32 interface
using TLS and mutual authentication, preventing unauthorized access and eavesdropping on cross-border
signaling. However, deployment remains uneven. According to 2025 reports [10], only 73 of the 163 operators
investing in 5G SA had launched fully standalone services. Many continue to rely on Non-Standalone (NSA)
or hybrid architectures, which either bypass SEPP or operate in insecure transitional modes. Additionally,
core interfaces such as N32-c (for control signaling) and N32-f (for service discovery) are underexplored,
despite their growing importance and susceptibility to abuse in inter-operator roaming.

This uneven rollout of 5G SA highlights broader security challenges as networks shift toward cloud-
native architectures, large-scale data exchange, and massive IoT connectivity. While these changes enable
flexibility and innovation, they also expand the attack surface [11–15], particularly in roaming scenarios
that span multiple administrative domains. The adoption of SBA and containerized functions across cloud
environments introduces vulnerabilities beyond the reach of legacy telecom defenses. Threats like signaling
overload, probing, and TLS attacks on SEPPs are increasingly feasible in this fragmented landscape. As noted
by [16], 32% of operators are concerned about the broader attack surface in 5G, with 29% citing roaming as
a key risk. Securing these evolving infrastructures is critical to maintaining trust in global mobile networks.

Traditional rule-based security tools are inadequate for addressing the scale, complexity, and dynamism
of cloud-native 5G roaming systems. To this end, AI offer a promising alternative by enabling systems to
learn behavioral baselines and detect anomalous activities in real time [17–21]. AI-based detection systems
can model interactions among distributed network functions, monitor deviations in control-plane signaling,
and identify patterns indicative of SEPP misuse or cross-domain signaling abuse. Despite growing interest
in AI for telecom security, little attention has been given to SBA-specific inter-PLMN interactions, especially
those involving N32-c and N32-f signaling. These interfaces represent blind spots in both standardization
and practical defense mechanisms. Intelligent, context-aware monitoring of these components is essential
for enabling real-time, adaptive protection in roaming environments that lack centralized visibility or
trust enforcement.

This work addresses these emerging challenges and fills key research gaps through the following
contributions:
• Design and implement a cloud-native 5G Core Network testbed that emulates realistic roaming scenarios

within a scalable, containerized environment.
• Introduce the 5G Core Network Roaming Intrusion Detection Dataset, the first of its kind tailored

specifically for roaming-related threats in a 5G cloud-native environment.
• Propose an intrusion detection framework that operates natively within the cloud infrastructure,

enabling efficient detection of roaming attacks.
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• Evaluate a range of deep learning algorithms within this framework to assess their effectiveness in iden-
tifying roaming intrusions, offering valuable insights into the viability of AI-based defense mechanisms
in B5G and 6G.

The remainder of this paper is organized as follows. Section 2 reviews existing research on roaming
security, SEPP deployments, and AI-based intrusion detection systems in 5G networks. Section 3 details
the methodology, including the design of our cloud-native 5G SA testbed, the generation of roaming
threat scenarios, and the architecture of the proposed AI-based detection framework. Section 4 presents the
experimental setup, including dataset collection, feature engineering, and model implementation. Section 5
discusses the evaluation results of multiple deep learning algorithms and provides analysis on their per-
formance in detecting roaming-specific threats. Finally, Section 6 concludes the paper and outlines future
research directions to advance secure and intelligent roaming in Beyond 5G and 6G networks.

2 Related Works
Roaming remains a critical component of mobile communication systems, yet it introduces significant

security vulnerabilities that persist across generations of network technologies. The study [22] demonstrates
how attackers with access to roaming agreements can exploit authentication mechanisms to deploy stealthy
Rogue Base Stations (RBSes), enabling undetected traffic interception and manipulation even under updated
5G procedures. Similarly, the work [23] analyzes signaling-based denial-of-service (DoS) attacks in 5G
roaming environments, showing that such attacks can amplify their impact on Public Land Mobile Networks
(PLMNs) by up to 2.69× compared to non-roaming scenarios. Legacy signaling protocols like SS7, which are
still partially used for interoperability in roaming infrastructure, pose additional risks. The study [5] provides
a comprehensive survey of SS7 vulnerabilities, detailing how attackers can intercept messages, track users,
hijack calls, or commit financial fraud by exploiting its trust-based design. Building on these concerns, the
work [24] presents a large-scale empirical study on deep learning (DL)-based detection of SS7 related attacks.
It evaluates eight supervised and five semi-supervised models, demonstrating that rule-based detection
mechanisms are largely ineffective, while DL approaches show greater promise, particularly in identifying
attacks targeting the location update functions in visiting networks.

As 5G networks evolve, the security of the 5G Core Network (5GCN) has become a critical concern
due to its software-defined, service-based, and virtualized architecture. Broader threats such as Distributed
Denial-of-Service (DDoS) attacks have gained prominence, exploiting the increased complexity and open-
ness of 5G infrastructures. The studies [25,26] demonstrate how deep learning, specifically CNN, can detect
botnet-driven DDoS attacks targeting core components. To address such threats proactively, the work [27]
proposes a neural network-based framework that identifies and blocks malicious traffic before it infiltrates
the core network. Likewise, the study [28] stresses the importance of resource isolation to contain the
impact of DDoS attacks, particularly in multi-tenant, virtualized environments. Further advancing detection
capabilities, the research [29] explores deep learning-based intrusion detection in cyber–physical systems
over 5G, proposing transfer learning as a solution to the scarcity of labeled training data in operational
settings. In addition to DDoS threats, anomaly detection in the control plane is essential for safeguarding
network function (NF) interactions.

Several recent studies highlight the effectiveness of RNN-based architectures in modeling sequential
patterns for intrusion detection. ADSeq-5GCN [30] employs a BiLSTM-based framework to capture NF-
to-NF communication sequences, enabling the detection of subtle control-plane anomalies. Similarly,
DeepSecure [31] utilizes LSTM models to identify DDoS attacks in 5G environments without relying on
manual thresholds or handcrafted features. A federated RNN-based IDS [32] has also been proposed for
IoT environments, demonstrating how sequential modeling can be leveraged in distributed settings while
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preserving data locality. These approaches underscore the importance of modeling temporal behaviors
in complex network environments, where attacks often manifest as subtle, time-dependent deviations. In
this context, LSTM networks are particularly effective in learning long-range dependencies in signaling
sequences, making them well-suited for detecting anomalies in dynamic 5G core network traffic.

Targeting signaling-level threats, the study [33] demonstrates how entropy and statistics-based prepro-
cessing combined with classical ML classifiers can effectively identify high-volume signaling attacks, with
Random Forest achieving 98.7% accuracy. Secure5G [27] further extends IDS functionality by integrating
proactive threat isolation into a deep learning-based slicing model, enabling secure, end-to-end network
slicing services. Additionally, the study [34] highlights how efficient feature selection can maintain high
detection performance while significantly improving the computational efficiency of ML-based detection
systems in real-time 5G CN environments.

Recent advances in AI have significantly enhanced the capabilities of IDS, especially in addressing
the challenges posed by high-throughput, cloud-native, and big data-driven environments. Traditional
machine learning-based IDS approaches often fall short in scalability and adaptability, prompting the
emergence of more dynamic and intelligent models. The works [35–37] introduce a deep autoencoder-based
method that reconstructs complete event sequences for anomaly detection, effectively capturing structural
dependencies to reduce false positives and improve detection accuracy. To address the complexities of
large-scale distributed networks, the studies [38,39] propose a Reinforcement Learning framework that
leverages cloud computing and big data streaming techniques to enable real-time, cooperative intrusion
detection with minimal latency and high accuracy. The researches [40,41] offer a comprehensive review and
taxonomy of deep learning-based IDS techniques, including autoencoders, deep belief networks, restricted
Boltzmann machines, and recurrent neural networks, emphasizing their role in detecting sophisticated
and evolving threats. In the context of 5G and virtualized infrastructures, the study [42] presents a multi-
layered intrusion detection and prevention system that combines SDN/NFV technologies with AI-based
mechanisms, such as entropy-based classification, deep reinforcement learning, and game-theoretic models,
to mitigate attacks like DDoS and flow table overloading effectively. Focusing on adaptability within cloud
environments, the work [43] develops an intrusion detection system based on Double Deep Q-Networks
(DDQN) and prioritized experience replay, which can detect novel and adversarial attacks while maintaining
computational efficiency. Complementing these approaches, the study [44] introduces a hypervisor-based
IDS that utilizes online multivariate statistical change tracking and an instance-oriented feature model to
detect anomalies at the virtualization layer.

A recent contribution in the domain of 5G security datasets is 5G-NIDD [45], which introduces a fully
labeled dataset collected from a functional 5G testbed. It captures a range of application-layer traffic such
as HTTP, HTTPS, SSH, and SFTP, providing a valuable resource for developing and benchmarking AI/ML-
based intrusion detection systems. The dataset has been used to evaluate classical machine learning models,
offering insights into their performance in realistic 5G environments. However, its focus remains on general
network activity rather than signaling-specific threats. As such, while 5G-NIDD is useful for broad IDS
evaluation, it does not include inter-PLMN signaling anomalies over the SEPP interface.

3 Methodology
In this research, we present our cloud-based testbed setup for the global roaming environment, as well as

our methods in generating the normal and attacked datasets. The overall methodology is illustrated in Fig. 1.
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Figure 1: AI-driven intrusion detection framework for cloud-native 5G networks using SEPP interface analysis

3.1 The Cloud-Native 5G Core Network
The experimental environment employs a cloud-native 5G core network architecture implemented

using Open5GS [46] deployed on a Kubernetes cluster [47] to simulate realistic global roaming scenarios as
shown in Fig. 2. Open5GS provides a complete implementation of 3GPP Release-17 specifications, including
all necessary Network Functions for 5G Service-Based Architecture (SBA) operations. The containerized
deployment ensures scalability and isolation while maintaining the flexibility required for comprehensive
security testing across geographically distributed network components.

Figure 2: 5G testbed architecture with inter-PLMN SEPP communication and attack vector simulation environment

The Kubernetes deployment is organized into two distinct namespaces representing geographically
separated PLMN. The HPLMN namespace hosts the home network infrastructure, containing core network
functions including Authentication Server Function (AUSF), Unified Data Management (UDM), Access and
Mobility Management Function (AMF), and Session Management Function (SMF). The VPLMN namespace
mirrors this architecture to represent the visited network, enabling complete inter-PLMN roaming scenarios
with realistic network function interactions. SEPP instances are deployed in both namespaces to handle inter-
PLMN communications through standardized N32 interfaces, with N32c managing control plane operations
including TLS 1.3 handshake procedures and N32f handling forwarding plane operations, both implementing
TLS 1.3 encryption for secure inter-PLMN communications.
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The subscriber database consists of 100,000 entries stored in MongoDB collections, with International
Mobile Subscriber Identities (IMSIs) ranging from 0000000001 to 0000100000, each containing complete
authentication credentials including permanent keys (K), operator variant algorithm configuration (OPc),
and AMF values. PacketRusher [48] is employed to simulate both User Equipment (UE) and gNodeB
functionalities, generating realistic 5G registration procedures and mobility management scenarios. The
PacketRusher implementation follows 3GPP procedures for initial registration, authentication, and session
establishment, providing a comprehensive simulation environment for both normal roaming operations and
attack scenario evaluation.

3.2 Dataset Acquisition and Attack Simulation
The dataset generation process represents the first comprehensive approach to simulating roaming-

specific threats targeting SEPP network functions within a cloud-native 5G environment. Unlike existing
datasets that focus on traditional network attacks or general 5G core network threats, our approach
specifically targets the unique vulnerabilities and attack vectors present in inter-PLMN roaming sce-
narios through SEPP interfaces. The attack simulation incorporates proven attack methodologies from
established research [49] while adapting them to the unique characteristics of cloud-native 5G roaming
environments. Tables 1 and 2 summarize the general setup within the controlled environment.

Table 1: Attacker simulator setup configuration

Component Specification
Operating system Kali Linux 2025.2

Virtualization Oracle VirtualBox
Allocated RAM 16,384 MB (16 GB)

Processors 4 vCPUs
Storage 50 GB

Video memory 17 MB VMSVGA
Network interface Intel PRO/1000 MT Desktop

Table 2: Kubernetes cluster configuration

Component Specification
Operating system Ubuntu 22.04 LTS

Virtualization Oracle VirtualBox
Allocated RAM 16,384 MB (16 GB)

Processors 4 vCPUs
Storage 50 GB

Video memory 17 MB VMSVGA
Network interface Intel PRO/1000 MT Desktop
Kubernetes cluster MicroK8s v1.28

Namespaces hplmn, vplmn
Container runtime Containerd

Network plugin Calico CNI
DNS service CoreDNS with 3GPP FQDN rewrite

Persistent storage hostPath volumes
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3.2.1 Normal Traffic Dataset Generation
Normal network behavior data is generated using PacketRusher, an open-source gNB and UE simulator

that interfaces directly with the deployed 5G core network. The PacketRusher simulator configuration is
detailed in Table 3. The simulator orchestrates realistic roaming scenarios where UEs execute periodic
registrations every 1 s, generating 100,000 registration procedures, resulting in a dataset totaling 9.41 GB. Each
registration follows the complete 5G Authentication and Key Agreement (5G-AKA) protocol flow, including
SEPP establishment for secure inter-operator communication.

Table 3: PacketRusher simulator setup configuration

Component Specification
Operating system Ubuntu 22.04 LTS

Virtualization Oracle VirtualBox
Allocated RAM 8192 MB (8 GB)

Processors 2 vCPUs
Storage 25 GB

Video memory 12 MB VMSVGA
Network interface Intel PRO/1000 MT Desktop

The key novelty lies in capturing authentic SEPP-mediated inter-PLMN signaling patterns.
PacketRusher’s configuration enables authentic roaming signaling patterns where simulated UEs register to
the VPLMN infrastructure while authentication credentials are validated against the HPLMN subscriber
database through N32-c and N32-f interfaces. The simulator captures comprehensive protocol message
exchanges that include:
• N32-c Control Signaling: TLS 1.3 handshake procedures, certificate exchanges, and control plane

message routing between SEPP instances
• N32-f Forwarding Operations: Service discovery messages and forwarding plane communications
• Inter-PLMN Authentication Flows: Complete 5G-AKA procedures spanning multiple administra-

tive domains
• Service-Based Architecture Communications: HTTP/2 REST API interactions between distributed

network functions

3.2.2 Attack Framework and Taxonomy
Our attack simulation employs a hybrid taxonomy combining MITRE ATT&CK techniques with 3GPP

TS 33.501 security threat specifications to comprehensively categorize 5G network attacks, building upon
established methodologies from existing research [25,33]. The framework maps network reconnaissance
activities to technique MITRE-T1595 (Active Scanning), encompassing port scanning, service enumeration,
and 5G network function discovery. Availability attacks leverage MITRE-T1498 (Network Denial of Service)
and MITRE-T1499 (Endpoint Denial of Service) taxonomies, covering protocol-specific resource exhaustion
targeting 5G core network functions like the SEPP.

TLS vulnerability exploitation maps to MITRE-T1040 (Network Sniffing) and MITRE-T1557.002,
encompassing downgrade attacks, certificate validation bypass, and cipher suite manipulation targeting the
5G SBA interfaces. This hybrid approach ensures comprehensive coverage of both traditional network attacks
and 5G-specific threat vectors, enabling systematic attack scenario development and accurate ground truth
labeling for deep learning model training.
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3.2.3 Attack Dataset Generation
Attack traffic datasets were systematically generated using established methodologies adapted from

recent cloud-based intrusion detection research [49]. The simulations were conducted on a Kali Linux virtual
machine (VM) configured within the same local area network, simulating an adversary targeting the SEPP
communication channel. This setup mimics realistic attack scenarios in the context of inter-PLMN 5G
roaming traffic, as described in Table 1.

Each attack category was executed using specialized tools designed to exploit specific vulnerabilities
in cloud-native 5G infrastructure. These include a range of DoS techniques, probing activities, and TLS
exploitation (such as Heartbleed and 0-RTT replay). A detailed list of the attack types, tools used, and
corresponding PCAP sizes is provided in Table 4, which serves as the basis for the construction of the labeled
attack dataset.

Table 4: Attack tools and dataset information

Name Tools used Type PCAP size
GoldenEye Goldeneye v2.1 [50] DoS 400 MB

Slowris Slowloris [51] DoS 355.7 KB
SYN flood aSynCrone [52] DoS 363.8 MB

Tors hammer Tors [53] DoS 540 MB
Hulk Hulk-master [54] DoS 1.1 GB

TCP flood hping3 [55] DoS 255 MB
RST flood hping3 [55] DoS 175.7 KB
UDP flood hping3 [55] DoS 200 KB

LOIC-HTTP LOIC v1.0.8 [56] DoS 2.4 GB
Heartbleed TLS Attacker [57] Heartbleed 100 KB
0rtt replay TLS Attacker [57] MiTM 700 KB
CVE probe openssl [58], python, curl Probing 23.8 MB

Crypto probe openssl [58] Probing 6.2 MB
Cert probe openssl [58], date Probing 7.4 MB

Protocol probe openssl [58] Probing 9.9 MB
Benign PacketRusher [48] Normal 9.41 GB

Denial of Service Attacks
The Denial of Service (DoS) dataset encompasses multiple attack variants targeting different layers of the

SEPP infrastructure. Following methodologies established in [49] for network attacks, we implement diverse
DoS techniques: high-intensity application-layer attacks using GoldenEye and Slowloris with controlled load
testing and gradual ramp-up patterns to evade detection mechanisms. Transport-layer attacks include SYN
flooding using aSynCrone, TCP flooding via hping3, and RST flooding. Distributed attack scenarios leverage
Hulk-master and LOIC HTTP to simulate coordinated multi-source attacks, while Tors Hammer represents
anonymized attack vectors through Tor networks.
TLS Exploitation and Probing Attacks

Comprehensive probing and Transport Layer Security (TLS) exploitation campaigns target the
N32 interface between SEPP nodes, adapting techniques from established TLS vulnerability research.
These attacks systematically discover security properties of the inter-operator communication channel
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while attempting to exploit known Common Vulnerabilities and Exposures (CVEs) affecting TLS imple-
mentations. The Heartbleed and 0rtt Replay attacks employ TLS Attacker tools to exploit OpenSSL
implementations. CVE reconnaissance utilizes a multi-tool approach with openssl, python, and curl for
comprehensive vulnerability discovery. Cryptographic analysis leverages openssl for cipher suite enumer-
ation and weakness identification, while certificate validation attacks employ openssl and date utilities for
certificate chain manipulation and validation bypass attempts. Protocol-level attacks target TLS version
negotiation vulnerabilities in SEPP N32 interfaces.

3.2.4 Attack Execution and Data Collection Methodology
Attack execution leverages a combination of specialized tools and custom scripts to simulate diverse

threat scenarios against the 5G roaming infrastructure, following established penetration testing method-
ologies adapted for cloud-native environments. Network reconnaissance employs nmap with SSL-specific
NSE scripts for service enumeration and TLS configuration analysis, while OpenSSL utilities (s_client, x509,
ciphers, version) conduct comprehensive cryptographic vulnerability assessments including cipher suite
downgrade attacks and certificate validation bypasses.

Data collection employs tcpdump for comprehensive packet capture across multiple network interfaces,
capturing both attack traffic and normal operational flows simultaneously. Each attack execution generates
labeled datasets with precise temporal correlation between attack initiation timestamps and observed
network behaviors. The collection framework preserves complete protocol stacks from physical layer radio
frequency patterns to application layer HTTP/2 service communications, enabling multi-granular analysis
of attack signatures and their propagation through the 5G network stack, ensuring the normal traffic
dataset reflects genuine 5G roaming operational characteristics and timing patterns essential for establishing
baseline network behavior.

3.3 Dataset Preprocessing
The preprocessing of the dataset begins with the capture of raw network traffic using tcpdump, a tool

that extracts flow-based features from packet-level traces. CICFlowMeter [59] generates bidirectional flow
records and computes 82 statistical features per flow, including metrics such as flow duration, packet and byte
counts, inter-arrival times, and throughput characteristics. The complete feature extraction is formalized in
Algorithm 1.

Algorithm 1: PCAP feature extraction for 5G roaming traffic
1: Input: Raw network traffic in PCAP format
2: Output: Flow-based features dataset
3: Step 1.1: PCAP Data Capture
4: Capture raw network traffic using tcpdump and store in PCAP format
5: Step 1.2: Flow Feature Extraction
6: flow_records← CICFlowMeter.process(PCAP_files)
7: Generate bidirectional flow records from packet-level traces
8: Compute 82 statistical features per flow including:
9: - Flow duration

10: - Packet and byte counts
11: - Inter-arrival times
12: - Throughput characteristics
13: return Flow dataset with 82 features per record
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After the flow features are extracted, the data is labeled for multiclass classification, assigning each flow
to its respective category for supervised learning tasks. Following labeling, a feature selection process is
applied to reduce redundancy and enhance model performance. The Time column is removed first, as it
provides little value for behavioral analysis. Features exhibiting no variance across all records are discarded
since they do not contribute useful information for classification. In addition, identifier-related fields such
as source and destination IP addresses, source and destination ports, and the protocol field are excluded
to prevent data leakage and ensure the model focuses on behavioral aspects rather than static network
identifiers. These steps reduce the original 82 features down to a more focused set of 76.

To improve the dataset’s quality and robustness, further data cleansing is performed. Records containing
infinite values, which can result from measurement anomalies or division-by-zero errors, are removed. Rows
with negative values are also excluded, as network flow features like durations and byte counts are expected
to be non-negative. Once cleansing is complete, the dataset undergoes normalization. All numerical features
are standardized using z-score normalization via StandardScaler, transforming them to have a mean of zero
and a standard deviation of one. This normalization step ensures consistent feature scaling and contributes
to more stable and accurate model training during classification. An overview of this end-to-end dataset
generation and preprocessing workflow is illustrated in Fig. 3.

Figure 3: Dataset generation and preprocessing diagram

3.4 Proposed Intrusion Detection Framework
This section presents a cloud-native intrusion detection framework specifically designed to detect

roaming-related threats within 5G SBA environments. Traditional rule-based security tools are insufficient
to address the complexity, scalability, and dynamic nature of modern 5G roaming systems, particularly in
inter-PLMN communications. To overcome these limitations, the proposed AI-driven framework leverages
Kubernetes-native deployment and operates through containerized microservices, enabling real-time threat
detection within SEPP-mediated roaming traffic. The framework includes dedicated components for data
capture, preprocessing, and AI-based classification, ensuring efficient and scalable operation in distributed
environments. The overall architecture and process flow of the system are illustrated in Fig. 4.

The proposed framework adopts a distributed microservices architecture deployed on Kubernetes for
scalable and efficient operation. The system comprises three primary components: SEPP Data Capture,
Preprocessing Pipeline, and AI Detection System. Each component operates as an independent containerized
service within the Kubernetes cluster, ensuring scalability and seamless integration with existing 5G core
network functions. The complete algorithmic implementation of this cloud-native intrusion detection
framework is detailed in Algorithm 2, which demonstrates the systematic data flow from SEPP network
function packet capture through comprehensive preprocessing stages to AI-based analysis utilizing the deep
learning algorithms evaluated in Section 5. The design ensures minimal latency between threat detection and
response while maintaining the performance characteristics required for production 5G roaming operations.
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Figure 4: AI framework and process flow on cloud-native environment

Algorithm 2: AI-driven intrusion detection framework for cloud-native 5G networks
1: Input: Preprocessed flow dataset, cloud-native 5G infrastructure, trained AI model
2: Output: Real-time threat detection and classification
3: Step 2.1: SEPP Data Capture Component
4: Deploy sidecar container alongside each SEPP network function pod
5: Monitor N32-c and N32-f interface traffic using tcpdump and eBPF
6: Generate timestamped PCAP files with roaming-relevant traffic
7: Transfer PCAP files to Preprocessing Pipeline via shared persistent volumes
8: Step 2.2: Preprocessing Pipeline Component
9: Convert raw PCAP files into structured datasets using Algorithm 1

10: Reduce features from 82 to 76 optimized features
11: Clean and normalize data using StandardScaler
12: Step 2.3: AI Detection System Component
13: Deploy as dedicated pod within the same Kubernetes namespace as SEPP instances
14: Load pre-trained AI model (e.g., MLP, 1D CNN, Autoencoder, RNN, GRU, or LSTM)
15: Receive structured datasets from the Preprocessing Pipeline
16: Step 2.4: Threat Classification
17: predictions←model.classify(structured_dataset)
18: Classify each instance as:
19: - Normal roaming operation
20: - DoS attack
21: - TLS exploitation
22: - Probing activity

(Continued)
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Algorithm 2 (continued)
23: Step 2.5: Real-Time Detection
24: Provide detection results in real-time
25: Generate detailed threat reports for operational teams
26: Enable dynamic scaling using Kubernetes Horizontal Pod Autoscaler (HPA)
27: Step 2.6: Framework Integration
28: Deploy using Kubernetes for container orchestration
29: Support geographically distributed 5G environments
30: Integrate with 5G core network via standardized APIs
31: return Threat detection results and security alerts

3.4.1 SEPP Data Capture Component
The SEPP Data Capture component operates as a sidecar container alongside each SEPP network

function pod within the Kubernetes cluster, monitoring N32-c and N32-f interface traffic through tcpdump
and eBPF-based mechanisms. The component generates timestamped PCAP files with intelligent filtering for
roaming-relevant traffic patterns and transfers them to the Preprocessing Pipeline through shared persistent
volumes within the Kubernetes environment.

3.4.2 Preprocessing Pipeline Component
The Preprocessing Pipeline transforms raw PCAP files into structured datasets suitable for deep learn-

ing analysis. The pipeline implements the comprehensive methodology detailed in Section 3.3, including
CICFlowMeter feature extraction reducing the original 82 features to 76 optimized features, data labeling
for multiclass classification, cleansing procedures to eliminate infinite values and negative measurements,
normalization using StandardScaler, and dataset generation optimized for the deep learning architectures
evaluated in this work.

3.4.3 AI Detection System Component
The AI Detection System is deployed as a dedicated pod within the same Kubernetes namespace as

the monitored SEPP instances, ensuring low-latency data access and efficient resource utilization. It receives
structured datasets from the Preprocessing Pipeline and utilizes a selected pre-trained deep learning model
for intrusion detection. The supported models include MLP, 1D-CNN, Autoencoder, RNN, GRU, and LSTM.

The system does not rely on a multi-model ensemble; instead, it utilizes a single pre-trained model
selected based on deployment needs or prior evaluation results to perform multi-class classification. This
model is responsible for distinguishing between normal roaming operations and various attack categories,
including DoS attacks, TLS exploitation, and probing activities. The system supports real-time detection
by generating predictions with associated confidence scores and provides detailed threat analysis to assist
operational security teams. Its containerized design enables dynamic resource scaling through Kubernetes,
ensuring consistent detection performance under varying network traffic conditions.

3.4.4 Framework Deployment and Integration
The framework is deployed using Kubernetes for enterprise-grade container orchestration, providing

fault tolerance, high availability, and scalability. Horizontal scaling is achieved through integration with the
Kubernetes Horizontal Pod Autoscaler (HPA), allowing automatic adjustment of detection system replicas
based on CPU utilization or traffic volume.
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This architecture supports deployment across geographically distributed 5G environments, enabling
localized threat detection with centralized oversight. Integration with the existing 5G core network
infrastructure is facilitated through standardized APIs, ensuring seamless compatibility with operational
workflows, network management systems, and security platforms.

4 Experiments

4.1 Dataset
The dataset used in this study was specifically constructed to evaluate deep learning models for intrusion

detection in a roaming network scenario. The traffic samples were derived from a collection of pre-processed
CSV files, each representing either benign traffic or a specific network attack type. The benign category,
labeled normal, was sourced from normal scenario, while malicious traffic was organized into three major
categories: TLS-based attacks, Probe attacks, and DoS attacks.

The TLS attack category included the 0-RTT and Heartbleed attack datasets in their entirety. The Probe
category comprised four subtypes: certificate probe, cryptographic probe, CVE-based probe, and protocol
probe. For this category, stratified sampling was applied to ensure balanced representation across subtypes,
with 1000 samples each from certificate, cryptographic, and protocol probes, and 2000 samples from CVE-
based probes. The DoS category was formed by combining eight attack subtypes: GoldenEye, HULK, RST
flood, Slowloris, SYN flood, TCP ACK flood, Tors, and UDP flood. Each subtype was randomly sampled
with a fixed number of instances where applicable, while others were included in full to preserve variability.

To prevent class imbalance from skewing model performance, the benign traffic class was randomly
downsampled to 49,000 records while preserving statistical representativeness. The final dataset also
included 5264 samples labeled as DoS, 5000 as Probe, and 116 as TLS attack. This resulted in a balanced
and manageable dataset comprising 59,380 flow records, each containing 76 behavioral features. The dataset
was subsequently divided into training, validation, and testing subsets using a 70:10:20 split, ensuring that
the class distribution remained consistent across all subsets. A detailed breakdown of class-wise sample
allocation is presented in Table 5.

Table 5: Class-wise distribution of flow records across training, validation, and testing sets

Label Train Validation Testing Total
Benign 34,300 4900 9800 49,000

DoS 3685 526 1053 5264
Probe 3500 500 1000 5000
TLS 81 12 23 116

4.2 Implementation Details
The experiments were conducted out on a computer with an Intel Core i7-13700K CPU (3.40 GHz),

64 GB of RAM, and an NVIDIA GeForce RTX 4080 GPU (16 GB), running on a 64-bit Ubuntu
24.01.1 LTS operating system. The experiment was implemented using PyTorch version 2.4.1 as the deep
learning framework.



2746 Comput Model Eng Sci. 2025;145(2)

4.3 Deep Learning Model
To evaluate the effectiveness of deep learning in intrusion detection for roaming network environments,

we trained and compared multiple architectures, including a MLP, 1D-CNN, Autoencoder, RNN, GRU, and
LSTM. These models were selected to capture different representational capabilities.

Each model was trained using the same intrusion detection dataset, which is characterized by a highly
imbalanced distribution of classes. To ensure fair comparison, consistent preprocessing steps and training
protocols were applied across all models. Hyperparameters such as learning rate, number of hidden layers,
activation functions, and optimization strategies were carefully tuned for each architecture are describe
in Table 6.

Table 6: Deep learning model hyperparameters

Model Hyperparameter
MLP Input: 76 features; Hidden (3): [L1: Dense(128), ReLU, Dropout = 0.3], [L2: Dense(64),

ReLU, Dropout = 0.3], [L3: Dense(32), ReLU, Dropout = 0.3]; Output: Dense(4) (logits;
Softmax); Optimizer: Adam (learning_rate = 0.001, weight_decay = 1e–4); Loss:

CrossEntropy; Epochs = 50; Batch size = 64.
1D-CNN Input: (1, 76) feature sequence; Blocks: [B1: Conv1d(1→64, k = 5, s = 1, p = 2),

BatchNorm1d, ReLU, Dropout(0.3)], [B2: Conv1d(64→128, k = 3, s = 1, p = 1),
BatchNorm1d, ReLU, Dropout(0.3)], [B3: Conv1d(128→128, k = 3, s = 1, p = 1),

BatchNorm1d, ReLU]; Pooling: AdaptiveAvgPool1d(1); Head: Linear(128→4) (logits;
Softmax); Loss: Class-weighted CrossEntropy; Optimizer: Adam (learning_rate = 0.001,

weight_decay = 1e–4); Epochs = 50; Batch size = 64.
Autoencoder Input: 76 features; Encoder: [L1: Dense(128), ReLU, Dropout(0.2)], [L2: Dense(64),

ReLU, Dropout(0.2)], Latent: Dense(16); Classifier head on latent: ReLU→
Dropout(0.2)→ Dense(4) (logits; Softmax); Decoder: [D1: Dense(64), ReLU,

Dropout(0.2)], [D2: Dense(128), ReLU, Dropout(0.2)], Output: Dense(76); Loss:
Class–weighted CrossEntropy + λrecon = 0.2×MSE (reconstruction); Optimizer: Adam

(learning_rate = 0.001, weight_decay = 1e–4); Epochs = 80; Batch size = 128.
RNN Input: (76, 1) sequence; Core: Vanilla RNN(num_layers = 2, hidden_size = 128,

nonlinearity = tanh, batch_first = True, dropout = 0.3, bidirectional = False); Readout:
last hidden→ Dropout(0.3)→ Linear(128→4) (logits; Softmax); Loss: Class-weighted

CrossEntropy; Optimizer: Adam (learning_rate = 0.001, weight_decay = 1e–4);
Regularization: gradient clipping (max_norm = 2.0); Epochs = 60; Batch size = 64.

GRU Input: (76, 1) sequence; Core: GRU(num_layers = 2, hidden_size = 128, batch_first =
True, dropout = 0.3, bidirectional = False); Readout: last hidden→ Dropout(0.3)→

Linear(128→4) (logits; Softmax); Loss: Class-weighted CrossEntropy; Optimizer: Adam
(learning_rate = 0.001, weight_decay = 1e–4); Regularization: gradient clipping

(max_norm = 2.0); Epochs = 50; Batch size = 64.
LSTM Input: (76, 1) sequence; Core: LSTM(num_layers = 2, hidden_size = 128, batch_first =

True, dropout = 0.3, bidirectional = False); Readout: last hidden→ Dropout(0.3)→
Linear(128→4) (logits; Softmax); Loss: Class-weighted CrossEntropy; Optimizer: Adam

(learning_rate = 0.001, weight_decay = 1e–4); Regularization: gradient clipping
(max_norm = 2.0); Epochs = 60; Batch size = 64.
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By evaluating models with both accuracy-based and imbalance-aware metrics, we aim to capture not
only their overall classification ability but also their effectiveness in detecting rare and transient attack types
that are particularly critical in roaming environments.

4.4 Evaluation Metrics
To evaluate the performance of classification models, we adopt a range of metrics derived from the

confusion matrix. This matrix provides a summary of prediction outcomes by comparing actual class labels
with those predicted by the model, as illustrated in Table 7. In the context of binary classification, the four
primary outcomes are: True Positives (TP), where positive instances are correctly classified; False Positives
(FP), where negative instances are incorrectly predicted as positive (Type I error); True Negatives (TN),
where negative instances are correctly identified; and False Negatives (FN), where positive instances are
mistakenly classified as negative (Type II error).

Table 7: Confusion matrix

Predicted positive Predicted negative
Actual positive True positive (TP) False negative (FN)
Actual negative False positive (FP) True negative (TN)

From the confusion matrix, various evaluation metrics can be derived to assess classification perfor-
mance. In multiclass settings, these metrics are extended using macro-averaging, which treats each class
equally, and weighted-averaging, which accounts for class imbalance by assigning weights based on class
frequency. The notations used in the following definitions are summarized in Table 8.

• Accuracy (ACC) is the ratio of correctly predicted instances to the total number of predictions

ACC = ∑
C
i=1 TPi

N
(1)

• Balanced Accuracy (BACC) is the average of recall scores across all classes, offering a more robust
evaluation under class imbalance

BACC = 1
C

C
∑
i=1

TPi

TPi + FNi
(2)

• Macro Precision (MP) Arithmetic mean of per-class precision:

MP = 1
C

C
∑
i=1

TPi

TPi + FPi
(3)

• Macro Recall (MR) Arithmetic mean of per-class recall:

MR = 1
C

C
∑
i=1

TPi

TPi + FNi
(4)

• Macro F1-Score (MF1) Arithmetic mean of per-class F1-scores, where

F1i =
2 ⋅ Precisioni ⋅ Recalli

Precisioni + Recalli
, MF1 = 1

C

C
∑
i=1

F1i (5)
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• Weighted Precision (wP) The weighted average of per-class precision, weighted by the number of true
instances in each class.

wP =
C
∑
i=1

Si

N
⋅

TPi

TPi + FPi
(6)

• Weighted Recall (wR) The weighted average of per-class recall.

wR =
C
∑
i=1

Si

N
⋅

TPi

TPi + FNi
(7)

• Weighted F1-Score (wF1) The weighted average of per-class F1 scores.

wF1 =
C
∑
i=1

Si

N
⋅ F1i (8)

Table 8: Notation used in multiclass classification evaluation metrics

Symbol Definition
TPi True positives for class i
FPi False positives for class i
FNi False negatives for class i
TNi True negatives for class i

N Total number of samples across all classes
Si Number of true samples (support) of class i
C Number of classes

5 Result and Discussion

5.1 Experimental Results
Table 9 presents the comparative performance of six deep learning models, namely MLP, 1D-CNN,

Autoencoder, RNN, GRU, and LSTM, across multiple evaluation metrics on the proposed multiclass
intrusion detection dataset for roaming scenarios. All models achieved very high overall accuracy, exceeding
99%, with MLP attaining the highest at 99.65%. However, in the context of a highly imbalanced dataset
dominated by normal traffic (82.5% of samples), overall accuracy does not provide a reliable indication
of intrusion detection performance. This limitation is evident in MLP’s case: despite achieving the highest
accuracy, its BACC dropped to only 84.21%, reflecting weak detection of minority attack classes such as TLS
intrusions, which accounted for only 0.2% of the dataset. As shown in Fig. 5, MLP’s confusion matrix further
highlights this issue, with most misclassifications concentrated in the minority attack categories.

In contrast, models capable of learning temporal and sequential features exhibited stronger general-
ization across all classes. LSTM achieved the best BACC at 98.26%, closely followed by GRU (97.17%) and
Autoencoder (97.13%). These models also recorded superior macro-level performance, with LSTM obtaining
the highest macro F1 score of 88.19%, followed by MLP at 88.23% and GRU at 85.36%. The performance
trade-offs between precision and recall are noteworthy: MLP achieved the highest macro precision at 97.27%,
but its macro recall was significantly lower at 84.21%, indicating a tendency to minimize false positives at
the expense of missing minority-class attacks. Conversely, GRU and LSTM demonstrated high macro recall
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(97.17% and 97.19%, respectively), making them more reliable in detecting rare and transient intrusions, as
also evident in their confusion matrices in Fig. 5.

Table 9: Multiclass metric for various deep learning method

Model ACC (%) BACC (%) MP (%) MR (%) MF1 (%) wP (%) wR (%) wF1 (%)
MLP 99.6548 84.2175 97.2672 84.2175 88.2364 99.6442 99.6548 99.6296

1D-CNN 99.0317 96.8908 80.8543 96.8908 84.9240 99.3296 99.0317 99.1459
Autoencoder 99.2422 97.1266 79.9733 97.1266 83.0045 99.7620 99.2422 99.4579

RNN 99.6042 85.2430 90.3468 85.2430 87.3672 99.5822 99.6042 99.5895
GRU 99.4443 97.1679 81.8194 97.1679 85.3571 99.7513 99.4443 99.5651

LSTM 99.5453 98.2605 83.1094 98.2605 86.9202 99.7862 99.5453 99.6361

(a) (b) (c)

(d) (e) (f

Figure 5: Confusion matrices of deep learning models for multi-class classification. (a) MLP (b) 1D-CNN (c) Autoen-
coder (d) RNN (e) GRU (f) LSTM

The Autoencoder exhibited an interesting performance profile. While its weighted F1 score reached
99.46%, indicating excellent overall performance when majority-class dominance was considered, its macro
F1 dropped to 83.00%, revealing difficulties in handling underrepresented classes. The RNN provided
intermediate results, with a BACC of 85.24% and macro F1 of 87.37%, outperforming MLP in recall but
failing to match the advanced gated recurrent architectures. Collectively, these findings suggest that recurrent
models such as GRU and LSTM are better suited to roaming intrusion detection, as their ability to capture
sequential dependencies enables them to differentiate anomalous patterns from normal roaming fluctuations
more effectively than feedforward or convolutional networks.
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Fig. 6 further illustrates these performance differences. As shown in Fig. 6a, overall accuracy remains
high and comparable across all models. However, Fig. 6b reveals substantial variation in balanced accuracy.
LSTM and GRU clearly outperform MLP in this regard, emphasizing the importance of using evaluation
metrics that reflect class imbalance.

(a) ( (b

Figure 6: Comparison of deep learning models in terms of classification performance. (a) Accuracy comparison.
(b) Balanced Accuracy comparison

Training and validation behaviors of GRU and LSTM are depicted in Fig. 7. For GRU, both training and
validation loss steadily decreased during the first 25 epochs. Balanced accuracy improved from 76.5% in the
first epoch to over 97% by epoch 25, after which it remained consistently high. This trend indicates effective
generalization to minority classes and stable performance throughout the remaining epochs, with validation
accuracy maintained above 99.5% and balanced accuracy ranging from 95 to 97%.

(a) (b)

Figure 7: Training and Validation loss. (a) GRU. (b) LSTM

LSTM showed a similar pattern, with some variability early in training. Nevertheless, the model
gradually converged. By epoch 30, validation accuracy consistently exceeded 99%, and validation loss
stabilized between 0.08 and 0.15. These trends are consistent with LSTM’s strong final performance metrics,
particularly its BACC and macro F1 score. While LSTM took longer to converge compared to GRU,
it ultimately demonstrated superior capability in learning sequential dependencies critical for detecting
rare intrusions.
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To further optimize the performance of the LSTM model, an extensive hyperparameter tuning exper-
iment was conducted by varying the number of layers (2 or 3), hidden sizes (64, 128, 192, and 256), and
dropout rates (0.2 and 0.3). Table 10 summarizes the results across multiple metrics, while Fig. 8 provides
a visual overview of BACC across the various configurations. The heatmaps clearly illustrate how different
combinations of hidden size and dropout affect performance for both 2-layer and 3-layer LSTM models,
helping to identify the most effective architectural choices.

Table 10: LSTM performance across various configurations of layers, hidden sizes, and dropout rates

Number
of layers

Hidden
size

Dropout BACC MP MR MF1 wP wR wF1

2

64 0.2 96.0960 85.7803 96.096 89.2184 99.7401 99.6379 99.6755
0.3 96.0896 84.1619 96.0896 87.6965 99.7692 99.6127 99.6719

128 0.2 96.1077 83.0728 96.1077 86.6015 99.7355 99.5285 99.6085
0.3 98.2605 83.1094 98.2605 86.9202 99.7862 99.5453 99.6361

192 0.2 97.1671 82.6852 97.1671 86.3330 99.7662 99.5200 99.6149
0.3 97.1684 82.9235 97.1684 86.5991 99.7516 99.5200 99.6149

256 0.2 96.0626 85.6612 96.0626 89.0492 99.7804 99.6716 99.7116
0.3 96.1077 84.9508 96.1077 88.6248 99.6462 99.5285 99.5719

3

64 0.2 95.0282 86.1225 95.0282 89.2089 99.7755 99.6884 99.7210
0.3 85.2328 86.0657 85.2328 85.6427 99.5659 99.5706 99.5677

128 0.2 96.0865 83.4387 96.0865 87.0065 99.7136 99.5285 99.5994
0.3 84.1509 87.9308 84.1509 85.7810 99.5552 99.5790 99.5647

192 0.2 97.1615 81.6768 97.1615 85.2195 99.7424 99.4274 99.5517
0.3 97.2248 83.3768 97.2248 87.0835 99.7716 99.5621 99.6415

256 0.2 94.9738 83.7289 94.9738 87.0433 99.7487 99.5874 99.6499
0.3 86.3430 83.8525 86.3430 84.9130 99.5485 99.5116 99.5285

(a) (b)

Figure 8: Heatmaps of BACC across different LSTM configurations. (a) 2 Layers. (b) 3 Layers
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Among all tested configurations, the LSTM model with 2 layers, a hidden size of 64, and a dropout rate
of 0.2 achieved the highest macro F1-score of 89.22%, while maintaining a strong BACC of 96.10%. As shown
in the confusion matrix in Fig. 9a, this model demonstrates balanced classification performance across both
majority and minority classes. The matrix reveals clear separability even for infrequent attacks, indicating
robust generalization without overfitting.

(a) (b)

(c) (d)

Figure 9: Confusion matrices of LSTM models for various configuration. (a) num_layer 2, hidden_size 64 and dropout
0.2 (b) num_layer 2, hidden_size 128 and dropout 0.3 (c) num_layer 3, hidden_size 64 and dropout 0.2 (d) num_layer
3, hidden_size 128 and dropout 0.3

The highest Balanced Accuracy (98.26%) was achieved by the configuration with 2 layers, a hidden size
of 128, and dropout 0.3. This model also attained the best macro Recall (98.26%) and the highest weighted
Precision (99.79%), reflecting strong performance in detecting rare attack classes while maintaining low false
positive rates. The corresponding confusion matrix in Fig. 9b shows notably high true positive rates across
all attack categories, including the rare TLS class, making this configuration the most suitable for sensitive
environments where minority detection is critical.

The model using 3 layers, a hidden size of 64, and a dropout rate of 0.2 demonstrated the best weighted
Recall (99.69%) and weighted F1-score (99.72%), as seen in Fig. 9c. While its BACC was slightly lower
(95.03%), this configuration maintained high performance across all samples, particularly in the dominant
normal class, and showed fewer misclassifications overall. This makes it a strong candidate for deployment
in scenarios where consistent performance across all traffic is prioritized.
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Interestingly, the configuration with 3 layers, hidden size of 128, and dropout 0.3 produced the highest
macro Precision (87.93%), highlighting its tendency to minimize false positives. However, its overall BACC
and F1 were lower, as seen in Fig. 9d, where the confusion matrix shows more frequent misclassifications of
rare attack classes. This model may be more appropriate in operational settings where precision is prioritized
over recall, such as minimizing false alarms in real-time intrusion detection systems.

5.2 Performance Analysis
The performance evaluation was conducted within a cloud-native Kubernetes environment, as detailed

in Table 2. The deployment utilized MicroK8s v1.28 with containerd runtime and Calico CNI for container
orchestration and networking, with dedicated namespaces (hplmn, vplmn) for home and visited public land
mobile networks. Each AI detection model was deployed as a containerized microservice with resource limits
of 2 CPU cores and 2 GB RAM, and reservations of 1 CPU core and 128 MB RAM, representing a realistic
cloud-native intrusion detection setup for 5G core network security monitoring in roaming scenarios.

This evaluation framework ensures that performance metrics reflect the resource constraints of the
cloud-native deployment environment used for the experiments.

5.2.1 Performance Metrics
Table 11 presents the measured performance metrics for each deep learning model when deployed

as containerized microservices with resource limits of 2 CPU cores and 2 GB RAM. The evaluation was
conducted using the same resource constraints across all models to ensure fair comparison.

Table 11: Performance metrics for deep learning models

Model Size (KB) Memory (MB) Latency (ms) Throughput (samp/sec) CPU (%)
MLP 82.7 386.2 0.28 3568 9.7
CNN 304.9 385.5 0.44 2264 8.5
RNN 198.8 387.2 3.47 288 107.1
GRU 587.9 389.5 6.01 166 101.0

LSTM 782.4 388.7 7.19 139 99.0
Autoencoder 155.3 389.5 0.34 2939 11.2

The metrics include model size, which represents the memory footprint of the trained model in
kilobytes and affects storage requirements and loading times; memory consumption, which indicates the
runtime RAM usage during inference in megabytes and determines resource allocation needs; latency,
which measures the end-to-end processing time per network flow in milliseconds and indicates real-time
processing capability; throughput, which quantifies the number of network flows processed per second and
shows processing capacity; and CPU utilization, which reflects the percentage of allocated CPU resources
used during processing and indicates computational intensity.

All models operated within the 2 GB RAM limit specified for the containerized deployment. CPU
utilization varied significantly across architectures, ranging from 8.5% for CNN to 107.1% for RNN, indicating
different computational intensities required for inference operations.
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5.2.2 Performance Characteristics
The performance results show clear differences between model architectures in terms of computational

requirements and processing capabilities. These differences have direct implications for the deployment of
intrusion detection systems in varying network traffic conditions.

Feedforward models (MLP, Autoencoder) achieved the highest throughput rates of 2939–3568 samples
per second with correspondingly low latency values of 0.28–0.34 ms. These models maintained moderate
memory consumption between 386.2–389.5 MB and operated at relatively low CPU utilization levels
of 9.7%–11.2%. The high throughput and low latency characteristics indicate capability for processing
high-volume network traffic with minimal processing delay.

Convolutional networks (CNN) provided intermediate performance levels with 2264 samples per
second throughput and 0.44 ms latency. Memory consumption was measured at 385.5 MB with CPU
utilization at 8.5%, indicating efficient resource usage for the processing capability achieved.

Recurrent models (RNN, GRU, LSTM) showed significantly lower throughput rates ranging from
139–288 samples per second, with correspondingly higher latency values of 3.47–7.19 ms. These models
consumed 387.2–389.5 MB of memory while operating at high CPU utilization levels between 99.0%–107.1%.
The lower throughput and higher latency reflect the increased computational complexity required for
processing sequential dependencies in network traffic patterns.

All models operated within the 2 GB RAM limit specified for the containerized deployment envi-
ronment. The variation in CPU utilization across architectures, with recurrent models showing near-full
utilization of allocated resources, indicates fundamental differences in computational complexity between
feedforward and sequential processing approaches. Fig. 10 illustrates these performance differences across
the different architectures, highlighting the trade-offs between processing speed, computational resource
requirements, and memory usage.

(a) CPU utilization comparison across deep learning
models

(b) Memory consumption comparison across deep
learning models

Figure 10: (Continued)
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(c) End-to-end latency comparison across deep learning
models

Figure 10: Performance comparison across deep learning models for intrusion detection: (a) CPU utilization,
(b) memory consumption, and (c) end-to-end latency

5.2.3 Performance Summary
The performance results, combined with the detection accuracy metrics from Table 9, reveal trade-

offs between computational efficiency and detection capability across the evaluated architectures. While all
models achieved high overall accuracy rates above 99%, the performance characteristics varied significantly
depending on the architectural approach used.

Feedforward models (MLP, Autoencoder) achieved the highest throughput rates of 2939–3568 samples
per second with low latency values of 0.28–0.34 ms. Convolutional networks (CNN) provided intermediate
performance levels with 2264 samples per second throughput and 0.44 ms latency. Recurrent models (RNN,
GRU, LSTM) showed lower throughput rates ranging from 139–288 samples per second with correspondingly
higher latency values of 3.47–7.19 ms, reflecting the additional computational requirements for processing
sequential patterns in network traffic data.

These performance differences, when considered alongside the detection accuracy results, illustrate
the trade-offs between computational efficiency and detection capability across the different architectural
approaches evaluated in this study.

5.3 Discussion
The experimental results underscore several critical insights for intrusion detection in cloud-native 5G

roaming environments. First, the findings demonstrate the inadequacy of accuracy as a primary evaluation
metric in highly imbalanced datasets. Although all models achieved greater than 99% accuracy, this metric
masked important weaknesses in detecting minority-class intrusions. In roaming scenarios, overlooking
a single TLS or signaling attack may lead to cross-network propagation, making Balanced Accuracy and
macro-level metrics far more reliable indicators of operational effectiveness.

Second, the superior performance of sequential deep learning models such as GRU and LSTM highlights
the importance of temporal feature learning in roaming security. Roaming traffic is inherently dynamic,
characterized by frequent re-attachments, abrupt signaling transitions, and protocol variability. Gated
recurrent models, with their ability to retain relevant context and filter transient noise, achieved higher
BACC and macro recall compared to static architectures such as MLP and CNN. This capability allowed
them to identify short-lived or subtle anomalies that could otherwise be overlooked in the variability of
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roaming traffic. Among all models, LSTM emerged as the most balanced approach, delivering the best macro
F1 and BACC scores, while GRU offered a competitive alternative with reduced computational complexity.
However, this detection capability comes with trade-offs in computational performance, with recurrent
models showing lower throughput (139–288 samples/second) and higher latency (3.47–7.19 ms) compared to
feedforward models (2939–3568 samples/second throughput and 0.28–0.34 ms latency).

Third, the comparative results highlight trade-offs between false positives and false negatives in intru-
sion detection, as well as between detection accuracy and computational requirements. MLP’s bias toward
precision suggests that it may be more suitable in environments where false alarms must be minimized,
though this comes at the cost of failing to detect rare but critical attacks. The Autoencoder, despite excelling in
modeling majority-class behavior, demonstrated limited effectiveness in detecting minority-class anomalies,
underscoring the need for complementary techniques such as oversampling, synthetic attack generation,
or ensemble learning to mitigate class imbalance. Recurrent models (RNN, GRU, LSTM) exhibited higher
CPU utilization (99.0%–107.1%) compared to feedforward models (8.5%–11.2%), reflecting their increased
computational demands for sequential processing.

Despite the comprehensive analysis of classical and deep learning techniques, reinforcement learning
(RL) presents a promising yet underexplored direction for intrusion detection in cloud-native 5G environ-
ments. Unlike traditional supervised models, RL enables agents to learn adaptive detection strategies through
continuous interaction with dynamic environments, making it well-suited for decentralized and evolving
architectures such as inter-PLMN roaming. As highlighted in the work [60], RL techniques offer significant
advantages in modeling long-term dependencies, adapting to changing threat patterns, and reducing the
reliance on static labeled data. In the context of cloud-based IDS, RL can support real-time adaptation and
optimization of detection policies across distributed network functions. Additionally, combining RL with
temporal deep learning models like LSTM or GRU could further enhance the system’s ability to capture
complex sequential behaviors while continuously refining its decision-making capabilities in response to
new or evolving attacks.

Finally, the implications for practical deployment are significant. The results suggest that intrusion
detection systems for cloud-native 5G roaming should prioritize models that are sensitive to minority-class
threats, as these represent the most consequential risks in inter-PLMN signaling. Sequential deep learning
architectures are particularly well suited for monitoring critical interfaces such as N32-c and N32-f, where
subtle deviations in signaling sequences may indicate early stages of attacks. Future research should explore
hybrid ensemble approaches that combine the precision of feedforward and convolutional models with the
recall advantages of gated recurrent architectures. In addition, data augmentation strategies could improve
minority-class representation, while explainability mechanisms would enhance trust and facilitate faster
operator response in complex multi-domain roaming environments.

6 Conclusion
This work addressed the emerging security challenges of roaming in cloud-native 5G core networks by

proposing and evaluating an intrusion detection framework based on deep learning. We designed a testbed
that emulates realistic roaming scenarios and introduced the first roaming-specific intrusion detection
dataset for 5G, enabling the systematic study of rare and complex attack patterns. Six deep learning models,
including feedforward, convolutional, and recurrent architectures, were assessed on this dataset to examine
their suitability for detecting roaming-specific intrusions in highly imbalanced traffic environments.

The experimental results demonstrated that while all models achieved accuracies above 99%, overall
accuracy was not a reliable indicator of performance in the presence of class imbalance. Balanced accuracy
and macro-averaged metrics provided more meaningful insights into model effectiveness, particularly
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for minority-class intrusions such as TLS-based attacks. Sequential models, especially LSTM and GRU,
consistently outperformed others by achieving higher macro recall and balanced accuracy, reflecting their
ability to capture temporal dependencies and adapt to dynamic roaming traffic patterns. However, this
superior detection capability comes with trade-offs in computational performance, with recurrent models
showing lower throughput (139–288 samples/second) and higher latency (3.47–7.19 ms) compared to feed-
forward models (2939–3568 samples/second throughput and 0.28–0.34 ms latency). These findings highlight
the importance of prioritizing sequential architectures for roaming intrusion detection in cloud-native
deployments, where short-lived or subtle anomalies may otherwise remain undetected, while considering
the computational requirements for practical implementation.

The results further emphasize the necessity of reevaluating evaluation metrics and model design for
roaming security. Models such as MLP and Autoencoder excelled in precision and majority-class detection
but struggled to identify rare intrusions, demonstrating that traditional approaches optimized for overall
accuracy are insufficient in this domain. Recurrent architectures offered a more balanced trade-off between
detection accuracy and computational requirements, making them particularly well suited for monitoring
critical inter-PLMN signaling interfaces such as N32-c and N32-f, despite their higher resource demands
(99.0%–107.1% CPU utilization vs. 8.5%–11.2% for feedforward models).

Future advancements in roaming intrusion detection for next-generation networks must address several
critical and emerging challenges. A promising direction involves utilizing data augmentation strategies,
including synthetic oversampling and generative modeling, to address class imbalance and enhance the
representation of rare attack types in training datasets. Federated learning also offers a valuable approach for
enabling collaborative intrusion detection across mobile network operators while maintaining data privacy,
which is essential in distributed B5G and future 6G environments. In parallel, enhancing the interpretability
and transparency of deep learning-based detectors through explainable AI (XAI) techniques will be critical
for improving operator trust and facilitating faster, more informed responses to detected threats. As part of
our future work, we plan to expand our dataset to include more diverse and complex attack scenarios within
multi-PLMN environments, particularly those involving IPX (roaming hub) interconnections and signaling
flows using protocols such as PRINS. These scenarios introduce additional security challenges due to indirect
trust relationships, longer signaling paths, and varying SEPP deployments across networks. Together, these
research directions and planned extensions will contribute to the development of more robust, scalable, and
trustworthy roaming-aware intrusion detection systems for future mobile networks.
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