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ABSTRACT: With the accelerated growth of the Internet of Things (IoT), real-time data processing on edge devices is
increasingly important for reducing overhead and enhancing security by keeping sensitive data local. Since these devices
often handle personal information under limited resources, cryptographic algorithms must be executed efficiently. Their
computational characteristics strongly affect system performance, making it necessary to analyze resource impact and
predict usage under diverse configurations. In this paper, we analyze the phase-level resource usage of AES variants,
ChaCha20, ECC, and RSA on an edge device and develop a prediction model. We apply these algorithms under varying
parallelism levels and execution strategies across key generation, encryption, and decryption phases. Based on the
analysis, we train a unified Random Forest model using execution context and temporal features, achieving R2 values
up to 0.994 for power and 0.988 for temperature. Furthermore, the model maintains practical predictive performance
even for cryptographic algorithms not included during training, demonstrating its ability to generalize across distinct
computational characteristics. Our proposed approach reveals how execution characteristics and resource usage
interacts, supporting proactive resource planning and efficient deployment of cryptographic workloads on edge devices.
As our approach is grounded in phase-level computational characteristics rather than in any single algorithm, it provides
generalizable insights that can be extended to a broader range of cryptographic algorithms that exhibit comparable
phase-level execution patterns and to heterogeneous edge architectures.1
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1 Introduction
The Internet of Things (IoT) is widely used in various fields such as autonomous driving [1], smart

cities [2], healthcare [3], and industrial automation [4]. IoT systems collect and process real-time data from
sensors and devices to enable context awareness [5], decision-making [6], and automated control [7]. The
data often contains sensitive information such as location, biometrics, images, and device logs, and is used
in environments like autonomous vehicles, remote healthcare, and smart homes, where rapid processing
is essential. To reduce latency and protect personal information, edge devices are increasingly used to
process data locally before transferring it to central storage systems (e.g., the cloud or a data lake) [8–10]. In

1This paper is an extended version of our paper published at the 8th International Conference on Mobile Internet Security (Mobisec 2024), Sapporo,
Japan, December 2024.
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addition, as sensitive data is directly handled at the edge, ensuring its confidentiality, integrity, and availability
has become even more important, with cryptographic mechanisms playing a key role in meeting these
requirements [11–13].

Cryptographic algorithms are classified into symmetric-key algorithms (e.g., AES, ChaCha20) and
asymmetric-key algorithms (e.g., RSA, ECC), each with different computational structures, key management
methods, and resource requirements [14–16]. For example, AES is widely used in low-power wireless
protocols such as Zigbee [17] and Bluetooth [18], while ChaCha20 is adopted in mobile environments and
TLS due to its efficient software implementation [19]. In addition, RSA and ECC are used for key exchange
and initial authentication in systems like smart cards, vehicle-to-vehicle (V2V) communication, and IoT
authentication [20]. However, the structure and execution characteristics of cryptographic algorithms have
a significant impact on how many system resources they consume. Specifically, resource usage varies
depending on factors such as processing capacity, available energy, and application context. The impact
of these factors becomes more critical when edge devices face tight constraints in CPU power, battery
life, memory, and thermal management [21,22]. As a result, edge devices such as autonomous vehicles,
wearables, and sensors are highly sensitive to the resource demands of cryptographic algorithms, which can
directly affect overall system performance. Therefore, algorithms used in such environments must minimize
computational overhead to ensure stable and efficient operation under constrained resources.

When cryptographic operations are executed on edge devices, the system can become unstable due to
increased CPU usage, power consumption, and heat generation [13,23]. To address these limitations, parallel
execution is often employed to reduce latency and improve efficiency [24–26]. However, the effectiveness and
impact of such optimizations can vary depending on algorithmic characteristics and resource constraints.
In some cases, improvements in execution time may be offset by increased overhead or unpredictable
resource behavior, making it difficult to maintain real-time responsiveness [27]. To ensure stable operation
in constrained environments, edge devices require detailed analysis of execution characteristics, along with
a systematic approach to predict associated resource usage.

To address these constraints, many studies have analyzed the performance of cryptographic algorithms
on edge devices from various perspectives. Makarenko et al. [28] examined CPU and memory usage of
lightweight cryptographic algorithms. Panahi et al. [29] investigated the throughput and memory consump-
tion of block ciphers. Sultan et al. [30] measured the power consumption of AES variants. However, most
studies focus on overall performance without analyzing how resource usage changes across phases such as key
generation, encryption, and decryption. They also rarely consider how parallel execution and scalability affect
efficiency, especially in terms of power and thermal behavior. In this paper, we conduct a detailed phase-level
analysis under different parallel execution settings, and additionally propose a prediction method to estimate
resource usage across phases and configurations, supporting proactive and informed system-level decisions.

In this paper, we propose a phase-level resource analysis and prediction method for cryptographic
workloads on edge devices. We first extract real-world license plate texts using a YOLOv8-based detection
model and apply various cryptographic algorithms (AES-CBC, AES-CTR, AES-EAX, ChaCha20, ECC, and
RSA) on an edge device. Each algorithm is evaluated across three execution phases under different parallel
execution strategies. We monitor system resource usage during phases and train a Random Forest model
using execution context and temporal features to predict resource demands under varying configurations.
Our main contributions are as follows:
• We conduct a phase-level analysis of cryptographic algorithms by dividing operations into key gen-

eration, encryption, and decryption. For each phase, we systematically analyze resource usage under
varying degrees of parallelism and execution strategies, identifying distinct usage patterns across
algorithms and configurations.
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• Building on our analysis, we propose a unified Random Forest-based prediction model that captures
execution context and temporal resource dynamics to accurately forecast CPU, memory, power, and
temperature usage across diverse configurations.

• Our proposed model achieves high accuracy for power (R2 = 0.994) and temperature (R2 = 0.988),
two critical metrics for real-time control in edge devices, and enables proactive execution planning and
overload prevention.

2 Background

2.1 Cryptographic Algorithms
Cryptographic algorithms can be categorized into symmetric and asymmetric types, each offering

different trade-offs in terms of performance, security, and computational overhead. Symmetric algorithms
encrypt and decrypt data using a shared secret key and are typically faster and more lightweight, making
them suitable for high-throughput or low-resource environments. In contrast, asymmetric algorithms use
a public-private key pair and are widely employed for secure key exchange and authentication, albeit with
higher computational cost [31,32].

2.1.1 Symmetric Algorithms
AES (Advanced Encryption Standard). AES [33] is a symmetric block cipher that operates on 128-bit

blocks and supports key sizes of 128, 192, and 256 bits. It uses a fixed number of iterative rounds depending
on the key length to achieve strong confusion and diffusion. Due to its balance of high security and com-
putational efficiency, AES has become a standard in various applications, including secure communications
and data storage. AES-CBC (Cipher Block Chaining) [34] encrypts each block by combining it with the
previous ciphertext block. This mode ensures ciphertext variability but introduces error propagation and
limits parallelizability due to block dependency. AES-CTR (Counter Mode) encrypts a counter value and
XORs it with the plaintext, making blocks independent and enabling parallel processing. It avoids error
propagation and provides consistent encryption throughput. AES-EAX (Encrypt-then-Authenticate) [35] is
an authenticated encryption mode that ensures both confidentiality and integrity. It performs encryption
and tag generation concurrently, offering strong security guarantees with additional computational cost.

ChaCha20. ChaCha20 [15] is a stream cipher that generates a keystream by repeatedly applying
a pseudorandom function to a combination of a secret key, a counter, and a nonce. Its core function
consists of a series of simple arithmetic operations: modular addition, bitwise XOR, and bit rotation.
These operations are uniformly applied over a fixed-size internal state, allowing for efficient and consistent
performance across platforms, especially in software-only environments. Since the keystream blocks are
generated independently, the encryption of different segments can proceed without inter-block dependency,
contributing to its suitability for high-throughput and low-latency applications in constrained environments.

2.1.2 Asymmetric Algorithms
ECC (Elliptic Curve Cryptography). ECC [16] is a public-key cryptosystem that relies on the math-

ematical structure of elliptic curves over finite fields. Its security is based on the elliptic curve discrete
logarithm problem, which allows shorter keys to provide equivalent strength to longer RSA keys. The main
computation involves scalar multiplication, where a point on the curve is repeatedly added to itself. This
operation is typically implemented using iterative techniques such as the double-and-add method, where
sub-steps like point doubling and point addition can be organized to minimize data dependencies. These
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characteristics enable implementation strategies that are well-suited for efficient processing in performance-
sensitive or resource-constrained environments.

RSA (Rivest-Shamir-Adleman). RSA [36] is a public-key cryptosystem whose security is based on
the computational difficulty of factoring large integers. Its primary operations are modular exponentiation
for encryption and decryption, typically involving large integers and repeated squaring and multiplication.
During these computations, intermediate steps such as individual modular multiplications do not rely on the
outcomes of adjacent steps, making them structurally separable. This inherent modularity allows for efficient
implementation techniques where sub-operations can be independently optimized or scheduled.

2.2 Resource Constraints on Edge Devices
Edge devices serve as critical components in the IoT ecosystem by processing and analyzing data near

the source, thereby reducing latency and network bandwidth usage [37]. However, these devices are typically
constrained in processing power, memory capacity, energy availability, and thermal management capabili-
ties. Ensuring reliable real-time performance thus requires careful management of limited system resources.
Additionally, the integration of cryptographic algorithms adds further computational overhead. Algorithms
such as RSA or AES with long key lengths require considerable CPU and memory resources, potentially
increasing latency, power consumption, and device temperature [38]. Since edge devices are responsible
for handling sensitive information securely, it is important to understand how different cryptographic
algorithms affect system resources to ensure that security measures can be deployed without compromising
performance or stability. Given these considerations, characterizing how system metrics behave under
different execution settings is essential. Resource usage not only varies across algorithm types and phases,
but also exhibits interdependent behavior. For example, high CPU usage can lead to increased power
consumption and thermal output, while memory utilization often fluctuates with parallelization strategies.
Understanding these interactions is important to prevent system overload, ensure real-time responsiveness,
and maintain secure operation under constrained conditions.

Several strategies have been pursued to mitigate these limitations. Algorithm optimization reduces
per-operation cost by adopting lightweight or parallelizable schemes and adjusting parameters such as key
length [39–41]. Edge-cloud collaboration alleviates local bottlenecks by offloading compute- or memory-
intensive operations to cloud resources through secure communication channels (e.g., TLS [42]) [43–45].
Hardware acceleration and architectural enhancements, including secure enclaves, cryptographic hardware
accelerators, and energy-efficient SoCs, improve throughput and stability at the system level [46–48]. While
effective, these strategies largely rely on static design choices or infrastructure support. However, crypto-
graphic algorithms on edge devices involve distinct operational stages such as key generation, encryption,
and decryption, and thus often exhibit highly variable resource behavior per stage at runtime. Such variability
cannot be fully anticipated by optimization, offloading, or hardware enhancement alone. Understanding
these dynamics is therefore essential to ensure that additional strategies can be applied effectively under
constrained conditions.

3 Design and Analysis
To predict the resource usage of cryptographic algorithms, it is crucial to understand their characteris-

tics and how they behave under diverse execution conditions. Based on this analysis, we design a predictive
model to estimate system-level metrics such as CPU and memory utilization, power consumption, and
temperature. For the analysis and prediction, we used a System-on-Chip (SoC) device, the Jetson Orin Nano,
equipped with a 6-core Arm Cortex-A78AE CPU and 8 GB of memory. The device runs Ubuntu 20.04.5 LTS
with Linux kernel version 5.10.104. For cryptographic modules, we used PyCryptodome 3.20.0 [49]
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(AES-CBC, AES-CTR, AES-EAX, ChaCha20, and RSA with PKCS1_OAEP) and ecdsa 0.19.0 [50]
(ECC with the NIST256p curve). All implementations were executed under Python 3.8.10.

3.1 Overall Procedure
Fig. 1 shows the overall procedure for data collection, processing, and modeling on an edge device. We

used 368 vehicle license plate images from Kaggle [51] and applied a YOLOv8s-based detection model to
extract license plate regions (❶). From each region, we extracted two data types: cropped bounding box
images in PNG byte format (Image 1, . . ., Image N) and license number texts using Tesseract-OCR [52] (Text
1, . . ., Text N) (❷). Cryptographic algorithms (AES-CBC, AES-CTR, AES-EAX, ChaCha20, ECC, RSA) were
then applied independently to each data type, while CPU utilization, memory usage, power consumption,
and temperature were monitored at 1-s intervals using NVIDIA Jetson Stats [53] (❸). This design enabled
analysis of resource usage when algorithms were applied to different data types. Since algorithms exhibit
distinct characteristics across key generation, encryption, and decryption phases, each phase was monitored
separately. However, as a single execution typically completed within a millisecond, we defined a task that
repeated the same phase on a given data instance repeat_count times to ensure sufficient monitoring duration
(❹). Each task was executed with varying parallelism (K = 1, 2, 4, 8, 16) under two strategies: thread-based
(Strategy #1) and process-based (Strategy #2) (❺). The use of an object detection model for license plate
extraction illustrates a representative case where sensitive data on an edge device requires cryptographic
protection across all phases, providing the practical context for this study.

Figure 1: Overall procedure

For prediction, the extracted data was preprocessed by encoding categorical features (algorithm,
execution strategy, and phase) and by generating lag features at each prediction time step T (❻). Each lag
feature included the L most recent values of the resource usage metrics (from T−1 to T − L), along with L−1
recent relative changes in the target metric (Δ1 to ΔL−1). Based on these features, we trained a random forest
model [54] to predict the resource usage at time step T (❼). The trained model was then used to predict
system-level resource usage at future time steps given the algorithm, strategy, and phase configuration and
the corresponding lag features (❽).

3.2 Resource Usage Analysis
To understand the overall computational cost and scalability of cryptographic algorithms on edge

devices, we first analyze how each algorithm behaves across the three fundamental phases (i.e., key
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generation, encryption, and decryption) under varying levels and types of parallelism and across different
data types (i.e., text and image), based on the observed resource consumption.

3.2.1 Time Analysis
In this section, we compare the phase-level execution time trends of key generation, encryption, and

decryption across cryptographic algorithms for different data types under varying levels of parallelism (K =
1, 2, 4, 8, 16) and execution strategies (process-level, thread-level). Figs. 2 and 3 show these trends according
to algorithm characteristics.

Figure 2: Total execution time per phase of symmetric algorithms under varying degrees of process-level and thread-
level parallelism (repeat count = 100, K = 1, 2, 4, 8, 16)

Figure 3: Total execution time per phase of asymmetric algorithms under varying degrees of process-level and thread-
level parallelism (repeat count = 100, K = 1, 2, 4, 8, 16)

Key Generation. As shown in Fig. 2, AES variants and ChaCha20 complete within approximately
one second for both text and image data. This is because key generation involves only the creation of
cryptographic keys and does not process the input payload itself, making the operation identical regardless
of data type. Due to the lightweight computation, benefits from parallelism are limited, and execution time
increases with larger K values, both in process-level and thread-level parallelism, due to synchronization
and context-switching overheads. As shown in Fig. 3, ECC and RSA also maintain similar characteristics
across data types due to identical operation: ECC benefits significantly from process-level parallelism (time
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decreasing from 37.29 s to 8.79 s, K = 1 to K = 8), while its thread-level execution time steadily increases,
remaining above 37 s regardless of data type. RSA shows the highest execution time, with process-level
execution reducing runtime by 79.2% (6850.86 to 1426.91 s, K = 1 to K = 8), while its runtime under thread-
level parallelism increases by 811.0% (6942.51 to 63246.17 s). The excessive increase in thread-level execution
time for RSA arises because RSA key generation involves intensive big-integer arithmetic and random prime
generation, which depend heavily on memory access and synchronization. Under thread-level parallelism,
cache contention and context-switching overheads dominate, leading to performance degradation despite
higher parallelism. In contrast, process-level parallelism isolates memory spaces across processes, avoiding
shared-cache interference and enabling a substantial runtime reduction. These results indicate that key
generation costs are dictated by algorithmic complexity rather than input data type.

Encryption. Unlike text data, image data requires several seconds in the encryption phase due to larger
input sizes. For example, AES-CBC at K = 1 takes 9.35 s for images compared to 4.74 s for text, and AES-CTR
shows a similar gap (10.04 vs. 4.49 s). For symmetric algorithms, process-level execution time continues to
decrease up to K = 8 on our 6-core device, before rising slightly at K = 16 as oversubscription overheads
appear. On image data, reductions are substantial: the execution time for AES-CBC is reduced by 78.5%,
AES-CTR by 80.0%, AES-EAX by 80.1%, and ChaCha20 by 77.3%. At K = 16, modest increases occur (e.g.,
+8.4% for AES-CBC). Text data shows similar but smaller reductions (a 47.2% reduction for AES-CBC,
55.8% for AES-CTR, 72.1% for AES-EAX, and 33.3% for ChaCha20). In all cases, process-level execution
is more efficient than thread-level for the same K. By contrast, thread-level execution time decreases only
up to K = 4, but then increases for K values of 8 and higher, as synchronization and cache contention
quickly outweigh benefits under shared memory. On image data, the runtime for AES-CBC shows a 63.9%
decrease followed by a 25.8% increase; for AES-CTR, a 67.7% decrease is followed by a 44.0% increase; and
for ChaCha20, a 66.2% decrease is followed by a 30.8% increase. AES-EAX deviates further: after a 24.2%
reduction at K = 2, it already increases from K = 4 (+5.4%) and continues to rise through K = 16 (+18.0%),
reflecting its higher sensitivity to synchronization due to nonce and tag operations. For text data, thread-level
execution times increase consistently across all K values (AES-CBC +72.9%, AES-CTR +100.6%, AES-EAX
+146.7%, ChaCha20 +59.8%), showing that smaller inputs make thread-management overhead dominant
from the outset. Overall, text and image data show similar behavior under process-level parallelism, both
scaling effectively until K = 8 and their execution times rising modestly at K = 16. However, thread-level
patterns differ: text inputs slow down consistently across all K, while image inputs benefit up to K = 4 before
oversubscription causes sharp increases beyond K = 8.

Decryption. Decryption results generally mirror encryption, but with heavier absolute costs for images.
Symmetric algorithms and ECC show similar trends, with process-level parallelism scaling effectively up to
K = 8 and thread-level execution benefiting only up to K = 4 before overheads dominate. On image data,
process-level reductions are substantial, reaching up to 77.8% (AES-CTR), while thread-level execution time
first decreases by as much as 67.7% (for AES-CTR between K = 1 and K = 4) but then increases again by
40.7% (between K = 4 and K = 16). Text data shows smaller process-level gains (e.g., a 55.4% reduction
for AES-CTR, 72.0% for AES-EAX) and consistent thread-level slowdowns across all configurations (e.g.,
+39.1% for AES-CTR). RSA decryption diverges most strongly. Process-level execution reduces the runtime
for both image and text data by about 79% (for images, from 1241.62 to 218.41 s; for text, from 513.52 to
108.00 s). In contrast, thread-level execution amplifies the gap: the runtime for text increases by 133.7%, while
the runtime for images increases by 698.4%. Unlike encryption with a small public exponent, decryption
relies on a much larger private exponent, making modular exponentiation far heavier. For text, the heavier
computation reduces the relative impact of thread-level overhead, allowing shared memory to outperform
process-level isolation in some cases. For images, however, the larger input magnifies memory traffic from
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repeated big-integer operations, causing severe cache contention and synchronization conflicts. As a result,
image decryption under thread-level execution reaches 9936.47 s at K = 16, whereas process-level execution
avoids such extreme slowdowns through memory isolation.

Observation 1: On edge devices, the effectiveness of parallelism depends on the operations in each
phase, input size, and available cores. Lightweight phases gain little from parallelism and suffer from
thread-level overhead, while heavy phases expose severe slowdowns for large inputs under thread-
level parallelism due to cache contention, making process-level isolation more scalable.

3.2.2 Hardware Utilization Analysis
In this section, we analyze CPU and memory usage by phase under varying degrees of parallelism (K ∈

{1, 2, 4, 8, 16}) and execution strategies (process-level and thread-level) for both text and image workloads.
Since key generation is independent of the input data type, the same trends apply to both. Figs. 4–7
summarize the average CPU and memory usage of symmetric and asymmetric algorithms across phases,
execution strategies, and K.

Figure 4: Average CPU utilization per phase of symmetric algorithms under varying degrees of process-level and
thread-level parallelism (repeat count = 100, K = 1, 2, 4, 8, 16)

Figure 5: Average CPU utilization per phase of asymmetric algorithms under varying degrees of process-level and
thread-level parallelism (repeat count = 100, K = 1, 2, 4, 8, 16)
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Figure 6: Average memory utilization per phase of symmetric algorithms under varying degrees of process-level and
thread-level parallelism (repeat count = 100, K = 1, 2, 4, 8, 16)

Figure 7: Average memory utilization per phase of asymmetric algorithms under varying degrees of process-level and
thread-level parallelism (repeat count = 100, K = 1, 2, 4, 8, 16)

Key Generation. Since key generation is independent of the input, the following trends apply equally
to text and image data. As shown in Figs. 4 and 6, the AES variants and ChaCha20 showed decreases in CPU
usage as K increased, while RAM remained essentially flat with minimal drift. For example, the process-
level CPU usage of AES-CBC decreased by 14.33% from K = 1 to K = 8, and the thread-level usage decreased
by 3.50% over the same range. RAM stayed nearly constant, and drift was at most 0.32% across execution
types. ChaCha20 also showed reductions in CPU usage by 9.00% at the process level and 11.50% at the thread
level, while its RAM drift remained within 0.25%. In contrast, as shown in Fig. 5, ECC and RSA exhibited
significant increases in CPU usage under process-level execution, with ECC increasing by 59.67% and RSA
by 62.05%. As shown in Fig. 7, process-level RAM also increased, by 1.46% for ECC and by 1.57% for RSA.
Under thread-level execution, the CPU increases were much smaller, at 1.73% for ECC and 15.02% for RSA.
RAM remained nearly flat, with a maximum drift of only 0.14% for ECC and 0.18% for RSA.

Encryption. Across all ciphers, the trend of CPU usage relative to K is similar for both text and image
data. Image data primarily results in a higher magnitude of usage at high K under process-level execution
because per-process input handling and buffer staging are repeated in each process, whereas threads share
buffers, which reduces per-thread overhead. As shown in Fig. 4a,b, under process-level execution AES-CBC



2770 Comput Model Eng Sci. 2025;145(2)

and AES-CTR increase in CPU usage with K for text. At K = 8, process-level CPU usage rises by 35.67% for
AES-CBC and 20.83% for AES-CTR, and at K = 16 by 15.75% and 19.42%. For image data at the thread level,
the same trend holds with smaller changes, about 11.05% and 11.36% at K = 8. Memory usage is nearly flat
for text, while for image data, usage shows a gradual process-level increase with K of 1.73% for AES-CBC
and 1.77% for AES-CTR, with only minimal thread-level changes of 0.35% and 0.27%, respectively. As shown
in Figs. 4c and 6c, AES-EAX increases sharply in CPU usage with K at the process level for text. Under image
inputs, it follows a similar trend. Memory usage rises with K at the process level for both inputs, 1.48% for
text and 1.59% for image, and remains small at the thread level, 0.13% for text and 0.36% for image. As shown
in Figs. 4d and 6d, ChaCha20 shows a moderate CPU usage rise with K at the process level for text. Under
image inputs, the increase is much more pronounced at high K. At K = 8, for image data, process-level CPU
usage increases by 39.00%, and at K = 16 by 34.00%. Memory usage is nearly flat for text at the process level,
increasing by 0.11%, while for image data, usage increases by 1.68%. Thread-level memory usage changes are
minimal and similar between inputs, 0.32% for text and 0.33% for image. Furthermore, as shown in Figs. 5a,b
and 7a,b ECC and RSA show process-level CPU increases with K for text. For image data, ECC shows a
larger increase, 23.00% at K = 8 and 20.16% at K = 16, while RSA remains nearly unchanged, increasing by
2.31% at K = 8 and decreasing by 0.95% at K = 16. In memory usage, ECC increases with K at the process
level for both input types, 0.29% for text and 1.59% for image, with small thread-level changes. RSA shows
process-level memory usage increases for both inputs, 1.39% for text and 2.11% for image, and thread-level
changes remain minimal.

Decryption. As in encryption, CPU usage for both input types increases with K, but processing
image data amplifies process-level CPU growth—especially from K = 1 to K = 8—because per-process input
preparation scales with K; thread-level trends remain similar. For text data, from K = 1 to K = 16, process-level
CPU usage increased by 21.67% in AES-CBC, 15.67% in AES-CTR, 53.03% in AES-EAX, 17.00% in ChaCha20,
19.67% in ECC, and 62.02% in RSA. RAM usage stayed nearly flat, with the exception of RSA, which showed
a 2.63% increase. At the thread level for text, CPU usage increased by 0.84% in AES-CBC, 0.83% in AES-
CTR, 5.02% in AES-EAX, 11.17% in ChaCha20, 3.25% in ECC, and 15.06% in RSA. Correspondingly, RAM
usage changed by−0.12% in AES-CBC, 0.15% in AES-CTR, 0.15% in AES-EAX, 0.18% in ChaCha20, 0.12% in
ECC, and 0.40% in RSA. For image data, from K = 1 to K = 16, process-level CPU usage increased by 19.42%
in AES-CBC, 31.94% in AES-CTR, 47.88% in AES-EAX, 37.50% in ChaCha20, 45.08% in ECC, and 60.40%
in RSA. The usage for AES-CBC, AES-CTR, AES-EAX, and ECC peaks near K = 8 and decreases slightly at
K = 16, whereas for ChaCha20 and RSA, it keeps rising, reflecting early saturation and oversubscription at
high K. For image data, from K = 1 to K = 16, process-level RAM usage increases by 1.10% in AES-CBC, 1.53%
in AES-CTR, 1.65% in AES-EAX, 1.55% in ChaCha20, 1.62% in ECC, and 1.67% in RSA, while thread-level
image RAM changes remain at or below 0.24%.

Observation 2: In process-level decryption, RSA is the most demanding, with CPU usage reaching
99.5% and RAM usage increasing by 2.63%. Processing image data mainly amplifies the magnitude of
this usage at high parallelism: process-level CPU usage for images grows about 20%–30% more than
for text, and process-level RAM usage rises modestly by about 1%–2% across ciphers, while thread-
level changes remain below 0.24%.

3.2.3 Power Analysis
In this section, we analyze the average power consumption (W) for the different phases across different

levels of parallelism (K = 1, 2, 4, 8, 16) and execution strategies (process-level, thread-level). Since the key
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generation phase is input-independent and does not consume input data, power consumption is identical
for text and images; we therefore report only text results, with image runs following the same trend. Figs. 8
and 9 show the power consumption trends per phase, strategy, and degree of parallelism.

Figure 8: Average power consumption per phase of symmetric algorithms under varying degrees of process-level and
thread-level parallelism (repeat count = 100, K = 1, 2, 4, 8, 16)

Figure 9: Average power consumption per phase of asymmetric algorithms under varying degrees of process-level and
thread-level parallelism (repeat count = 100, K = 1, 2, 4, 8, 16)

Key Generation. As shown in Fig. 8a, AES-CBC under process-level execution shows a slight increase
from 6.55 to 6.59 W as K increases, followed by a decrease to 6.27 and 5.91 W, then a rise again to 6.11 W
at K = 16. In thread-level execution, power remains nearly stable between 6.43 and 6.39 W. For AES-CTR,
process-level power decreases from 6.35 to 5.63 W as K increases to 8, and then rises to 6.11 W at K = 16, as
shown in Fig. 8b. A similar trend appears in thread-level execution, with a drop from 6.47 to 5.60 W followed
by an increase to 5.87 W. As shown in Fig. 8c, AES-EAX exhibits a gradual decrease in power from 6.63 to 5.71
W between K = 1 and K = 8, then increases to 6.11 W at K = 16. Thread-level power similarly decreases from
6.47 to 5.83 W before rising slightly to 5.91 W. ChaCha20 also shows a decreasing trend from 6.55 to 5.83 W
under process-level parallelism, followed by an increase to 6.15 W at K = 16. Thread-level power drops from
6.47 to 5.75 W, then rises to 5.91 W, as shown in Fig. 8d. As shown in Fig. 9, asymmetric algorithms show
a distinct increase in power with increasing K under process-level execution. Power consumption for ECC
increases steadily from 5.86 W at K = 1 to a peak of 7.75 W at K = 8, and remains high at 7.73 W at K = 16,
an increase of approximately 1.9 W. In contrast, power consumption under thread-level execution remains
stable between 5.83 and 5.87 W. Power consumption for RSA also shows a 2.2 W increase from 5.92 to 8.12
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W as K increases, while its thread-level power consumption fluctuates slightly between 5.80 and 6.11 W, with
a variation of 0.31 W.

Encryption. As shown in Fig. 8a, AES-CBC under process-level execution first decreases from 6.15 to
5.87 W, then increases to 6.11 and 6.75 W at K = 8 and K = 16. Thread-level execution remains within 6.11–6.23
W. For image data, process-level power rises from 7.04 to 8.46 W, and thread-level power stays in the 6.99–
7.73 W range. For AES-CTR, process-level power increases from 6.19 to 7.12 W as K grows, while thread-level
stays between 6.15 and 6.25 W. With images, process-level rises 7.03–8.46 W and thread-level 6.96–7.89 W.
AES-EAX exhibits the largest process-level rise for text, from 6.05 to 8.46 W (+2.41 W). Thread-level stays
near 6.05–6.12 W. For image data, power consumption is 7.00–8.73 W at the process level (peaking at K = 8
then marginally lower at K = 16) and 6.92–7.37 W at the thread level. ChaCha20 decreases from 5.75 to 5.63 W
between K = 1 and K = 2, then rises to 6.35 W at K=16. Thread-level stays within 6.19–6.31 W. For images,
process-level rises 7.02–8.24 W and thread-level 6.97–7.52 W. As shown in Fig. 9a, ECC under process-
level execution increases overall from 5.91 to 7.15 W, despite a dip at K = 8; thread-level stays 6.11–6.31 W.
For image data, process-level power reaches 8.50 W at K = 8 and about 8.48 W at K = 16, with thread-level
power in the 6.76–7.80 W range. RSA increases from 5.97 to 8.12 W under process-level execution as K
increases (+2.15 W). In thread-level execution, power rises from 5.56 to 5.87 W. With images, process-level
reaches 8.99 W at K = 8 and 8.91 W at K = 16, while thread-level is 6.86–7.28 W. Across ciphers, the higher
power consumption for image data at high K mainly results from repeated per-process input preparation
that increases CPU load and data movement; this raises dynamic activity rather than resident RAM usage,
so RAM% stays nearly flat. Thread-level sharing curbs the overhead, and compute-heavier primitives peak
higher than CTR/ChaCha20.

Decryption. AES-CBC and AES-CTR both show an increase in process-level power from
5.95 to 6.75 W and from 5.99 to 7.11 W, respectively, excluding the value at K = 1; in thread-level execution,
their power consumption remains between 6.23 and 6.35 W for AES-CBC and between 6.23 and 6.29 W for
AES-CTR. For image data, process-level power peaks at 8.52 W for AES-CBC and 8.32 W for AES-CTR, while
thread-level power lies between 6.82 and 7.89 W for AES-CBC and between 6.85 and 7.78 W for AES-CTR,
respectively. AES-EAX increases in process-level power from 6.10 to 8.24 W (+2.14 W), while thread-level
power remains between 6.05 and 6.10 W. For image data, process-level power is in the 6.97–8.71 W range
and thread-level power is in the 6.87–7.36 W range. Power consumption for ChaCha20 decreases from 5.91
to 5.67 W at K = 2, then rises to 6.43 W at K = 16 in process-level execution; thread-level power is roughly
constant near 6.27 W. For image data, process-level power is in the 6.98–8.12 W range and thread-level power
is in the 6.76–7.47 W range. Power consumption for ECC increases from 6.31 to 6.51 W from K = 1 to K = 2,
dips to 6.11 W at K =4, then reaches 6.79 W at K = 16; thread-level power stays between 6.13 and 6.25 W.
For image data, process-level power peaks near 8.42 W (around K = 8) and holds near 8.23 W at K = 16, with
thread-level power between 6.76 and 7.89 W. RSA shows the largest process-level rise, from 5.92 to 8.10 W
(+2.18 W), while thread-level power ranges between 5.53 and 5.94 W. For image data, process-level power is
in the 6.95–8.92 W range at high parallelism and thread-level power is in the 6.86–7.30 W range.

Observation 3: Process-level parallelism increases power. Power consumption for AES variants and
ChaCha20 grows mainly during encryption, with little or even reduced power in key generation;
among symmetric modes, AES-EAX rises the most. Power consumption for ECC and RSA increases
steadily across all phases, indicating higher sensitivity in compute-intensive algorithms. Power
consumption trends for text and image data are similar; image data chiefly amplifies the magnitude
at high parallelism under process-level runs, while thread-level power stays within a narrow band.
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3.2.4 Temperature Analysis
In this section, we analyze the average temperature (○C) of each phase under different levels of

parallelism (K = 1, 2, 4, 8, 16) and execution strategies (process-level, thread-level). Figs. 10 and 11 show the
temperature trends for symmetric and asymmetric algorithms, respectively, across phases, strategies, and
degrees of parallelism.

Figure 10: Average temperature per phase of symmetric algorithms under varying degrees of process-level and thread-
level parallelism (repeat count = 100, K = 1, 2, 4, 8, 16)

Figure 11: Average temperature per phase of asymmetric algorithms under varying degrees of process-level and thread-
level parallelism (repeat count = 100, K = 1, 2, 4, 8, 16)

Key Generation. As shown in Fig. 10, symmetric algorithms exhibited minimal and stable temperature
fluctuations despite increasing K. In the case of AES-CBC, the temperature under process-level execution
decreased from 54.69○C at K = 1 to 53.94○C at K = 4, and then slightly increased to 54.12○C at K = 16. Under
thread-level execution, the temperature ranged between 53.50○C and 53.81○C, with a marginal difference
of 0.3○C. AES-CTR maintained temperatures between 53.75○C and 54.19○C in process-level execution. In
thread-level execution, the temperature dropped from 54.06○C to 53.31○C at K = 4, increased slightly to
53.47○C at K = 8, and then dropped again to 53.16○C at K = 16. For AES-EAX, the temperature in process-
level execution decreased from 54.41○C to 53.84○C up to K = 8, and then rose to 54.09○C at K = 16. In
thread-level execution, it increased from 53.75○C to 53.97○C at K = 2, decreased to 52.94○C at K = 8, and



2774 Comput Model Eng Sci. 2025;145(2)

rose again to 53.47○C at K = 16. ChaCha20 showed a decreasing trend from 54.28○C to 53.91○C in process-
level execution and from 53.28○C to 52.81○C in thread-level execution. In contrast, as shown in Fig. 11,
asymmetric algorithms exhibited larger temperature variations, especially in process-level execution, where
the temperature increased with higher K values. In ECC, the temperature under process-level execution
increased from 53.96○C to 55.04○C, whereas under thread-level execution, it decreased from 53.56○C to
52.49○C. RSA showed the largest temperature difference, with an increase of 4.6○C from 48.21○C to 52.81○C
in process-level execution. In thread-level execution, the temperature remained more stable, ranging from
51.17○C to 51.96○C, indicating lower thermal variation compared to process-level execution.

Encryption. As shown in Fig. 10a, the temperature for AES-CBC with text is nearly flat across K, with
a net increase of +0.39% from K = 1 to K = 16 despite a small decrease at K =4; the thread-level temperature
varies by less than 0.3%. For image data, the trend is similar, showing a net increase of +1.56% with gradual
step-ups, while the thread-level temperature varies by less than 0.4%. Fig. 10b shows the temperature for
AES-CTR with text rising monotonically at the process level (+1.39%), while the thread-level temperature
stays within 0.1%. For image data, the process-level rise is also monotonic (+1.56%), with the thread-
level temperature varying by less than 0.6%. As shown in Fig. 10c, the temperature for AES-EAX with text
increases around K = 8−16 (a+2.37% increase at the process level overall), while the thread-level temperature
decreases by 0.82%. For images, the process-level temperature also increases steadily (+2.21%) and the
thread-level temperature decreases by 1.07%. As shown in Fig. 10d, the temperature for ChaCha20 with text
shows an early rise at K = 2, a shallow decrease at K = 8 (slightly below its level at K = 1), resulting in a net
increase of +0.82%, while the thread-level temperature shows a net increase of +0.41%. For image data, the
process-level temperature increases by 0.23% with small fluctuations around K =4−8, and the thread-level
temperature increases by 0.53%. For the asymmetric ciphers, Fig. 11a indicates the temperature for ECC with
text peaking at K =4 (+1.25%) and settling to +0.22% at K = 16. The thread-level temperature increases by
0.36%. For image data, the process-level temperature rises monotonically (+0.89%) and the thread-level
temperature increases by 0.57%. Additionally, Fig. 11b shows the temperature for RSA with text increasing
steadily at the process level (+3.37%) while the thread-level temperature decreases (−5.01%). For images, the
process-level temperature increases (+2.61%) and the thread-level temperature decreases (−3.34%).

Decryption. AES-CBC shows a process-level temperature increase of 0.33% from K = 1 to K = 16 for text,
accompanied by a 0.22% decrease at the thread level. For image data, the process-level temperature increases
by 0.60% and the thread-level temperature by 0.09%. In AES-CTR, the temperature increases by 0.87% at
the process level for text while the thread-level temperature decreases by 0.58%. For image data, the process-
level temperature increases by 1.06% and the thread-level temperature by 0.70%. AES-EAX shows the largest
process-level temperature change among AES modes for text, increasing by 2.23%, while the thread-level
temperature is essentially flat with a 0.04% decrease. For image data, the process-level temperature increases
by 1.64% and the thread-level temperature by 0.43%. The temperature in ChaCha20 remains modest for
text, with the process-level temperature increasing by 0.35% and the thread-level temperature by 1.23%. For
image data, the process-level temperature increases by 1.35% and the thread-level temperature by 0.29%.
In ECC, the process-level temperature for text changes by at most 0.46% over K, peaking at K = 8, and
the thread-level temperature increases by 0.15%. For image data, the process-level temperature increases by
0.97% and the thread-level temperature by 0.84%. The temperature for RSA rises most strongly for text, with
the process-level temperature increasing by 9.00% and the thread-level temperature by 5.68%. For image
data, the process-level temperature increases by 6.17% and the thread-level temperature by 1.77%. Overall,
these temperature trends align with CPU and power patterns: the cryptographic algorithms themselves are
structurally input-independent, but image workloads add repeated per-process input handling and buffer
management, which amplifies process-level heat while thread-level buffer sharing moderates the increase.
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Observation 4: Process-level temperatures rise with increasing K, whereas thread-level temperatures
stay flat or slightly decreases. RSA shows the largest process-level increase in decryption, up to
+9.00%; AES-EAX also rises. AES-CBC/CTR and ChaCha20 change little. When processing images,
these trends are preserved, and process-level temperatures rise further due to per-process input
handling and buffer management.

3.3 Resource Usage Prediction
In this section, we present our feature generation method and unified prediction model, which are

designed to learn from the diverse resource usage patterns identified in our analysis. For training and
evaluation, we focus on AES-EAX, ECC, and RSA, as they exhibit the most distinct system resource
consumption behaviors across phases and configurations.
3.3.1 Prediction Algorithm

In Algorithm 1, we show the simplified process of generating features from resource moni-
toring data and a training a unified prediction model for cryptographic algorithms. As shown in
the algorithm, our method consists of four functions: CreateContextFeatures, CreateLag
Features, CreateTargetChangeFeatures, and RunUnifiedModel. First, input data and vari-
ables used throughout the algorithm are initialized (Lines 1–6). Dall contains monitoring data for all
algorithms, T is the target metric (e.g., Power(W)), Fcontext is the set of categorical context features (algorithm,
execution strategy, and phase), Flag includes system metrics (CPU, RAM, temperature, power) for lag feature
generation, and Lmax is the maximum lag value.

CreateContextFeatures encodes categorical execution contexts as binary features using one-
hot encoding and merges them into the original dataframe (Lines 7–11). These context features capture
differences in resource behavior based on algorithm type and execution phase. For example, AES-EAX is
a symmetric block cipher with AEAD support, while ECC and RSA are asymmetric algorithms. RSA, in
particular, tends to show higher computation and power demands in the encryption and decryption phases
under process-level parallelism compared to ECC. Thus, even within the same algorithm, resource usage
patterns differ significantly depending on the execution strategy (process-level vs. thread-level) and the
phase (e.g., key generation vs. encryption). To reflect these variations, we encode algorithm, strategy,
and phase as binary vectors so that the model can learn resource usage patterns under different execu-
tion configurations.

CreateLagFeatures generates time-lagged features based on system metrics (Lines 12–21). For
each algorithm-strategy-phase-parallelism group, monitoring records are sorted by timestamp, and past
values from t − 1 to t − Lmax are added for each metric. This function is designed to reflect how past resource
usage affects future demand, particularly on edge devices with limited processing capacity. Since edge devices
are vulnerable to burst loads and thermal fluctuations, capturing the temporal continuity of resource usage
is critical. By including past values for each metric, the model can reflect how recent changes influence
near-future resource usage patterns. In particular, thread-level parallelism, where multiple threads share
CPU cores, can cause short-term fluctuations in resource usage due to context switching. Such variability
can also be captured through lag features. Additionally, CreateTargetChangeFeatures computes
relative changes in the target metric between lag-1 and lag-l (l = 2, 3, ..., Lmax) (Lines 22–27), using:

T(l)
change =

Tt−1 − Tt−l

Tt−l
, for l = 2, 3, . . . , Lmax
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Here, Tt is the target metric at time t, and T(l)
change indicates the relative change. This feature describes

both the direction and magnitude of resource variation over time, enabling the model to capture abrupt
shifts, such as sudden power spikes during RSA decryption.

RunUnifiedModel handles the end-to-end training process for resource usage prediction (Lines
28–46). Given a merged dataframe containing context features, configuration, and resource usage features,
it iterates through each cryptographic algorithm, generates lag features and context features (Lines 35–
37), and splits data into training and testing sets in temporal order (Line 40). These sets are then merged
into a single training pool (Line 42). A unified RandomForestRegressor is trained on this combined
dataset to capture generalized resource usage patterns across algorithms and configurations (Lines 43–44).
The function returns the trained model M, predicted values Ypred, and corresponding ground truth Ytest_all.
By using a unified model, the system supports fast and consistent prediction regardless of algorithm type.
Overall, the proposed method integrates algorithm-specific behaviors, temporal dynamics, and execution
strategy variations into a single predictive model.

Algorithm 1: Overall algorithm of proposed prediction method
1: /* Predefined Variables */
2: Dal l : Full dataset with monitoring records for AES-EAX, ECC, and RSA
3: Fcontext ← {‘algorithm′, ‘strategy′, ‘phase′}
4: T: Target metric to predict (e.g., ‘Power(W)’)
5: Lmax: Max number of time steps to use as lag features
6: Flag ← {‘Power(W)′, ‘CPU%′, ‘RAM%′, ‘Temp(C)′}
7: Function CreateContextFeatures(D, Fcontext)
8: /* Convert categorical context features into binary features using one-hot encoding */
9: Dencoded, Fencoded ← OneHotEncode(D, Fcontext) ⊳ Generate binary columns per category
10: Dmerged ←merge(D, Dencoded) ⊳ Append one-hot columns to original data
11: return Dmerged, Fencoded
12: Function CreateLagFeatures(D, Flag, Lmax)
13: /* Generate lagged features from time-series data to capture temporal dependencies */
14: Dprocessed ← []

15: for all group in D grouped by ‘algorithm’, ‘strategy’, ‘phase’, ‘parallel_num’:
16: Sort group by ‘timestamp’ ⊳ Ensure temporal order for lag generation
17: for all feat in Flag:
18: for lag = 1 to Lmax:
19: Add f eatlag{l ag} to group ⊳ Add feat of lag steps before in the same

execution configuration
20: Append processed group to Dprocessed
21: return Dprocessed
22: Function CreateTargetChangeFeatures(D, T, Lmax)
23: /* Create features that capture how the target value changes over different lags */
24: for lag = 2 to Lmax:

(Continued)
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Algorithm 1 (continued)
25: Tchange ← (shift(T , 1) − shift(T , l ag))/shift(T , l ag) ⊳ Relative change between lag-1 and

current lag
26: Add new feature Tdiff_lag{l ag} to D
27: return D
28: Function RunUnifiedModel(Dall, T, Lmax)
29: /* Preprocess data of each group, then train a unified model */
30: Xtrain_list , Ytrain_list , Xtest_list, Ytest_list← []
31: Flag ← {‘parallel_num′, ‘Power(W)′, ‘CPU%′, ‘RAM%′, ‘Temp(C)’}
32: Fcontext ← {‘algorithm′, ‘strategy′, ‘phase′}
33: Al gorithms ← get unique ‘algorithm’ values from Dall ⊳ Extract list of algorithms for

per-algorithm preprocessing
34: for all alg in Algorithms:
35: Dalg , Fencoded ← CreateContextFeatures(Dalg , Fcontext) ⊳ Categorical→ numeric
36: Dalg ← CreateLagFeatures(Dalg , Flag , Lmax) ⊳ Temporal feature creation
37: Dalg ← CreateTargetChangeFeatures(Dalg , T , Lmax) ⊳ Target change dynamics
38: Fmodel ← all generated lag, change rate, and Fencoded
39: X , Y ← select Fmodel , T from Dalg
40: Xtrain, Xtest , Ytrain , Ytest ← SplitData(X , Y , test_size = 0.2) ⊳ Split train/test data in

temporal order
41: Append splits to Xtrain_list , Ytrain_list , Xtest_list , Ytest_list
42: Xtrain_all , Ytrain_all , Xtest_all , Ytest_all ← Aggregate all splits
43: M ← Initialize RandomForestRegressor() ⊳ Build a single model using combined training set
44: M .fit(Xtrain_all , Ytrain_all)

45: Ypred ← M .predict(Xtest_all)

46: return M , Ypred, Ytest_all

Table 1 shows the features used in Algorithm 1. The functions CreateContextFeatures,
CreateLagFeatures, and CreateTargetChangeFeatures generate features
for execution context (algorithm, strategy, and phase), time-series resource usage
([power/cpu/memory/temp]_lag_#), and changes in the target metric (target_diff_lag_#).
In particular, lag features use past values to help predict future resource usage, while change features reflect
usage trends.

3.3.2 Prediction Results
Table 2 presents the prediction results for the algorithms AES-EAX, ECC, and RSA with a lag of 3.

As shown in the table, the root mean square error (RMSE) and the coefficient of determination (R2) for
four system metrics are reported: power in W, CPU usage in %, memory usage in %, and temperature in
○C. Fig. 12a–d shows the predicted values compared to the actual monitored measurements using scatter
plots. As shown in the figures, the black dotted line indicates the case of a perfect prediction, where the
predicted value is equal to the measured value.
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Table 1: Features extracted from monitored resource usage

Feature Description
Algorithm Encoded algorithm type

Strategy Encoded execution strategy
Phase Encoded execution phase

power_lag_# Input power at # time steps before the target time
cpu_lag_# CPU usage at # time steps before the target time
ram_lag_# Memory usage at # time steps before the target time
temp_lag_# Temperature at # time steps before the target time

target_diff_lag_# Relative change in target between lag-1 and lag-# time steps

Table 2: RMSE and R-squared values for AES-EAX, ECC, and RSA (lag = 3)

Algorithm Power (W) CPU usage Memory usage Temperature

RMSE (W) R2 RMSE (%) R2 RMSE (%) R2 RMSE (○C) R2

All 0.027 0.994 0.775 0.990 0.013 0.995 0.168 0.988
AES-EAX 0.028 0.913 1.222 0.825 0.014 0.990 0.135 0.826

ECC 0.057 0.986 1.328 0.993 0.011 0.995 0.215 0.932
RSA 0.026 0.994 0.773 0.990 0.013 0.995 0.168 0.988

Figure 12: Resource usage prediction results for AES-EAX, ECC, and RSA (lag = 3)

Power. For power, the model achieved an overall RMSE of 0.027 W and R2 of 0.994 across all algorithms.
Among the three algorithms, ECC had the highest RMSE of 0.057 W. AES-EAX and RSA showed similar
errors, with RMSE values of 0.028 and 0.026 W, respectively. These correspond to approximately 0.49%,
0.98%, and 0.47% of the minimum average power consumption for AES-EAX, ECC, and RSA, respectively.
In terms of R2, RSA and ECC showed high accuracy with values of 0.994 and 0.986, respectively, while
AES-EAX recorded a lower R2 of 0.913. This lower value is mainly due to the limited power variation of AES-
EAX across different phases and levels of parallelism, which resulted in lower variance and a corresponding
decrease in R2 despite the small RMSE.

Hardware utilization. For CPU utilization, the prediction was also highly accurate, with an overall R2

of 0.990. However, AES-EAX had the lowest R2 of 0.825. This is because CPU utilization for AES-EAX during
encryption and decryption under thread-level execution remained in the mid-20% range and showed little
variation. ECC, in contrast, exhibited larger differences across phases and execution types, particularly with
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high CPU load during encryption and decryption when process-level parallelism was used. As a result, ECC
recorded the highest RMSE of 1.328% but also achieved a high R2 of 0.993. RSA showed high variability in
CPU utilization with a clear and predictable pattern. This led to an RMSE of 0.773% and an R2 of 0.990.
In this case, the clear difference between process-level and thread-level execution helped distinguish CPU
utilization patterns and improved the prediction performance. For memory utilization, the prediction was
highly accurate for all algorithms. The average RMSE was 0.013% and R2 was 0.995. This strong performance
is due to the stable and low variation of memory utilization, regardless of the algorithm or phase. Since the
differences across algorithms were minimal, the results suggest that memory utilization is largely governed
by consistent system-level behavior rather than the characteristics of each algorithm.

Temperature. For temperature, the overall prediction was also highly accurate, with an R2 of 0.988.
AES-EAX had the lowest RMSE of 0.135○C, but also the lowest R2 of 0.826. The relatively low R2 for AES-EAX
stems from the near-constant temperatures in the thread-level decryption phase, which limits explainable
variance. Despite this, the model attains the smallest RMSE, indicating that predictions remain practically
reliable in such low-variation environments. ECC showed the highest RMSE of 0.215○C but maintained
a reasonably high R2 of 0.932 due to more distinguishable temperature differences across phases, which
enabled the model to capture consistent trends. As RSA exhibited a steady and noticeable increase in
temperature during process-level execution caused by sustained computational load, the model effectively
captured this behavior, achieving an RMSE of 0.168○C and an R2 of 0.988.

Generalization to an unseen algorithm. Fig. 13 shows the resource usage prediction results for a unified
Random Forest model trained on AES-EAX and RSA and evaluated on ECC, which exhibits a distinct
resource-usage trend relative to the a training algorithms. Compared to AES-EAX and RSA, ECC shows
lower average CPU utilization during encryption and decryption at high parallelism. Additionally, it exhibits
lower process-level power in those phases (≈7.1 W compared to ≈8.1–8.9 W), and memory utilization
averages 32–35%. Average temperatures stay within 54–55 ○C and remain below RSA’s process-level averages
at the highest parallel settings. As shown in the figure, for power, the RMSE changes from 0.057 to 0.071 W
and R2 changes from 0.986 to 0.981. For CPU utilization, the RMSE changes from 1.328% to 2.029% and
R2 changes from 0.993 to 0.985. For memory utilization, the RMSE changes from 0.011% to 0.094% and R2

changes from 0.995 to 0.899. This drop in R2 is consistent with the narrow variation of memory on the edge
device and with allocation or buffering patterns not fully captured by the available context features, while the
RMSE remains small. For temperature, the RMSE changes from 0.215 ○C to 0.292 ○C and R2 changes from
0.932 to 0.860. The resulting RMSE of 0.292 ○C remains small as the model follows phase-level trends despite
algorithm-level differences in heat generation and device thermal dynamics. Overall, even without training
on this specific algorithm, the model maintains practical performance for power and CPU utilization and
remains usable for memory utilization and temperature.

Figure 13: ECC resource usage prediction using a model trained on AES-EAX and RSA (lag = 3)
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Observation 5: Prediction performance is not solely determined by algorithm complexity but by the
interaction between phase-level behaviors and the intrinsic variability of each resource. Low variation
can hinder R2, even with small RMSE, whereas structured fluctuations improve predictability.

4 Related Work

4.1 Cryptography Performance on Resource-Constrained Edge Devices
Several studies have analyzed the resource usage of cryptographic algorithms to optimize their per-

formance under the constrained hardware conditions of edge devices. Makarenko et al. [28] measured
key performance indicators such as energy consumption, power usage, memory footprint, and throughput
through simulation-based evaluation of symmetric encryption algorithms. Panahi et al. [29] evaluated
lightweight block ciphers on widely used IoT platforms, showing that algorithms optimized for hardware
environments can be inefficient when deployed in software contexts. Fotovvat et al. [55] analyzed various
lightweight encryption algorithms on embedded systems and demonstrated that such designs can reduce
memory usage compared to conventional approaches. Mohammed and Abdul Wahab [56] developed a
lightweight blockchain system to reduce computational overhead. While their method shows significant
performance gains, it requires deploying a new architecture rather than managing existing, widely-adopted
cryptographic standards.

Our work contributes to this field by providing a detailed performance analysis of widely used
cryptographic algorithms on edge devices. However, unlike prior work, we perform a phase-level analysis
by separating each algorithm into key generation, encryption, and decryption, and evaluate how resource
usage changes across these phases under different parallel execution strategies. Furthermore, we propose a
prediction method that leverages execution context to estimate resource usage with high accuracy (R2 values
up to 0.995), providing actionable insights for efficient configuration and adaptive execution in constrained
edge devices.

4.2 Power Consumption and Thermal Impact of Encryption on Edge Devices
Many studies have focused on analyzing the power consumption of encryption algorithms on edge

devices, offering insights into the energy efficiency of lightweight cryptography. Sultan et al. [30] showed
that reducing rounds in AES variants can improve power efficiency on constrained platforms. Muñoz
et al. [57] emphasized the benefits of hardware acceleration in enhancing the energy performance of AES
implementations. Maitra et al. [58] compared hardware and software AES with a lightweight alternative,
concluding that while hardware-accelerated AES was most efficient, the lightweight option offered similar
performance with lower memory overhead.

Our paper aligns with prior studies in examining the power characteristics of cryptographic algorithms
on edge devices. However, we incorporate temperature as a key system metric and analyze the impact of
execution strategies and parallelism levels on both power and thermal behavior. This broader perspective
clarifies how algorithm type and execution configuration jointly affect power and temperature patterns
under resource-constrained conditions. Additionally, by modeling these patterns, our proposed method
enables accurate prediction of power and temperature, two critical factors for real-time control, and supports
informed planning and overload avoidance in edge devices.
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5 Limitations and Discussion
We acknowledge that our analysis remains limited in scope, as it is based on a restricted set of

cryptographic algorithms and a single edge device platform. Monitoring granularity is also constrained,
since production-suited tools report aggregated rather than per-operation signals. External factors such as
ambient conditions, background tasks, and system-level scheduling may also contribute to variability, but
capturing all of them in real time is not feasible. These constraints indicate that the present findings should
be interpreted with caution, particularly when extrapolated beyond the evaluated environment.

Nevertheless, our phase-level analysis and prediction show that separating cryptographic workloads
into phases reveals structural resource usage trends that aggregated measurements cannot capture. Although
we used a subset of algorithms and a single edge device with a specific OS and kernel, this setup ensured
reproducibility and stable driver support. The observed trends are rooted in algorithm structure rather
than in artifacts of a particular software stack. In compute paths dominated by large-number arithmetic
and complex control flow, thread-level parallelism can trigger lock contention and cache interference. In
contrast, process-level execution isolates parallel jobs and reduces synchronization pressure. In block-parallel
stages with independent per-chunk work, thread-level parallelism can be effective when synchronization
is modest and data paths are vectorized. With respect to power and thermal behavior, higher degrees of
process-level concurrency in compute-intensive stages increase aggregate activity and can elevate power
draw and temperature depending on duty cycle and scheduling. Phases with light per-unit work show
weaker sensitivity, which indicates that resource usage is highly phase-dependent rather than uniform. For
prediction, phases with minimal thermal variability naturally yield lower R2 because explainable variance is
limited. Yet they still achieve small errors (low RMSE), which indicates practical reliability in stable regimes.
Phases exhibiting larger and more structured variability attain both higher R2 and low errors. This supports
a design that couples algorithm, execution strategy, and stage context with temporal-lag features. These
findings motivate a concrete hybrid execution strategy that not only clarifies why inefficiencies arise but also
provides practitioners with actionable guidance. By mapping compute-heavy asymmetric phases to process-
level parallelism with intra-process threading disabled, applying thread-level execution to block-parallel light
stages with per-thread buffers and vectorized paths, bounding concurrency and assigning workers to disjoint
cores, and using the predictor at runtime to select the execution mode based on CPU, power, and temperature
slope, our work suggests phase-level insights into deployable strategies for stable and efficient cryptography
on edge devices.

Building on these observations, our approach offers a basis for extension along several directions.
It can be extended to a broader range of cryptographic algorithms by applying the same phase-level
characterization and monitoring procedure to additional algorithms, including symmetric, asymmetric,
and authenticated encryption schemes. This allows new algorithms to be analyzed under a consistent
methodology without redesigning the pipeline. It can also be applied to heterogeneous SoCs and kernels
by reusing the phase-aware collection and prediction pipeline, which remains valid even when absolute
performance values shift across platforms. In this way, our proposed method not only supports portability
but also enhances its generalizability. Moreover, the same design enables throttling-aware models that adapt
predictions under varying workload conditions, and it provides a foundation for implementing the hybrid
execution strategy end to end with library-level controls and core-affinity policies to reduce overhead
while maintaining stability. In addition, the model can incorporate lightweight context features, such as
ambient temperature or background load, while preserving the core pipeline. This would allow predictions
to adapt more effectively to fluctuating workloads and environmental variation in real deployments. Taken
together, these directions demonstrate how the proposed analysis provides practical grounds for developing
generalizable and deployable cryptographic workloads on diverse edge devices.
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6 Conclusion
In this paper, we present a phase-level resource analysis and prediction method for cryptographic

algorithms on edge devices. Using AES variants, ChaCha20, ECC, and RSA on the Jetson Orin Nano, we
applied the algorithms to two data types and monitored execution time, CPU and memory usage, power
consumption, and temperature across key generation, encryption, and decryption phases under varying
levels of parallelism. Furthermore, our unified prediction model achieved R2 values up to 0.994 for power
and 0.988 for temperature, enabling accurate forecasting of critical resource metrics for proactive strategy
selection and overload avoidance in resource-constrained edge devices. These findings confirm that phase-
level characterization provides a robust basis for guiding execution strategies and forecasting critical system
metrics under constrained resources. The proposed approach also establishes a foundation for extending
analysis to a broader spectrum of cryptographic primitives and heterogeneous edge architectures, and
it suggests strategies for practical deployment, including throttling-aware prediction, hybrid execution,
and the integration of lightweight context features to capture environmental variation. Overall, the results
demonstrate the potential for generalizable and deployable cryptographic workloads on diverse edge devices.
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