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ABSTRACT: With the advent of the sixth-generation wireless technology, the importance of using artificial intelligence
of things (AIoT) devices is increasing to enhance efficiency. As massive volumes of data are collected and stored in
these AIoT environments, each device becomes a potential attack target, leading to increased security vulnerabilities.
Therefore, intrusion detection studies have been conducted to detect malicious network traffic. However, existing
studies have been biased toward conducting in-depth analyses of individual packets to improve accuracy or applying
flow-based statistical information to ensure real-time performance. Effectively responding to complex and multifaceted
threats in large-scale AIoT environments is challenging. This study proposes a hybrid multivariate network traffic
(HyMNeT) feature-based intrusion detection system that applies a hybrid meta-heuristic feature selection approach
to create a secure and efficient AIoT environment. The HyMNeT system selects critical features by applying mutual
information maximization (MIM) and the maximal information coefficient (MIC) based on statistical features of the
network traffic flow and raw packet features. This system employs the reference vector-guided evolutionary algorithm
to search for optimal thresholds that maximize MIM scores while minimizing MIC scores. An evaluation of the selected
multivariate network traffic feature set using four machine learning models on the BoT-IoT and ToN-IoT datasets
resulted in average accuracy, precision, recall, and F1-score values of 0.9844, 0.9897, 0.9844, and 0.9859, respectively.
This work demonstrates that HyMNeT performs detection consistently and stably across all models.

KEYWORDS: Artificial intelligence of things; intrusion detection; feature selection; machine learning; mutual
information

1 Introduction
With the acceleration of digital transformation, diverse industrial sectors (including manufacturing,

urban planning, and healthcare) have employed the artificial intelligence of things (AIoT) to enhance
system efficiency. The AIoT integrates artificial intelligence (AI) technology into existing internet of things
(IoT) environments, enabling data collection, real-time analysis, prediction, and autonomous decision-
making. Recent studies on AIoT have demonstrated effectiveness not only in anomaly detection for smart
industries but also in detecting malicious network traffic in cybersecurity applications [1,2]. Furthermore,
the importance of IoT devices in smart industries has significantly increased with the emergence of the
sixth-generation (6G) network technology, supporting the real-time transmission of massive data and
simultaneous connection of billions of IoT devices [3,4].
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Moreover, 6G technology enables more sophisticated and rapid AIoT services (e.g., autonomous
driving, robotic control, and large-scale real-time sensor network management) via an ultrareliable, ultra-
low latency, and enhanced mobile broadband. As the demand for AIoT devices rises with the advancement
of 6G network technology, massive volumes of data are collected, stored, and processed over networks.
In this 6G-enabled AIoT environment, the ultra-low latency characteristics enable malicious network
traffic to propagate in real time. This renders each device a potential attack target and amplifies potential
vulnerabilities during data transmission processes [5,6].

In AIoT environments, sensitive and critical information (e.g., control data from smart factories, public
infrastructure information from smart cities, and personal lifestyle pattern data) is collected and stored.
However, IoT devices have limited memory capacity and low-power processors; hence, adding powerful
security capabilities is challenging [7,8]. Additionally, due to the low-cost design and short development
cycles, security testing for IoT devices is insufficient, resulting in security vulnerabilities. Attackers target
these AIoT devices as primary attack vectors, creating various cyber threats, including taking control of
industrial facilities, paralyzing critical urban infrastructure, and stealing corporate confidential information
or sensitive personal data [9,10].

Numerous studies have been conducted to detect malicious network traffic in AIoT networks to protect
sensitive information from various cyber threats. Packet-based intrusion detection techniques analyze
individual packets in network traffic to detect malicious network traffic. These techniques can accurately
detect security threats by analyzing diverse types of detailed information (e.g., packet headers, payloads, and
protocol fields). However, all packets generated during communication processes must be analyzed in real
time; hence, high computational costs and analysis complexity occur in massive-scale traffic environments.
Additionally, some new applications use dynamic instead of fixed ports or employ encrypted traffic, making
direct network traffic analysis challenging.

Flow-based intrusion detection techniques group network traffic into flow units over specific periods,
then collect and analyze statistical data (e.g., the number of packets and bytes for each session) to detect
malicious network traffic. A network flow unit comprises a series of packets with the same source and
destination internet protocol (IP), source and destination ports, and protocols. These flow-based intrusion
detection techniques require fewer computational resources than techniques that analyze all individual
packets, allowing them to process massive-scale network traffic in real time. However, detection performance
is lower because they rely only on statistical characteristics without analyzing detailed information from
individual packets. Furthermore, it is challenging to understand the overall context of network traffic and
analyze encrypted network traffic.

Session-based intrusion detection techniques analyze network traffic in connection units between net-
work endpoints to detect malicious network traffic. Such techniques employ combinations of specific source
IP, destination IP, source ports, destination ports, and protocols to reconstruct network traffic flows and
analyze interactions between clients and servers in detail. The context of network traffic can be understood
through these reconstructed sessions. Malicious network traffic is accurately detected by capturing state
changes and the overall flows of each session. However, such session-based intrusion detection techniques
are challenging for analyzing massive-scale network traffic in real time because the process of reconstructing
simultaneously generated sessions or tracking their status is complex.

This study proposes a hybrid multivariate network traffic (HyMNeT) feature-based intrusion detection
method to provide a secure and efficient AIoT communication environment. HyMNeT applies mutual
information maximization (MIM) and maximal information coefficient (MIC) techniques to construct
critical feature subsets. These subsets consider both the correlation with labels and the redundancy between
features from statistical and packet header information. The reference vector-guided evolutionary algorithm
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(RVEA) is employed to set optimal thresholds that maximize MIM scores and minimize MIC scores. The
selected multivariate feature set is trained on traditional machine learning (ML) models, including the
decision tree (DT), gradient boosting machine (GBM), extreme gradient boosting (XGBoost), and random
forest (RF) methods, to detect malicious network traffic.

The HyMNeT method can analyze detailed network traffic characteristics and the overall flow simulta-
neously by considering packet headers and flow-level features. The experiments confirm that high detection
performance is maintained with only a few features. The primary contributions of this study are as follows:

• We propose HyMNeT, which detects malicious network traffic operating in 6G-enabled AIoT environ-
ments.

• Hybrid feature selection based on MIM and MIC values improves detection accuracy by increasing the
correlation with labels while reducing feature redundancy.

• Automatically adjusting MIM and MIC thresholds via RVEA ensures objectivity in the feature selection
process and optimal multivariate network traffic feature sets.

• The consistent performance with few features across traditional ML models demonstrates the effective-
ness of the multivariate feature set construction of HyMNeT.

The remainder of this paper is organized as follows. Section 2 describes the existing studies,
and Section 3 proposes the overall scheme for HyMNeT. Next, Section 4 implements HyMNeT and eval-
uates the intrusion detection performance. Finally, Section 5 summarizes the research and presents future
research directions.

2 Related Work
Studies have been conducted on intrusion detection, analyzing network traffic in real time to detect

malicious network traffic in AIoT environments. Recently, intrusion detection techniques using ML and deep
learning (DL) models have been researched to enhance performance. This section describes these techniques,
which are categorized into packet-based, flow-based, and session-based intrusion detection approaches
according to their network traffic analysis methods.

2.1 Packet-Based Intrusion Detection
Packet-based intrusion detection identifies malicious network traffic by analyzing detailed information

from individual packets, including packet headers and payloads. This enables accurate detection of various
security threats.

Luo et al. [11] proposed BITization to analyze encrypted traffic by converting the bytes of each packet
(including headers and payloads) into the binary format and encoding with one, two-, four-, and eight-bit
representations, then combining the encoded results to generate a single feature vector. The generated feature
vectors were trained on ML models to detect the maliciousness of the encrypted network traffic.

Hassan et al. [12] proposed PayloadEmbeddings to address header-based intrusion detection, which
does not consider payloads, by generating embedding vectors for payloads. They applied shallow neural
networks to generate vector representations of payloads and trained them using k-nearest neighbor classifiers
to distinguish between normal and anomalous packets.

Xu et al. [13] proposed FastTraffic, a lightweight intrusion detection technique, to address the problems
of fixed input sizes causing information loss and overhead in existing DL-based traffic classification.
They applied N-gram embedding to tokenize the header of the input packet and a three-layer multilayer
perceptron to classify the encrypted network traffic.
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Packet-based intrusion detection in AIoT environments requires high computational resources because
it individually analyzes massive volumes of packets and examines various packet fields. This method has
limitations due to the limited computing power in IoT devices and their real-time processing requirements.

2.2 Flow-Based Intrusion Detection
Flow-based intrusion detection analyzes network behavior patterns by analyzing the continuous

packet flow. This approach enables efficient malicious network traffic analysis by considering the overall
characteristics of grouped network flow units rather than individual packets.

Huoh et al. [14] proposed a graph neural network (GNN)-based method for encrypted network
traffic classification, addressing the information loss problem in high-dimensional flow data that occurs
in most DL-based detection techniques, using a convolutional neural network (CNN) and a recurrent
neural network. They mapped the raw bytes, metadata, and interpacket relationships of network traffic flow
units into graph structures and employed an encoder-decoder structured GNN model to detect encrypted
network traffic.

Zhou et al. [15] addressed the problem of redundant or irrelevant data among high-dimensional network
traffic flow features, which interferes with classification, by combining correlation-based feature selection
with the bat algorithm to select optimal feature sets from network traffic flow units. They proposed an
ensemble classifier that employs RF, C4.5, and forest PA using a rule voting approach based on the average
of the probabilities to detect intrusion.

Jia et al. [16] proposed a deep belief network (DBN)-based approach to address the problem of reduced
generalizability and efficiency, as the optimal parameters of the DL-based approach are determined by
trial and error. Moreover, they applied information gain to reduce the dimensionality of high-dimensional
features and remove redundant characteristics. Additionally, they employed information entropy to select
optimal features from network traffic flow units and trained them on DBN models to detect malicious
network traffic.

However, flow-based intrusion detection in AIoT environments is challenging to configure effectively
due to the mix of protocols and communication patterns. Furthermore, it is difficult to extract features from
long-term flow units.

2.3 Session-Based Intrusion Detection
Session-based intrusion detection identifies malicious network traffic by analyzing complete communi-

cation sessions between network endpoints. These techniques perform detection by considering the overall
context of the network traffic via a detailed analysis of client-server interactions.

Davis et al. [17] converted raw packet capture (PCAP) files into images to use all the information without
loss and trained them on CNN models. They selected 50 packets from each network traffic session and
generated 50 × 50 RGB images using the type of service, total length, flags, time-to-live, and protocol fields.
The generated images were trained on CNN models to detect malicious network traffic.

Lin et al. [18] proposed a hybrid DL network structure combining the CNN and bidirectional gated
recurrent unit (Bi-GRU) methods to extract high-dimensional data characteristics by learning the temporal
and spatial features of traffic data. After segmenting network traffic into session units, they removed the data
link layer information and the domain name system (DNS) protocols. The selected features were trained on
CNN and Bi-GRU to detect encrypted network traffic.

Wang et al. [19] proposed SessionVideo based on the 3D-CNN to employ the temporal features of traffic
payloads. They converted network traffic sessions into 32 × 32 session videos comprising eight packets and
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combined them into a single feature map. The generated feature maps were trained on 3D-CNN models,
extracting more information and improving accuracy compared to studies using conventional 1D- and 2D-
CNN approaches.

Session-based intrusion detection techniques enable accurate attack detection by considering the
complete communication contexts but require a significant amount of time and computational resources
for analysis. In particular, in the massive-scale traffic environments of AIoT, storing and processing all
packet information in real time is challenging, and an immediate threat response is difficult because analysis
proceeds after session completion.

The HyMNeT method proposed in this study selects critical features from IP packet header information
and flow-level features, then generates multivariate feature sets. This approach selects only the primary
features with low redundancy that are crucial for detecting malicious network traffic. Moreover, HyMNeT
enhances detection performance by analyzing long-term patterns of malicious network traffic and unique
characteristics of packets in detail. Table 1 summarizes existing studies that analyze network traffic in IoT
environments and perform intrusion detection based on this analysis.

Table 1: Summary of recent approaches to malicious intrusion detection

Study Methods Classifiers Limitations
Luo

et al. [11]
Adoption of the concept of an
optimal sliding window size;

BITization feature engineering
for encoding optimal

information in packets

KNN, support vector
machine, NB, softmax,
CART, RF, XGBoost,

LightGBM

Performance degradation due to
payload information acting as
noise in the TLS 1.3 encryption

protocol

Hassan
et al. [12]

Word2Vec-based packet
payload embedding technique;
effective feature extraction and

dimensionality reduction

KNN Vulnerability to header-based
attacks due to the consideration
of the payload only, excluding

header information
Xu

et al. [13]
Sequential feature extraction via

N-gram-based packet data
tokenization to use packet

header and payload information

Three-layer multilayer
perceptron

Limited detection of complex
attack patterns due to using

simple DL models for
lightweight implementation

Huoh
et al. [14]

Minimization of information
loss by preprocessing flow data

into a graph format; multimodal
approach using packet raw
bytes, metadata (statistical

information), and temporal
correlation

GNN High computational complexity
induced by the graph mapping

process of flow data

Zhou
et al. [15]

Optimal feature subset selection
considering the correlation

between features based on the
bat algorithm

Ensemble classifier (C4.5,
RF, forest PA)

High computational complexity
is induced between feature
selection and classification

processes

(Continued)
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Table 1 (continued)

Study Methods Classifiers Limitations
Jia

et al. [16]
Removal of redundant feature

characteristics based on
information gain; utilization of
the DBN model with parameter

optimization based on
information entropy

DBN Optimization difficulty due to
manually setting parameters,

such as hidden layers and target
value ε of the reconstruction

error in the DBN model

Davis
et al. [17]

Conversion to 50 × 50 RGB
structural images to use all the
information in the PCAP files

CNN Difficulty defending against
TCP and application layer

attacks due to using only IP
headers without temporal

features; information loss due to
using only the first 50 packets

Lin
et al. [18]

Conversion of session-divided
traffic into matrices; a hybrid

approach of CNN learning
spatial features and Bi-GRU
learning temporal features

Hybrid DL (CNN,
Bi-GRU)

Performance degradation
during the feature extraction

process for long-term sequence
session data

Wang
et al. [19]

Conversion of raw sessions to
grayscale video; temporal

feature extraction by
constructing a packet sequence

of 3D video based on
frame-converted packets

3D-CNN High computational complexity
due to frame-level processing

with the added temporal
dimension; partial information
loss due to fixed input length

Notes: 3D: three-dimensional, Bi-GRU: bidirectional gated recurrent units, CART: classification and regression trees,
CNN: convolutional neural network, DBN: deep belief network, DL: deep learning, GNN: graph neural network, IP:
internet protocol, KNN: k-nearest neighbors, LightGBM: light gradient boosting machine, NB: naïve Bayes, PCAP:
packet capture, RF: random forest, RGB: red, green, blue, TCP: transmission control protocol, TLS: transport layer
security, XGBoost: extreme gradient boosting.

3 Methods
This study proposes HyMNeT, which detects malicious traffic patterns using multivariate network traffic

features selected using a hybrid meta-heuristic approach to protect 6G-enabled AIoT environments from
diverse cybersecurity threats. The HyMNeT method comprises network traffic feature extraction, network
traffic feature preprocessing, and multivariate feature-based intrusion detection stages. Fig. 1 illustrates the
overall scheme.
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Figure 1: Intrusion detection scheme based on multivariate network traffic features

3.1 Network Traffic Feature Extraction
The network interface is configured in promiscuous mode to sniff all packets on the network to detect

malicious traffic on AIoT networks. Packets received through the network interface are stored in memory in
PCAP file format. These PCAP files contain detailed information about packets, including the capture time,
payload, and actual packet length.

The HyMNeT framework extracts raw packet data from PCAP files to analyze network traffic patterns
in detail. The raw packet data comprise hexadecimal packet headers and payloads. As the importance of
privacy protection has increased, most packets are transmitted in an encrypted format. Encrypted payloads
are challenging to analyze, and excessive computing resources are consumed during decryption [20,21]. In
contrast, most packet headers are not encrypted, and even if they are tampered with by malware, integrity
checks can detect the tampering [22].

Therefore, HyMNeT extracts packet header information from raw packet data to construct the initial
feature subset. Packet headers contain control information related to networks, with major fields including
the IP protocol version, source IP address, destination IP address, total length, header length, service
type, identification, flag, fragment offset, protocol, time-to-live, header checksum, and option fields. These
features are input during the hybrid meta-heuristic feature selection stage and network traffic feature
preprocessing stage.

3.2 Hybrid Meta-Heuristic Feature Selection
Network flow-level features comprise multiple records in the form of statistical summaries of individual

packet transmission events. In flow-level features include various statistical-based metadata, including the
number of packets per source IP, the number of packets per second for the same source IP and protocol, and
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the flow connection status. In this study, flow-level features and packet header information are analyzed to
select features with a high correlation to malicious network traffic patterns, enhancing the performance of
malicious intrusion detection. Flow-level features and packet header features are integrated and defined as
network traffic features.

First, HyMNeT employs MIM [23] to select critical network traffic features with a high relevance
to labels. Such MIM effectively identifies nonlinear dependencies between data and enhances feature
representation by maximizing mutual information between individual features and labels [24]. Before
estimating MIMscore (X; Y), MIM calculates individual Chebyshev distances for network traffic features
X = {x1 , . . . , xn} as presented in Eq. (1) to search for the k-nearest neighbors:

D f eature (xi , x j) =max
k
∣xi ,k − x j ,k ∣ . (1)

Mutual information between X and label Y is estimated based on NX and NY , which are the k-nearest
neighbors of each data sample xi , and its corresponding label yi . Then, MIMscore (X; Y) is calculated
in Eq. (2) using the digamma function ψ, where n represents the total number of data samples:

MIMscore (X; Y) =max(ψ (n) + ψ (k) − 1
n∑

n
i=1 [ψ (Nxi) + ψ (Nyi)]) , (2)

where ψ(x) is calculated in Eq. (3), and the dependency between the network traffic features and labels is
identified via changes in ψ(x), where γ represents the Euler–Mascheroni constant with a value of 0.57721:

ψ(x) = −γ − 1
x
+∑∞m=1 (

1
m
− 1

m + x
) . (3)

The HyMNeT scheme employs the MIC [25] to select the final network traffic features, analyzing the
similarities between network traffic features selected using MIM and removing redundancy. First, to analyze
dependencies between features, MIC calculates the probability distributions for features, as in Eq. (4), to
compute mutual information I (xm , xn) between two features xm , xn :

I (xm , xn) = ∑
∣xm ∣

i=1 ∑
∣xn ∣

j=1 P (xm , xn) log( P (xm , xn)
P (xm)P (xn)

) . (4)

The maximum I (xm , xn) for each feature pair is calculated in Eq. (5), followed by normalization to
compute MICscore (xm , xn) to ensure that the computed I (xm , xn) is unaffected by the number of data
samples and features:

MICscore (xm , xn) = max
al l gr id s

max I (xm , xn)
log min (∣xm ∣ , ∣xn ∣)

. (5)

Algorithm 1 presents the process of selecting critical network traffic features based on MIMscore and
MICscore . First, HyMNeT calculates MIMscore to select the top τMIM of features with a high correlation to the
labels. Redundant features and feature dimensionality are reduced by comparing MICscore for the selected
features and removing features with lower mutual information from feature pairs where MIC values exceed
τMIC .
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Algorithm 1: Network traffic flow feature selection based on MIM and MIC
Input: Dictionary of MIM scores by network traffic feature MIMscore ; Dictionary of MIC scores by network
traffic feature pairs MICscore ; MIM threshold τMIM ; MIC threshold τMIC ;
Output: List of selected features S = {xn , ⋅ ⋅ ⋅ , xm}

1: S← {}
2: for xi in MIMscore do
3: if MIMscore [xi] ≥ quantile (1 − τMIM) then
4: Append xi to S

5: endif
6: endfor
7: MIC f i l tered ← {}
8: for (xi , x j) in MICscore do
9: if xi ∈ S and x j ∈ S then
10: MIC f i l tered [(xi , x j)] ← MICscore [(xi , x j)]
11: endif
12: endfor
13: i ← 0
14: while i < len (S) do
15: j ← i + 1
16: while j < len (S) do
17: xi ← S [i], x j ← S [ j]
18: if (xi , x j) in MIC f i l tered then
19: MICv al ue ← MIC f i l tered [(xi , x j)]
20: else if (x j , xi) in MIC f i l tered then
21: MICv al ue ← MIC f i l tered [(x j , xi)]
22: else
23: MICv al ue ← 0
24: endif
25: if MICv al ues > τMIC then
26: if MIMscore [xi] < MIMscore [x j] then
27: Remove xi from S

28: j = i + 1
29: else
30: Remove x j from S

31: endif
32: else
33: j = j + 1
34: endif
35: endwhile
36: i = i + 1
37: endwhile
38: return S

The optimal thresholds τMIM and τMIC are difficult to determine using a single criterion because
MIMscore should be maximized, whereas MICscore should be minimized, which are conflicting objectives
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that must be simultaneously considered. Therefore, this study applies the RVEA [26] to perform multiobjec-
tive optimization while considering the balance between MIM and MIC. The RVEA sets MIM and MIC as
objective functions and derives a set based on reference vectors in the objective space, reflecting the relative
distribution and importance of both objectives without separately normalizing the scores. This approach
reduces the search distortion caused by the scale differences between objective values and explores the Pareto
optimal threshold combinations [26]. Based on the threshold combinations derived in this manner, HyMNeT
derives an optimal network traffic feature subset.

3.3 Network Traffic Feature Preprocessing
The feature subset derived from the hybrid meta-heuristic feature selection stage comprises packet

headers and summary information. Moreover, HyMNeT performs preprocessing to train these features in
the intrusion detection model. First, HyMNeT groups packets based on the identical source IP, destination
IP, source port, destination port, and protocol, arranging them in numerical order. The packet sequences
generated in this manner are employed as network traffic features.

Network traffic features contain several data types and value ranges, requiring consistent normalization
and encoding processes. First, features (e.g., packet identification and checksum) are expressed in the hex-
adecimal format and are converted to decimal numbers ranging from 0 to 255. Then, min-max normalization
is applied to numerical features (e.g., the header length, Ethernet frame length, and duration), along with
the converted decimal features, scaling them to a range of [−1, 1] to reduce excessive dependency on specific
features and computational overhead [27–29]. In contrast, string-based features (e.g., DNS query name
and DNS query class) are converted to numerical values via integer encoding, which is applied to some
hexadecimal and numerical features with a small fixed number of values (e.g., flags). The network traffic
features preprocessed in this manner are composed into multivariate feature sets and input into the intrusion
detection model.

3.4 Multivariate Feature-Based Intrusion Detection
The HyMNeT method trains the selected multivariate feature set on several ML models. This evaluates

the effectiveness of hybrid meta-heuristic feature selection by comparing intrusion detection performance
against malicious network traffic. The DL models require considerable computational resources and complex
hyperparameter tuning. Analyzing the direct influence of feature selection is challenging due to the nonlinear
and multilayer feature representations. Therefore, this study employs ML classifiers (e.g., DT, GBM, XGBoost,
and RF).

First, DT [30] is an ML model that branches based on the information gain of features, exhibiting
superior performance when the correlation between features and labels is high. This approach aligns with
that of HyMNeT, which selects features with high relevance to labels based on MIMscore , and is employed
as a baseline model for evaluating the importance of individual features.

The boosting-based GBM [31] sequentially trains multiple DTs and compensates for the prediction
errors of previous models. When redundancy between features is high, the model becomes sensitive to
noise during the boosting process, leading to overfitting [32]. Therefore, GBM is employed to evaluate the
influence of the feature subset of HyMNeT (which removes redundant features based on MICscore ) on the
generalization performance of GBM.

The XGBoost [33] method is an extended form of GBM that prevents overfitting via regularization
and provides stable performance even for sparse features, using sparsity-aware splits. Therefore, XGBoost
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is applied to evaluate detection performance on the feature subset of HyMNeT, which has high importance
and low redundancy.

Finally, the RF [34] bagging-based ensemble model trains multiple DTs on feature subsets, providing
excellent generalization performance via feature combinations. The RF method is introduced to evaluate
whether the hybrid meta-heuristic feature selection for HyMNeT operates robustly under diverse conditions.

4 Experiments and Results

4.1 Datasets
This study employs the BoT-IoT [35] and ToN-IoT datasets [36], which were collected from real

IoT networks and simulation environments. The BoT-IoT dataset provides metadata for regular network
traffic and four types of botnet-based malicious traffic. The malicious network traffic types consist of denial
of service (DoS), distributed DoS (DDoS), reconnaissance, and information theft (referred to as theft
throughout).

The ToN-IoT dataset comprises multiple attack simulation results, including logs from Windows and
Linux systems, IoT device status data, and network traffic. Among these, the attack types for network
traffic are broadly categorized into nine types: backdoor, DoS, DDoS, injection, man-in-the-middle attacks,
password, ransomware, scanning, and cross-site scripting.

Both datasets provide metadata on network traffic flow and PCAP files. This study employs 394 PCAP
files (excluding corrupted PCAP files) to generate multivariate network traffic features.

4.2 Experimental Setup
This study implements HyMNeT using an Intel Core i9-10800K processor and an NVIDIA GeForce

RTX 3090 graphics card. This work evaluates the performance of malicious network traffic detection using
a selected multivariate feature set.

4.2.1 Network Traffic Feature Extraction
In the network traffic feature extraction stage, HyMNeT uses the Tshark tool [37] to extract monitored

raw packet data from PCAP files and stores them in comma-separated value format. Table 2 lists the primary
extracted fields classified by functionality. The Wireshark information column provides a comprehensive
summary of information for each packet, describing the transmission protocols and communication states.

Table 2: Functional categories of extracted packet fields

Category Extracted fields
Basic packet
information

Timestamp of PCAP, total packet length, captured packet length

IP header fields Source IP, destination IP, IP header length, IP packet length, IP
checksum, time-to-live,

IP identification, IP version, fragment offset, fragmentation flags
Transport layer Source port, destination port, protocol, TCP flags

Temporal features Time delta from previous packet
DNS features DNS query name, DNS query type, DNS class, DNS response code,

recursion desired flags, recursion available flags, authoritative
Miscellaneous Wireshark information column

Notes: DNS: domain name service, IP: internet protocol, PCAP: packet capture, TCP: transmission control protocol.
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These fields reflect the network traffic characteristics, including temporal patterns, packet sizes, trans-
mission structures, and DNS operations. We use these characteristics as foundational data for the quantitative
analysis of diverse traffic types.

4.2.2 Hybrid Meta-Heuristic Feature Selection
In the hybrid meta-heuristic feature selection stage, HyMNeT analyzes the importance and correlation

of network traffic-related features using metadata files provided by the BoT-IoT and ToN-IoT datasets. Prior
to calculating these metrics, features that were unnecessary for analysis or could adversely influence model
performance were removed.

In the BoT-IoT dataset, stime and ltime (the start and end times of the network flow) and the
subcategory, which indicates detailed attack types, were excluded. Additionally, pkSeqID, a unique identifier
distinguishing network traffic flow, was removed because it is unrelated to traffic patterns. For the ToN-IoT
dataset, the label field was excluded, and type was applied as the final label.

The source and destination IP addresses have low direct correlation with network traffic patterns [38].
When intrusion detection models are trained with a bias toward specific IP addresses, they fail to detect
identical malicious traffic from different IP addresses accurately, resulting in degraded generalization [39,40].
Therefore, this study excludes the source IP, destination IP, source port, destination port, and protocol from
network traffic features in both datasets. Furthermore, this work also excludes statistical features that are
difficult to derive directly at the packet level, including features related to packet counts and those with value
distributions biased toward 0%.

We unified features that had identical meanings but different names to address differences in feature
naming between datasets. Table 3 presents the features for hybrid meta-heuristic feature selection in the
BoT-IoT and ToN-IoT datasets.

Table 3: Features for hybrid meta-heuristic selection from the two datasets

Dataset Feature
BoT-IoT flgs, bytes, state, dur, sbytes, dbytes, rate, srate, drate
ToN-IoT service, dur, src_bytes, dst_bytes, state, missed_bytes, sbytes, dbytes,

dns_query, dns_qclass, dns_qtype, dns_AA, dns_RD, dns_RA, dns_rejected

The metadata primarily contain flow-level statistical information; therefore, we extracted IP header-
related fields from raw packets to apply as network traffic features. The added fields include the IP version,
header length, IP packet length, IP identification, fragment offset, fragmentation flags, time-to-live, IP
checksum, time delta from the previous packet, and total packet length.

First, HyMNeT calculates the MIMscore for metadata features and raw packet features of each dataset.
At this stage, k = 3 and τMIM ∈ [0.01, 1.00] to quantify the mutual information between labels and features.
We evaluated the redundancy between features based on τMIC ∈ [0.01, 1.00] and reselected the feature subset
to remove redundancy from the initial primary feature subset.

Next, we performed a first integration by applying a weighted average proportional to the number of
features for each raw packet feature and metadata feature MIMscore and MICscore . Based on the integrated
scores, we applied a second weighted average considering the presence of features across the two datasets.
Features existing only in specific datasets were assigned a weight of 0.5, whereas common features were
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assigned a weight of 1. Finally, the integrated MIMscore and MICscore value was calculated. This process
mitigates imbalances between features and ensures consistency across both datasets.

Finally, HyMNeT applies RVEA to search for the optimal balance point between MIMscore and
MICscore according to the combination of τMIM and τMIC . To ensure the diversity and stability of the search
space, we generated 1000 reference vectors using the Das–Dennis method and set the penalty factor to 1.0.
The population size was set to 1000, equal to the number of reference vectors, to ensure that each reference
direction can guide at least one solution. The number of generations was set to 1000, following the standard
termination condition used in RVEA [26].

Fig. 2 visualizes the Pareto frontier calculated using RVEA, where each point represents the results
for one threshold combination. The x-axis represents the feature relevance for label predictions based
on MIMscore , with higher values indicating more valuable features. The y-axis represents the redun-
dancy between features based on MICscore , with lower values indicating lower redundancy and higher
feature diversity.

Figure 2: Pareto frontier for threshold combinations of MIM and MIC scores

The lower left area on the Pareto frontier represents cases with low MIM relevance and low redundancy,
indicating relatively low information content and minimal overlap between features. In contrast, points in
the upper right area have high MIM relevance and high redundancy, meaning abundant information content
but redundant features. An analysis of the Pareto frontier results based on median values revealed that,
when τMIM = 0.4 and τMIC = 0.54, the MIMscore was 41.515 and MICscore was 15.567, deriving an optimal
threshold combination that satisfies both objectives in a balanced manner. Table 4 compares the final selected
feature subsets and threshold values according to the following four conditions: (1) neither (none), (2) only
MIMscore , (3) only MICscore , and (4) both MIMscore and MICscore .
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Table 4: Selected features and thresholds by selection criteria

Feature
selection

Threshold Selected features

None – bytes, dbytes, dns_AA, dns_qclass, dns_qtype, dns_query, dns_RA, dns_RD,
dns_rejected, drate, dst_bytes, dur, flgs, frame.len, ip.checksum, ip.flags,

ip.frag_offset, ip.hdr_len, ip.id, ip.ttl, ip.version, missed_bytes, rate, sbytes,
service, srate, src_bytes, state

MIM 0.49 bytes, dbytes, drate, dst_bytes, dur, flgs, frame.len, ip.checksum, ip.flags, ip.id,
rate, sbytes, srate, src_bytes

MIC 0.51 bytes, dbytes, dns_AA, dns_qclass, dns_qtype, dns_query, dns_RA, dns_RD,
dns_rejected, drate, dst_bytes, dur, flgs, frame.len, ip.checksum, ip.flags, ip.id,

ip.ttl, missed_bytes, rate, sbytes, service, srate, src_bytes, state
MIM +MIC 0.4, 0.54 bytes, dbytes, drate, dur, flgs, frame.len, ip.checksum, ip.id, rate, sbytes, srate

Notes: MIM: mutual information maximization, MIC: maximal information criterion.

4.2.3 Network Traffic Feature Preprocessing
The HyMNeT method constructs the final feature set based on the raw packet data extracted in the

network traffic feature extraction stage, according to the selected network traffic feature subset. First, packets
are grouped by source IP, destination IP, source port, destination port, and protocol, then sorted by timestamp
to reconstruct the flow-level network traffic features. At this stage, some network traffic flows are short
due to temporary connection attempts and transmission errors. This not only includes data unrelated to
network usage patterns, but also causes additional overhead during network traffic pattern analysis [41].
Accordingly, we regarded short-term flow instances with fewer than five packets as noise and removed them.
Additionally, most network environments operate based on IPv4 due to the high costs and compatibility
problems associated with the IPv6 transition; thus, we excluded IPv6-related features from the analysis. The
HyMNeT method maps raw packet data to the selected network traffic feature subset. Bytes correspond to
the IP packet length, dur to time delta from the previous packet, flgs to TCP flags, frame.len to the total
packet length, ip.checksum to IP checksum, and ip.id to IP identification. In contrast, rate represents the
packet arrival frequency per unit time and is calculated as the reciprocal of the time delta from the previous
packet. Moreover, sbytes, dbytes, srate, and drate are features that reflect the communication directionality
and represent the number of bytes transmitted between the client and server and the transmission speed. This
study generates features by distinguishing the communication direction based on well-known port numbers.
Next, hexadecimal ip.id and ip.checksum were converted to decimal form, and min-max normalization was
applied to all feature sets, scaling them to a range of [−1, 1] to construct multivariate network traffic features.

Table 5 reveals the number of network traffic flow units by attack type generated from the BoT-IoT and
ToN-IoT datasets. A total of 6770 network traffic flow units were extracted from the BoT-IoT dataset, and
13,503 were from the ToN-IoT dataset. The length was limited by calculating the weighted median based on
the frequency of the overall flow distribution, and the maximum flow length was set to 59 according to the
ToN-IoT dataset, which had a lower weighted median.
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Table 5: Number of network traffic flow units in the two datasets

Dataset Attack type No. of network traffic flow units

BoT-IoT

Normal 1847
DDoS 1887
DoS 1225

Reconnaissance 1413
Theft 398

ToN-IoT

Normal 1357
Backdoor 1486

DDoS 1762
DoS 1459

Injection 1499
MITM 278

Password 1626
Ransomware 1343

Scanning 1378
XSS 1315

Notes: DoS: denial of service, DDoS: distributed DoS, MITM: man in the middle, XSS: cross-site scripting.

4.2.4 Multivariate Feature-Based Intrusion Detection
The HyMNeT method detects malicious network traffic using multivariate network traffic features as

input for four ML models. We evaluated the detection performance of the selected feature set using the DT,
limited to a maximum tree depth of 10, whereas GBM employed 100 weak learners with a learning rate of 0.1.
For XGBoost, the number of boosting rounds was set to 100 with a learning rate of 0.1, and RF was configured
with 100 trees, each with a maximum depth of 10. All ML models employed cross-entropy loss as the loss
function during training and validation processes to minimize errors.

4.3 Evaluation Metrics
This work employs accuracy, precision, recall, and F1-score as evaluation metrics to assess the detection

performance of HyMNeT, where TP, TN, FP, and FN represent the true positive, true negative, false positive,
and false negative, respectively [42]. Accuracy evaluates whether HyMNeT correctly classifies malicious
network traffic by attack type, as presented in Eq. (6):

Accurac y = TP + TN
(TP + TN + FP + FN) . (6)

Precision represents the ratio of correctly classified cases from the malicious network traffic predicted
by HyMNeT, as in Eq. (7):

Precision = TP
TP + FP

. (7)
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Recall represents the ratio of correctly predicted cases by HyMNeT from actual malicious network
traffic, calculated in Eq. (8):

Recal l = TP
TP + FN

. (8)

The F1-score evaluates the balance between the precision and recall, which have opposing characteris-
tics, as in Eq. (9):

F1score = 2 × Precision × Recal l
Precision + Recal l

. (9)

4.4 Intrusion Detection Results for the BoT-IoT Dataset
This section presents the detection results for HyMNeT on the BoT-IoT dataset. Among the 6770

network traffic flow units extracted in the network traffic feature preprocessing stage, 5416 were restructured
as the training dataset, 677 as the validation dataset, and the remaining 677 as the testing dataset. Table 6
compares the detection performance for the DT, GBM, XGBoost, and RF methods according to the
selection criteria.

Table 6: Detection performance by selection criteria in the BoT-IoT dataset

Machine learning Feature selection No. of features Accuracy Precision Recall F1-score

DT

None 28 0.9686 0.9400 0.9686 0.9540
MIM 14 0.9692 0.9413 0.9692 0.9550
MIC 25 0.9701 0.9413 0.9701 0.9554

MIM +MIC 11 0.9966* 0.9966* 0.9966* 0.9965*

GBM

None 28 0.9698 0.9413 0.9698 0.9553
MIM 14 0.9670 0.9411 0.9670 0.9536
MIC 25 0.9698 0.9413 0.9698 0.9553

MIM +MIC 11 0.9924 0.9928 0.9924 0.9924

XGBoost

None 28 0.9698 0.9411 0.9698 0.9552
MIM 14 0.9660 0.9411 0.9660 0.9529
MIC 25 0.9698 0.9411 0.9698 0.9552

MIM +MIC 11 0.9958 0.9958 0.9958 0.9956

RF

None 28 0.9745 0.9753 0.9745 0.9652
MIM 14 0.9688 0.9516 0.9688 0.9565
MIC 25 0.9717 0.9727 0.9717 0.9592

MIM +MIC 11 0.9962† 0.9962† 0.9962† 0.9961†

Note: *Best results are in bold; †Second-best results are underlined. Notes: DT: decision tree, GBM: gradient boosting
machine, RF: random forest, XGBoost: extreme gradient boosting, MIC: maximal information criterion, MIM:
mutual information maximization.

Overall, the MIM with MIC-based feature subsets demonstrated superior detection performance com-
pared to the other selection criteria, as they simultaneously consider correlations between labels and feature
redundancy. For the DT method, applying only the MIM-based feature selection improved performance
compared to the baseline while reducing the total number of features by half. When MIM with MIC was
applied, the model demonstrated excellent performance across all evaluation metrics. This result confirms
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that DT responds sensitively to features highly correlated with labels and that the feature selection approach
of HyMNeT is effective. The performance of GBM and XGBoost degraded when there were many redundant
features. When only MIM was applied, performance was lower than the baseline; however, when only MIC
and MIM with MIC were applied, performance was maintained or significantly improved. The XGBoost
method outperformed GBM because it reflects feature importance via regularization and sparsity-aware
splits. The RF method performed best when using the MIM with MIC-based feature subsets, indicating
robust operation via effective learning of combinations based on high-quality features. Fig. 3 visualizes the
detection results by classifier for each label represented as confusion matrices after applying the MIM with
MIC-based selection criteria to the BoT-IoT dataset.

Figure 3: Confusion matrix for BoT-IoT dataset: (a) decision tree, (b) gradient boosting machine, (c) extreme gradient
boosting, and (d) random forest

Each classifier demonstrated high detection rates for attack types with clear patterns and high traffic
volume (e.g., DDoS and DoS). Particularly, DT and RF produced minimal false-positive rates for classifying
normal traffic as malicious traffic, demonstrating high stability. Although reconnaissance and theft attacks
with small sample sizes were partially classified as other malicious labels, all classifiers performed intrusion
detection effectively. Table 7 compares the detection performance results between HyMNeT and existing
studies that have employed the BoT-IoT dataset for intrusion detection.
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Table 7: Detection performance comparison for each selection technique in the BoT-IoT dataset

Feature selection No. of features Classifiers Accuracy Precision Recall F1-score
Genetic algorithm [43] 6 DT 0.9998* 0.9969† 0.9957 0.9963
Feature grouping [44] 11 DT 0.9889 0.9894 0.9889 0.9890

XGBoost 0.9974† 0.9974* 0.9974* 0.9994*
RF 0.9963 0.9963 0.9963 0.9962

HyMNeT 11 DT 0.9966 0.9966 0.9966† 0.9965†

GBM 0.9924 0.9928 0.9924 0.9924
XGBoost 0.9958 0.9958 0.9958 0.9956

RF 0.9962 0.9962 0.9962 0.9961

Note: *Best results are bold; †Second-best results are underlined. Notes: DT: decision tree, GBM: gradient
boosting machine, RF: random forest, XGBoost: extreme gradient boosting, HyMNeT: hybrid multivariate
network traffic.

The genetic algorithm-based [43] DT model achieved an accuracy of 0.9998 using six features selected
from statistical information from network traffic flow units. Although this represents excellent results for DT-
based detection models, the HyMNeT-based DT model demonstrated higher performance in terms of the
recall and F1-score, achieving 0.9966 and 0.9965, respectively. This result indicates that HyMNeT constructed
feature subsets capable of detecting attack types in a more balanced manner.

Feature grouping [44] selects only meaningful features. When applied to DT, feature grouping displayed
lower detection performance than HyMNeT, indicating that HyMNeT selects effective features by simulta-
neously considering the label relevance and feature redundancy more effectively than existing techniques.
Conversely, when XGBoost and RF were applied, the performance of the feature grouping technique was
higher than that of HyMNeT, suggesting that some performance degradation occurred due to the limited
feature combination diversity in tree-based models, as HyMNeT employed feature subsets with interfeature
redundancy removed.

In the BoT-IoT dataset, HyMNeT demonstrated consistent superior performance across all ML clas-
sifiers by simultaneously optimizing feature-label correlation and inter-feature redundancy. Compared to
existing studies, HyMNeT achieved stable detection performance with fewer features regardless of classifier
type. Particularly, the balanced performance between recall and F1-score validates consistent effectiveness
across various attack types.

4.5 Intrusion Detection Results for the ToN-IoT Dataset
This section evaluates detection performance by restructuring 13,503 network traffic flow units extracted

from the ToN-IoT dataset into 10,799 for the training dataset, 1352 for the validation dataset, and 1352 for the
testing dataset. Table 8 compares the detection performance of each ML model by selection method (e.g.,
none, MIM, MIC, and MIM with MIC).

Table 8: Detection performance by selection criteria in the ToN-IoT dataset

Machine
learning

Feature
selection

No. of
features

Accuracy Precision Recall F1-score

None 28 0.9713 0.9823 0.9713 0.9745
MIM 14 0.9722 0.9830 0.9722 0.9753

(Continued)
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Table 8 (continued)

Machine
learning

Feature
selection

No. of
features

Accuracy Precision Recall F1-score

DT MIC 25 0.9703 0.9814 0.9703 0.9735
MIM +MIC 11 0.9727 0.9831 0.9727 0.9757

GBM

None 28 0.9738 0.9747 0.9738 0.9735
MIM 14 0.9742 0.9751 0.9742 0.9739
MIC 25 0.9745 0.9754 0.9745 0.9742

MIM +MIC 11 0.9731 0.9836 0.9731 0.9761

XGBoost

None 28 0.9757* 0.9855† 0.9757* 0.9783†

MIM 14 0.9755† 0.9858* 0.9755† 0.9784*
MIC 25 0.9757* 0.9855† 0.9757* 0.9783†

MIM +MIC 11 0.9753 0.9858* 0.9753 0.9782

RF

None 28 0.9741 0.9847 0.9741 0.9771
MIM 14 0.9733 0.9839 0.9733 0.9763
MIC 25 0.9742 0.9848 0.9742 0.9772

MIM +MIC 11 0.9733 0.9838 0.9733 0.9763

Note: *Best results are bold; †Second-best results are underlined. Notes: DT: decision tree, GBM: gradient boosting
machine, RF: random forest, XGBoost: extreme gradient boosting.

For DT, when MIM with MIC was applied, the overall detection performance was higher than that
of MIM, as it considered feature importance and redundancy together. For GBM, when MIM with MIC
was applied, accuracy and recall were low, but precision and F1-score were high. This result indicates that,
although the overall accuracy was low due to class imbalance and diverse attack types in the ToN-IoT dataset,
the detection was more balanced across classes based on the F1-score criteria. The XGBoost and RF methods
with the MIC and the none criteria outperformed MIM with MIC in detection. Both models are tree-based
ensemble structures that internally evaluate feature importance while optimizing splits, resulting in higher
performance with the MIC and none-based feature subsets that have more features. In contrast, MIM with
MIC was relatively low for XGBoost and RF because the number of features was limited to 11. Overall,
MIM with MIC performed similarly to other selection criteria in most models while using relatively few
features. Fig. 4 illustrates confusion matrices of the detection results by classifier for the ToN-IoT dataset
with MIM with MIC-based selection criteria applied, facilitating a detailed examination of the results.

Analysis of the confusion matrices confirms the overall high accuracy, as most attack types were
successfully classified. Notably, XGBoost displayed the most robust performance by learning while com-
pensating for errors. This performance confirms that boosting-based models effectively detect complex
network traffic patterns. Each classifier misclassified some scanning attacks as other types of attacks; however,
overall, XGBoost demonstrated effective attack detection performance. Table 9 compares the performance
of HyMNeT with existing studies that have performed malicious network traffic detection using the
ToN-IoT dataset.
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Figure 4: Confusion matrix for the ToN-IoT dataset: (a) decision tree, (b) gradient boosting machine, (c) extreme
gradient boosting, and (d) random forest

Table 9: Detection performance comparison for each selection technique in the ToN-IoT dataset

Feature selection No. of features Classifiers Accuracy Precision Recall F1-score

Wrapper-based RF [45] 25 GBM 0.9383 0.9415 0.8775 0.9084
RF 0.9998* 0.9995* 0.9999* 0.9997*

SelectKBest [46] 15 NB 0.8046 0.8745 0.8045 0.8144
RF 0.9820† 0.9819 0.9819† 0.9818†

HyMNeT 11

DT 0.9727 0.9831 0.9727 0.9757
GBM 0.9731 0.9836 0.9731 0.9761

XGBoost 0.9753 0.9858† 0.9753 0.9782
RF 0.9733 0.9838 0.9733 0.9763

Note: *Best results are bold; †Second-best results are underlined. Notes: DT: decision tree, GBM: gradient boosting
machine, NB: naïve Bayes, RF: random forest, XGBoost: extreme gradient boosting, HyMNeT: hybrid multivariate
network traffic.

The wrapper-based RF technique [45] demonstrated excellent detection performance with an accuracy
of 0.9998 and F1-score of 0.997 in the RF model using 25 features. However, when the same feature subset
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was applied to the GBM model, its performance was lower than that of the HyMNeT-based DT. Particularly,
recall was low at 0.8775, indicating that detection bias occurred for some attack types.

The SelectKBest technique [46] selected 15 features and applied them to naïve Bayes (NB) and RF;
however, in NB, the overall accuracy, precision, recall, and F1-score were all below 0.9, indicating low
detection performance. Conversely, when RF was applied, the model demonstrated excellent performance
with an F1-score of 0.9818.

Despite the increased complexity and class imbalance in the ToN-IoT dataset, the HyMNeT-based
models achieved F1-scores of 0.975 or higher in all DT, GBM, XGBoost, and RF methods with only 11
features, revealing consistent overall detection performance. Although the detection performance was lower
than that of the SelectKBest-based RF [46], the fact that F1-scores of 0.97 or higher were maintained
with a small number of features confirms that the feature selection technique of HyMNeT constructed
efficient feature subsets relative to detection performance. Furthermore, in terms of computational efficiency,
HyMNeT achieved fewer features compared to existing studies, enabling operation in resource-constrained
AIoT environments.

5 Conclusions
This study proposes HyMNeT, a hybrid meta-heuristic approach that selects meaningful features and

detects malicious network traffic to protect AIoT environments from network attacks. The HyMNeT method
selects the top 40% of features with high correlation to the label through MIM and applies MIC to select
only features with a similarity of 51% or less between features, constituting 11 multivariate network traffic
feature sets. This multivariate feature set was trained on the DT, GBM, XGBoost, and RF algorithms to
evaluate the intrusion detection performance on the BoT-IoT and ToN-IoT datasets. The experimental
results demonstrated consistent and high detection performance, with average accuracy, precision, recall,
and F1-score values of 0.9952, 0.9953, 0.9952, and 0.9952, respectively, on the BoT-IoT dataset, and 0.9736,
0.9841, 0.9736, and 0.9766, respectively, on the ToN-IoT dataset.

HyMNeT achieved high detection performance with only a few features. This was accomplished by
effectively selecting features of high importance and low redundancy from both raw packet data and
statistical flow information. The experimental validation confirmed that flow-level extracted features, when
fused with packet-level features, contribute to enhanced intrusion detection performance.

However, certain flow-level statistical features (e.g., mean packet size and number of flows with the
same source IP) were excluded from this study due to the computational difficulty of the direct calculation
at the packet level. Such a limitation can lead to a partial loss of feature information, potentially causing
performance degradation in classifiers (e.g., XGBoost and RF). Additionally, further research is needed to
address newly emerging sophisticated threats in rapidly evolving AIoT environments. To overcome these
limitations, future research should extend the study by applying lightweight feature abstraction techniques
with DL approaches. This integration would enable real-time estimation of flow-level statistical information
while enhancing detection capabilities for novel attack patterns in dynamic AIoT environments.
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