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ABSTRACT: Healthcare networks are transitioning from manual records to electronic health records, but this shift
introduces vulnerabilities such as secure communication issues, privacy concerns, and the presence of malicious nodes.
Existing machine and deep learning-based anomalies detection methods often rely on centralized training, leading
to reduced accuracy and potential privacy breaches. Therefore, this study proposes a Blockchain-based-Federated
Learning architecture for Malicious Node Detection (BFL-MND) model. It trains models locally within healthcare
clusters, sharing only model updates instead of patient data, preserving privacy and improving accuracy. Cloud and
edge computing enhance the model’s scalability, while blockchain ensures secure, tamper-proof access to health data.
Using the PhysioNet dataset, the proposed model achieves an accuracy of 0.95, F1 score of 0.93, precision of 0.94, and
recall of 0.96, outperforming baseline models like random forest (0.88), adaptive boosting (0.90), logistic regression
(0.86), perceptron (0.83), and deep neural networks (0.92).

KEYWORDS: Authentication; blockchain; deep learning; federated learning; healthcare network; machine learning;
wearable sensor nodes

1 Introduction
Electronic Health Records (EHRs) are a process for electronically storing and managing the healthcare

records of patients. In recent years, modern healthcare networks have been revolutionized due to the rapid
increase in technology. Due to this, the medical service provisioning has been enhanced while simultaneously
minimizing the healthcare expenses for both medical healthcare units and patients [1]. Based on a report,
the global medical industry is expected to grow at the rate of 8.6% from 2019 to 2026 and reach USD 35.6
billion. This shows a need for effective and reliable security frameworks to protect sensitive patient data while
simultaneously preserving their privacies. However, these healthcare networks are vulnerable to various
issues, such as leakage of patient privacy, security, and the presence of malicious entities [2]. In the healthcare
network, the record of patients is collected from various dispersed sources such as hospitals, diagnostic
centers, and IoT-enabled medical devices. The data collected from remote devices is highly vulnerable to data
breaches and man-in-the-middle attacks [3]. The malicious nodes compromise the data by disseminating
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faulty information in the network, which ultimately compromises the accuracy and reliability of healthcare
services [4,5]. This raises concerns about the privacy of patients and their sensitive medical information.

Many studies have tried to address the foregoing issues of privacy leakage and the existence of malicious
nodes in the healthcare network [6]. Faisal et al. exploit the capabilities of a data generator, IoT-Flock,
which aids in generating various use cases, tested for properties of both malicious and legitimate IoT
devices [6]. Thereafter, an open-source framework converts traffic generated from IoT-Flock into an IoT
dataset, which various machine-learning algorithms utilize to classify legitimate and malicious entities and
protect healthcare units from cybersecurity attacks. Similarly, Wei et al. put forth a principal component
analysis-based mechanism for detecting anomalies that ultimately fortifies the security for IoT devices [7].
Both above models are efficient for malicious entity detection and cyber-security enhancement for healthcare
networks. However, these models depend on centralized and external third parties such as fog servers,
clouds, and insurance companies for other operations such as patient payments, user authentication, data
security, and others. This centralized structure makes these models prone to several issues such as single
point of failure, network scalability, and performance bottlenecks. Hence, a decentralized Bitcoin-based
mechanism for distributed authentication of network activities was put forward by Satoshi Nakamoto way
back in 2008 [8]. The blockchain uses distributed ledger technology and does not require the services of
any third or centralized party. Different consensus algorithms are used in blockchain networks to validate
transactions and enhance trust among globally distributed entities [9]. Various cryptographic algorithms are
used in the blockchain network to turn input data into fixed-sized hash values, thus improving data integrity
and resistance to tempering [10,11]. The blockchain network’s digital smart contracts embed predefined
business rules and conditions in them to ensure the transparent and efficient execution of agreements without
interference of any centralized party [12,13].

The other blockchain-based solutions use various machine-learning and deep-learning algorithms for
automatic classification of malicious and legitimate nodes in healthcare networks [6,14]. These models use
random forest, logistic regression, adaptive boosting, perceptron, and deep neural networks in a centralized
model training structure with malicious node detection in healthcare networks. These techniques are all done
with a centralized server providing testing and training for price model classification of network entities.
These techniques share sensitive, critical information of patients from different health care units with a
centralized server, raising issues of privacy leakage and low classification accuracy. Therefore, it is the reason
the patients are not comfortable sharing their sensitive information with the healthcare unit, as their lives
can be at risk in case of a data breach [15]. On the contrary, external users also do not have the confidence in
becoming part of such healthcare networks as they, too, have their critical information and sensitive records
at stake within the network [16].

This study proposes an architecture of Blockchain-based Federated Learning for Malicious Node
Detection (BFL-MND) in healthcare networks to solve these issues mentioned above. In the proposed BFL-
MND model, the capabilities of cloud servers and edge computing are exercised to ensure network scalability
and data privacy [17]. The edge servers in the proposed model are affiliated with a healthcare unit and are
responsible for training the local model on features of its patients from that respective healthcare unit [18].
These edge devices bring computational power closer to data sources, such as local healthcare devices and
diagnosis units, which leads to real-time data processing and low latency. The cloud server aids in the effective
and reliable fusion of federated learning models. The cloud server guarantees the management of fused
federated learning models across healthcare actors such as hospitals, clinics, and wearable health devices
units [19]. In this manner, the BFL-MND model protects the confidentiality of patients by allowing healthcare
units to locally train their models with their private data, and only sharing a secure model updates with the
cloud [20]. In addition, the distributed architecture of blockchain alleviates the risk of a single point of failure,
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and ensures that all activities of both legitimate and malicious nodes are recorded transparently and securely
without any involvement of a centralized party [21]. The key contributions of this study are presented as
follows:

• A BFL-MND model is proposed for the detection of malicious nodes in decentralized healthcare net-
works while utilizing the capabilities of random forest, logistic regression, adaptive boosting, perceptron,
and deep neural networks, which ultimately ensure patients’ privacy preservation and solves issues of
the single point of failure.

• The cloud and edge computing enhance computational efficiency, real-time processing, and scalability
while addressing latency and privacy challenges in healthcare systems.

• The use of blockchain is utilized to provide an immutable and auditable record of the network
transactions, which ultimately enhances trust and security within the healthcare network.

2 Related Work
Wang et al. [22], suggested many drawbacks in the existing solutions for data exchange in the healthcare

environment. These include no data interoperability and unauthorized access to sensitive and important
patient information. In addition, there is no mechanism to store users’ data without failing the chances of
a mix-up. As a remedial solution to the above problems, Chidambaranathan et al. put forth a mechanism
of utilizing blockchain and IPFS capabilities together. An effective and reliable data storage assurance, along
with an assurance of information interoperability, is provided by the IPFS distributed platform. A security
framework employing intrusion detection by deep learning and blockchain is proposed to guard against
vulnerability from several types of cyber attacks, such as integrity attacks and replay attacks, targeted at
personal medical devices. The architecture of the developed model is explained through its capabilities of a
case study. All transactions among healthcare units and patients will be recorded in a blockchain digital smart
contract. The proposed model will further give anonymity from denial of service, as well as from distributed
denial of service, with respect to a GAN based intrusion detection mechanism. The performance of the
proposed model is judged in terms of accuracy, sensitivity, specificity, precision, F1 score, recall, algorithm
complexity, time of computation, structural similarity index, mean squared error, mean absolute error, and
dice coefficient. The GAN-based model achieves an accuracy of 98% which shows that it is effective in
classifying legitimate network entities and intruders. However, the model faces a challenge of having poor
scalability due to significant computational overhead from both GANs and blockchain. Also, the issue of
practicality in implementation is not discussed in resource-constrained environments. Correspondingly, Tu
et al. [23] argued that vehicles in the IoV network increase with each passing day. The data exchanged by
vehicles finds its usefulness in trading data and in decision-making. Most of the existing vehicular networks
depend on the central authority in processing the data and cleansing the data. In addition, these also use
central servers that mostly store huge amounts of vehicular information. These centralized servers serve as
intermediates between network entities to establish communication. These intermediate parties face a single
point of failure, as the whole data can be lost in any internal or external attack on the centralized authority.
Apart from this, the deployment and operational costs of these centralized authorities require added costs,
which in the end raise network monetary overhead. In addition, when many vehicles ask a single centralized
unit for data or other services, then such centralized units fail to respond adequately to all requests. Hence,
this is what led to the performance bottleneck. Therefore, the study proposed a consensus algorithm based
on blockchain that ensures decentralized storage of data and secures communication between mobile and
dispersed vehicles. The authors also introduced an authentication protocol that handles the request process
of the network in an efficient way. Only authorized nodes will be allowed to access and use the data from
the authentication process. The proposed model also enables network entities to provide a mechanism of
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keeping immutable records, using the features of the blockchain. The data storage, data retrieval, and data
trading transactions are monitored by blockchain smart contract and recorded in an immutable digital
ledger; that way, all the transactions on the network are transparent, which ultimately strengthens the
accountability process of the vehicular network. A strong authentication and accountability process lowers
the risk of fraud and unauthorized access, resulting in affirmation of the integrity of vehicular data. The
proposed blockchain-based consensus algorithm is then subjected to simulations and expected to validate
the performance achieved in the entire network. The system model is analyzed in terms of authentication
delay, attack detection rate, network throughput, key processing time, and packet loss rate. The proposed
blockchain-based consensus algorithm effectively solves the problem of a single point of failure, performance
bottlenecks, and monetary cost overhead. However, this model will not be scalable in terms of real-time data
sharing in the case of large numbers of vehicles. With increasing numbers of vehicles, the blockchain network
cannot handle requests, leading to a decline in performance efficiency in the entire network.

Mohammed et al. [24] similarly argued that healthcare units share and store information with different
outside entities, including fog servers, clouds, and wireless sensor devices. They further provides services
from different insurance companies for payments to patients, but these outside entities raise security con-
cerns for healthcare data and applications. In addition, the blockchain-distributed protocol is still vulnerable
to different cybersecurity threats, such as double-spending attacks and intrusions. Hence, Mohammed et al.
proposed a pattern-proof algorithm in Industrial cyber-physical systems, where the benefits of various
machine learning algorithms, such as LSTM and reinforcement learning are included to boost the speed
of data processing while simultaneously securing the protection of networks against cyber-attacks. Further,
the operations of reinforcement learning-based reward and feedback techniques improve the functioning
of Industrial cyber-physical systems. The proposed model uses a four-layer architecture wherein all the
services are provided by wireless sensors, fog, and clouds, verified by blockchain digital smart contract, which
ultimately helps in the classification of known and unknown attacks on the network. The proposed model was
evaluated regarding the pattern percentage, time complexity, execution delay, accuracy, and total validation
time. The proposed model efficiently enhances the speed of data processing while safeguarding the network
from various cybersecurity attacks and service non-repudiation.

In addition, Rathore et al. [25] identified several issues concerning AI with Blockchain in electronic
health records, such as low security and integrity of data in the network and poor data management. However,
it also describes how existing electronic health record units are also vulnerable to data interoperability
and uncontrolled data access. Thus, the authors propose a blockchain-enabled electronic healthcare record
system for ensuring data immutability and security and at the same time an effective and reliable mechanism
of controlling the data. The authors investigated a range of national and international electronic healthcare
record standards and a variety of requirements linked with data interoperability. In addition to this, a
blockchain-enabled smart contract has also been employed to make sure that all the transactions among
various network entities are monitored and any malicious entity will be identified in case of any forgery
attack. The system has been evaluated against the standards of HL7 and HIPAA. The proposed blockchain-
enabled EHR model is subject to a few challenges, namely, scalability, integration with legacy systems,
and compliance with privacy regulations. The authors state that such problems of scalability highlighted
in [24,25] have been solved in this study by providing an energy-efficient and highly scalable parallel-chain
mechanism reducing message exchange by 48% approximately [26]. The authors state that the existing
healthcare schemes are dependent on a centralized third party in most cases. Hence, existing healthcare units
become susceptible to single points of failure, poor system integrity, and performance bottlenecks. Several
solutions are proposed in different blockchain-enabled schemes to resolve the problems associated with a
central authority. However, these proposed blockchain solutions require very high computation and energy
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resources and lack adequate scalability. The authors propose a distributed parallel-chain mechanism that is
likely to address these challenges. Further, the network throughput is increased as the transactions among
distributed entities are executed in a parallel manner. In place of PoW, the consensus algorithm is replaced by
a leader selection process which eliminates solving a puzzle for transaction validation. In this leader selection
process, an authentic and reliable validator leader is selected based on his stake and previous reputation,
which ultimately helps in saving network energy resources. A security analysis is performed by the authors to
evaluate the proposed model against various kinds of cybersecurity attacks, such as denial of service attacks,
flash attacks, and replay attacks. In addition, the model under consideration is evaluated considering the
factors of message exchange time, scalability, throughput, communication complexity, energy consumption,
and block size.

The vulnerability of the proposed parallel-chain model is analyzed in a centralized stake-based leader
selection, which will adversely impact rapid and intelligent decision-making in healthcare networks. An
analysis of the literature review in relation to the weaknesses and strengths of existing works, as well as their
main features, is listed in Table 1.

Table 1: Existing approaches, comprehensive analysis challenges, evaluations, innovations, and future directions

Addressed limitation Proposed contribution Performance parameter Future work/Limitation
The existing solutions for

data exchange in the
healthcare environment

suffer vulnerabilities due to
lack of interoperability of

data and unauthorized
access to sensitive and

important patients’
information [22].

A blockchain-based
mechanism is proposed

that ensures effective and
reliable data storage and

ensures information
interoperability in the
healthcare network.

Accuracy, specificity,
sensitivity, precision, F1
score, recall, algorithm

complexity, computational
time, structural similarity

index, mean absolute error,
and mean squared error are

considered.

The proposed model suffers
from problems of

scalability. The
implementation feasibility

within
resource-constrained

environments has not been
addressed.

The centralized
intermediate parties face
the issue of performance

bottleneck, extra cost, and
a single point of failure [23]

Blockchain-based
algorithm provides storage,

and the authentication
process ensures data access

control

Authentication delay,
attack detection rate,

network throughput, key
processing time, and

packet loss rate

The model is not scalable
for a large IoVs population
and has the issue of latency

Healthcare units are
involved with various

external entities such as fog
servers, clouds, and

wireless sensor devices for
the exchange of

information and data
storage [24].

A pattern-proof industrial
cyber-physical systems is

proposed to enhance speed
protect to cybersecurity

attacks.

Pattern%, time complexity,
execution delay, accuracy,
and total validation time

The computational
overhead of the proposed
model is very high, which

is not suitable for quick and
intelligent decision-making

in healthcare networks.

Different issues associated
with AI with blockchain in
electronic health records,
such as low security and
integrity of data in the
network and inefficient
data management [25].

A blockchain-enabled EHR
system is proposed for

ensuring data immutability
and security

HL7 and HIPAA standards Blockchain-enabled EHR
model is vulnerable to
various issues such as

scalability, integration, and
compliance with privacy

regulations.

(Continued)
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Table 1 (continued)

Addressed limitation Proposed contribution Performance parameter Future work/Limitation
Existing blockchain-based
solutions require very large
computational and energy

resources and have very
poor scalability and the

ParallelChain reduce the
message exchange approx

48% [26].

A distributed mechanism is
proposed to solve issues. In
addition, the throughput is

enhanced as the
transactions among

distributed entities are
executed in a parallel.

Message exchange time,
scalability, throughput,

energy consumption, and
block size

The proposed model is
vulnerable to some risks

due to centralized
stake-based leader

selection, which ultimately
affect the intelligent
decision-making in

healthcare networks.

3 Federated Learning Model for Decentralized Healthcare Networks

3.1 Network Architecture
The decentralized healthcare network in the proposed BFL-MND model has various components such

as IoT-enabled medical devices, edge nodes, cloud servers, and healthcare units. The wearable IoT-enabled
devices are placed on the human body for continuous monitoring of health-related parameters such as heart
rate, blood pressure, and movement patterns. These wearable devices are resource-constrained having limited
computational and storage capabilities. These wearable devices sense the data from the human body and then
send it to the nearby edge node for further processing. The edge nodes receive the data and remove redundant
and duplicative values, which ultimately ensures efficient and reliable data transmission and reduces network
overhead. The healthcare units receive the data from edge servers and all the parameters, along with alert
cases are analyzed by the healthcare unit. After the analysis of data, real-time and efficient assistance is
provided to the patients, which ultimately ensures the enhancement of the healthcare provisioning process.
The edge devices send the processed data to the cloud servers for further analysis and decision-making.

These healthcare networks are efficient in providing quick and reliable healthcare service provisioning.
However, these networks are vulnerable to various issues such as the presence of malicious nodes that affect
the healthcare service provisioning process. The malicious nodes try to overcome this by disseminating faulty
information in the network. In addition, some malicious nodes restrict accurate data from reaching the
healthcare unit and generate false alerts about the patient’s condition, which can cause severe danger to the
patient’s life. Many studies have been proposed for the identification and removal of malicious nodes from
healthcare networks [6,7]. These models are involved with centralized or third parties for various patient
payments and user authentication. This causes the issues of a single point of failure, network scalability, and
performance bottlenecks. In addition, many models are proposed for automated and efficient identification
of malicious nodes in healthcare networks while utilizing the capabilities of machine learning and deep
learning algorithms [6,14]. However, these models are vulnerable to privacy leakage issues as sensitive and
critical information of patients is shared with a centralized server for testing and training the model. The
trained and tested model is then utilized to classify network entities.

3.2 Blockchain-Based Model for Decentralized Healthcare Networks
This study proposes a BFL-MND model for healthcare networks to solve the issues associated with

centralized structures. There is no need for any centralized or third party for user authentication, payment,
and data security in the proposed model [27]. All the activities and transactions of network entities are
validated by distributed blockchain miner nodes, which ultimately enhances the transparency and trust in
the network [28]. First, all the network entities are registered with the consortium blockchain network by
providing their credentials. When any network entity needs any data or service from the healthcare unit, then
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it is authenticated by the miner nodes. When any node requests the data, it broadcasts its identity records
such as node ID, wallet address, block signature, and transaction hash. The miner nodes verify the identity of
the requester node by comparing the record provided at the time of request with registration credentials [28].
If both records match, then the requester node is allowed to perform transactions in the network, otherwise
it is broadcast as a malicious node and removed from the network.

When a requester node is authenticated, then it is allowed to share and receive data with other network
entities. The communication in the proposed model is secured by asymmetric encryption [29]. In the
proposed model, the cloud server utilizes the capabilities of public key infrastructure and is responsible
for the generation of public and private keys for each network entity. This study also uses an effective and
reliable key exchange mechanism, which ensures the secure and reliable distribution of keys to the receiver
node [30]. In addition, the encryption keys in the model are periodically refreshed with a session-based
key approach, which ultimately helps in maintaining continuous security. The session keys are dynamically
generated for each communication round, which protects the keys against key compromise issues [31].
When any node tries to get data without authentication then the alert messages related to unauthorized
access or malicious activities are encrypted using session-specific AES keys before being broadcast across
the network when any node attempts to access data without authentication [32]. When an alert message is
broadcasted in the healthcare network, then an area-based unique is utilized to encrypt that data. This unique
is securely distributed to all entities in the specific area, which will be ultimately used for the decryption of
the alert messages.

The blockchain in the proposed BFL-MND model is integrated with edge and cloud nodes for
establishing a secure and reliable distributed network structure. At the edge layer, the patient data points
are continuously collected by IoT-based wearable devices and sent to edge devices for further processing.
All the duplicative and redundant values are removed from the data by performing lightweight operations
to ensure effective and reliable communication. The encryption and decryption mechanisms in the model
are performed using the following equations. The ciphertext C is generated using public key encryption, as
shown in Eq. (1).

C = EP(M) (1)

where EP is the encryption function utilizing the public key P , and M is the plaintext. The decryption
process is performed using the private key Q, as shown in Eq. (2).

M = DQ(C) (2)

The encryption of alert messagesA is performed using a session-based symmetric key Ks , which results
in the ciphertext CA, as shown in Eq. (3).

CA = AESKs(A) (3)

The session keys are updated periodically based on time to ensure network security, as shown in Eq. (4).

Ks(t) =H(Kp , t) (4)

where Kp is the previous session key, t represents the timestamp, and H is a cryptographic hash function
utilized to derive the new session key. The initial symmetric key Kinit is securely transmitted using public
key cryptography, as shown in Eq. (5).

Kinit = EP(Ksecret) (5)
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Region-specific alert messages Ar are encrypted using a region-specific key Kr , producing the
ciphertext Cr , as described in Eq. (6).

Cr = AESKr(Ar) (6)

The blockchain network, along with edge and cloud servers, helps in addressing various challenges such
as scalability, latency, and security [33]. In addition, the proposed model not only ensures secure and tamper-
proof communication, but also provides a mechanism to efficiently detect malicious nodes in the healthcare
networks [34]. The whole process of encrypted data transmission with the blockchain network is shown in
Algorithm 1.

Algorithm 1: BFL-MND model for secure healthcare networks
Require N: Network Entities, H: Healthcare Units, M: Miner Nodes, C: Cloud Server
Initialization:
Register all N with the consortium blockchain using credentials (ID, W, S), where ID is the node ID, W is
the wallet address, and S is the block signature.
Generate public/private key pairs (P, Q) for N using PKI.
Authentication:
Node ni requests access by broadcasting (ID, W , S , Ti).
Miner nodes M verify the request by comparing (ID, W, S) with blockchain registration.
if (ID, W, S) match then

Authenticate ni and allow transactions.
else

Flag ni as malicious and broadcast alert A.
end if
Data Sharing:
Authenticated nodes exchange encrypted data using asymmetric encryption.
Ciphertext C: C = EP(M) (Eq. (1)), Plaintext M: M = DQ(C) (Eq. (2))
Session Key Management:
Generate symmetric session key Ks: Ks(t) = H(KP ,t) (Eq. (4))
Encrypt alerts A: Ai = AESKs(A) (Eq. (3))
Region-Specific Alerts:
Use region-specific key Kr to encrypt alerts Ar: Cr = AESKr(Ar) (Eq. (6))
Data Processing at Edge:
Data packet Di from IoT devices.
Perform lightweight operations to remove duplicates and redundant values.
Encrypt processed data Di and send to cloud server C.
Malicious Node Detection:
if ni attempts unauthorized access then

Broadcast encrypted alert A using Ks.
end if
Blockchain Integration:
Use blockchain for validating transactions and storing tamper-proof logs.
Miner nodes validate and append valid transactions to the blockchain.

(Continued)
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Algorithm 1 (continued)
Encryption Workflow:
Encrypt data: C = EP(M) (Eq. (1))
Decrypt data: M = DQ(C) (Eq. (2))
Refresh session keys: Ks(t) = H(KP ,t) (Eq. (4))
Result: Secure communication, malicious node detection, and tamper-proof transactions.

Algorithm 1 begins by registering all network entities (N) with the consortium blockchain network,
utilizing their credentials, such as node ID (ID), wallet address (W), and block signature (S). Each node
is equipped with a public/private key pair (P ,Q), generated using the Public Key Infrastructure (PKI).
When any entity, such as ni , requests data or services, it broadcasts its credentials (ID, W ,S , Th), where
Th represents the transaction hash [35]. The miner nodes (M) validate the requester’s identity by cross-
checking the broadcasted credentials with the blockchain’s stored records. If the credentials match, the node
is authenticated and allowed to proceed; otherwise, it is flagged as malicious, and an alert (A) is broadcast
to other entities in the network.

Authenticated nodes can securely share and receive data through asymmetric encryption, using public
and private keys. The ciphertext (C) is generated by encrypting the plaintext (M) with the public key (P)
as C = EP(M). Decryption is performed with the private key (Q) using M = DQ(C). For session-based
communication, symmetric keys (Ks) are periodically refreshed using the formula Ks(t) =H(Kp , t), where
Kp represents the previous session key, t is the timestamp, andH is a cryptographic hash function. Alerts (A)
are encrypted with these symmetric keys as CA = AESKs(A), ensuring secure communication of security-
related notifications. Region-specific alerts are further encrypted using a region-specific key (Kr), producing
a ciphertext (Cr) as Cr = AESKr(Ar). These mechanisms ensure that communication remains secure and
resistant to key compromise. The algorithm integrates blockchain with edge and cloud nodes for improved
scalability and reduced latency. IoT devices at the edge layer continuously collect patient data, which is
processed on edge devices to remove duplicates and redundant values [36]. This processed data is encrypted
and transmitted to the cloud server (C), maintaining security and reliability. The miner nodes validate all
transaction hashes (Th) and update the blockchain with tamper-proof records of the transactions. When any
node attempts unauthorized access, an encrypted alert (A) is broadcast using session-specific keys to warn
other nodes. The algorithm maintains robust security for the network by dynamically refreshing session
keys and encrypting sensitive communications. Ultimately, this algorithm provides a reliable and distributed
framework for detecting malicious nodes, ensuring secure data sharing, and preserving the integrity of
healthcare networks.

3.3 Federated Learning Model for Malicious Node Detection
The centralized machine learning algorithms for malicious node detection, such as random forest,

logistic regression, adaptive boosting, perceptron, and deep neural networks are vulnerable to different
issues, such as lower accuracy and privacy leakage [6,14]. Therefore, this study proposes a blockchain
and federated learning-enabled BFL-MND model for malicious node detection in wearable devices-based
healthcare networks, as shown in Fig. 1. The whole healthcare network in the proposed model is divided
into various healthcare clusters, each cluster is dependent on a healthcare unit, an edge server, and multiple
wearable devices. Each healthcare cluster is responsible for collecting data from wearable devices of its region
and training a local model while utilizing the features of respective wearable devices. In this technique, the
random forest, logistic regression, adaptive boosting, perceptron, and deep neural network classifiers are
locally trained at the edge layer. When each healthcare cluster locally trains its model, then this model is sent
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to the respective healthcare unit of the network. The locally trained model is then collected by the respective
healthcare unit. After that, each healthcare units keep a copy of the model on its server and send it to the
cloud server at the cloud layer.

Figure 1: Proposed federated learning model wearable sensor network

The cloud server has large storage and computational capabilities and is responsible for the model fusion.
All the local training models are collected by the cloud server, and a unified model is generated by utilizing
the capabilities of the federated averaging algorithm. This algorithm helps in combining the parameters of
local models based on their contribution. In this way, each parameter of the local model is weighted based
on the size of the dataset that is being used for training in that specific healthcare unit. The aggregated global
model is iteratively updated, as shown in Eq. (7).

θ(t+1)
g =

H
∑
h=1

dh

D
θ(t)

h (7)

where θ(t+1)
g is the updated global model parameters at iteration t + 1, H is the total-number of participating

healthcare units within the network, dh is the number of training samples in the h-th healthcare unit, D is
the total number of training samples across all healthcare units, and θ(t)

h is local model parameter for the
h-th healthcare unit at iteration t.

The purpose of this aggregation process is to ensure that all the disparate, area-specific characteristics are
consumed within the integrated model to improve its robustness and accuracy. Contrary to the system’s core
structure, where it has centralized cloud storage, sensitive private patient information is not made available
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to the central cloud server since only refined parameters of models are exchanged from the health units to
the cloud server. In this way, the proposed model can classify malicious and legitimate healthcare nodes
effectively while keeping the patient’s privacy intact within the network. The federated averaging scheme is
not only scalable but also comes without a significant computational burden. This is the ideal scheme for
decentralized healthcare networks that depend heavily on distributed patient data across borders. In this
way, the model improves the privacy and accuracy of healthcare networks while simultaneously ensuring the
efficient use of computational resources.

In the proposed model, once the unified model is made at the cloud server then this model is shared with
each healthcare unit in the network. Then these healthcare units utilize the capabilities of a unified model
for the classification of legitimate and malicious nodes. In the proposed model, the actual data of patients
is securely stored in the healthcare unit and only dedicatedly used for monitoring patients and providing
effective and reliable healthcare service provisioning to them. As no sensitive and raw information is shared
outside the healthcare cluster; therefore, the proposed BFL-MND model ensures the privacy of patients while
simultaneously detecting faulty and malicious nodes in the network. In this way, the patients are confident
in joining such networks for healthcare service provisioning and sharing their data with the healthcare units
as there is no issue of privacy leakage. This ultimately helps in quick and intelligent decision-making in the
monitoring process. In addition, external entities are also encouraged to join and rely on such networks. The
computational overhead in the proposed model is reduced by dividing the whole network into three different
layers.

1. User Layer: This layer comprises various IoT-enabled wearable devices and is responsible for initial
data collection. Wearable sensors sense various patient parameters and healthcare units aggregate and
eliminate redundant values from that data.

2. Edge Layer: This layer includes different edge servers, which are responsible for the local model training
and act as intermediaries between the user and cloud layers.

3. Cloud Layer: This layer aggregates local models from the edge server and generates a unified global
model. The cloud layer has large computational and storage capabilities and ensures efficient processing
and training of the unified model, which is then distributed back to healthcare units for malicious
node detection.

3.4 Experimental Arrangement
The experimental evaluation of the proposed BFL-MND model was conducted by a set of hardware as

well as software resources that can be simulated for large-scale applications in the domain of health care.
The environment was simulated in MATLAB R2023a and run on a workstation with Intel Core i7-12700
processor, 32 GB of RAM, and Windows 11 Pro (64-bit) OS. Blockchain components and smart contracts
developed in Solidity and deployed using Remix IDE linked with Ganache for private Ethereum blockchain
simulation at edge computing environments which had similar configurations to emulate distributed health
units communicating with a central cloud server. The PhysioNet dataset for training and evaluation acts
as the common dataset labeled physiological signals, including heart rate, ECG, body temperature, SpO2,
and respiratory rate, obtained from wearable health-monitoring devices. The data were preprocessed by
removing redundant or noisy entries, and normalizing the input features. The model performance was
evaluated on standard metrics such as accuracy, precision, recall, and F1-score, with stratified 10-fold cross-
validation to minimize overfitting and ensure robustness. Numerical issues and errors in computation
were tackled by double precision for all the floating-point operations, and feature scaling to make sure
numerical stability. Encryption and deterioration during transmission in federated learning were simulated
and tested on controlled packet loss probabilities and delay parameters. Potential experimental biases
and errors are addressed by keeping the simulation parameters consistent for all models (centralized and
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federated) and randomizing the injection of malicious nodes at a fixed 10% rate across all experiments. Every
simulation was repeated many times (n = 10) with different seed values, and the mean of the simulated
results was reported for statistical validity. In addition, model convergence behavior, training times, and gas
consumption metrics were recorded to evaluate both computational efficiency and network performance
through realistic environments.

The proposed BFL-MND model uses the capabilities of blockchain-distributed structure and operates
without the involvement of any centralized party. This not only solves the issue of a single point of failure,
but also secures communication security while utilizing asymmetric encryption techniques. In addition,
distributed federated learning is also used in the model in which a unified model is trained with an
aggregation of locally trained models. This not only helps preserve the privacy of patients but also enhances
the accuracy of the classification process. The whole process of federated learning technique with random
forest, adaptive boosting, logistic regression, perceptron, and a deep neural is presented in Algorithm 2.

Algorithm 2: Blockchain and federated learning-enabled BFL-MND model
Require N: Total nodes in the network, H: Total healthcare units, D: Training dataset, θ: Model parameters,
L: Layers (User, Blockchain, Cloud)
Initialization: Register all N nodes in blockchain network with unique ID Generate
public/private key pairs (P ,Q) for secure communication
For each healthcare unit Hh ∈ H do
User Layer: Data Collection
Collect patient data Dh from wearable devices in Hh
Remove redundant entries and preprocess Dh
Blockchain Layer: Local Model Training
Train local classifiers (RF, AB, LR, P, DNN) on Dh
Obtain local model parameters θh
Store θh in local server and transmit securely to cloud layer
Blockchain Layer: Verify Data Integrity
Ensure data integrity using blockchain consensus mechanisms
EndFor
Cloud Layer: Global Model Aggregation Collect θh from all H Aggregate local models using
Federated Averaging:

θ(t+1)
g =

H
∑
h=1

dh
D θ(t)

h

where dh is the number of training samples in Hh, and D = ∑H dh Distribute the global model θ g to all Hh
Cloud Layer: Model Validation Validate the global model θ g using cross-validation techniques

For each Hh ∈ H do
Malicious Node Detection
Classify nodes as legitimate or malicious using θ g
Flag malicious nodes and broadcast alerts A via blockchain
EndFor
Privacy Preservation and Security
For each Hh do
Retain Dh locally; only transmit θh to the cloud Encrypt transmitted data using AES:

(Continued)
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Algorithm 2 (continued)
C = AESKs(θh)
Regularly update session keys:
Ks(t) =H(Kp , t)
EndFor
Output: Unified global model θ g for malicious node detection.

All participating nodes N in Algorithm 2 are registered in a blockchain network, each assigned a unique
identifier ID. Public and private key pairs (P ,Q) are generated for secure communication between layers.
The network is divided into healthcare units H, where each unit collects patient data Dh from wearable
devices within its region. At the user layer, wearable devices sense the patient parameters, and redundant
entries in Dh are removed during preprocessing. The blockchain layer then utilizes edge servers to train local
machine learning classifiers, such as random forest, adaptive boosting, logistic regression, perceptron and
deep neural networks. After training, the local model parameters θh are stored on local servers and securely
transmitted to the cloud layer. Sensitive patient data Dh remains within the healthcare unit, ensuring privacy.

At the cloud layer, the algorithm aggregates the local model parameters θh received from all healthcare
units using the Federated Averaging algorithm. The aggregation process combines the parameters based
on the proportion of training samples dh in each healthcare unit relative to the total training dataset
D = ∑H

h=1 dh . The updated global model parameters θ(t+1)
g at iteration t + 1 are calculated as θ(t+1)

g =

∑H
h=1

dh
D θ(t)

h . This ensures that the contributions of local models are weighted appropriately. Once the unified
global model θ g is generated, it is distributed back to all healthcare units for detecting malicious nodes.
Each unit uses θ g to classify nodes as legitimate or malicious. Malicious nodes are flagged, and alerts A
are broadcast through the blockchain network to notify all participants. Local model parameters θh are
encrypted to preserve privacy during this process before transmission using Advanced Encryption Standard
(AES) encryption, with session keys Ks regularly updated as Ks(t) =H(Kp , t), where H is a hash function.

4 Simulation Results and Discussions
This study evaluates the performance of the proposed BFL-MND model by simulating the whole

network in Matlab. The solidity language is utilized to design digital smart contracts and deploy blockchain
networks. This study uses the PhysioNet dataset in the proposed model for testing and training both
centralized and federated learning models [37]. The PhysioNet dataset contains sensor data from wearable
devices such as; heart rate monitors, ECG sensors, activity trackers, and other health-monitoring devices. It
includes features such as heart rate (in beats per minute), ECG signals, body temperature, oxygen saturation
(SpO2), respiratory rate, and activity levels (walking, running, sitting). In addition, there are labeled instances
of normal and abnormal behavior, with anomalies representing malicious nodes, which ultimately helps
in the efficient detection of malicious nodes. This is the reason that the RealHealth dataset is suitable for
the proposed malicious node detection model. This study compares the federated learning model with the
centralized random forest, adaptive boosting, logistic regression, perceptron, and deep neural networks. The
results from the PhysioNet dataset validate that the model can improve not only the privacy of network
entities, but also the accuracy of the malicious node detection mechanism. The simulation parameters of the
proposed model are given in Table 2.
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Table 2: Simulation parameters

Parameter name Values
Sensing field 1500 m2 × 1500 m2

Number of healthcare units 10
Number of wearable devices 400

Number of healthcare servers 10
Communication range 250 m

Simulation duration 1000 s
Edge servers communication delay 5 ms
Blockchain consensus mechanism Proof of Stake (PoS)

Data transmission frequency 1 packet/s
Malicious node injection rate 10% of total nodes

Encryption protocol AES-256
Packet loss probability 2%

This study is based on simulations, which brings extra questions around validity that can affect the
credibility and generalizability of findings. The issues are classified as being under the internal or external
concerns regarding validity. Internal validity depicts whether the outcome observed under simulation can
really be attributed to the BFL-MND model proposed in this study, instead of other hidden or confounding
factors. Although simulations create controlled environments, which assist in isolating the effects of specific
components of a model, they set up an alternate environment that uses some simplifying assumptions
regarding the real-world conditions. For instance, fixed communication ranges, perfectly synchronized
nodes, or perfectly behaving hardware, can allow for greater variability during operations in real health
setups. This study also employed a stratified 10-fold cross-validation to minimize overfitting and obtain
statistical reliability to alleviate such issues. During the simulation runs, nodes acting maliciously were
randomly injected, and the entire experiment was run several times while varying random seeds. Ultimately,
the mean of the performance metrics of all runs-across accuracy, precision, recall, and F1-score was then
reported to dilute out randomness and establish robustness so that the identified performance improvements
can be purely attributed to the model design and not confounded by the simulation environment. External
validity assesses the extent of generalization of the simulated findings to real-life healthcare networks.
Whereas the PhysioNet dataset applied in the analysis is realistic physiological data coming from wearable
devices, the simulation can hardly account for the real-life complexities involved in deployments. Hospital
networks, when operational, stand to face harrowing hardware breakdowns, communication failures, data
discrepancies, and human factors-all too hard to properly model in an accurate feature. Added to that,
the security assumptions assumed under blockchain integration and federated model sharing can weaken
while verging upon adversarial conditions in the real world. This study designed the simulation based on
healthcare-specific parameters, such as data transmission delays, the probabilities of packet loss, and edge-
server computations to shorten this gap between simulation and hands-on deployment. Such a move was
instrumental in obtaining a simulation set-up close to a real network behavior applied to reflecting real
conditions for the deployment of this kind of model. However, full validation requires being implemented
in a real hospital environment; such an examination will form part of the future work.

This study divided the healthcare network into various healthcare clusters. Each cluster is dependent
on a healthcare unit, an edge server, and multiple wearable devices. Each healthcare cluster is responsible for
collecting data from the wearable devices of its region and training a local model while utilizing the features
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of the respective wearable devices. In the proposed model, the Proof of Authority (PoS) consensus algorithm
is used for developing consensus among the network nodes in contrast with the benchmark scheme, which
uses PoW for validation of transactions and block generation. The PoS consensus algorithm is also useful for
validating the transactions and adding the blocks to the blockchain. Fig. 2 shows the comparison of Proof
of Work(PoW) and PoS consensus algorithms for various transactions in different healthcare clusters. It
is depicted from the figure that the PoW consensus algorithm has very high blockchain gas consumption
as compared to the PoS consensus algorithm, also shown in Table 3, and the reason for the high gas
consumption of PoW is that PoW selects the miner nodes based on their computational and processing
capabilities. Every interested node needs to solve a puzzle to be selected as a miner, which ultimately increases
the computational overhead of the network. On the other hand, in PoS, there are validator nodes instead of
miner nodes, which are responsible for the validation of transactions and adding new blocks in the network.
The validator nodes are selected based on their stakes and previous reputation; due to which, there is a small
network overhead in PoS. In addition, there is a trade-off between the security of the network and network
efficiency. The PoS consensus algorithm utilises fewer network resources; however, any node that has high
stakes in the network can influence the network by putting its wealth at stake. On the other hand, when a
puzzle is solved by the miner node, then it is validated by other candidate miner nodes in the network and all
the interested nodes have equal chances to be selected as the miner node. This study utilizes the capabilities
of the PoS consensus algorithm because the healthcare network is responsible for the continuous sensing and
processing of data for quick decision-making. Therefore, the primary objective is to limit the burden of sensor
nodes and healthcare units, having limited resources, while simultaneously achieving network security.

Figure 2: The gas consumption of PoA and PoW

Table 3: Average gas consumption of clusters

Cluster PoW (Gwei) PoA (Gwei)
Cluster_1 2.2 × 104 2.1 × 104

Cluster_2 2.1 × 104 2.0 × 104

Cluster_3 2.0 × 104 1.95 × 104

Cluster_4 2.3 × 104 2.25 × 104

Cluster_5 2.25 × 104 2.2 × 104

Cluster_6 2.15 × 104 2.1 × 104

(Continued)
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Table 3 (continued)

Cluster PoW (Gwei) PoA (Gwei)
Cluster_7 2.1 × 104 2.05 × 104

Cluster_8 2.2 × 104 2.15 × 104

Cluster_9 2.3 × 104 2.25 × 104

Cluster_10 2.25 × 104 2.2 × 104

Fig. 3 shows the comparison of training times among the centralized machine learning model and the
proposed BFL-MND model. It can be observed from the figure that the training time of the model is 120 s,
which is around one-third of the centralized model training time (350 s). The reason for the high training
time of the centralized model is that all the network data is shared with the central server for processing,
which ultimately produces results in large communication overhead, storage requirements, and potential
bottlenecks during the data processing. In addition, it is very time-consuming to train models with large-
scale healthcare datasets. On the other hand, the proposed BFL-MND model distributes the training process
across different edge servers and each edge server is responsible for training its model with local healthcare
data. Due to this, there is no need to constantly transfer data, which minimizes communication delays and
ensures fast and reliable local computation. It is the reason that the overall training time of the proposed
model is smaller than centralized models. The proposed federated learning model is suitable for healthcare
networks where data privacy and efficiency are very important. Therefore, the proposed BFL-MND with
a minimal execution time is scalable and effective for quick and intelligent malicious node detection in
healthcare networks.

Figure 3: Training time comparison between centralized and proposed models

Fig. 4 shows the gas consumption of three different operations of the proposed model: smart contract
deployment, sending local model, and receiving unified model. The smart contract deployment phase has
the highest gas consumption as compared to the other two operations. The transaction cost of blockchain
smart contract deployment is 4e5 Gwei, and its execution cost is 3.8e5 Gwei. The reason for this high gas
consumption is that it requires a large amount of network resources for the deployment of a new smart
contract. In addition, the sending local model phase has transaction and execution costs of 2e5 and 1.8e5
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Gwei, respectively. On the other hand, the transaction and execution costs of receiving a unified model
are 1.8e5 and 1.7e5 Gwei, respectively. It is clear from the figure that the sending local model cost has a
higher blockchain gas consumption as compared to receiving a unified model. The reason is that there are
some additional steps in sending the local model to the cloud server, such as transmitting model updates,
performing data aggregation, and ensuring the secure transfer of each node’s data to the central server. This
process requires more computational overhead for transaction verification. On the other hand, receiving the
unified model only requires the central server to send the aggregated model to the nodes, which requires
fewer network computation resources. Lastly, the transaction cost for all three operations is higher than
the execution cost, as listed in Table 4. The reason is that the transaction cost includes the overhead of
transmitting and verifying data across the blockchain network, which requires more resources than the local
computation needed for execution.

Figure 4: Blockchain gas consumption for different model operations

Table 4: Gas consumption for different operations

Operation Transaction cost Execution cost
SC deployment 4 × 105 3.8 × 105

Sending local model 2 × 105 1.8 × 105

Receiving unified model 1.8 × 105 1.7 × 105

Fig. 5 shows the comparison of the performance of various centralized classification models and the
proposed BFL-MND model in terms of recall, precision, F1 score, and accuracy. It can be observed from the
figure that the proposed model outperforms all centralized models in each performance metric. The accuracy
of the model is 0.95, which shows that the proposed model can correctly identify malicious nodes in the
network. The model is trained from all the significant and rich features of different models, which helps in a
small number of misclassifications as compared to random forest (0.88) and logistic regression (0.86), which
struggle with complex patterns in the data. In addition, the F1-score of the model is 0.93, which shows that
the model can also efficiently avoid false positives and false negatives. On the other hand, centralized models,
such as random forest (0.82) and perceptron (0.78), have small F1 scores, which shows that these models are
less balanced in terms of both precision and recall, as shown in Table 5. In addition to this, the precision
of our proposed model is 0.94, which shows that our model can handle false positives effectively. Although
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random forest and logistic regression have lower precision of 0.84 and 0.83, respectively. This shows that
these models frequently misclassify malicious network entities as legitimate in the network. Lastly, the recall
of the proposed model is 0.96, which shows that our model can efficiently identify all the legitimate nodes
in the network. On the other hand, logistic regression and perceptron have recalls of 0.84 and 0.80, which
indicate that these models frequently misclassify legitimate nodes as malicious ones, which is not suitable
for quick and intelligent decision-making in life-critical healthcare networks. The proposed model is better
than other centralized classification models, which shows that the model is more balanced and accurate for
malicious node detection in healthcare networks.

Figure 5: Comparison of centralized classification models and proposed model

Table 5: Performance metrics of different models

Metric Random forest Adaptive
boosting

Logistic
regression

Perceptron Deep neural
network

BFL-MND
model

Accuracy 0.88 0.90 0.86 0.83 0.92 0.95
F1

Score
0.82 0.85 0.80 0.78 0.88 0.93

Precision 0.84 0.87 0.83 0.81 0.90 0.94
Recall 0.90 0.88 0.84 0.80 0.91 0.96

Fig. 6 compares the proposed BFL-MND Model and benchmark scheme regarding the Precision-Recall
(PR) curve. It indicates that the proposed model outperforms the benchmark scheme in malicious node
detection. The Area Under the Curve (AUC) for the proposed GNN model is 0.88, which is significantly
higher than the AUC of the benchmark scheme (0.79). It shows that the GNN model has a higher precision
across all recall levels, which shows that the model can effectively identify malicious nodes while minimizing
false positive rates in the network.
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Figure 6: Comparison of precision-recall between proposed BFL-MND model and benchmark scheme

5 Conclusion
This study proposed a blockchain and federated learning-based framework conceptualized for health-

care networks. The local models are trained inside their respective healthcare clusters, and only these trained
models (rather than raw patient data) are sent to a central cloud server. Thus, patient privacy is maintained
and high classification accuracy is also achieved. This enhances the soundness of the system as a combination
of cloud servers. In addition, edge computing provides even better scalability for malicious node detection
mechanisms. In addition, a blockchain-based distributed structure serves to secure sensitive health data from
unauthorized access and thus manages the data securely in healthcare networks. The framework is evaluated
against centralized classification models using the PhysioNet dataset. The results show that the malicious
node detection model outperforms existing benchmark schemes in terms of accuracy of 0.95, an F1 score of
0.93, a precision of 0.94, and a recall of 0.96. Future work will implement a personalized federated learning to
counter data heterogeneity and improve classification accuracy. In addition, communication protocols will be
optimized for fast convergence, and edge computing will be introduced to assist in the real-time detection of
malicious nodes. Furthermore, future work will also focus on extending this framework to incorporate real-
time threat intelligence, multimodal healthcare data, and validation in real hospital settings to demonstrate
reliability and effectiveness in real-world environments.
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