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ABSTRACT: Accurate time synchronization is fundamental to the correct and efficient operation of Wireless Sensor
Networks (WSNs), especially in security-critical, time-sensitive applications. However, most existing protocols degrade
substantially under malicious interference. We introduce iSTSP, an Intelligent and Secure Time Synchronization
Protocol that implements a four-stage defense pipeline to ensure robust, precise synchronization even in hostile
environments: (1) trust preprocessing that filters node participation using behavioral trust scoring; (2) anomaly
isolation employing a lightweight autoencoder to detect and excise malicious nodes in real time; (3) reliability-weighted
consensus that prioritizes high-trust nodes during time aggregation; and (4) convergence-optimized synchronization
that dynamically adjusts parameters using theoretical stability bounds. We provide rigorous convergence analysis
including a closed-form expression for convergence time, and validate the protocol through both simulations and real-
world experiments on a controlled 16-node testbed. Under Sybil attacks with five malicious nodes within this testbed,
iSTSP maintains synchronization error increases under 12% and achieves a rapid convergence. Compared to state-of-
the-art protocols like TPSN, SE-FTSP, and MMAR-CTS, iSTSP offers 60% faster detection, broader threat coverage,
and more than 7 times lower synchronization error, with a modest 9.3% energy overhead over 8 h. We argue this is
an acceptable trade-off for mission-critical deployments requiring guaranteed security. These findings demonstrate
iSTSP’s potential as a reliable solution for secure WSN synchronization and motivate future work on large-scale IoT
deployments and integration with energy-efficient communication protocols.

KEYWORDS: Time-sensitive wireless sensor networks (TS-WSNs); secure time synchronization protocol;
trust-based authentication; autoencoder model; deep learning; malicious node detection; Internet of Things; energy-
efficient communication protocols

1 Introduction
WSNs have transformed the way we collect and handle data in a variety of disciplines, from environ-

mental monitoring to industrial automation. These networks are made up of little, resource-constrained
sensor nodes dispersed across a certain area, cooperating to gather and transmit data to a central sink
or gateway [1]. Time synchronization, which requires the nodes to maintain a consistent sense of time to
successfully coordinate their operations, is one of the fundamental conditions for the accurate operation
of WSNs.

Time synchronization is essential in WSNs for a number of reasons. It is essential to many applications,
including target tracking, event detection, and data aggregation. It also makes it possible to combine
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accurate data in an energy-efficient manner. Many time synchronization techniques have been developed
and implemented in WSNs with the goal of achieving a balance between synchronization accuracy and
resource efficiency [2]. Time synchronization protocols allow sensor nodes to align their internal clocks,
promoting data coherence and efficient network administration. The inherent characteristics of WSNs make
them vulnerable to security attacks. These characteristics include [3]:

1. Limited resources: The processing speed, memory, and energy of sensor nodes are all finite. This makes
elaborate security methods harder to implement.

2. Exposed and hostile environments: WSNs are frequently deployed in open and dangerous locations,
such as battlefields or disaster zones. As a result, they are subject to physical attacks and eavesdropping.

3. Absence of central security control: The security management in WSNs is not centralized. As a result, it
is challenging to implement security regulations and to recognize and stop attacks.

One of the most important security threats in the WSN network is the spoofing of time synchronization
protocols. By manipulating the message timestamps, an attacker can disrupt the normal operation of the
network, such as by injecting fake data, delaying the message, or replaying old messages. To secure the time
synchronization protocols in WSN, some studies [4–7] have suggested various techniques to combat attacks,
such as:

1. Using cryptography to secure communications between sensor nodes.
2. Applying algorithms to validate the authenticity of sensor nodes in a sensor field.
3. Implementing secure detection and routing to prevent attackers from injecting malicious messages into

the network.

To address these challenges, we propose the Intelligent and Secure Time Synchronization Protocol
(iSTSP), a novel solution that integrates deep learning-based anomaly detection with adaptive control
theory in a structured four-stage defense pipeline. iSTSP’s architecture systematically mitigates threats while
maintaining high synchronization accuracy:

1. Trust Preprocessing—Filters out untrusted nodes before synchronization begins using dynamic trust
scoring, reducing the attack surface by 63%.

2. Anomaly Isolation—Detects and excludes compromised nodes in real time using an autoencoder-based
model, achieving 92% Sybil attack detection within a single synchronization round.

3. Reliability-Weighted Consensus—Prioritizes high-trust nodes during time aggregation, limiting mali-
cious influence by 7.2× compared to unweighted methods.

4. Convergence-Optimized Synchronization—Dynamically adjusts synchronization parameters using a
closed-form convergence time model, reducing synchronization error by 38% under attack conditions.

Our key contributions include:

1. A four-stage defense pipeline that sequentially filters, isolates, weights, and optimizes synchronization
for robustness.

2. Rigorous theoretical analysis, including stability proofs, asymptotic error bounds, and a closed-form
convergence time expression.

3. Real-world validation on a 16-node testbed, demonstrating iSTSP’s superiority over existing protocols
(AvgPISync, SE-FTSP, and MMAR-CTS) in attack resilience, convergence speed, and energy efficiency.

This work establishes the feasibility and core benefits of the iSTSP approach through rigorous theoretical
analysis and validation on a controlled 16-node laboratory testbed using MICAz motes. While the protocol
design is general, the experimental evaluation focuses on demonstrating its effectiveness under specific
adversarial conditions manageable within this testbed scope. It bridges the gap between theoretical security
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guarantees and practical deployment, offering a scalable solution for mission-critical WSN applications in
adversarial environments.

The rest of the paper is organized as follows: Section 2 discusses related works in terms of secure
clock syncronization in WSNs. Section 3 formulates the WSN system model to lay the foundation for
the design of secure time synchronization protocol. Section 4 presents the suggested synchronization
framework. Section 5 conducts the theoretical convergence analysis of synchronization. Section 6 presents
the design of the iSTSP protocol that performs secure multi-hop global synchronization of WSN nodes.
In Section 7, a thorough performance evaluation of the protocol using both simulations and real-time
synchronization is presented. Lastly, Section 8 concludes the paper.

2 Related Works
Many techniques have been proposed to solve the problem of security in addressing clock synchro-

nization problem. Traditional protocols such as the Flooding Time Synchronization Protocol (FTSP), and
Timing-sync Protocol for Sensor Networks (TPSN) [8] introduced a hierarchical mechanisms involving
level discovery and pairwise synchronization using a two-way message exchange. TPSN for example
achieves sub-microsecond accuracy in ideal conditions, but it assumes a benign environment and is highly
susceptible to adversarial delay injection and replay attacks, as it lacks any built-in authentication or anomaly
detection mechanisms.

To enhance resilience, cryptographic extensions have been proposed. The Secure Flooding Time
Synchronization Protocol (SE-FTSP) enhances the original FTSP by integrating message authentication
codes (MACs) into synchronization packets [9]. SE-FTSP prevents simple spoofing and replay attacks by
ensuring that only authenticated messages contribute to clock updates. While this approach secures the
protocol against unauthorized time sources, it does not mitigate subtle timing manipulations or insider
threats, and it introduces overhead due to cryptographic operations.

In [10], the authors investigated the large-scale Internet of Things’ safe time synchronization and
presented a secure clock model that can identify hostile nodes and avoid the use of malicious timestamps to
prevent external attacks. A secure time synchronization protocol was developed to prevent fake timestamps.
The model was evaluated using NS2 and compared to previous protocols TPSN and STETS, demonstrating
its effectiveness in preventing malicious nodes attacks.

A secure time synchronization protocol based on node identification was also presented by Wang
et al. [11] after they researched the design and analysis of secure time synchronization algorithms for resource-
constrained industrial WSNs under the Sybil attack. Instead of isolating suspicious nodes, the main concept
is to use the timestamp correlation between various nodes and the distinctiveness of the node clock offset to
detect erroneous information.

In order to reduce external attacks and react to changes in topology, Fan et al. suggested a blockchain-
based solution [12]. This approach primarily employed a closed blockchain to record and broadcast the clock
information of nodes. The scheme uses POS consensus for efficient time synchronization, achieving high
efficiency and reduced communication costs, according to the analysis results.

The authors in [13] studied the clock synchronization security problem and suggested methods that
takes into account malicious attacks in sensor networks and proposed a technique based on detect and
compensate for attacks using maximum consensus protocol. Techniques for detecting binary attacks variable
in their method was based on the removing received malicious node clocks in the synchronization process.

Jha et al. [14] analyzed and evaluated the behavior of consensus-based time synchronization (CTS)
algorithms under message manipulation attacks using simulation-based analysis. Their simulation results
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showed that the proposed Message Manipulation Attack Resilient CTS (MMAR-CTS) algorithm outper-
forms other candidate algorithms in terms of convergence speed and synchronization error. MMAR-CTS
(Multi-Model Adversarial Resilient Clock-Time Sync) uses statistical residual analysis to detect and isolate
malicious nodes based on deviations from expected timing patterns [15]. By combining multiple prediction
models and applying statistical hypothesis testing, MMAR-CTS detects manipulation and Sybil attacks with
moderate detection latency. However, this method requires fine-tuning of residual thresholds and incurs
significant computational cost for multi-model evaluations.

Using dynamic control theory, Xuan et al. [16] examined the viability of the Kalman filter based on
resolving the error brought on by CPU interrupt and other factors. The Kalman filter-optimized precise time
synchronization protocol outperforms the protocol without the filter in terms of accuracy and stability in
estimation error of clock offset and clock skew rate. This approach is particularly effective for single-hop
and multi-hop synchronization, with significant advantages for larger observation noise. The Kalman filter
effectively filters out synchronization noise and suppresses transmission of synchronization errors, thereby
enhancing the network’s expansion.

Another recent work by Jha et al. in [17] suggested a novel sybil resilient consensus time synchronization
protocol (SRCTS) for WSNs to detect and filter sybil messages. The protocol uses a graph-theoretic approach
and a connected component strategy to detect sybil messages at the message level. Simulation results show
that SRCTS has a higher sybil message detection rate compared to existing protocols, the robust and secure
Time Synchronization Protocol (RTSP) and the node-identification-based secure time synchronization
protocols (NiSTS), with a 6% improvement compared to RTSP and a 14% improvement compared to NiSTS.
The SRCTS algorithm is also shown to be more effective and efficient in terms of convergence rate compared
to NiSTS and RTSP.

Recently, reference [18] proposes an improved version of intrusion detection systems (IDSs) called
multipath intrusion detection system (MIDS) to limit the hostile impact of packet-dropping attacks in a Low
Energy Adaptive Clustering Hierarchy (LEACH) environment. The system integrates IDs with ad hoc on-
demand Multipath Distance Vector (AOMDV) protocol, calculating intrusion ratio (IR) to mitigate sinkhole
attacks and round trip time (RTT) to mitigate wormhole attacks. The proposed MIDS algorithm shows
efficiency in terms of energy consumption, lifetime, and network throughput.

To the best of authors’ knowledge, previous works show that there is no single solution available
to completely secure time synchronization protocols in the WSN. Each of them covers multiple targeted
applications with different adaptive time synchronization strategies. The best approach employed by most of
previous works was to use a combination of security mechanisms to reduce the risk of attacks on the time
synchronization protocol or introduce these mechanisms in the protocol itself. The work presented in this
paper also utilized hybrid approach for securing time synchronization protocol, but different from previous
works. We first utilize the trust based authetication technique between nodes, we detect malicious node using
an artificial intellgence based approach, and lastly we propose a dynamic weighted time synchronization
approach for optimal syncronization accross network’s node.

While this work focuses on time-delay based Sybil attacks where a single malicious node injects variable
timestamp delays to multiple identities full identity-forging Sybil attacks (i.e. virtual-identity injection) are
orthogonal to our synchronization-accuracy threat model. Techniques such as robust identity management
or certificate-based node authentication can be layered on top of iSTSP. We leave the integration of such
schemes as future work.
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3 WSN System Model
Time synchronization is a crucial need in WSNs, ensuring that sensor nodes maintain constant and

accurate clocks to enable coordinated data gathering, processing, and transfer. However, achieving accurate
time synchronization in the face of clock errors, network topological restrictions, transmission delays, and
possible threats presents formidable difficulties [19].

3.1 Network Model
The sensor nodes in the WSN are linked together by wireless communication lines. Since nodes can

join or leave the network and communication links might have varying degrees of availability and quality,
the network topology is by its very nature dynamic [20]. In the network model, nodes that are within
communication range of one another are referred to as neighbors. Gateway nodes also act as hubs for data
gathering and coordination, which is essential for time synchronization [12]. The hardware clock of the
gateway node, Tg , acts as a source in the absence of an external clock source and is tracked for synchronization
by all other sensor nodes, as shown in Fig. 1. In this paradigm, nodes i and j are 1-hop neighbors of the gateway
node, g, and communicate clock values to their 1-hop neighbors as well as occasionally receiving clock
values from the gateway, Tg . Each node uses a synchronization algorithm to update its clock value utilizing
the current clock value and received neighborhood clock values after a predetermined number of packet
exchanges after which global network synchronization is expected within acceptable error margins [21].

j

g

i

g

Figure 1: Model network for clock synchronization: where the synchronization of each node’s clock to the clock of a
gateway node is accomplished through the exchange of neighborhood clock information between nodes, Tg

Assume a WSN has symmetric links and hence can be represented by an undirected graph G =
(V , E ) where the sensor nodes of the network as the vertex set, V = vi ∣i = 1, 2, . . . , N , where N = ∣V ∣ is the
cardinality of V and the connectivity between these nodes as an edge set, E such that(Ei , E j) ∈ E if nodes i
and j can send information to each other. Such nodes that directly communicate with node i are referred to
as the neighbors of i and represented by the set, Ni = (v j∣Ei , j ∈ E ) of cardinality Ni = ∣Ni ∣.
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3.2 Clock Model
The consequences of clock inaccuracies are significant because nodes with inaccurate clocks may induce

synchronization issues, leading to misalignment and inconsistent temporal coordination in the network. In
a WSN, each node is equipped with a hardware clock, T which is designed using a crystal oscillator. Since
the nominal operating frequency of these oscillators vary due to changes in temperature, and aging, the
hardware clocks exhibit drifts. We adopt the definition of a hardware clock given in [2], where the hardware
clock value, Ti of an arbitrary WSN node i at time t > t0 is modeled in terms of an initial clock value, Ti(t0)
and the oscillator frequency, f (φ) ∈ [ f̂ − fmax , f̂ + fmax] as

Ti(tk) = Ti(t0) + ∫
tk

t0
f (φ)dφ (1)

where fmin and fmax are, respectively, the lower and upper bounds of the nominal frequency of the oscillator,
f̂ and the drift dynamics of the clock is modeled as

f (tk) = f̂ + n(tk) (2)

where n(tk) is uniformly distributed between − fmax and + fmax .
Since the physical clock parameters of a node cannot be modified, each node maintains a logical clock

Ci(tk) that is a function, H(.) of the initial physical and logical clock values, current physical clock value
Ti(tk) and a logical clock rate Ri(tk):

Ci(tk) = H(Ci(t0), Ri(tk), [Ti(tk) − Ti(t0)]) (3)

The logical clock speed Ri(tk) depends on the relative frequency estimate f̂
f i(tk)

. The clocks can
be kept synchronized by recursively updating the logical clock offset Ci(tk) and rate Ri(tk) using an
adaptive approach.

We assume the gateway’s clock ticks with perfect regularity. This means it advances by a ticking rate
R(tk) with each tick. The clock value of the gateway, Tg at time t at any given tick can then be expressed as:

Tg(tk) = k × R(tk) (4)

where k is a non-negative integer representing the tick count. The corresponding gateway clock frequency
fg of this perfect clock is defined as the inverse of the time interval between ticks:

fg(tk) =
1

R(tk)
(5)

3.3 Malicious Node Attack Models
The potential existence of hostile nodes that purposefully interfere with synchronization operations

causes security flaws in time synchronization. In this section we present the two attack models considered
in our protocol design. The models are the malicious node mode and the delay attack models.

3.3.1 Delay Attack Model
Wireless communication is prone to transmission delays, which can have a big impact on time

synchronization. The propagation, queueing, and processing delays that occur during message transmission
between nodes are included in the delay model [22]. These delays impair the precise alignment of clocks
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by introducing uncertainty and asynchronicity into message exchange. Let Di j(tk) denote the transmission
delay between nodes i and j at time t. The delay model captures the temporal offset introduced by delays:

Di j(tk) = Δtprop + Δtqueue + Δtproc (6)

where Δtprop represents propagation delay, Δtqueue is queuing delay, and Δtproc represents processing delay.
In order to induce faults and inconsistencies, malicious nodes stray from the recommended synchro-

nization technique. These nodes may broadcast erroneous synchronization messages, alter message timings,
or make an effort to desynchronize nearby nodes. The dynamics of a malicious node Mi(tk) can be modeled
as:

Mi(tk) = Ci(tk) + εi(tk) (7)

where εi(tk) represents the malicious deviation from the true logical clock which can be modeled as
white noise.

This attack can also be based on artificial delaying message transmission by adding εi(tk) to delay, Di j
between node i and its neighbors aimed at preventing synchronization. These attacks may cause incorrect
synchronization assumptions between nearby nodes, resulting in misalignment and undermining of the
correctness of the overall synchronization. The malicious deviation, εi(tk) can be modeled as white or colored
stochastic noise which is characterized by flat power spectral frequencies across all frequencies and can
introduce widespread random disruptions on clock signals in the form of erratic jitters and deviations in
clock values and frequency making it challenging to predict and counteract.

3.3.2 Sybil Attack Model
A Sybil attacker introduces a set of fake identities S = s1 , s2, . . . , sm into the network such that S ∩ V =

∅. These identities falsely appear as legitimate nodes to neighbors and participate in clock synchronization
exchanges with manipulated timing data.

Let node i ∈ V be a legitimate sensor node with a neighbor j ∈ Ni . Suppose that j is a Sybil node or
influenced by a Sybil attacker. The goal of the Sybil attacker is to disrupt the time synchronization process by
injecting inconsistent or misleading timing information.

Each Sybil identity sk ∈ S reports a forged clock value at time tk , denoted as:

Csk(tk) = Tg(tk) + θk(tk) (8)

where θk(tk) is an arbitrary deviation from the true gateway clock value Tg(tk), possibly designed to
disrupt consensus. The attacker may adapt θk(tk) to bias synchronization depending on the synchronization
algorithm used.

Node i typically uses information from its neighborhood Ni to update its local clock. The update rule
(e.g., averaging or weighted consensus) can then be expressed as:

Ci(tk+1) = Ci(tk) + α ∑
j∈N i

wi j(C j(tk) − Ci(tk)) (9)
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where:
α is a step size,
wi j is a weight assigned to neighbor j (typically based on trust, distance, or static topology),
C j(tk) is the clock value by neighbor j at time tk .
However, if Sybil nodes are present in Ni , the update becomes:

Ci(tk+1) = Ci(tk) + α
⎛
⎝ ∑

j∈N i legit

wi j(C j(tk) − Ci(tk)) + ∑
s∈N isybil

wis(Cs(tk) − Ci(tk))
⎞
⎠

(10)

here: N
legit

i ⊂ Ni is the set of legitimate neighbors, N
sybil

i = Ni ∩S is the set of Sybil identities within
i’s neighborhood.

If the sum of weights of Sybil neighbors is large or if the θk(tk) values are skewed, node i’s clock update
may drift significantly from the true time.

We can quantify the clock skew induced by Sybil influence at node i over time as:

ξi(tk+1) = ∣Ci(tk+1) − Tg(tk+1)∣ (11)

A rapid increase in ξi(tk) or a consistently high value suggests possible Sybil interference.

3.4 Problem Formulation
Examining the clock model, network topology, delay model, and various attack scenarios is necessary

for formalizing the difficulties of secure time synchronization. The problem formulation aims to establish
accurate and secure time synchronization by accounting for clock errors, communication delays, and
adversarial behaviors. This requires developing synchronization techniques that reduce the impact of clock
variances, make use of network topology, and guard against malicious behavior.

WSNs need an integrated method for secure and intelligent time synchronization due to the combined
effects of clock imperfections, network topology, communication delays, and potential assaults.

We propose a thorough system that handles these issues in the subsequent chapters, combining
trust-based authentication, malicious node identification, adaptive clock updates, and selective synchroniza-
tion techniques. Our suggested framework attempts to establish robust and secure time synchronization
framework in WSNs by combining these methods in an optimized manner.

Our protocol operates under the practical assumption that:

1. The system is partially synchronous (i.e., bounded delay assumptions hold in real WSNs).
2. Trust-based authentication allows nodes to selectively synchronize with more reliable peers, mitigating

the effects of attacks.

4 Suggested Framework for Intelligent Secure Synchronization
Achieving secure time synchronization in WSNs necessitates a comprehensive solution that covers

both dependability and resistance against hostile behaviors. The proposed system combines cutting-edge
methods for adaptive clock updates, malicious node identification, trust-based neighborhood authentica-
tion, and selective clock update to build a solid framework for precise and secure synchronization between
sensor nodes.
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4.1 Trust Based Neighborhood Authentication
Establishing trust among neighboring nodes is critical for dependable time synchronization. Trust-

based neighborhood authentication allows nodes to work successfully and maintain correct time
synchronization collectively. A trust score can be calculated by analyzing the synchronization behavior of
surrounding nodes, which reflects the level of confidence in a node’s synchronization dependability. The
trust-based neighborhood authentication mechanism involves the following steps:

1. Observation and Logging: Each node keeps track of its neighbors’ synchronization patterns over
time through observation and logging. This involves keeping an eye on synchronization patterns,
transmission delays, and clock offsets.

2. Trust Score Computation: Each neighboring node receives a trust score based on the observed synchro-
nization behavior. The node’s reliability, precision, and adherence to the synchronization protocol are
reflected in the trust score.

3. Threshold-based Trust Decision: Nodes assess the computed trust scores against a predetermined
cutoff. Nodes over the threshold are regarded as reliable, whereas nodes below the threshold should be
handled carefully.

The trust score Li(tk) for node i at time t is calculated using the observed synchronization behavior of
nearby nodes Ni , and it depends on transmission delays and offset values:

Li(tk + 1) = F(Li(tk), ΔTi j(tk), Di j(tk) for j ∈ Ni) (12)

where F is a trust score computation function that captures the dynamics of synchronization behavior,
ΔTi j(tk) and Di j(tk) are the clock offset value and transmission delay between nodes i and j at time t, respec-
tively. The trust score Li(tk + 1) is updated over time to reflect the evolving trustworthiness of neighboring
nodes. Three candidate functions are considered for secure neighborhood trust score computation for time
synchronization. These are a linear function, exponential decay function and a moving average function.

4.1.1 Linear Function
A simple linear function can be used to compute the trust score based on offset and delay values

Li(tk + 1) = aLi(tk) + bΔTi j(tk) + cDi j(tk) (13)

where a, b and c are coefficients that can be adjusted to assign different weights to offset and delay.

4.1.2 Exponential Decay Function
An exponential decay function can be used to give more weight to recent offset and delay values while

considering historical behavior

Li(tk + 1) = αLi(tk) + β exp[−γ(ΔTi j(tk)2 + Di j(tk)2)] (14)

where α, β and γ are tuning parameters, and the exponential term captures the influence of the current offset
and delay while the previous trust score contributes through α.
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4.1.3 Moving Average Function
A moving average function can be employed to compute the trust score based on the average offset and

delay over a certain window of time

Li(tk + 1) = σLi(tk) + (1 − σ)(ΔT i j + Di j) (15)

where σ is a smoothing factor, and ΔT i j and Di j represent the average offset and delay values over a specified
window of time.

4.2 Malicious Node Detection
Detecting malicious nodes is vital for maintaining the integrity of time synchronization. We propose

an innovative approach utilizing deep learning autoencoder-based anomaly detection to identify nodes that
deviate from normal synchronization patterns. The autoencoder model is trained on historical synchroniza-
tion data from legitimate nodes and aims to reconstruct normal synchronization behavior. Nodes exhibiting
significant deviations in synchronization patterns are flagged as potential malicious nodes. Compared to
other algorithms, autoencoders often prove more effective at anomaly identification due to the fact they can:

1. Learn from unlabeled data, which is useful when labeled anomalies are uncommon.
2. Identify non-linear correlations and complicated patterns in data.
3. Adapt to various domains and data types.
4. Automate appropriate feature learning to do away with the necessity for manual feature engineering.
5. Make use of transfer learning when pre-trained models are available.

Let X j(tk) represent the synchronization features observed for node j at time t by node i. The encoder
system model, Fenc maps the input X j(tk) to a lower-dimensional representation Z j(tk), and the decoder
attempts to reconstruct the input from this representation using its system model, Fd ec . Anomalies are
detected by comparing the reconstruction error E j(tk) with a predefined threshold τ. Mathematically, the
autoencoder-based anomaly detection process can be described as follows:

Encoder: Z j(tk) = Fenc[X j(tk)]

Decoder: X′j(tk) = Fd ec[Z j(tk)]

Reconstruction Error: E j(tk) = ∥X j(tk) − X′j(tk)∥
2

If E j(tk) > τ, node j is considered to be a Sybil malicious attacker on node i. At each resynchronization
period, node i accept packets from only non-anomalous nodes of set N ′

i ⊂ Ni and updates its clock
parameters using the clock values from these nodes.

4.3 Adaptive Clock Update Using Normalized LMS Algorithm
Adaptive clock rate updates are essential for achieving accurate time synchronization. We employ the

Normalized Least Mean Square (NLMS) algorithm to adjust the clock rates of sensor nodes. Because of input
normalization, the normalized least mean squares (NLMS) method is less sensitive to input-correlation and
has a significantly faster convergence than several other stochastic gradient algorithms, particularly the LMS
algorithm [23].
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Let, Ri(tk) be the clock rate adjustment and Ctarget(tk) be the target logical clock value for node i at
time t. The NLMS-based adaptive clock update can be expressed as:

Ri(tk + 1) = Ri(tk) + μ Ti(tk)
∥Ti(tk)∥2 + η

[Ctarget(tk) − Ci(tk)] (16)

where μ is a positive step-size and η is a small positive parameter.
The ultimate aim of our protocol is to synchronize each node’s clock rate to that of the gateway, but node

i might not be a neighbor of the gateway node and hence the expression of Ctarget will differ depending on
the neighbor(s), j ∈ Ni of node i. Therefore we can express Ctarget(tk) as:

Ctarget(tk) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

Tg(tk) j = g and N ′i = 1
C j(tk) j ≠ g and N ′i = 1
∑

j∈N′i

C j(tk)

∣N′i ∣
g ∉ Ni , and ∣Ni ∣ > 1

∑
j∈N′i

C j(tk) + Tg(tk)

∣N′i ∣
g ∈ N ′

i , and ∣Ni ∣ > 1

(17)

where μ is the adaptation step size, and η is a small positive constant to prevent division by zero. The NLMS
algorithm adjusts the clock rate Ri(tk) proportionally to the difference between the target clock value and
the current clock value, with a weight that depends on the observed synchronization features Xi(tk).

4.4 Dynamic Weighted Time Synchronization
Achieving optimal synchronization across all nodes can be resource-intensive. To enhance efficiency,

we propose a selective time synchronization strategy that prioritizes trustworthy nodes for synchronization.
The strategy involves the following steps:

1. Trust Score-Based Ranking: Nodes are ranked based on their trust scores. Nodes with higher trust scores
are considered more reliable and suitable for synchronization.

2. Neighbor Selection: Nodes select a subset of neighboring nodes with the highest trust scores for syn-
chronization.

3. Synchronization Weighting: The synchronization weight of each selected neighbor is determined by its
trust score. Nodes with higher trust scores have a greater influence on the synchronization process.

Mathematically, the synchronization weight wi j between nodes i and j at time t can be calculated as:

wi j(tk) =
L j(tk)

∑k∈Ni Lk(tk)
(18)

Computing wi j is O(Ni) in the number of neighbors, requiring only two arithmetic operations per
neighbor, and takes under 10 ms on a 32 MHz Cortex-M4 for Ni = 20.

Where L j(tk) is the trust score of node j at time t, and Ni is the set of neighboring nodes of node i with
synchronization error ei j(tk) given by:

ei j(tk) = C j(tk) − Ci(tk) (19)
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Using the computed clock rate Ri(tk) and synchronization neighborhood trust weight, wi j(tk), node i
updates its logical clock, Ci(tk + 1) expressed as:

Ci(tk + 1) = Ci(tk) + ∑
j∈N ′

i

wi j(tk)(Ri(tk)ei j(tk) + Di j(tk)) (20)

The synchronization weight wi j(tk) shows the influence of node j on node i during synchronization
while taking nearby node trust scores into account. Nodes with higher trust scores that are identified as
non-anomalous by the anomaly detection autoencoder will have a bigger impact on the synchronization
process. This improved clock update strategy optimizes synchronization efforts by adding anomalous node
identification, trust-based node selection, and dynamic synchronization weighting, focusing on nodes with
better trust ratings and providing a more efficient and secure time synchronization process.

5 Convergence Analysis of Proposed Synchronization Framework
In a WSN, various factors can contribute to clock drifts and desynchronization among nodes. Some

of these factors include communication delays, clock inaccuracies, changes in environmental conditions,
and node mobility. As a result, the clock synchronization error between two nodes, ei j(tk) given by (19),
may not necessarily converge to a fixed point. The main objective of a protocol is therefore to achieve
bounded synchronization errors and ensure that the error remains within an acceptable range [21]. While
additional stochastic effects, e.g., temporary link failures, and bursty traffic could be modeled, they do not
fundamentally alter the protocol’s operation. Therefore, those factors are not accounted in our proposed
model development.

In practical WSNs, achieving exact global synchronization may be challenging due to the dynamic
nature of the environment and the presence of various sources of uncertainty [24]. However, synchronization
algorithms can aim to achieve approximate or relative synchronization, which is often sufficient for many
applications in WSNs. Since the clock dynamics of the gateway node g is different from that of normal WSN
nodes, we analyze the pairwise synchronization convergence for an arbitrary node i to its neighbor j and to
node g separately.

5.1 Pairwise Time Synchronization to Gateway Node
Achieving pairwise synchronization to a gateway node is crucial for establishing a global reference and

facilitating network-wide coordination. We discuss the conditions under which network nodes converge
towards synchronization with the gateway node. By analyzing the properties of the synchronization error,
we outline the conditions that ensure convergence towards the gateway node and the error and clock rate
steady state values.

5.1.1 Conditions for Convergence
Applying Normalized LMS algorithm for the update of the logical clock rate of node i, we have

Ri(tk + 1) = Ri(tk) − μ[ηI + H(tk)]−1 g(tk) (21)

where g(tk) = ∂J(Ri)
∂Ri

and H(tk) = ∂ g(Ri)
∂Ri

.
For simplicity, let e(tk) be the synchronization error between clock values of i and g at time t. To

optimize the clock rate update algorithm, we use the cost function J, which we define to be the square the
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error, defined as:

J(tk) = e2(tk) (22)

Assuming node i is in communication range of the gateway node, g, i.e., g∣Ei , g ∈ E and there is a
transmission delay of Di g(tk) between i and g, then at time t, node i receives Tg = kR(tk) + Di g(tk) and
therefore

e(tk) = Ci(tk) − kR(tk) − Di g(tk) = Ri(tk)Ti(tk) − kR(tk) − Di g(tk) (23)

In [1], using the central limit theorem, Di g(tk) is modeled as a zero-mean Gaussian distributed random
variable with variance, σ 2

Di g
.

Assuming η = 0 and using (21), we derive g(tk) and H(tk) respectively as:

g(tk) = 2e(tk) ×
∂e(Ri)

∂Ri
= 2e(tk)Ti(tk)i(tk) and;

H(tk) = 2τi(tk) ×
∂e(Ri)

∂Ri
= 2T2

i (tk)

Since

∂e(Ri)
∂Ri

= ∂
∂Ri

[Ri(tk)Ti(tk) − kR(tk) − Di g(tk)] = Ti(tk)

Since H(tk) is in the scalar form we write [H(tk)]−1 = 1
2Ti(tk)2) .

Hence the update equation in (15) can be rewritten as:

Ri(tk + 1) = Ri(tk) − μ e(tk)
η + Ti(tk)

(24)

Since continuous access of Ti(tk) might over-complicate the synchronization algorithm, we approxi-
mate it with its mean value, i.e.,

Ti(tk) ≃ E[Ti(tk)]

And from the definition of the hardware clock model given by (1), Ti(tk) = ∫tk
f (φ)dφ and hence we

can write

Ti(tk) ≃ Ti(t0) +E[∫ fi(φ)dφ] = Ti(t0) + ∫
t

t0
E[ fi(φ)]dφ (25)

But,

E[ fi(tk)] =
f̂ − fmax + f̂ + fmax

2
= f̂

Ti(tk) ≃ Ti(t0) + f̂ ∫
tk

dφ = Ti(t0) + R̄ f̂ (26)
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where R̄ = E[R(tk)] is the average ticking rate of the gateway node. Therefore the synchronization clock
update rule can be simplified as follows:

Ci(tk + 1) = Ci(tk) + e(tk) = kR(tk) + Di g(tk), (27)

and the logical clock rate update as follows:

Ri(tk + 1) = Ri(tk) − μ e(tk)
η + Ti(t0) + R̄ f̂

(28)

Theorem 1. The update of the logical clock rate, Ri of a node i ∈ V , (i , G) ∈ E with initial clock value, Ti(t0)
using the normalized least mean-square (LMS) algorithm of the form (28) to synchronize to a gateway node
g with ticking rate, R̄ will converge in the L 1 mean-sense to an asymptotically stable point if and only if the
step size μ must be chosen based on the inequality

0 < μ < 2(η + Ti(t0)
R̄ f̂

+ 1) (29)

where η is a small positive value.
Proof of Theorem 1. Based on the update equations, (27) and (28), we can define e(tk + 1) and Ri(tk + 1) as:

e(tk + 1) = Ri(tk)Ti(tk) − R̄ + Di g(tk + 1) − Di j(tk)

Ri(tk + 1) = Ri(tk) −
μ

η + Ti(t0) + R̄ f̂
[Ri(tk)Ti(tk) − R̄ + Di j(tk + 1) − Di j(tk)] (30)

Ri(tk + 1) = Ri(tk)(1 − μ
η + Ti(t0) + R̄ f̂

Ti(tk)) − μ
η + Ti(t0) + R̄ f̂

(R̄ + Di j(tk + 1) − Di j(tk)) (31)

We can combine (30) and (31) into a state representation given by (32).

[ e(tk + 1)
Ri(tk + 1) ] = [

0 Ti(tk)
0 1 − μ

η+Ti(t0)+R̄ f̂
Ti(tk) ] [ e(tk)

Ri(tk)
] + (R̄ + Di j(tk + 1) − Di j(tk)) [

−1
μ

η+Ti(t0)+R̄ f̂
]

(32)

To evaluate the pairwise convergence of the proposed system in the mean-sense, we evaluate the
expectation of (32).

[ E[e(tk + 1)]
E[Ri(tk + 1)] ] =

⎡⎢⎢⎢⎢⎣

0 R̄ f̂
0 1 − μR̄ f̂

η+Ti(t0)+R̄ f̂

⎤⎥⎥⎥⎥⎦
[ E[e(tk)]
E[Ri(tk)]

] + [
−R̄

μ
η+Ti(t0)+R̄ f̂

] (33)

From (33) we obtain the eigenvalues the coefficient matrix as:

[λ1 , λ2] = [0, 1 − μR̄ f̂
η + Ti(t0) + R̄ f̂

]

Therefore, a necessary and sufficient condition for asymptotic convergence in the mean-sense is if 0 <
μ < 2( η+Ti(t0)

R̄ f̂
+ 1). ◻
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5.1.2 Asymptotic Clock Frequency and Synchronization Error
Analyzing the behavior of clock frequency and synchronization error over time provides valuable

insights into the long-term dynamics of the synchronization process. We derive expressions for the asymp-
totic clock frequency and investigate how synchronization error evolves as the number of synchronization
iterations increases.
Theorem 2. The evolving pairwise synchronization error, e(tk) and the clock rate, Ri(tk) for node i
synchronizing to the clock of a perfectly ticking gateway node, g converge in the mean-sense to the steady
state values e(∞) = 0 and Ri(∞) = 1

f̂
if it satisfies the linear Eq. (32).

Proof of Theorem 2. The asymptotic error and clock rate variables can be written as:

lim
k→∞

E[e(tk)] = e(∞) and lim
t→∞

E[Ri(tk)] = Ri(∞)

From Eq. (33), we can write the respective steady state equations of e(tk) and Ri(tk) as:

Ri(∞) = (1 − μR̄ f̂
η + Ti(t0) + R̄ f̂

)Ri(∞) + μR̄
η + Ti(t0) + R̄ f̂

Ri(∞) = 1
f̂

and

e(∞) = R̄ f̂ Ri(∞) − R̄ -⇒ e(∞) = 0

We therefore conclude from the above analysis that, the synchronization error, ei of a node i synchroniz-
ing to the gateway node g, converges to zero and its logical clock rate, Ri converges to the nominal oscillation
period, 1

f̂
. ◻

5.1.3 Asymptotic Error Variance
When a control system achieves zero steady-state error, it means the regulated output precisely follows

the desired value and there is no variation over time between the actual output and the target value. In-order
to maintain a tight global synchronization among network nodes, the asymptotic variance of the steady-error
has to be as small as possible.

To further analyze the convergence behavior of this proposed method for clock synchronization, the
asymptotic variance of the synchronization error is given by Theorem 3.
Theorem 3. The asymptotic variance in synchronization error, Var[e(∞)] of a node i ∈ V , (i , G) ∈ E with
initial hardware clock value, Ti(t0)using the normalized least mean-square (LMS) algorithm of the form (28)
to synchronize to a gateway node g with ticking rate, R̄ is given by:

Var[e(∞)] = (R̄2 + R̄ f 2
max

2 f̂
)( μ2 fmax + 2μ f̂ 2σ 2

D

2 − 4μ − 2μ2R̄ f̂ 2
+ 2μ2 f 2

max) + R̄ f 2
max
f 2 + σ 2

D (34)

Proof of Theorem 3. Let dtk+1 = Di j(tk + 1) − Di j(tk), ztk = Ri(tk) f̂ − 1 and wtk+1 = ∫tk
f (φ)dφ

Ti(tk) − Ti(t0) = R̄ f̂ + wtk+1 (35)

where wtk+1 has statistics E[wtk+1] = 0 and E[w2
tk+1] = R̄ f̂ .
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Based on these definitions, we can rewrite the error and clock rate recursion equations respectively as:

e(tk + 1) = ztk (R̄ + wtk+1

f̂
) + wtk+1

f̂
− dtk+1

and

Ri(tk + 1) = ztk + 1
f̂

− μ
R̄ f̂

(ztk [R̄ + wtk+1

f̂
] + wtk+1

f̂
− dtk+1)

Let gtk+1 = R̄ f̂ + wtk+1 with mean, E[gtk+1] = R̄ f̂ and second moment, E[g2
tk+1] = R̄2 f̂ 2 + R̄ f̂ 2

max
3

ztk+1 = ztk (1 − μ
R̄ f̂

gtk+1) − μ
R̄ f̂

gtk+1 + μ + μ
R̄

dtk+1

E[ztk+1] = E[ztk ](1 − μ) -⇒ E[z∞] = 0 (36)

z2
tk+1 = z2

t (1 − μ
R̄ f̂

gtk+1)
2

+ (− μ
R̄ f̂

gtk+1 + μ + μ
R̄

dtk+1)
2

+ ztk (1 − μ
R̄ f̂

gtk+1)(−
μ

R̄ f̂
gtk+1 + μ + μ

R̄
dtk+1)

Taking expectation of both sides, we get

E[z2
tk+1] = E[z2

k] (μ2 [1 + f 2
max

3R̄ f̂ 2
] − 2μ) + μ fmax

3R̄ f̂ 2
+ μσ 2

D
R̄2 (37)

SinceE[e(∞)] = R̄E[z∞] = 0, it follows that, Var[e(∞)] = E[e2(∞)] andE[e2(∞)] can be expressed
in terms of E[z2(∞)] as:

E[e2(∞)] = E[z2
k] (R̄2 +

E[w2
tk+1]
f̂

) +
E[w2

tk+1]
f 2 + E[d2

tk+1]

Using straight-forward steps, the asymptotic variance of the error can be given as:

Var[e(∞)] = (R̄2 + R̄ f 2
max

2 f̂
)( μ2 fmax + 2μ f̂ 2σ 2

D

2 − 4μ − 2μ2R̄ f̂ 2
+ 2μ2 f 2

max) + R̄ f 2
max
f 2 + σ 2

D (38)

◻

5.2 Pairwise Clock Synchronization of Neighboring Nodes
Pairwise clock synchronization among neighboring nodes is a fundamental to achieving accurate time

synchronization in WSNs. Here, we analyze the convergence properties in probability and mean-sense
associated with our proposed synchronization algorithm. Each node evaluates its neighbors’ synchronization
patterns based on:

1. historical synchronization accuracy (i.e., how closely a node’s clock aligns with its trusted neighbors).
2. deviation from expected timestamps (i.e., identifying outliers in time updates).
3. communication reliability metrics (e.g., packet loss and response delays).
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These computations are lightweight and do not require complex cryptographic operations or excessive
message passing. Ideal pairwise synchronization between node i and node j, means the error ei j(tk) evolves
towards zero with time which is expressed mathematically as:

lim
t→∞

ei j(tk) = 0 (39)

5.2.1 Mean Sense Error Convergence
To prove the expression in (39) for any synchronization algorithm means perfect synchronization

among WSN nodes or sure-convergence of synchronization error which is impossible given the dynamics
of WSNs. Instead we will show that, our proposed framework for synchronization achieves synchronization
within acceptable error margins using mean-sense convergence

Definition 1. (L p Convergence in Mean-Sense) A sequence of F -measurable random variables x(n) ∶
n ∈ N is said to converge to an F -measurable random variable x in L p sense if for some p ≥ 1,

lim
n→∞

E[∣x(n) − x∣p] = 0

Based on Definition 1, and taking p = 2, we want to show that as time t approaches infinity, the mean-
square synchronization error between nodes i and j converges to zero:

lim
n→∞

E[e2
i j(tk)] = 0 (40)

Theorem 4. In a WSN represented by a unidirected graph, G = (V , E ), the asymptotic mean-square
pairwise synchronization error, ei j(∞) for a node i ∶ (vi , Ei) ⊂ G , with neighbor j is zero if

R j(tk) − Ri(tk) + D ji(tk) − Di j(tk) < 1

where Ri(tk) and Di j(tk) are the clock rate of node i and transmission delays between i and j at time t.
Proof of Theorem 4. We start by assuming that at time t = 0, the synchronization error ei j(t0) is

bounded and has finite variance, i.e.,

E[e2
i j(t0)] < ∞

We also assume that the synchronization algorithm is stable, meaning that the clock updates are
bounded, and the synchronization process does not diverge. For pairwise synchronization, N ′ = 1 and
assuming nodes i and j are trusted neighbors, i.e., wi j(tk) = 1, then the clock updates for nodes i and j are
given respectively by:

Ci(tk + 1) = Ci(tk) + Ri(tk)ei j(tk) + Di j(tk), and (41)
C j(tk + 1) = C j(tk) + R j(tk)e ji(tk) + D ji(tk) (42)

Let the clock rate and delay differences between nodes i and j be denoted as kr and kd , respectively, and
given by:

kr = R j(tk) − Ri(tk) (43)
kd = D ji(tk) − Di j(tk) (44)
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Assuming ei j(tk) = e ji(tk), we can express the evolution of the synchronization error as:

ei j(tk + 1) = ei j(tk) + ei j(tk)[kr + kd] (45)

Consider the difference in synchronization error between two consecutive time steps:

ei j(tk + 1) − ei j(tk) = ei j(tk)[kr + kd]

Assuming, kr and kd are constants, we can rewrite the difference in synchronization error as:

ei j(tk + 1) − ei j(tk) = (kr + kd) ⋅ ei j(tk) (46)

This is a discrete-time linear system, and its stability depends on (kr + kd). If (kr + kd) < 1, the
synchronization error converges to zero.

Now consider the mean-square synchronization error change:

E

⎡⎢⎢⎢⎢⎣
(ei j(tk + 1) − ei j(tk))

2⎤⎥⎥⎥⎥⎦
= (kr + kd)

2 ⋅E[e2
i j(tk)] (47)

We know that (kr + kd)
2 < 1 (since (kr + kd) < 1 for convergence), so the mean-square error decreases

with time, i.e.,

(kr + kd)
2 ⋅E[e2

i j(tk)] < E[e2
i j(tk)] (48)

Hence we can conclude that our algorithm achieves zero asymptotic error variance between two
neighboring nodes i and j.

lim
n→∞

E[e2
i j(tk)] = 0 (49)

◻

5.2.2 Convergence Time
A theoretical convergence time Tconv provides an estimate of how long it takes for the clock rate

Ri(tk) and R j(tk) to approach the same nominal clock rate, R̄ or for the clock rate synchronization error
εi j(tk) = R j(tk) − Ri(tk) to approach within a threshold ξ. The derivation of a closed-form expression of the
convergence time Tconv will help us to understand the dynamics of the synchronization process and provides
insight into optimizing parameters such as step size μ to achieve faster and more accurate synchronization.
Theorem 5. In a WSN represented by a unidirected graph, G = (V , E ), the convergence time Tconv of the
clock rate synchronization error εi j(tk) of node i ∶ (vi , Ei) ⊂ G , using the normalized least mean-square
(LMS) algorithm of the form (28) to synchronize to its neighbor j to an error threshold ξ can be expressed
as:

Tconv ≈
h̄ ⋅ (ln ∣εi j(t0)∣ − ln(ξ))

μ ⋅ ΔT i j
, εi j(tk) > ξ (50)

where:
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h̄ = η2 + η(T i + T j) + T i T j

εi j(tk) = R j(tk) − Ri(tk)
ΔTi j(tk) = Tj(tk) − Ti(tk)
t0 is start time for the synchronization process
η is a small positive value

Proof of Theorem 5. Using the clock rate Eq. (28), we can express the clock rate synchronization error as an
update equation given by:

εi j(tk + 1) = εi j(tk) −
μεi j(tk)ΔTi j(tk)

htk

(51)

where ΔTi j(tk) = Tj(tk) − Ti(tk) and htk = η2 + η(Tj(tk) + Ti(tk)) + Tj(tk)Ti(tk)
We can express εi j(tk) recursively in terms of the initial error, εi j(t0) as:

εi j(tk) = εi j(t0)
tk−1
∏
l=0

⎛
⎝

1 −
μΔTi j(l)

hl

⎞
⎠

(52)

For convergence, we want the synchronization error εi j(tk) to be within some threshold ξ, i.e.,

∣εi j(tk)∣ > ξ

Our main goal is to find the convergence time, Tconv such that ∣εi j(tk)∣ < ξ and therefore we can write:

∣εi j(Tconv)∣ = ξ

Using the expression for εi j(tk), we can write

ξ = εi j(t0)
44444444444

Tconv−1
∏
l=0

⎛
⎝

1 −
μΔTi j(l)

hl

⎞
⎠

44444444444
(53)

Taking natural logarithms of both sides:

ln(ξ) = ln
44444444444
εi j(t0)

Tconv−1
∏
l=0

⎛
⎝

1 −
μΔTi j(l)

hl

⎞
⎠

44444444444
(54)

ln(ξ) = ln∣εi j(t0)∣ +
Tconv−1
∑
l=0

ln
44444444444
1 −

μΔTi j(l)
hl

44444444444
(55)

Now, assuming that μΔTi j(tk)

ht
is small, we can use the logarithmic property ln(1 + x) ≈ x. Using this

approximation, we can write:

ln(ξ) ≈ ln∣εi j(t0)∣ −
Tconv−1
∑
l=0

μΔTi j(l)
hl

(56)
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Rearranging, we have:

1 ≈
ln(ξ) − ln ∣εi j(t0)∣
μ ∑Tconv−1

k=0
ΔTi j(k)

hk

(57)

Assuming we approximate Ti(tk) and Tj(tk) with their respective averages T i and T j, then ΔT i j =
T j − T i and h̄ = η2 + η(T i + T j) + T i T j then,

1 ≈
ln ∣εi j(t0)∣ − ln(ξ)

μ ⋅ Tconv ⋅ ΔT i j

h̄

Hence the approximate convergence time, Tconv is:

Tconv ≈
h̄ ⋅ (ln ∣εi j(t0)∣ − ln(ξ))

μ ⋅ ΔT i j
(58)

which can also be given as,

Tconv ≈
(η2 + η(T i + T j) + T i T j) ⋅ (ln ∣εi j(t0)∣ − ln(ξ))

μ ⋅ (T j − T i)
(59)

◻
From (59), we see that the time the algorithm takes to converge depends largely on initial clock

parameters, the synchronization period and the nominal clock frequency. Based on the performed analysis,
we show that the synchronization process is modeled under varying network delays and also accounted for
dynamic trust updates, ensuring stability despite adversarial behavior.

6 Intelligent and Secure Time Synchronization Protocol (iSTSP) Design
The proposed iSTSP protocol implements a layered security pipeline consisting of four progressively

refined defense stages. Each stage builds upon the previous one, transitioning from proactive trust enforce-
ment to reactive anomaly isolation, then applying resilience-weighted synchronization, and finally tuning
adaptivity for rapid convergence. This architectural progression ensures not only robust defense against
malicious behavior, but also efficient recovery and synchronization accuracy.

6.1 Stage 1: Trust-Based Node Authentication (Preprocessing Filter)
Objective: To proactively establish a legitimate neighborhood of participants, excluding suspicious or

misbehaving nodes before any synchronization message exchanges occur.
Mechanism: Each node i continuously assesses the trustworthiness of its one-hop neighbors j through

a time-updated trust metric. The trust score L j(tk) is formulated using an exponentially weighted decay,
which ensures responsiveness to rapidly evolving threats:

L j(tk+1) = αL j(tk) + β exp [−γ (ΔTi j(tk)2 + Di j(tk)2)] (60)

where α and β balance prior trust history against current timing observations. This design allows the protocol
to adaptively discount a neighbor showing growing time offset anomalies or unusual delays.
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Exclusion Protocol: A neighbor j is excluded from synchronization if

L j(tk) < τtrust

with τtrust empirically set to 0.4 to balance false positives and detection coverage. This stage alone reduces
the initial attack surface by up to 63%.

6.2 Stage 2: Anomaly Scoring and Attacker Isolation
Objective: To reactively detect and isolate adversarial or compromised nodes that may have evaded the

initial trust filter.
Scoring Framework: After Stage 1, the subset of non-excluded neighbors is monitored for deeper

inconsistencies using a lightweight autoencoder neural network. The anomaly score E j(tk) quantifies how
well a neighbor’s observed behavior matches expected benign patterns:

E j(tk) = ∥[ C j
Di j

] − Decoder(Encoder([ C j
Di j

]))∥
2

(61)

where reconstruction error indicates deviation from normal timing and delay statistics.
A binary classification rule then determines isolation:

IsolationFlag j =
⎧⎪⎪⎨⎪⎪⎩

1 if E j(tk) > T i
class (95th percentile)

0 otherwise

Isolation Protocol: Neighbors flagged as anomalous (IsolationFlag j = 1) are immediately removed from
the working neighbor set N ′

i for the current synchronization round (see Eq. (10)). This mechanism detects
92% of Sybil attackers within a single round.
AutoEncoder Design

We considered several AI approaches for adaptive malicious node detection and selected autoencoders
for their low computational cost, lightweight inference, and proven effectiveness in unsupervised anomaly
detection, making them ideal for identifying malicious deviations in time synchronization within low-
power WSNs. In contrast, Graph Neural Networks (GNNs) are computationally expensive and require
extensive training data, while Reinforcement Learning (RL) involves high training overhead and delayed
decision-making, rendering both unsuitable for real-time, energy-constrained WSN environments. While
deep learning-based anomaly detection introduces some computational overhead, iSTSP is designed to
operate efficiently in resource-constrained WSNs. The autoencoder model used for malicious node detection
is pre-trained offline and deployed on each node for real-time anomaly detection, requiring only lightweight
inference operations with minimal energy consumption.

An autoencoder is made up of two major components: an encoder and a decoder. The input data is
mapped by the encoder to a lower-dimensional representation, which is then mapped back to the input space
by the decoder. The goal is to force the network to learn a compressed version of the input data by introducing
a bottleneck. The autoencoder’s ability to recover the input data from this compressed representation is
measured in order to identify anomalies. The optimal design architecture should have a relatively simple
structure to reduce processing requirements.
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We consider a minimalistic autoencoder architecture for anomalous node detection:

1. Input Layer: The input layer consists of two parts:
(a) Delay values: The delay values between node i and its neighbors Di j form the input vector Di of

size Ni , where Ni is the number of neighbors of node i.
(b) Node clock values: The clock values Ci and C j of the node i, and its neighbors j ∈ Ni form an

input vector Ci of size Ni + 1, including the node i itself.
2. Encoding Layer: The encoding layer reduces the dimensionality of the input data, which is crucial for

efficient processing. We use a small encoding layer with only a few neurons, say K neurons. The encoding
function is denoted as fc(Di , Ci) 9→ Ei , where Ei is the encoded representation.

3. Decoding Layer: The decoding layer attempts to reconstruct the original input from the encoded
representation. It has two parts:
(a) Decoding the Delay Values: The decoder for the delay values is denoted as f D

d (Ei) 9→ D′i , where
D′i is the reconstructed delay values.

(b) Decoding the Node Clock Values: The decoder for the clock values is denoted as f D
d (Ei) 9→ C′i ,

where C′i is the reconstructed clock values.
4. Activation Function: We use the ReLU (Rectified Linear Unit) as the activation function for both the

encoding and decoding layers.
5. Loss Function: For anomaly detection, use the mean squared error (MSE) as the loss function. The total

loss is the sum of the MSE for both delay values and node clock values:

e l
i =

1
Ni

2
∑
j=1
(Di − D′i) +

1
Ni + 1

2
∑
j=1
(Ci − C′i)

The goal is to minimize this loss function, e l
i during training.

6. Training: We used a data set of typical synchronization data to train the autoencoder. The delay and
clock value for various synchronizations is collected for a set period when the protocol initiates for each
network node.

7. Thresholding: After training, we establish a threshold for the reconstruction error. Instances with
reconstruction errors above this threshold are considered anomalies. The threshold is set through
cross-validation.

Each WSN node independently computes trust values based on locally observed synchronization
patterns, such as timestamp discrepancies and message consistency. These trust values are then shared
with neighboring nodes in a decentralized manner, ensuring that no centralized authority is required. This
localized approach minimizes communication overhead, which is critical for resource-constrained WSNs.
The initial training of the model is done offline prior to the network deployment executed locally at each node,
eliminating the need for centralized or federated learning. Then during the operation of the network, each
node re-trains its model once in a certain long period, when certain network dynamics and neighborhood
set has changed. The pseudo-code for the training model is given by Algorithm 1.
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Algorithm 1: Node i deep autoencoder training for malicious node classification
1: Ci ∈ R1×Ni ⊳ Received neighborhood clock values
2: Di ∈ R1×Ni ⊳ Estimated neighborhood communication delay values
3: procedure Initialize (input_size, hidden_size)
4: for i ← 1 to 3 do
5: Initialize weights and biases for encoder: wencoderi , bencoderi

6: Initialize weights and biases for decoder: wdecoderi , bdecoderi

7: end for
8: end procedure
9: procedure encode (Ci , Di)
10: Encoding process: encoded ← ReLU((Ci , Di) × wencoder1 + bencoder1)
11: for i ← 2 to 3 do
12: encoded ← ReLU(encoded × wencoderi + bencoderi)
13: end for
14: return encoded
15: end procedure
16: procedure decode (encoded_data)
17: Decoding process: decoded ← ReLU(encoded_data × wdecoder1 + bdecoder1)
18: for i ← 2 to 3 do
19: decoded ← ReLU(decoded × wdecoderi + bdecoderi)
20: end for
21: return tanh(decoded × wdecoder3 + bdecoder3)
22: end procedure
23: procedure train (Ci , Di , num_epochs, learning_rate, threshold)
24: Initialize the model parameters: input_size, hidden_size
25: Initialize weights and biases: Initialize(input_size, hidden_size)
26: for epoch ← 1 to num_epochs
27: encoded_data ← Encode(Ci , Di)
28: decoded_data ← Decode(encoded_data)
29: loss ← calculate_loss((Ci , Di), decoded_data)
30: update_weights_and_biases(loss, learning_rate) do
31: end for
32: return Trained model, Fi

class with threshold Ti
class

33: end procedure

6.3 Stage 3: Reliability-Weighted Time Consensus
Objective: To apply consensus-based clock synchronization in a way that prioritizes reliable, trustwor-

thy inputs while minimizing the disruptive effect of adversaries.
Weight Assignment: The influence of each non-isolated neighbor j is weighted according to its trust

score from Stage 2:

wi j(tk) =
L j(tk)

∑
k∈N ′

i

Lk(tk)
(62)
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Consensus Update: Nodes update their local clock values via a weighted aggregation:

Ci(tk+1) = Ci(tk) + ∑
j∈N ′

i

wi j(tk) [Ri(tk)ei j(tk) + Di j(tk)] (63)

This approach reduces malicious influence by a factor of 7.2 compared to standard unweighted averaging
(Fig. 13a).

6.4 Stage 4: Convergence-Optimized Synchronization
Objective: To dynamically adapt the synchronization rate to current network conditions, achieving

faster convergence while maintaining stability guarantees.
Adaptive Engine: The step size μ is adjusted based on error magnitude:

μ(tk+1) = min(μmax, max(μmin, μ(tk)
1 + υei j(tk)

)) (64)

where

μmax < 2(η + Ti(t0)
R̄ f̂

+ 1)

ensures stability per Theorem 1.
To determine the most optimal step size update equation for the Normalized Least Mean Square

(NLMS) algorithm based on the given acceptable range of the step size 0 < μ < 2( η+Ti(t0)

R̄ f̂
+ 1), we choose

an adaptive step size update equation that keeps within this range while adjusting based on the network’s
characteristics. We adopt an adaptive approach is to use a step size, μ that satisfies the given constraint given
by the update equation:

μ(tk + 1) = min
⎛
⎝

μmax, max(μmin, μ(tk)
1 + υ ⋅ ei j(tk)

)
⎞
⎠

(65)

where:

• μ(tk + 1) represents the step size at time tk .
• μmax is the maximum step size allowed to prevent excessive updates which ensures that the step size

doesn’t become too large.
• μmin is the minimum step size to prevent overly small step sizes.
• υ is a parameter that adjusts the step size based on the error. A smaller υ makes the step size, μ more

adaptive to the error.

Eq. (65) keeps the step size within the range of μmin and μmax while adjusting it based on the network’s
behavior. The step size increases when the error is small and decreases when the error is large, allowing for
adaptive and efficient clock rate updates. The specific values of μmin, μmax, υ and should be chosen based on
the characteristics of the network and the desired trade-off between convergence speed and stability.

Convergence Linkage: When time errors exceed ξ, the step size is increased following:

μ ∝ ln ∣εi j(t0)∣ − ln ξ

as established in Theorem 5. This accelerates synchronization, reducing convergence time by 38%.
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6.5 Intelligent and Secure Time Synchronization Protocol (iSTSP)
The pairwise synchronization analysis (Section 5) is expanded into a generalized protocol implementing

our four-stage defense pipeline for global time synchronization. Algorithm 2 presents the pseudo-code for
node i, with each stage explicitly annotated:

Algorithm 2: Node i iSTSP protocol implementation
1: Initialize: Ttrain, Ci , Di , B, μmax, Ri, ci, υ, μ, τtrust, τanomaly, wij, Ts, Lj
2: eavg ← 0, davg ← 0, ccount ← 0, ecum ← 0, dcum ← 0
3: Stage 1: Trust Preprocessing
4: Broadcast clock request toNi ⊳Initiate synchronization round
5: for each neighbor j ∈Ni do
6: if j receives request then
7: Send ⟨c j , tstamp

j ⟩ to i
8: end if
9: end for
10: Stage 2: Anomaly Isolation
11: for each received ⟨c j , tstamp

j ⟩ do
12: ei j ← (c j − ci), di j ← (tstamp

j − tstamp
i )

13: τanomaly ← Fi
class(C j , Di) ⊳Autoencoder inference

14: if τanomaly > Ti
class then

15: Skip j ⊳Malicious node exclusion
16: else
17: dcum ← dcum + di j, ecum ← ecum + ei j, ccount ← ccount + 1
18: L j ← 0.4L j + 0.6 exp(−0.25(e2

i j + d2
i j)) ⊳Trust update

19: end if
20: end for
21: Stage 3: Reliability-Weighted Consensus
22: Set Timer-2 for Ts seconds ⊳Aggregate responses
23: Upon Timer-2 timeout:
24: eavg ← ecum/ccount, davg ← dcum/ccount

25: if ∣eavg∣ < 2B f̂ −1 fmax then
26: wi j ← L j

∑k∈Ni Lk
⊳Trust weighting

27: ci ← ci + wi j × (Ri ⋅ eavg + davg)
28: end if
29: Stage 4: Convergence-Optimized Synchronization
30: μ ← min(μmax, max (μmin, μ

1+υ⋅eavg
)) ⊳ Adapt step size

31: Ri ← Ri − μ(eavg/τ̄i)
32: Reset ecum, dcum, ccount
33: Set Timer-1 for B seconds ⊳ Next synchronization round
34: Re-training (Timer-3 timeout):
35: if Timer-3 fires then
36: Retrain Fi

class with Ci , Di
37: Set Timer-3 for Ttrain seconds
38: end if
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Protocol Workflow:

1. Initialization: Each node i wakes every B seconds (synchronization period) controlled by Timer-1. The
pre-trained autoencoder Fi

class with threshold Ti
class is deployed for lightweight anomaly detection.

2. Stage 1 (Trust Preprocessing): Node i broadcasts clock requests to neighbors Ni (Line 5). Neighbors j
respond with ⟨c j , tstamp

j ⟩ (Lines 7–9).
3. Stage 2 (Anomaly Isolation): For each response, node i computes clock error ei j and delay di j (Line

12). The autoencoder scores responses; if τanomaly > Ti
class, j is excluded (Lines 13–16). Valid responses

update trust scores L j via exponential decay (Line 17).
4. Stage 3 (Reliability-Weighted Consensus): After Ts (aggregation window), node i calculates average

error eavg and delay davg (Line 20). If bounded (Line 21), it computes trust weights wi j (Line 22) and
updates its clock (Line 23).

5. Stage 4 (Convergence-Optimized Synchronization): The step size μ adapts to error eavg (Line 25), and
clock rate Ri updates via NLMS (Line 26). Timer-1 resets for next round (Line 28).

6. Periodic Retraining: Timer-3 triggers Fi
class retraining every Ttrain seconds (Lines 30–32) to maintain

detection accuracy.

7 Performance Evaluation

7.1 Autoencoder Classifier, Fi
class Training Performance

The training performance of the autoencoder model used for anomaly detection in iSTSP is presented
in this section. As shown in Algorithm 1, the training autoencoder model is unsupervised but for evaluation,
we employ dataset of logical clock and calculated delay values, and the model’s performance is evaluated
based on the Receiver Operating Characteristic (ROC) curve and histogram of reconstruction errors (HRE).

The ROC curve is used to assess a binary classifier’s performance. At different threshold values, it
compares the True Positive Rate (TPR) against the False Positive Rate (FPR). The ROC curve is a useful tool
for evaluating an autoencoder’s ability to discriminate between normal and anomalous data points based on
reconstruction error, which is utilized in anomaly detection. Area Under the Curve (AUC) is the single scalar
value used to summarize the overall performance of the classifier. An AUC of 1 indicates perfect classification,
while an AUC of 0.5 suggests no discriminatory power. A histogram of reconstruction errors visualizes
the distribution of reconstruction errors for normal and anomalous data points. It helps in understanding
how well the autoencoder can separate normal data from anomalies based on the reconstruction error. The
dataset comprises clock data collected from WSN nodes. The data is divided into training and testing sets.
The training set includes normal clock data, while the testing set includes both normal and anomalous clock
data. The model architecture used is same as in Algorithm 1. We use the adam optimizer and mean-square
error (MSE) loss, 50 epochs and batch size of 20 for training. The threshold for testing is calculated as the 95th
percentile of reconstruction errors. We consider three (3) scenarios for the autoencoder classifier, Fi

class. In
the first instance, we use only the logical clock, Ci data for model training and testing. In the second scenario,
we use on the calculated delay, Di data and in the third scenario we use both.

The ROC and HRE performance plots are shown respectively in Figs. 2–4. We observe that the model
performs best in the third scenario when both logical clock, Ci and delay, Di are used. The model performs
worst when only delay values are used. This behavior of the classifier can be because, both parameters are
vital to skew and offset compensation of each node clock although the clock values have a higher impact
on synchronization as compared to the delay values especially in detecting attacks. Because the autoencoder
models temporal correlations, abrupt mimicry attempts yield elevated reconstruction errors [25].



Comput Model Eng Sci. 2025;144(3) 3239

(a) ROC - AUC= 72% (b) HRE

Figure 2: Classifier, Fi
class with only logical clock, Ci inputs

(a) ROC - AUC= 62% (b) HRE

Figure 3: Classifier, Fi
class with only delay, Di inputs

(a) ROC - AUC= 80% (b) HRE

Figure 4: Classifier, Fi
class with both logical clock, Ci and delay, Di inputs

7.2 Synchronization Performance Parameters
We use average global clock error, eglobal in microseconds or μs, average global clock rate, and Rglobal to

evaluate performance (refer Eqs. (19), (28) and (51)). These parameters are defined respectively as:

eglobal ≜ EV [max
i , j∈V

{ei j(tk)}] (66)

Rglobal ≜ EV [Ri(tk)] (67)
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7.3 Simulations
To assess the performance and robustness of the proposed protocol, we implement the iSTSP protocol

in a Python simulation environment. We adopted a grid network topology of 16 nodes as shown in Fig. 5 to
test the protocol. The parameters used for our simulation are given in Table 1. To simulate malicious node
delay attack, we independently generate white delay noise εi(tk) (7) within some range and add it to the
neighborhood delay average dav g (refer Algorithm 2) of two selected nodes and one node to simulate Sybil
attack among the 16 network nodes. Although we simulate each scenario in 100 iterations (1000 s), we present
the results for 50 iterations for better visualization.

Figure 5: Grid network topology, N = 16, with node 0 acting as gateway and nodes 1, 9 and 13 acting as malicious nodes

Table 1: Simulation parameter settings

Parameter Value
Topology Grid

Number of nodes 16
Communication range 10 m

Gateway clock frequency, 1/ f̂ 1 μs
step size range [μmax, μmin] 0.05–0.95

Sync period, B 10 s
Neighborhood reception period, Ts 5 s
Classifier re-training period, Ttrain 100 s

Simulation time/Iterations 1000 s/100
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7.3.1 Synchronization Performance for Different Trust Authentication Functions
In this section, we investigated the performance of linear, exponential and moving average authenti-

cation functions in terms of the performance parameters eglobal, and Rglobal. In this scenario we enabled
the malicious attack and with the trained autoencoder classifier, Fi

class and considered each authentication
function one at a time. The results is shown in Fig. 6. First, we observe the steady-state synchronization
error for all functions in the 10−5 μs range with the moving average trust function performing best as shown
in Fig. 6a. Also, we observe from Fig. 6b a similar clock rate convergence time for moving average and
exponential trust functions, at around iteration 4 or 40 s followed by the linear trust function after 10 s.

(a) eglobal (b) Rglobal

Figure 6: Synchronization performance under attack with malicious node detection: linear, exponential and moving
average trust functions

7.3.2 Synchronization Accuracy under Malicious Node Delay Attack
Now to check the security performance of our protocol and the effect of malicious node attacks, we

run four (4) simulation scenarios independently with the same settings with 3 selected attack nodes in each
synchronization round. In the first scenario, we remove trust authentication and malicious or anomalous
node detector to view the synchronization of nodes under attack without defense. Then we enable the trust
authentication with exponential function to observe its performance without malicious node detection. Next,
we enable only malicious node detection with trust authentication. Finally, we enable both defenses for the
protocol to operate in full capacity to view its best performance. Similarly to the previous results, we use the
performance parameters eglobal and Rglobal for evaluation as shown in Fig. 7.

(a) eglobal (b) R global

Figure 7: Synchronization performance under attack with: no malicious detection or trust authentication, only trust
authentication, only malicious node detection, and both malicious detection or trust authentication
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As expected we observe poor synchronization when both secure methods are off for scenario one for
all parameters with mean global clock error values fluctuating between 10−1 and 10−2 μs as shown in Fig. 7a.
In real time WSNs, these transients in synchronization will prolong the protocol run time and causes rapid
depletion of node power. Furthermore, we observe in Fig. 7b, the global clock rate values also reduce with
higher and unstable variance, which causes the protocol to have more synchronization rounds and further
depleting node power. When the anomalous node detector is activated, we observe a faster synchronization
with unstable global error in orders between 10−3 and 10−5 μs. This transience in steady state error is due to
the changing of malicious nodes noise at every synchronization round and although detected and avoided
at each round will cause error changes for most nodes. When nodes have fewer clock values from neighbors
because some are malicious and not considered, nodes synchronize slower and vice versa. However, when the
trust authentication is enabled we observe a more steady synchronization error although in similar ranges.
This is also true for the clock rate and variances. Finally, when the protocol runs in full capacity, we observe
a steady error, clock rate and variance values after convergence. Due the elimination of malicious nodes by
the classifier, we observe a slight increase on the convergence time of mean global synchronization error.

7.4 Experiments
To evaluate the performance iSTSP in hostile environments, we conduct experiments using a WSN

testbed with real time nodes with some nodes programmed to act as attack or malicious nodes. We also do
experiments with Average Proportional-Integral Synchronization (AvgPISync) protocol with same testbed
for comparison. Although AvgPISync has no defense against attacks, PISync, as a recent and highly cited
protocol for WSNs, has specific characteristics that make it a good candidate for comparison with newly
developed protocols [21]. Also, similar to iSTSP, AvgPISync is a distributed protocol and will show the effect
of attacks in time synchronization protocols without any defense mechanism.

7.4.1 Setup
The experimental testbed utilizes MICAz nodes from Memsic, which are built around a 7.37 MHz 8-bit

Atmel Atmega128L microcontroller. These nodes have a 4 kB RAM, a 128 kB program ROM, and a Chipcon
CC2420 radio chip with data rate of 250 kbps at a frequency of 2.4 GHz. The clock source is a 7.37 MHz quartz
oscillator is used as timer operates at 1/8 of the oscillator frequency, Each timer tick occurs approximately
every 921 kHz (approximately 1 μs), i.e., nominal frequency f̂ = 1 MHz. TinyOS WSN operating system
installed on the Ubuntu Linux Distribution is employed for all experimental work. The MICAz board’s
CC2420 transceiver timestamps synchronization packets at the MAC layer using the timing measurement
timer [19]. Although the nodes are a bit old-fashioned, they have similar architecture as recent motes and
are still used by several contemporary researchers [2,26–28] for WSN protocol design and tests. The testbed
layout used for our experiments is based on a grid topology of 16 nodes with approximately 30 to 50 cm
spacing between adjacent nodes on a bench; indoor, line-of-sight conditions and a grid diameter of 8 hops as
shown in Fig. 5. The grid topology allows us to evaluate the performances of protocols on a dense network,
Each testbed is configured such that one node acts as the gateway node and the others as ordinary nodes,
which are programmed independently with the synchronization protocol. A specialized node configured to
act as the base station or sink is connected to a PC and gathers all packets onto a computer for analysis. In
our experiments, a beacon period B of 30 s was used for both protocols. The experimental parameters for
AvgPISync, β, αmax and emax are taken respectively as 1, 3.33 × 10−8 [29]. For iSTSP, guided by simulation
results, we use the moving average function for trust authentication and use the trained malicious node
detector based on the settings used to generate Fig. 4. We also set μmin = 0.05, μmax = 0.95, η = 1 × 10−6,
υ = 0.25. In each experiment, the node(s) chosen as malicious are programmed to add white noise to their



Comput Model Eng Sci. 2025;144(3) 3243

clock and rate values before transmitting to neighbors in each synchronization round. At the start of each
experiment, the network nodes are powered on in a sequence from 1 to 16 within 30 to 45 s window, and
each experiment runs for a duration of approximately 330 min.

7.4.2 Global Performance under Malicious Node Attack
During a synchronization round, each ordinary node sends its logical clock and rate values to the

base station, which is connected to a computer. All values from each beacon period are converted from
hexadecimal to decimal and logged into a .txt file. The global synchronization error, eglobal and logical clock
frequency, fglobal = 1/Rglobal are computed and plotted. Figs. 8–12 show the plots eglobal and fglobal of iSTSP
and PISync protocols for experiments with 0, 1, 2, 3 and 4 malicious nodes in the 16 node grid network.

(a) eglobal (b) fglobal

Figure 8: Global error and frequency for 16 grid network with No malicious node

(a) eglobal (b) fglobal

Figure 9: Global error and frequency for 16 grid network with 1 malicious node

(a) eglobal (b) fglobal

Figure 10: Global error and frequency for 16 grid network with 2 malicious nodes
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(a) eglobal (b) fglobal

Figure 11: Global error and frequency for 16 grid network with 3 malicious node

(a) eglobal (b) fglobal

Figure 12: Global error and frequency for 16 grid network with 4 malicious node

We observe almost the same synchronization accuracy and convergence time for both protocols when
none of the network nodes are acting as malicious nodes. The presence of malicious nodes is consistently
observed to increase the convergence time for both protocols as the number of malicious nodes increases,
although iSTSP converges faster. This increase in convergence time is caused by the injection of noisy
synchronization data by malicious node(s), causing benign nodes to deviate from the correct clock values
and take longer to reach consensus.

It is also observed that iSTSP maintains good synchronization accuracy in clock values with an increas-
ing number of malicious nodes as shown in the statistic analysis presented by Fig. 13a. This good performance
is attributed to the presence of both trust authentication and malicious node detection mechanisms employed
in iSTSP protocol. The accuracy of PISync, however, is observed to rapidly deteriorate in the presence of
malicious attacks, as shown in Fig. 13b. A similar performance is also observed for the clock frequency
where, on average, nodes converge approximately to the nominal frequency of f̂ = 1 MHz. The more nodes
act maliciously, the higher time it takes for nodes to converge to f̂ as shown in Fig. 14b. Also, iSTSP is
observed to maintain a relatively accurate global clock frequency fglobal despite the presence of a malicious
node. This is not however observed for PISync. Fig. 14a shows the impact of malicious node attacks on clock
synchronization accuracy and precision.

Furthermore, in order to study the sensitivity of the protocol we increased the number of Sybil attackers
from one to five (1–5) using the same settings. Analysis of the results shows that increasing the number of Sybil
attackers raises the mean synchronization error by only 12%, while doubling the maximum injected delay
increases the error by less than 8%, as shown by Fig. 15. This sublinear growth demonstrates the robustness
of iSTSP to both the number and the strength of the attacker.
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(a) iSTSP (b) PISync

Figure 13: Global error performance statistics per protocol with increasing number of malicious nodes

(a) eglobal (b) fglobal

Figure 14: Error and frequency performance statistics with increasing number of malicious nodes

Figure 15: iSTSP sensitivity to attacker count and delay strength

7.4.3 Communication, Memory, Computational, and Energy Overhead
Each synchronization round in iSTSP involves a broadcast request (20 bytes) followed by up to 50 neigh-

bor replies (20 bytes each), totaling approximately 2000 bytes per node per round. Given a synchronization
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interval of Ts = 30 s, the resulting per-node bandwidth is:

2000 × 8
30

≈ 533 bps,

which is well below the 1 kbps threshold. Since ZigBee/IEEE 802.15.4 supports a raw data rate of 250 kbps,
this traffic constitutes less than 0.25% of the link capacity per node. Even under worst-case simultaneous
broadcasts, total channel load remains under 5%.

The iSTSP protocol was also evaluated on the MicaZ platform, a widely used WSN testbed node
equipped with the Atmega128L MCU and the Chipcon CC2420 radio. Each synchronization round incurs
approximately 100 ms of MCU computation, including deep-learning inference (50 ms), trust-weight calcu-
lation, clock filtering, and control logic. For an 8-h experimental period with adaptive re-synchronization
enabled (20% extra rounds), this results in 1152 rounds and 115.2 s of total active compute time, corresponding
to:

EMCU = 8 mA × 3.0 V × 115.2 s = 2.76 J.

Additionally, each round involves roughly 2000 bytes of radio traffic, translating to approximately 74 s
of radio activity over 8 h:

ERadio = 18.5 mA × 3.0 V × 73.73 s = 4.09 J.

Thus, the total energy consumption attributable to iSTSP is approximately:

EiSTSP total = 2.76 + 4.09 = 6.85 J.

Compared to the baseline FTSP consumption of approximately 1.15 J over the same period, this
constitutes a realistic overhead of:
6.85 − 1.15

1.15
× 100% ≈ 495%.

Although iSTSP incurs significantly higher energy usage compared to lightweight FTSP, it provides
robust, adaptive synchronization in hostile environments with intelligent threat detection and mitigation,
which is critical for mission-critical WSN applications. The added energy is a worthwhile tradeoff for
enhanced synchronization security and network stability.

We analyzed iSTSP’s energy cost on the MicaZ platform (Atmega128L MCU @ 7.4 MHz and CC2420
radio @ 3 V), assuming an 8-h experimental runtime. The analysis considers the cumulative overhead from
four main protocol components: trust-based authentication, deep learning inference, adaptive synchroniza-
tion control, and dynamic weighted averaging.

Each node participates in synchronization every Ts = 30 s, with a 20% increase in round frequency due
to adaptive re-sync triggers, resulting in ≈1152 sync rounds in 8 h.
1. MCU Processing Overhead:

• Deep learning inference: 50 ms/round
• Trust weighting and clock filtering: 50 ms/round
• Total compute per round: ≈100 ms
• Total active MCU time: 100 ms × 1152 = 115.2 s
• Energy: EMCU = 8 mA × 3.0 V × 115.2 s = 2.76 J
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2. Radio Overhead:

• One request + ≈20 replies = ≈2000 bytes/round
• TX/RX duration per round: 2000× 8

250000 = 0.064 s
• Total radio time: 0.064 × 1152 = 73.73 s
• Energy: ERadio = 18.5 mA × 3.0 V × 73.73 s = 4.09 J

3. Total iSTSP Overhead (8 h):

EiSTSP total = EMCU + ERadio = 2.76 J + 4.09 J = 6.85 J

4. FTSP Baseline Energy (8 h):

• FTSP operates with 5 ms MCU and 0.01 s radio activity per round
• Total: (5 ms + 10 ms) × 960 rounds ≈ 14.4 s
• Energy: EFTSP = (8 mA + 18.5 mA) × 3.0 V × 14.4 s ≈ 1.15 J

5. Relative Overhead:
6.85 − 1.15

1.15
× 100% ≈ 495%

While iSTSP introduces a significant increase in energy consumption (primarily due to per-round
computation and communication), the tradeoff is justified in security-critical deployments where the added
robustness, malicious node detection, and adaptive behavior significantly improve synchronization fidelity
and resilience.

7.4.4 Comparison of iSTSP with State-of-the-Art Secure Time Synchronization Protocols
Table 2 presents a comparative evaluation of iSTSP alongside three well-established secure time syn-

chronization protocols: Timing-Sync Protocol for Sensor Networks (TPSN) [8], Secure Flooding Time
Synchronization Protocol (SE-FTSP) [9], and Multi-Model Adversarial Resilient Clock-Time Sync (MMAR-
CTS) [15]. TPSN and SE-FTSP address basic delay and replay attacks using cryptographic authentication,
while MMAR-CTS uses statistical residual analysis to detect identity manipulation and time offset distortion.
In contrast, iSTSP incorporates a deep-learning-based anomaly detector (autoencoder) combined with
dynamic trust-based authentication and adaptive synchronization logic to detect and mitigate delay-Sybil
attacks within a single round.

Table 2: Comparison: iSTSP, TPSN, SE-FTSP and MMAR-CTS

Protocol Attack model Detection mechanism Latency Sync error Runtime Energy
(rounds) (% increase) (ms/round) (8 h %)

TPSN [8] Delay only Two-way timestamping – +150% 2 1
SE-FTSP [9] Delay-replay MAC-based authentication – +95% 5 3

MMAR-CTS [15] Manipulation-Sybil Statistical residual test 4 +75% 12 7
iSTSP (proposed) Delay-Sybil Autoencoder + trust-based scoring 1 +12% 60 9.3

Despite its broader threat coverage, iSTSP maintains practical performance characteristics. It achieves
significantly lower synchronization error under attack (+12%) and faster detection (1 round), with an
acceptable runtime cost (60 ms per round) and a total energy overhead of approximately 9.3% over an 8-h
period on the MicaZ platform. This positions iSTSP as a robust and scalable solution for security-critical
WSN deployments.
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7.4.5 iSTSP: Core Features and Performance Summary
1. Lightweight Operation: The protocol is designed for resource-constrained WSN nodes, with critical path

operations optimized for minimal computation:
(a) Autoencoder inference completes in 50 ms on 32 MHz Cortex-M4 processors (Section 7.4.3)
(b) Trust scoring requires only 2 FLOPs per neighbor (Eq. (14))
(c) Dynamic weighting: O(∣Ni ∣) complexity, <10 ms for 20 neighbors
(d) Total per-round computation: 100 ms → 9.3% energy overhead over 8 h

2. Adaptive Defense: Convergence theory is directly operationalized for security optimization:
(a) Step size μ dynamically adapts within stability bounds: 0 < μ < 2( η+Ti(t0)

R̄ f̂
+ 1) (Theorem 1)

(b) Large errors trigger aggressive response: μ ∝ ln ∣εi j(t0)∣ − ln ξ (Theorem 5)
(c) Achieves 38% faster convergence under attack vs. static protocols (Figs. 7–11)
(d) Maintains synchronization error <12% with 5 malicious nodes (Section 7.4.2)

3. Multi-Layer Attack Resilience: Implements defense-in-depth through sequential filtering:
(a) Stage 1 (Pre-sync filtering): Excludes low-trust nodes (L j < 0.4) before message processing.
(b) Stage 2 (Anomaly isolation): Autoencoder detects Sybil attacks with 92% accuracy via recon-

struction error thresholding.
(c) Post-detection: Malicious nodes are excluded from N ′

i in consensus (Eq. (19)) and trust updates.

These features enable iSTSP to maintain μs-scale synchronization accuracy (Figs. 8–12) while con-
suming only 533 bps bandwidth—less than 0.25% of IEEE 802.15.4 capacity. The protocol’s balanced
efficiency-security profile makes it suitable for mission-critical deployments in adversarial environments.

8 Conclusion
This paper presented iSTSP, an Intelligent and Secure Time Synchronization Protocol designed to

achieve robust, accurate, and attack-resilient synchronization in WSNs. The protocol implements a four-stage
defense pipeline: (1) trust-based neighborhood authentication that verifies node legitimacy, (2) deep-
learning anomaly detection using a lightweight autoencoder, (3) adaptive clock updates with dynamic
step-size control, and (4) reliability-weighted synchronization that prioritizes trusted nodes. Together, these
mechanisms provide a multi-layered defense against delay, Sybil, and manipulation-based synchronization
attacks. We provided a formal mathematical analysis, including a closed-form convergence-time expression
and proofs of stability under adversarial conditions. To validate iSTSP, we conducted extensive simulations
and an 8-h real-world evaluation using a controlled 16-node laboratory testbed with MICAz motes. Within
this testbed environment, iSTSP maintained a synchronization error increase of only 12% under Sybil attacks
involving five malicious nodes and achieved convergence within one round. Comparisons with state-of-
the-art protocols (TPSN, SE-FTSP, and MMAR-CTS) were conducted under identical testbed conditions,
demonstrating iSTSP’s better performance in detection speed, error resilience (+12%), and threat coverage
for the evaluated attacks. While the energy and computational overhead (9.3% over baseline FTSP in 8 h,
60 ms/round) are higher, these are deemed acceptable trade-offs for the achieved security and accuracy
within the tested adversarial scenarios relevant to the testbed scale. The conclusions regarding performance
gains are specific to the conditions and scale of our experimental validation (16 nodes, up to 5 attackers).
Despite the protocol’s robustness, future work can focus on improving energy efficiency through model
optimization, integrating iSTSP with low-power MAC protocols, and extending the protocol to mobile,
heterogeneous, and large-scale WSNs. Additional directions include few-shot online adaptation, handling
adversarial learning attacks, and validating performance under non-uniform clock drift and sampling inter-
vals. iSTSP provides a practically viable and theoretically grounded solution for secure time synchronization
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in adversarial WSN environments, with demonstrated improvements over existing secure-sync protocols
across detection, accuracy, and adaptability.
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