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ABSTRACT

In this paper, we consider mobile edge computing (MEC) networks against proactive eavesdropping. To maximize
the transmission rate, IRS assisted UAV communications are applied. We take the joint design of the trajectory
of UAV, the transmitting beamforming of users, and the phase shift matrix of IRS. The original problem is strong
non-convex and difficult to solve. We first propose two basic modes of the proactive eavesdropper, and obtain the
closed-form solution for the boundary conditions of the two modes. Then we transform the original problem into
an equivalent one and propose an alternating optimization (AO) based method to obtain a local optimal solution.
The convergence of the algorithm is illustrated by numerical results. Further, we propose a zero forcing (ZF) based
method as sub-optimal solution, and the simulation section shows that the proposed two schemes could obtain
better performance compared with traditional schemes.

KEYWORDS
Mobile edge computing (MEC); unmanned aerial vehicle (UAV); intelligent reflecting surface (IRS); zero forcing
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1 Introduction

With the development of communication technology, security issues have received more attention
[1–3]. Due to the broadcast characteristics of wireless channel, the information transmitted can be
easily obtained by non target users [4–6]. Due to its unique advantages, namely mobility and flexibility,
UAV communication plays a very important role in supporting safe communication. Where traditional
base stations cannot cover, UAVs can use their flexibility to provide more effective services [7,8].

Traditional physical layer security technologies focus on improving the confidentiality of received
information [9,10], for example, by changing the coding method, using redundant information in
the coding to check and interfere, or changing the amplitude and phase of the transmission signal
to carry additional information [11–13]. Physical layer security technology can improve the security
transmission rate of information through pre-designed policies. In recent years, researchers have
become more and more aware of possible eavesdroppers in communication scenarios [14–16]. More
and more eavesdroppers are studying physical layer security technology. At this time, the ability of the
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eavesdropper is limited to (1) eavesdropping channel; (2) the transmission rate of the sender. As the
research on security continues to expand, eavesdroppers have more forms.

However, the security of communication does not only include the above parts, but also the ability
of eavesdroppers is evolving. In recent research, the concept of active monitoring was first proposed
in [17,18], which aimed to improve the eavesdropping rate through the transmission of Gaussian
noise by the eavesdropper; Huang et al. [19] further proposed that the eavesdropper can choose to
send Gaussian noise to improve its eavesdropping ability. For the situation of the above intelligent
eavesdroppers, a lot of research has not been carried out to counter them [20,21].

IRS is a passive device, which can reconstruct the sender’s signal and enhance or weaken the
specific user by changing the channel parameters [22,23]. Because of the excellent characteristics of
IRS, it has been widely used and studied in secure communication. For example, in [24], the authors
proposed to use IRS to assist multi-user communication. By designing the transmission beam and
IRS phase shift matrix, the minimum secrecy rate among users was improved. In [25], the authors
considered that the IRS would recode the new source transmission signal, that is, the user’s receiving
rate and the eavesdropper’s receiving rate could be improved at the same time, it broken through the
traditional upper bound of safe rate [26,27].

IRS assisted UAV communication also has a wide range of application scenarios. When UAV is
used as air base station, IRS can be used as a ground equipment to improve the effective speed between
UAV and users; When the UAV is used as a relay, the communication rate can be improved by adjusting
the flight path of the UAV and the phase shift matrix of the IRS.

In this paper, we consider using IRS assisted UAVs to promote the safe communication of ground
users. The specific contributions of this paper are as follows:

1. We consider the security in mobile edge computing. We use the IRS auxiliary computing tasks
carried by UAV to unload, with the goal of reducing the system delay on the premise of ensuring
safe transmission.

2. We preset the working mode of the eavesdropper and propose to control the eavesdropper’s
transmitting beam in the form of maximum ratio transmission through the joint design of the
transmitting beam of the base station, the flight path of the UAV, and the phase shift matrix
of the IRS.

3. We propose an algorithm based on interior point method and alternate optimization, and
propose a sub-optimal scheme based on zeroing method with low complexity.

4. In the simulation section, we set a communication environment based on Rayleigh channel,
and the positions of users and eavesdroppers are randomly set in each simulation. Simulation
results show that the proposed scheme can effectively reduce the latency of mobile edge
computing.

In the second section, we establish the original optimization problem; In the third section, we
first estimate the transmission strategy of the eavesdropper, and transform the original optimization
problem; In the fourth section, we solve the transformed optimization problem and obtain the design
scheme by using the interior point method and alternative optimization; In the fifth section, we carry
out the simulation experiments, and then the sixth chapter summarizes the full text.

2 System Model and Problem Formulation

In this section, we first introduce the system model, then take the secrecy rate as our optimization
goal, and establish the original optimization problem.
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2.1 System Model
We consider that the system consists of one user, one proactive eavesdropper, a UAV and an IRS.

As shown in Fig. 1, the user and the eavesdropper are both equipped with multi-antennas. For the
sake of generality, we assume that the channel between UAV and ground users is the superposition of
LOS channel and NLOS channel. The IRS contains N IRS elements, each of which can be designed
independently to change the channel of the IRS to the user; It is worth noting that the information
transmitted by the UAV to each ground user is dual: the UAV itself will forward signals from the user;
The IRS will also reflect the signal. The specific expression is proposed as follows:

yu = (
hH

u + hH
iu

)
w, (1)

where yu refers to the signal received at UAV. hu and hiu specifically represent the direct channels from
user to UAV and the reflecting link, which defined as follows:

hu = αePLOShLOS + (1 − αe)PLOShLOS, (2)

hiu = hu,1
HGhu,2, (3)

where αu represents to the proportion of LOS channels in mixed channels for the user, hu,1 and hu,2

respectively refer to the channel from the user to IRS and that from IRS to UAV, and G is the phase
shift matrix of IRS expressed as

G =
⎡⎢⎣θ1

. . .
θN

⎤⎥⎦ . (4)

The gain of the LOS channel is only related to the physical distance between users and UAV, which
conforms to the general assumption that the farther the distance is, the smaller the channel gain is.
The specific formula is as follows:

Li,u = au + 10bulog10di,u. (5)

Figure 1: System model

Similarly, the channel between the physical distance is calculated as follows:

diu =
√

(xu − xi)
2 + (yu − yi)

2 + H2, (6)
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die =
√

(xe − xi)
2 + (ye − yi)

2 + H2. (7)

where (xi, yi) represents the position of UAV at time slot i, (xu, yu) represents the user position, and
(xe, ye) represents the eavesdropper position. It is worth noting that the UAV can identify the exact
location of users and eavesdroppers through cameras and other external devices, but the channels
between users and eavesdroppers is NLOS channel, which is caused by ground shelters.

2.2 Problem Formulation
According to Shannon’s theorem, we can first obtain the user’s reception rate, which can be

expressed as

Ri,u = log2

(
1 +

∥∥hH
i,uw

∥∥2

σ 2
u

)
. (8)

The eavesdropper’s eavesdropping ability can be expressed by its eavesdropping rate, which is
defined as

Ri,e = log2

(
1 +

∥∥hH
i,ew

∥∥2

σ 2
e

)
, (9)

Here, it could be assumed that the information intercepted by the eavesdropper is redundant
information used to fill in the received code, i.e., the secrecy rate could be expressed as

Ri,s = [Ri,u − Ri,e]
+. (10)

Based on the above discussion, we formulate the optimization problem as

max
Mi ,wi ,θ

∑
i∈I

Ri,s

s.t. 0 ≤ θn ≤ 2π ,

‖wi‖2 ≤ Pmax,

‖Mi+1 − Mi‖ ≤ Lmax,∑
i∈I

‖wi‖2 ≤ Psum.

(11)

The first constraint indicates that the element dependencies of the IRS should satisfy the
legitimacy. The second constraint restricts the transmission power of the base station in each time
slot, and the total consumed power of the time slot in the entire communication cycle should also
meet the constraint, which is shown in the last constraint. In addition, UAVs will also be constrained
by their flight speed.

3 Proposed Solution

In this section, we first want to obtain the transmission strategy of the eavesdropper, that is, the
relationship between the transmission vector of the eavesdropper and the optimization variables we
propose (the transmission vector of the base station, the flight path of the UAV, and the dependency
matrix of the IRS), and then substitute the closed expression into the original problem to realize the
conversion of the equivalent problem; then, we solve the original problem by using the interior point
method and alternative optimization method.
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3.1 Active Eavesdropping Strategy Acquisition
In this section, we simulate the strategies taken by eavesdroppers. Note that we cannot directly

design the strategy of the eavesdropper, because we cannot directly interfere with the strategy of the
eavesdropper. However, we can potentially affect the sending strategy of the eavesdropper by changing
the receiving state of the eavesdropper.

Lemma 1: The transmission beam of the eavesdropper conforms to the following form:

v = αĥi,e + βh⊥, (12)

where ĥi,e is the channel with unit gain and h⊥ represents the channel orthogonal to ĥi,e, which are
defined as

ĥi,e = hi,e + he∥∥hi,e + he

∥∥ , (13)

h⊥ = hi,u − ĥi,ehi,u, (14)

α and β are both parameters and could be obtained via the following equations:

α =
√

Pe∥∥hi,e

∥∥α0, (15)

β =
√

Pe∥∥hi,e

∥∥β0. (16)

The eavesdropping rate is thus expressed as

Re =
{

Ri,e − Ri,u, if Ri,e > Ri,u,

0, otherwise.
(17)

Proof. Please refer to Theorem 1 in [18].

According to Lemma 1, it is obvious that the transmission rate of the eavesdropper depends on
the received signal and the channel from the UAV to the eavesdropper. When the eavesdropper has a
chance to eavesdrop successfully, it maximizes the eavesdropping rate while ensuring the transmission
rate; When the eavesdropper is unable to eavesdrop, it will maximize the user’s reception rate, and then
the eavesdropper will degenerate into a malicious attacker.

By substituting the results in Lemma 1 into the original problem, we construct the following
problem:

max
Mi ,wi ,θ

∑
i∈I

Ri,s

s.t. log2

(
1 +

∥∥hH
i,ewi

∥∥2

σ 2

)
> log2

(
1 +

∥∥hH
i,uwi

∥∥2

σ 2

)
,

0 ≤ θn ≤ 2π ,

‖wi‖2 ≤ Pmax,

‖Mi+1 − Mi‖ ≤ Lmax,∑
i∈I

‖wi‖2 ≤ Psum

(18)
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In (18), the eavesdropper could successfully eavesdrop on this MEC network. Meanwhile, the
user’s secrecy rate is 0.

max
Mi ,wi ,θ

∑
i∈I

Ri,s

s.t. log2

(
1 +

∥∥hH
i,ewi

∥∥2

σ 2
e

)
≤ log2

(
1 +

∥∥hH
i,uwi

∥∥2

σ 2
u

)
,

0 ≤ θn ≤ 2π ,

‖wi‖2 ≤ Pmax,

‖Mi+1 − Mi‖ ≤ Lmax,∑
i∈I

‖wi‖2 ≤ Psum

(19)

In the above two problems, we also pay attention to two different situations. The first is that we
cannot prevent eavesdroppers from acquiring information. This extreme situation occurs when the
channel quality of eavesdroppers is much higher than the receiving channel, and the number of IRS
elements is small. Normally, this kind of situation will not happen. Because as long as the transmission
beam is controlled in the null space of the eavesdropping channel, eavesdroppers can be completely
avoided. Therefore, we will only discuss such cases briefly and then focus on the second case, namely
maximizing the security transmission rate.

3.2 Trajectory Design
In this section, we focus on the trajectory design of the UAV when the IRS phase shift matrix and

the transmitting beam of the base station are fixed. Let’s first transform the question into the following
format:

max
Mi

∑
i∈I

Ri,s

s.t. 0 ≤ θn ≤ 2π ,

‖Mi+1 − Mi‖ ≤ Lmax,∑
i∈I

‖wi‖2 ≤ Psum

(20)

Note that we can solve the problem iteratively. To be specific, we first set up an initial trajectory,
such as the constant speed straight flight of UAV. Then on this basis, we optimize the trajectory step
by step, and the iteration method is proposed as follows:

log Ai [n] + Bi[n]
Ai[n] ln 2

+ Ci[n]
Ai[n] ln 2

(wi[n] − wi−1[n]) , (21)

where

Ai [n] =
i∑

j=1

pj [n](wi[n] − wi−1[n])2 + σ 2. (22)

Then the original problem could be solved by iterations.
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3.3 Beamforming Matrices Design
In this subsection, we would like to obtain the beamforming matrix design for the base station.

In specific, we set the trajectory of the UAV and the phase shift matrix of the IRS as fixed setting, and
put forward the following problem:

max
wi

∑
i∈I

Ri,s

s.t. ‖Mi+1 − Mi‖ ≤ Lmax,∑
i∈I

‖wi‖2 ≤ Psum

(23)

We introduce two variables defined as

l1 =
√(

1 + w1 + αC
t

)
t2

3k1

(24)

l2 =
√(

w1 + β + αC
t

)
t2

3k2

(25)

The power send by the user could be expressed as

p [n] = tB
α ln 2

(
h[n]2

h [n + 1] − h[n]2 − h[n − 1]2

h [n] − h[n − 1]2

)
(26)

where h[n] refers to the channel gain in nth time slot.

max
wi

∑
i∈I

Ri,s

s.t. ‖wi‖2 ≤ Pmax,

(27)

(27) is convex and could be solved by CVX [28].

3.4 Phase-Shift Matrix Design
In this section, we optimize the transmitting beam of the user. We first transform the following

problem:

max
θ

∑
i∈I

Ri,s

s.t. 0 ≤ θn ≤ 2π ,

log2

(
1 +

∥∥hH
i,ewi

∥∥2

σ 2
e

)
≤ log2

(
1 +

∥∥hH
i,uwi

∥∥2

σ 2
u

)
,

(28)

In addition, the above problem is a non-convex objective function composed of coupling variables.
In order to convert the molecules of the objective function into concave functions, we consider
introducing relaxation variables and using the SCA method. By introducing relaxation variables, the
throughput can be rewritten as
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max
θ

∑
i∈I

Tr
(
GiWiG

H
i

)
s.t. 0 ≤ θn ≤ 2π ,

log2

(
1 +

∥∥hH
i,eWihi,e

∥∥2

σ 2
e

)
≤ log2

(
1 +

∥∥hH
i,eWihi,e

∥∥2

σ 2
u

)
. (29)

Algorithm 3.1: Proposed algorithm
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Note that the problem (29) is still non-convex, we choose the lower bound of the optimization
objective function [29]. At this time, the problem can be transformed into

f = −
∑

i∈I

log2

(
Tr

(
GiWiG

H
i

) + σu

)
(30)

g = −
∑

i∈I

log2

(
Tr

(
GiHeG

H
i

) + σ H
e

)
(31)

max
Mi ,θ

f

s.t. 0 ≤ θn ≤ 2π ,

f ≥ g.

(32)

In order to solve the problem (32), we use the method of first order Taylor expansion and
continuous convex approximation.

3.5 Alternate Optimization Algorithm Design
In this subsection, we summarize the above algorithm process and propose an overall algorithm

based on alternative optimization. In our algorithm, we mainly include the nesting of three sub-
problems. In the trajectory optimization of UAV, we use a small iterative method. After iterative
convergence, it is added into the loop composed of the phase shift matrix of the IRS and the
transmitting beam of the base station.

Due to the high coupling between variables, the convergence of the algorithm is given by
simulation experiments.

4 Sub-Optimal Solution

In this section, we propose a suboptimal solution based on the zeroing method and analyze its
computational complexity expenditure, which has a lower computational cost compared with the
iterative algorithm.

4.1 Zeros-Force Method
In this subsection, we propose a suboptimal solution to the original problem, that is, by controlling

the transmitting beam of the base station and the phase shift matrix of the IRS, the eavesdropper’s
receiving beam is limited to its zero space. At this point, an additional constraint needs to be added
and the optimization problem needs to be rewritten as follows:

max
Mi ,wi ,θ

∑
i∈I

Ri,s

s.t. log2

(
1 +

∥∥hH
i,ewi

∥∥2

σ 2
e

)
≤ log2

(
1 +

∥∥hH
i,uwi

∥∥2

σ 2
u

)
,

0 ≤ θn ≤ 2π ,

‖wi‖2 ≤ Pmax,

‖Mi+1 − Mi‖ ≤ Lmax,∑
i∈I

‖wi‖2 ≤ Psum

(33)
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To solve this problem, we divide the problem into two sub-problems. In the first sub-problem, we
focus on the design of the transmission beam of the base station and the phase shift matrix of the IRS,
and rewrite it as

we = peh
H
⊥ (34)

In the second sub-problem, we focus on the flight path design of UAV. It is worth noting that we
only need to pay attention to its impact on the safety rate when designing the flight path of UAV.

max
Mi ,θ

∑
i∈I

Ri,s

s.t. log2

(
1 +

∥∥hH
i,ewi

∥∥2

σ 2
e

)
≤ log2

(
1 +

∥∥hH
i,uwi

∥∥2

σ 2
u

)
,

0 ≤ θn ≤ 2π ,

‖Mi+1 − Mi‖ ≤ Lmax.

(35)

We finally get a simplified problem, and then we can use the interior point method to solve it by
iteratively solve Mi and θ as in the AO-based scheme.

Further, we obtain the following algorithm with ZF based method.

5 Complexity Analysis

We focus on the complexity of proposed schemes and two traditional schemes: MRT scheme and
OA algorithm. As shown in Table 1, note that MRT scheme gets the minimum complexity since it has
a closed-form solution. The proposed sub-optimal get less complexity than the optimal scheme.

Table 1: Complexity analysis

Parameter Complexity in each iteration Overall complexity

Algorithm 3.1 O(M(P1 + P2)) O(M(P1 + P2)P1)

Algorithm 4.1 O(M(P1 + 1)) O(M(P1 + 1)P2)

MRT scheme O(M) O(M)

OA scheme O(MP2) O(MP3)

6 Discussion

We designed the transmission power of the base station, the flight path of the UAV, and the
reflection matrix of the IRS to maximize the safety rate for scenarios with intelligent eavesdroppers. In
view of the different working modes of the eavesdropper, we first analyze the rationality of the design
scheme and then propose the scheme based on the interior point method and alternative optimization,
as well as the sub-optimal scheme based on zero space.

The reason why we are targeting the scene of intelligent eavesdroppers is that with the development
of communication technology, especially the widespread concern about secure communication, more
and more emerging technologies may also be used by criminals. We need to guard against such active
eavesdroppers.
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Algorithm 4.1: Proposed algorithm

There is still much to be learned about the confrontation of intelligent eavesdroppers. Although
we only focus on some idealized scenarios in this article, we still put forward many constructive
suggestions, such as adopting different strategies for the working mode of eavesdroppers and how
to design a low-complexity scheme. With regard to multi-user design and more working modes of
eavesdroppers, we leave the work for the future.

7 Numerical Results

In this section, we first list the parameters required for the simulation environment as shown in
Fig. 2, then simulate the results under different settings, and analyze the advantages of the proposed
algorithm.

7.1 Simulation Parameters
In this subsection, we build the simulation environment. The UAV flies at a fixed altitude, and

its starting and ending points are fixed. The air-to-ground channel is composed of NLOS and LOS
channels. The ground channel is NLOS channel, and the location of users and eavesdroppers is known.
The specific parameters are shown in Table 2.
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Figure 2: Simulation area

Table 2: Simulation parameters

Parameter Symbol Value

The total time of trajectory T 10 s
Time slots N 50
The gain of LOS channel for a reference
distance d0 = 1 m

ρ0 −30 dB

The power of noise N0 −60 dB
Altitude of UAV H 10 m
The maximum available speed of the UAV Vmax 10 m/s
The initial and final position of the UAV qI, qF (0, 0),

(0,10)
The position of base station qT (0, 0)
The position of eavesdropper qE (0,10)
The position of user qE (0,10)

7.2 Simulation Results
In this section, we conducted simulation experiments on the proposed scheme, mainly including

(1) the proposed scheme; (2) the proposed sub-optimal scheme; (3) the maximum rate scheme; (4) the
scheme against potential eavesdroppers; (5) no IRS scheme; (6) the fixed IRS scheme. The specific
results are as follows.

We first pay attention to the convergence of the proposed algorithm, that is, the proposed iterative
algorithm. As we stated earlier, the convergence of the algorithm is obtained through simulation
experiments. As shown in Fig. 3, the convergence rate of our proposed algorithm is slightly different at
different initial points, but they all converge within 10 times. The convergence speed is equivalent to the
scheme for dealing with silent listeners. However, the figure shows that the safety rate of convergence
is higher than that of the comparison scheme. We will conduct more simulation experiments in the
future to prove the superiority of our proposed scheme.
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Figure 3: Convergence of the proposed algorithm

We focus on the flight path of the UAV in Fig. 4. Since the initial point and end point of the UAV
are not the same points, we limit the UAV path to a straight line. At this time, the UAV is dense at
some points and sparse at other places. Specifically, when the position of the UAV can be adapted to
the phase control of the IRS, its flight speed will be reduced to extend the time it stays in the dominant
area. It is worth noting that the UAV cannot stay at a certain point for a long time, and hovering will
consume more energy and lose the ability to face multiple users.

Figure 4: Trajectory of UAV
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We also focused on the impact of the number of IRS elements on the security rate in Fig. 5. IRS
plays a very important role in our proposed scheme. As an important indicator that directly affects the
performance of IRS, the number of IRS elements deserves our further attention. Of course, the more
elements of the IRS, the better. However, because there is a certain distance between the elements of
the IRS, more elements may bring load pressure and security risks. We consider a reasonable range,
that is when the number of IRS elements increases from 20 to 100.

Figure 5: Security rate vs. the number of elements of IRS

In Fig. 6, we show the curve of the secrecy rate changing with user power. When the user power
increases, the security rate also increases. It is worth noting that the MRT scheme in the curve crosses
the curve without IRS. This is because when the user power is low, the MRT scheme can ensure a higher
transmission rate, thus achieving better security. When the user power increases, the MRT scheme is
not flexible enough. Although the scheme without IRS can not gain from IRS, it can gain ga by
adjusting the user’s transmitted beam.

We show the relationship between safety rate and noise power in Fig. 7. Noise power is the
background white noise that cannot be avoided in the communication process. It will not only reduce
the rate of legal communication but also reduce the eavesdropping ability of eavesdroppers. However,
in our proposed scheme, with the increase of noise power, the decrease in secrecy rate is the smallest,
which shows that our proposed scheme can still ensure a higher safety rate in a very noisy and harsh
environment.

In traditional eavesdropping scenarios, the power of the eavesdropper is not concerned, because
when the eavesdropper is silent, the power of the eavesdropper cannot affect the entire communication
system. However, when the eavesdropper is proactive eavesdropping, the increase of eavesdropping
power will reduce the security of the system. As shown in Fig. 8, with the increase in eavesdropper
power, the security rate will also decrease. It is worth noting that when the power of the eavesdropper
increases, it will increase the interference to the communication link, thus reducing the security rate.
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Figure 6: Security rate vs. power of base station

Figure 7: Security rate vs. power of noise
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Figure 8: Security rate vs. power of eavesdropper

8 Conclusion

In this paper, we designed the transmitting beam of the user, the trajectory of the UAV, and the
phase shift matrix of the IRS to maximize the user’s secrecy rate. We analyzed the two working modes
of the eavesdropper and potentially controlled its transmitting beam. We added the influence factor of
the eavesdropper as an optimization variable into the design scheme and proposed a local optimization
scheme based on the interior point method and alternative optimization. In addition, we designed a
suboptimal scheme based on the zero forcing method to reduce the computational complexity. The
simulation results showed that the proposed iterative scheme is superior to the suboptimal scheme and
has a higher secrecy rate than the existing schemes.
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