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ABSTRACT

IoT usage in healthcare is one of the fastest growing domains all over the world which applies to every age
group. Internet of Medical Things (IoMT) bridges the gap between the medical and IoT field where medical
devices communicate with each other through a wireless communication network. Advancement in IoMT makes
human lives easy and better. This paper provides a comprehensive detailed literature survey to investigate different
IoMT-driven applications, methodologies, and techniques to ensure the sustainability of IoMT-driven systems. The
limitations of existing IoMT frameworks are also analyzed concerning their applicability in real-time driven systems
or applications. In addition to this, various issues (gaps), challenges, and needs in the context of such systems
are highlighted. The purpose of this paper is to interpret a rigorous review concept related to IoMT and present
significant contributions in the field across the research fraternity. Lastly, this paper discusses the opportunities and
prospects of IoMT and discusses various open research problems.
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1 Introduction

Kevin Ashton introduced the term Internet of Things (IoT) In 1999 [1]. Data regarding objects
around the globe accessed through systems is restricted to data given by humans only. To overcome
this, he visualized relating Radio Frequency Identification systems (RFIDs) as well as sensors with
the internet. IoT is making the world better day by day. Every single thing which is linked with each
other in the Internet of Things concept is counted as a smart entity and this is different from the
traditional pattern. IoT can be termed as a self-configured interoperable network of virtual as well as
physical devices with communication media, patterns, and protocols. These devices with the features
and identity should have the capacity of linking to data networks like the internet as well as able to
execute sensation, communication, information processes, and networking [2]. So, IoT is known to
be a new term for Information and Communication Technology (ICT). The Internet of Things (IoT)
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can be known as the Internet of Everything as well as Industrial IoT, which has the huge capacity to
redesign the whole business world. Various domains like social, economic, and technological including
medical are offered by fast-growing IoT-based technology. ICTs impelled from the expansion and the
favorable response of the internet had a large part in growing the quality, efficiency, and also the access,
so success for any task regarding the medical [3–5].

In the present situation of healthcare, any human wishes should be assisted with the low-cost
charge as well as considerable ease from employing technologies. Considering this, the Internet of
Medical Things (IoMT) is an astonishing component for transforming traditional society [6]. Arising
trends for intelligence in healthcare had restructured the target patients from the children’s age group to
the elder age group. Particularly, the fast improvement in IoMT has grown the conventional healthcare
system in different ways like analyzing as well as diagnosing the disease. Researchers utilize the data of
patients’ health to diagnose as well as predict the disease. For the guaranteed healthcare domain, the
change of traditional practices to digital format is the topmost preference to inspire the e-Healthcare
domain, portable, handheld, or wearable sensors/devices that help to share or transfer the data, and
manage the various entities. Therefore, holding in perspective the requirement and necessity of the
rising trend of IoT are acquired along with the product lifecycle management, a determining and
smart business aspect for notably running the lifecycle of IoT based system when nursing the patient
in a hospital/medical centre or medical theatre [7,8].

It seems like each perspective of person lives for occurrence, factory to farm, city to village,
healthcare to welfare, etc., have been involved. It includes interlinked devices like wireless body sensor
networks, Wi-Fi, ZigBee, RFID, PDA, smartphone, tags, sensors, etc., which can sense, execute as
well as transfer data in healthcare as well as in wearable, etc. [9]. The primary action towards the
intelligent medical eco-system is to use the capability of traditional methodologies not only in serving
the finest utilities to users but also creating their lives finer. For assisting healthcare professionals
in nearly every region of their expertise like medical decisive action, Artificial Intelligence (AI) is
one of the preeminent technologies which serve it. Techniques like Machine Learning (ML) and
Deep Learning (DL) help the system to learn easy and difficult decisive actions by utilizing the data
produced by the medical experts and feedback of patients [10–12]. Improvements in technologies like
AI (Artificial Intelligence), sensors, and telemedicine help IoMT to make use of clinical decisions. The
decision by humans endured with a virtual assistant which can study hidden attributes from the huge
medical database with the help of advanced algorithms like Deep Learning is currently applied in a
few hospitals, particularly in the radiology area.

Using IoMT, supplementary self-correcting capability may be rigged to enhance accuracy and
ensuing feedback in the decision. By giving the latest information from various resources like journals,
clinical exercises, and articles, a virtual assistant may stay doctors upgraded [13]. Internet of Medical
Things can be applied to constant tracking of patient’s essentials, and can generate alert for varying
health condition as well as in urgency takes essential precautions.

One more helpful technology for IoMT is Blockchain [14]. For the subject of it, the technology
of blockchain with the capability of directing health records integration, ownership, control of access,
and also integrity as shown in Fig. 1.

The healthcare system or devices which produce psychological information by direct interaction
with humans are applications of body-centric. This generated information is processed and then given
to healthcare persons to do medical analysis. Medical non-wearables, as well as wearables, are examples
of body-centric applications. These wearables or can say intelligent sensing devices can be put on a
patient’s body like implantation or ornamentation. On the other side, non-wearables are intelligent
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sensing devices that cannot be put on a patient’s body. Depending on the surroundings, applications
of body-centric are classified into two types, i.e., indoor and outdoor [15].

Figure 1: IoT architecture

Applications of object-centric are different from applications of body-centric type. Applications of
object-centric have not straight concerned with the human body. But they regard healthcare solutions
as well as services that can progress the healthcare system efficiently. The main example of this is HMS
(Hospital management system). These applications are classified into two domains, one is indoor, and
one is outdoor.

The IoT can be used to observe, report, and alert not only caretakers but give medical experts real
data to detect the problem before they come out critically or to give permission for early prevention.
IoMT is not proposed to take place of medical experts but to give them gained data from IoMT
devices to make excellent diagnoses and treatments and to minimize inefficiency as well as waste in
medical systems. For example, remote location patients are operating by IoMT by observing their
records. Records contain the condition of the patient’s medical track which can be chronic or long-
term. IoMT locates them as well as directs them to the hospital with the help of wearable mHealth
devices. These devices send the patient’s data to their physician or healthcare person. The dashboard
of analytics, as well as sensors, and equipped beds at hospitals, may analyze the vital symptoms and
signs of the patient which make use of it in upcoming hospitals. By upgrading in-person care, the
individual treatments which are data-driven may increase the living standard. Revised devices may be
of all kinds in wearable devices as a regimen for the device in hospital and in-home in an intelligent
method. With the help of mobile kits, devices at remote locations, and utility of care, medical devices
expect may interact. It gives exactness, averts disease as well as maintains the status of health in urgency
and remote mediation [16]. Nowadays, due to the COVID-19 pandemic, patients face problems with
regular checkups or ongoing treatments during the lockdown period. In this case, it is beneficial for
treatment from a remote location [17].

Integrating different technologies in medical areas to keep and better the quality of human lives,
has exposed new scopes. It developed modern application domains as well as changed the method
for working in the already existing areas like medical decision-making, patient data maintenance, and
data gaining.

The novel contributions of this paper are summed up in two aspects.

First, a novel comprehensive study of components is required to develop the system as a
system dependability analysis process which includes data acquisition, communication gateway, and
cloud/server. It also reviews the drawbacks of such a comprehensive study. Second, the research gap,
challenges, and research priorities. Some important contributions by showing:

1. To do a comprehensive study about real-time applications, methodologies, and techniques
used in that application, advantages and disadvantages related to that system, issues, and
challenges, we have reviewed the existing work of different applications (Section 2). It gives
a complete idea about techniques with related advantages and future work/disadvantages. So,
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another researcher can analyze this literature review and they can select a suitable topic for
their context.

2. A detailed study of components required to develop the system as system dependability
explores 3 primary components, i.e., 1) Data Acquisition, 2) Communication Gateway, and 3)
Cloud/Server. The data acquisition section includes biosensors, preprocessing, and A/D con-
version. IoT gateway explores details of its architecture, its role, and wireless field connectors
(Section 4).

3. Some notable threats to the system like slow internet connection/loss in internet connection,
cyber-attacks, and faulty sensors/environmental effects on sensors have been covered in
Section 5.

4. Different techniques can be used in the system for processing and analyzing the data like
Signals Representation in Time and Frequency Domain, Data Preprocessing which mainly
includes various AI/ ML techniques, and Blockchain has been discussed in Section 6.

5. The result and Discussion/Observation of the Review (Section 7) highlight a) the research gap
and future scope in IoMT, b) Open issues in real-time IoMT applications, and c) Research
priorities.

By summarizing the above contributions, the structure of this paper is drawn as Section 2. Discuss
the existing work as Literature Review in Section 3. The methodology elaborates on the research
questions. Components required to develop the system as system dependability are in Section 4.
Threats to the system are discussed in Section 5. The system can use different techniques for processing
and analyzing the data in Section 6. The result and Discussion/Observation of the Review are shown
in Section 7. Section 8 concludes this whole research work.

2 Literature Review

Several works can be seen in the literature about various existing IoMT applications. Their main
features and drawbacks are highlighted to find current problems to be solved for the next-generation
applications.

Reference [18] proposed Medication Control system. In this, RFID EPC is used as an object
identifier as well as an informed reader. To use e-Health services, a web application has been developed.

Reference [19] offered end-to-end security framework for portable medical IoT applications. This
is 3 layer framework: device layer, fog layer, and cloud layer. The security of the proposed system was
designed by utilizing a DTLS certificate between gateways and end users.

Reference [20] proposed food contamination monitoring system with the help of a small-size
immunosensor and wireless internet connection. This allows us to analyze food and show the analysis.

Reference [21] proposed Medicine Reminder and Monitoring System.

Reference [22] proposed IoT-driven glucose level monitoring system with the utilization of a back-
end PHP server and front-end tools. The sensor node is integrated with a power unit and energy-
controlled unit for effectively utilizing the operation and working of installed sensor devices. The
glucose level of patients will be monitored effectively in a real-time environment.

Reference [23] presented work discussed different human body postures and their bottlenecks
with integrating IoT sensor devices. The complete dataset would be provided with help of Bayesian
calculation which predicts the body movement based on joint probability distributions. This system
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utilizes low-level hardware management units with low complexity to facilitate the model in the real
world.

CHV is a mosquito-borne virus that causes human morbidity and mortality. In the proposed
work, to detect and diagnose CHV, fog-based sensor computing units installed in different distribution
sites send mobile alerts to end users. This system utilizes FCM clustering for grouping the fog nodes.
The obtained computational results compared with cloud technology optimize bandwidth efficiency,
execution time, and delay in sending alerts or notifications [24].

In this work, medical sensors are integrated into the human body to detect and predict the diabetes
type and level associated. Artificial neural networks and the fuzzy system were amalgamated for
diabetes-type classification and the levels associated with them [25].

Reference [26] proposed a deep learning algorithm to recover the carcinoma and mammographic
data from IoMT-driven sensor nodes. The comparative assessment of both models will be done and
performed with disease data and normal healthy clinical data.

In this work, IoT based system has been utilized for the diagnosis of sleep apnea by utilizing cloud-
based big data architecture. Finally, a Web UI application was developed for continuous monitoring
of the elderly’s sleep apnea [27].

This paper proposed an IoMT platform consisting of sensor nodes with a reward-based mecha-
nism as a means of distributing the energy among the nodes so that the life cycle is extended [28].

In this paper, authors proposed a framework for breast cancer detection using cytology images to
classify tumor types either benign or malignant. The feature selection would be performed with help
of a random forest algorithm which would be later classified by neural network models. The results
obtained using real data sets during experimentation validate the classification accuracy of up to 98%
for NB as compared to SVM and RF [29].

The review aims to get knowledge about real-time applications, methodologies, and techniques
used in that applications, advantages and disadvantages related to that system, issues, and challenges
concerning those applications from existing work in it. So, we reviewed 42 papers that were published
from 2011 to 2020 in Table 1.

Table 1: Summary of a different research paper in the IoMT domain

References Objective Technologies/devices Advantages/benefits Disadvantages/drawbacks/
challenges/future work

[30] Tracing medical object RFID, wireless sensors Detecting objects using
a wireless medium

Cost, environmental
impact on sensors

[31] Remote monitoring and
controlling the situation

RFID, infrared sensors,
laser scanner devices,
GPS

Heterogeneous data
fusion

Maintenance

[32] Detecting air pollution
levels and sending
information to health
agencies

Sensors Easy to implement Cost, maintenance of
sensors

[18] Medication control
from a remote location.
Generating alarm to
the health caregiver

RFID, EPC, ONS Maintaining unique
identification in case
of the same names.
Reduce mistakes and
medication errors

Security

(Continued)
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Table 1 (continued)
References Objective Technologies/devices Advantages/benefits Disadvantages/drawbacks/

challenges/future work

[33] Monitoring and recording
the health situations of
disabled people

RFID, GPS, embedded
sensors

Assisting with building
access, transport,
information, and
communication

Customization for disabled
people, self-management,
standardization

[34] Monitoring the health
of underwater animals

RFID, Passive Integrated
Transponder (PIT)

Real-time and individual
identification, alert
security risks

Tracking Techniques,
self-management

[35] monitoring of the
Sanatorium perimeter,
tracing patients and staff,
and critical vital signs
observation

Integration of Sensor and
Actuator Networks into
the Service Cloud

Framework and
Communication and
Knowledge
Management Services

Dynamicity

[36] Increasing the
multi-sensors data
fusion measurement
precision

ZigBee sensor network,
PSO method

Simple, high solution
quality, fast convergence,
and insignificant
computational stress

[37] Rehabilitation robotics to
assist the physical
rehabilitation

A robot, IoT network Supporting secured,
automatized, more
comfortable environment

IoT security, identity
management

[38] Medical objects/
equipment tracking

RFIDs, sensors Uniquely identification
of objects

Security

[38] Observing physiological
signals and generating
alarms, suggesting
medication, and
diagnosing a patient

RFIDs, sensors Uniquely identification
of objects

Security

[39] E- Ambulance framework Data Distribution
Service, Sensors

Useful life-threatening
conditions

Cost

[40] Wireless Health
Monitoring System

Smartphone Portable, low-power, and
wearable devices

[41] Use of cognitive
computing with IoT

Cognitive computing,
Big data

Improving efficiencies,
results, and user
experience

Security

[19] Securing mobility enabled
healthcare IoT

DTLS handshake, session
resumption, inter-
connected smart gateways

Security

[42] Cloud-assisted IIoT
integrated framework
for medical observations

The cloud-assisted system,
signal watermarking

Secured and safe health
observation with high
quality

Less testing

[20] Protecting from
consuming
contaminated food

Immunosensor system,
CMOS image sensor,
smartphone

System in pocket Time-consuming while
analysis

[21] A reminder of medicines
as per the schedule

RFID, sensors Secure, faster, low cost

[8] Use of IoT for diagnosing
patients and suggesting
anticipatory actions

Sensors, Machine learning Useful in emergency Balancing load as well as
capabilities between the
Edge and remote devices

[43] Smart OPD Framework Sensors, smartphones,
image processing

Reduce time, reduce
human resource

Maintenance

(Continued)
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Table 1 (continued)
References Objective Technologies/devices Advantages/benefits Disadvantages/drawbacks/

challenges/future work

[44] Personalized healthcare
system

Wearable devices,
smartphone

Fast as well as safe
precautionary care, low
cost

Security, social, and ethical
problems

[45] Glucose monitoring
system

Wearable devices,
smartphone

Power management,
notification service

[23] Detect falling posture An attitude algorithm,
sensors, Bayesian Network,
triaxial accelerometer, and
triaxial gyroscope

Easy to implement

[46] Healthcare framework
during a workout

ANN, gym equipment
with sensors

Secured, efficient,
accuracy

Need more data for
training ANN

[24] Detection and control of
the Chikungunya virus

Fog computing, cloud
computing, sensors

The emergency alert,
diagnosis alert, less
execution time, minimal
delay

Cost

[47] Participatory healthcare
for elder persons

Remote monitoring
devices

Useful in emergency Less comfort or knowledge
of the elderly about
digitalization

[48] Examining physical
activities

Sensors, clustering, and
classification algorithms

Helpful in various
chronic diseases and
healthy goals

Cost, high amount of data
for training model

[25] To predict and diagnose
disease

Fuzzy Neural Classifier Easy to implement Security

[49] A framework to diagnose
disease

Classification algorithms,
sensors

Alert generation system The high amount of data
for the training model

[50] Personal healthcare
device

Communication protocols,
sensors, daisy chain

Fault-tolerant Memory consumption

[26] Recovery of missing
medical data

Dynamic L-RNN Saving time and cost Network security, data
integrity

[27] Diagnosing Sleep apnea Sensors, actuators Low energy consumption Efficiency
[51] Provide privacy to

eHealth Records
Multi-tier Blockchain Security, privacy –

[28] Autonomous monitoring Reward-based protocol Reward-based power
charging of sensing nodes

Security, privacy

[29] Detecting breast cancer Image processing,
classification techniques

High Accuracy for NB A large amount of data
needed to be training

[52] Missing data resilient
decision-making
(maternal health)

Multiple Imputation
methods, decision-making
algorithms

Accuracy A large amount of data
needed

[53] To monitor health
situations, behavioral
variations of old or alone
persons

Fog IoT, sensors Data anonymization and
privacy

Huge memory space
needed

[54] To schedule healthcare
tasks

Task scheduling
algorithm, fog computing

Priority is given to tasks
based on the importance

Delay in some cases

[55] To predict heart disease Higher-order Boltzmann
model, deep learning
approach

Accuracy, less complexity A large amount of data
needed to be training

(Continued)
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Table 1 (continued)
References Objective Technologies/devices Advantages/benefits Disadvantages/drawbacks/

challenges/future work

[56] Automation to diagnose
heart disease

Deep Learning, fog
computing

Accuracy Cost

[57] Detecting brain tumor Partial tree, image
processing

Early preventions Security

[58] To schedule smart
healthcare

Hash Polynomial
Two-Factor Decision Tree

Efficiency, less response
time

Scalability

[59] To detect vertebral tumor Hierarchical hidden
Markov random field
model

Accuracy Human interface models
(future scope)

[60] To detect and diagnose a
pancreatic tumor

Deep learning, RNN,
segmentation

Accuracy A large amount of data
needed to be training

3 Methodology

A variety of literature was reviewed to gain insights into IoMT work, i.e., how authors proposed or
analyzed different IoMT applications as well as dependability in the IoMT system. The main aim of the
literature review is to explore and understand the real-time application, benefits, issues, and upcoming
trends in research. To get deep knowledge, we divide work into sections (Research questions, search
scheme, inclusion standard, dependability study, threats, discussion).

3.1 Research Questions (RQs)
Deciding RQs is the basic strategical step while doing a detailed literature review. We highlight the

points that are focused on the dependability analysis of it. From this consideration, we constructed
RQs as below:

RQ1. Which components are required to develop the system as system dependability?

Before constructing any IoMT system, it is necessary to know what components are required to
develop system dependability. Due to this, it becomes easy to detect specific dependability as per the
requirement of the system at an early stage of development.

RQ2. Which are the issues or challenges that can be a threat to the system?

After the development of the system, when it will use in real-time some challenges or issues can
obtain which may become a threat to the system’s dependability. To prevent the system from those
threats we should take that challenges and issues into consideration.

RQ3. Which are the different techniques that can be used in the system for processing and
analyzing the data?

In most of the IoMT applications, a privilege has been provided to process and analyze patient
data or any other device data by the system itself. For this procedure, many techniques are available,
like artificial intelligence and machine learning algorithms, data mining techniques.

RQ4. Result and Discussion/What is the observation of the review?

In this section, we will discuss observations or highlights of the review. Also, we will discuss the
future scope of IoMT. And a survey of research with different graphs.
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3.2 Search Strategy
For finding research and review papers related to IoMT, we just went with Google Scholar, and

with a custom range for the year, we downloaded papers year-wise and specific publications. In
the search string we used (“IoT” OR “IoMT” OR “IoHT”) AND (“Healthcare” OR “Health” OR
“Medical” OR “Biosensors” OR “Disease”).

3.3 Inclusion Criteria
We included papers for a systematic review that have mentioned topics that answer constructed

RQs directly or indirectly. The following are the main criteria for referring papers for this review
(anyone criterion should be fulfilled):

1. Should have mentioned the architecture and components of IoMT

2. Should have mentioned or proposed a review of real-world application/s of IoMT

3. Should have mentioned challenges or issues in IoMT

4. Should have mentioned techniques or technologies for processing and analyzing collected data

4 Components Required to Develop the System as System Dependability (RQ1)

IoMT system contains 3 primary components, i.e., 1) Data Acquisition, 2) Communication
Gateway, 3) Cloud/Server as shown in Fig. 2. We can say that this is the dependability of the IoMT
system because the quality of service depends upon each component as shown in Eq. (1).

Dependability = f

⎛
⎝

Data acquisition devices,
IoMT gateway,

Server/Cloud

⎞
⎠ (1)

Its first component is data acquisition and it is particularly dependent on sensors as well as users.
Gathered data of patients using various types of sensors, went through preprocessing actions and
then transferred to the cloud/server. Different data processing methodologies have been developed
for extracting and classifying needy information. Processed information utilized by medical experts
to analyze. Interchanging the information between the user and components is done through a
communication gateway.

Figure 2: IoMT components

4.1 Data Acquisition
The procedure of acquiring biological data for needy applications is called data acquisition. This

biological data is acquired by using various biosensors that represent data as analog signals. Normally,
these data signals have noise and also low amplitude. So, it is important to preprocess them and then
digitize them well.
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Fig. 3 refers to how data has been acquired and what steps are involved in preprocessing.
Preprocessing involves operations like amplifying and filtering analog data signals. While acquiring
the data, the important factor is to make sure that the data is well-conserved with no loss, else during
diagnosis it may cause wrong decisions.

Figure 3: Basic operations in data acquisition

4.1.1 Biosensors

For acquiring the biomedical signals of the patient, we prefer biosensors which are electronic
devices. They are devices that are used for the analysis of biological elements like tissues, enzymes, or
other biometric components. Also, to collect patient data like temperature, to count heart rate, and
ECG, to monitor fitness. Biosensors can produce huge data and transfer it to medical experts. Also,
they can process produced data by themselves and make diagnose fast by permitting people to observe
their health [61–67]. For IoMT, the classification of biosensors into wearables and non-wearables.

Wearable biosensors as the name suggest biosensors which can be worn on the body like
accessories/implants. This technology is a kind of intelligent sensing device. This type of biosensor
provides a large capacity to produce data as well as allow communication with another device. Same to
wearable sensors, Non-wearable sensors can sense and produce huge data and provide communication
with other devices except they cannot be worn on the human body.

4.1.2 Pre-Processing

This operation contains artifact (like ECG) removal, filtration of noise, and resampling of
collected signals to send these preprocessed signals or data for analog to digital conversion [8].
Biosensors collect biological signals and they are weak and also have a noise that causes hard to
process. So, it is necessary to amplify them with the correct amplifier. Generally, an amplifier contains
an electronic circuit that results in signals with high amplitude. This amplifying of signals does not
change other attributes of collected signals like morphology and frequency. An amplifier’s circuit
contains components like conductors, transistors, and resistors. If an amplifier has a single transistor
then it is a single-stage amplifier otherwise a multi-stage amplifier. For real-time use, the multi-
stage amplifier is popular. Gain is a measurement for counting amplification amounts. And this
measurement is calculated as ratio values of output to the input of amplifier as in the following Eq. (2).

Gain (Voltage) = Output voltage
−input voltage

(2)

To separate unwanted portions of signals, filtering is applied to signals after the process of
amplification. There are various filters available for the filtering of signals. They are classified into
4 types as shown in Fig. 4; low pass filter, high pass filter, bandpass, and bandstop filter.
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Figure 4: Types of filters

4.1.3 A/D Conversion

A/D converters are used to convert analog signals to digital signals. Fig. 5 compares the analog
and digital versions of a recorded signal. A/D comprises sampling and quantization techniques.
Sampling converts continuous signals to discrete-time and measures signal values at certain time
duration/intervals. The quantization converts a range of numeric values into finite discrete values.
Every sample is quantized and stored in binary bits. 16 bit A/D converter can represent 65,536
amplitude levels while 8 bit A/D converter can represent only 256 amplitude levels.

Figure 5: General architecture of IoMT gateway

4.2 IoMT Gateway
Internet of Things (IoT) gateways are software programs or physical devices which are connected

to smart systems, sensors, servers as well as data systems to each other [68–70]. The data sent to the
servers and vice versa passes via this gateway. So, it is known as a communication bridge for various
IoMT components.

4.2.1 Roles of IoMT Gateway

Data Normalization—Various sensors are used to collect data. This collected data is present in
various data patterns. The role of the gateway here is to receive different datasets and transform these
datasets into a single format.
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Data Preprocessing–It is important to preprocess data by the gateway before sending it to the
server. This operation does the minimization as well as filters data that must be sent forward. And
also minimizes the conveyance, storage needs, and processing.

Network Connectivity–Sensors are lacking with ability to connect network. They are very poor at
connecting directly with huge networks such as WAN. So, the gateway is used to provide a connection
with external networks with the help of the internet, Wi-Fi, or many more options.

4.2.2 Architecture of IoMT Gateway

Fig. 5 refers to the general architecture of gateway systems. In general, it contains the CPU and
WFC. Normally, sensors are not inbuilt into the gateway. But the gateway obtains the data by wireless
sensors with the help of field connectors like ZigBee, NFC, or many more available options. Acquiring
of data is in the form of small chunks and transferred to the central processing unit to preprocess, which
is a key component of the system.

The gateway consists of an embedded system. This system is considered the core of the architec-
ture. The key responsibilities of the gateway system are collecting data and then preprocessing and
managing that collected data. During preprocessing of that collected data, the gateway must decide
on data whether it should be kept or removed. To keep operations stable, it is important to handle
external issues. This type of obstacle may lead to disturbance in gateway processing. A power outage
is the best example of an external issue. In order to ensure continuity, the system must automatically
restart and resume operations from where it stopped once the issue is resolved. After preprocessing
and filtration, the system transfers the data to the server/cloud. Then there will be further processing
as well as analysis.

4.2.3 Wireless Field Connectors

Generally, IoMT utilizes protocols like WFCs to communicate. This protocol is also known as
a communication bridge between intelligent devices. From the scope of applications in various areas,
the classification of WFCs is in 2 classes, i.e., CAN (Close Area Network) and BAN (Broad Area
Network).

Close Area Networks

CAN refers to the network where devices are connected for a close distance. PAN, LAN, and HAN
are examples of CAN.

Personal Area Networks (PAN)–It is good for a single person where the distance for the network
within up to 15 meters. PC, mobile phones, input-output devices (like printers, and scanners), and
many more individual-use devices are the devices for interconnection in this network.

Home Area Networks (HAN)–As the name suggests, this network is used to communicate
between intelligent devices in the area covered by the home of the user. This network uses intelligent
security, smart television, telephones, and many more intelligent domestic devices for interconnection.

Local Area Networks (LAN)–This network is used for one or a group of buildings. The area
covered by this network must be a few square km. LAN can be used for a residential society, a
school/college campus area as well as hospitals.

Short-range WFCs are used for this network as devices for interconnection. These devices con-
sume less power and exchanging of data between devices is done in small chunks. Some technologies
to communicate and various WFCs are as follows.



CMES, 2023, vol.137, no.2 1537

Bluetooth technology is older technology but is now recognized worldwide as a popular wireless
transmission methodology [71,72]. It is inbuilt technology in various smart devices like mobile phones,
laptops, and many input-output devices. IoMT is one of the domains of wide Bluetooth adoption.
Many biosensors can easily communicate with smartphones with the help of Bluetooth. ZigBee is
known as a trustable standard protocol utilized to communicate wirelessly [73]. It requires large power
than Bluetooth which provides devices to communicate and send commands backward and forward.
RFID is an automation technology that helps systems to detect an object as well as produce metadata
using radio waves [74,75]. It contains tags and readers. Tags are used to detect an object and the readers
are used to transmit data. NFC is the same as RFID where it uses radio waves for communication
purposes. It is used to interconnect devices within a short distance.

Broad Area Networks

A broad area network is used for applications requiring a device connection for a significant
distance. CAN, WAN and MAN are specific examples.

Controller Area Networks (CAN)–Speedy communication network typically proposed for the
industry of automation. Microcontrollers, as well as smart devices, can connect and also exchange
data with each other and there is no need for the host computer.

Metropolitan Area Networks (MAN)–It is the same as LAN except this is used for the area as
large as the metropolitan area. It is larger than LAN and smaller as compared to WAN. A city or a
state is an example of MAN.

Wide Area Networks (WAN)–This network is used for an area as large as a wide geographical
area. This network can cover many cities, states, or countries.

Long-range WFCs are used for this network as devices for interconnection. In general, these
devices consume high power than short-range WFCs.

Wi-Fi offers wireless communication. It processes in a limited area and has large power consump-
tion. Radio waves are used to transmit data. Wi-Fi offers high-speed internet accessibility. Mobile Data
is a very common technology in smartphones to connect users worldwide. It can be used in the real-
time medical domain. A satellite is a very efficient connector to connect from any geographical area
and is mainly useful in that remote areas where they have less, or no telecommunication is possible.

4.3 Server/Cloud
The server is known as a key part of the IoMT system that finds unusual activities as well as

executes analysis. Servers receive digital data from the gateway which is preprocessed for data mining.
For IoMT, the classification of critical data of biosignals is data mining. Some techniques for signal
processing as well as data mining are in the RQ3 section.

Case study (COVID-19)

Due to the COVID-19 pandemic, patients face problems with regular checkups or ongoing
treatments during the lockdown period. In this case, IoMT is beneficial for treatment from a remote
location. Also, IoMT can help to fight COVID-19. Table 2 shows the review of research on how
IoT/IoMT can help with COVID-19.
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Table 2: Review of IoT/IoMT for the COVID-19 pandemic

References Application/Idea Technology used/devices Issues/future scope

[76] • Telehealth consultation
• Smart hospitals
• Automation in the

treatment procedure
• Smart tracing of infected

humans
• Fast COVID-19 screening
• Alert generation in

emergencies
• Accuracy in the forecasting

of virus

Deep Learning, Sensors,
Cloud Computing

• Security, privacy,
the safety of
patient’s data

• Network
integration

[65] • Use of nano-enabled
biosensing system in smart
healthcare for COVID-19

AI, biosensors • Miniaturization in
biosensors

[77] • Real-time tracing
• Remote monitoring
• Fast diagnosing
• Contact tracing
• Screening
• To reduce workload

Cognitive IoMT, AI • Need for low
power devices

• Less energy
efficiency

• Less reliable
• Less secured

[17] • Record sharing and reports
monitoring

• patients tracing
• data gathering and

analyzing,
• hygiene medical care

Deep Learning,
Sensors, Cloud Computing

• Provide medical
services to remote
locations,

• online and
onscreen checkups

5 Limitations or Threats to the System (RQ2)
5.1 Slow Internet Connection or Loss in Internet Connection

The internet plays an indispensable role in IoMT. We can say that the system has no use without
the internet because things are connected via the internet only. Sometimes (most of the time in a rural
area) the internet goes down. In remote monitoring, if there is an emergency and at the same time lack
of internet, then the system will fail in that case. For many applications, not only patients record but
also processing and analyzing mechanisms stored and deployed at the cloud. Suppose a healthcare
person or medical experts wants to see a patient’s record or some analyzing process should be taken
and there is no internet or slow internet. In that case, there will be a delay in the processor may be some
serious loss can take place. Without the internet, sensors cannot send captured data to the cloud. It
may result in a wrong diagnosis which may be hazardous in the future.
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5.2 Usability
The main objective of the IoMT is to make life easier, and thus usability is the ultimate yet

essential design factor for improving patient safety and quality of care. Usability is usually tested
using input from customers, and product defects are found. It is necessary to adapt the standards for
app development and user experience to make elements work in harmony within the network. The
world is entering the era of mobile apps that can anticipate and socialize and there is a growing need
for well-defined levels of user experience.

5.3 Faulty Sensors/Environmental Effect on Sensors
Sensors and their credibility play a vital role in IoMT. They generate huge data. Different methods

are applied for different applications as to at what intervals data should be taken. Once the data is
gathered it is then further transferred for analysis or processing. A drawback in this process is data
corruption or invalid or missing data may have occurred. Even with the proper maintenance, faulty
sensors can capture incorrect data while the application is executing for the real-time healthcare system
and it may threaten somebody’s health seriously and cause the failure to the system. It has a drastic
effect on the overall operation. Some sensors have an environmental impact on them. So, they are
unable capture to capture data, or if captured, then it may be incorrect.

5.4 Cost
Medicine depends more on innovations in the 21st century. One of the biggest healthcare

infrastructure problems is its spiraling cost. Hospitals spend billions of dollars each year on advanced
technological devices. However, these new improvements lead to costly treatment which affects a lot of
people. This situation needs to be taken into consideration as a matter of urgency, and new deployment
strategies for minimum equipment and operating costs need to be developed. IoMT plays a crucial
role in strengthening the overall situation in that respect. There have already been various IoMT-based
monitoring devices available in markets. Such tools will immediately transfer data directly to caregivers
through online applications. Thus, smart IoMT devices can also save time and money [76–79].

5.5 Precision and Accuracy
Imprecise data can be inaccurate and can be detrimental to the patients. It is important to ensure

the reliability and performance of the system stay the same despite several uses. Otherwise, to request
a repair or substitution, the program will produce alarms or notifications. IoMT plays a very effective
role in delivering more accurate healthcare, such as integrating and analyzing various types of medical
records and using them in clinical decision-support systems. In this way, caregivers could get a complete
picture of the health of each patient, resulting in faster treatment and being able to perform more
precise treatments [80].

5.6 Security and Privacy
A secure IoMT system is very crucial in healthcare. As more and more devices interact with each

other, maintaining the protection and privacy of patient data is crucial. Security holes cause hackers
to steal patient personal information which contributes to crimes like identity theft, exposure to illegal
drugs which false insurance claims. Safe preservation of diseases, vitalities, and data collected through
sensors has also become a major concern of IoMT technology. Furthermore, security vulnerabilities in
the hospital system may result in substantial infrastructure disruption, which in some cases can also be
fatal. Device authentication is one of the essential components to secure an IoMT infrastructure. Some
systems do not accept advanced authentication protocols because of inadequate computing capacity
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and energy. Therefore, the development of faster and lower power processors with new authentication
schemes is essential to overcome security issues [80–82].

5.7 Electrical Safety
In an IoMT environment, nearly all depend on electricity. If electrical appliances are improperly

used or operated, they may actually be dangerous and may inflict extreme discomfort, burn burns,
and even fatalities. Organizations and hospitals have to take appropriate steps to ensure settings
or appliances that are safe from electrical hazards. Also, general safety check requirements such as
IEC60601-1 must be adopted to ensure maximum protection when building these devices [83].

5.8 Energy Efficiency
Most wireless devices operate 7/24 times and consume considerable amounts of energy. A new

challenge is the manufacturing of renewable energy-friendly products. IoMT allowed researchers to
apply new techniques to reduce the energy consumption of various wireless devices. Also, however,
the volume of data generated needs to be streamlined and the resources needed for storing and
transmission that. There is also a need for energy harvesting modules due to the miniaturization of
electronic components which can turn various energy sources into electrical energy such as wind,
sunlight, etc. These methods will significantly reduce power consumption and will result in lower
operation costs [84].

6 Different Techniques Can Be Used in the System for Processing and Analyzing the Data (RQ3)
6.1 Signals Representation in Time and Frequency Domain

Time and frequency domains are used to represent the bio-signals. Over time, signals obtained
from sensors are registered, known as the time-domain signals. A time-domain signal at a certain point
in time provides amplitude information of a signal. Other features such as the signal-to-noise ratio
(SNR) and performance event detection can be extracted using the time and amplitude information.

Frequency-domain is another way of expressing the time-domain signals. At increasing frequency,
the frequency-domain includes the power information. Usually, a Fourier transform is performed
to measure the amplitude of each frequency. Several features of the frequency-domain signal can be
extracted, including centroid frequency, sub-band energy, and spectral bandwidth [85].

6.2 Data Processing
In IoMT, data mining plays a major role in a patient’s early detection and continuing surveillance.

This process includes huge biodata to extract patterns and separating useful information.

Usually, data mining is divided into two different types, supervised and unsupervised. A classifi-
cation algorithm is trained using labeled data in the supervised model and is used to classify unlabeled
data. Labeling data means that each input variable is labeled with a suitable output. Where as there
are no labeled data in the unsupervised model. An unsupervised classification algorithm, therefore,
attempts to cluster the data into various classes and discovers relationships within themselves. In this
section, the discussion includes various data mining methodologies like SI (Swarm Intelligence), LDA
(Linear Discriminant Analysis), K-C (K-means Clustering), DT (Decision Tree), NB (Naive Bayes),
VQ (Vector Quantization), ANN (Artificial Neural Networks), and FL (Fuzzy Logic).

SI is a method of classification used to design diagnostic models [86]. SI used a method to diagnose
cordis disease with arrhythmias. Optimal solutions can be sought easily by particle swarm optimization
in large search spaces. The problem of optimization solved in the proposed analysis includes features
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found mainly in the classification. Less number of features lead to a speedier cycle of classification.
The study showed that, since suitable parameters are selected, the overall classification results can
be improved by using particle swarm optimization. LDA is a methodology for classification which
produces separates samples effectively [87]. Every part holds many attributes. Some attributes occur
in large dimension rea while some in smaller ones. The main functionality of LDA is projecting
high dimensional attributes to smaller dimensional space. So this technique is called a dimensionality
reduction technique. A decision tree is decision making and also supervised methodology to classify
problems and in regression also. It has tree representation and roots as sample data and child nodes
as decision nodes. One more ML algorithm applied for classification is Naïve Bayes (NB) [87–89].
This algorithm holds probabilistic functionality. To find a countable set of classes, an unsupervised
algorithm VQ is used. This includes K-means, X-means methodologies. An artificial neural network is
a network of a large number of neurons where they are clustered in many levels [90]. But general ANN
contains 3 levels as input, hidden (processing), output. FL algorithm is dependent on the “degrees of
truth” concept to detect an approximate but not a completely correct or precise solution [91]. When we
combine the term Big Data with healthcare, some other components also intersect, like Mathematics,
computer science, statistics, and healthcare. When we talk in the healthcare sphere then, we have seen
that there are over 10.7 billion objects and devices that are connected to the internet and this number
is expected to grow exponentially. So, for this much data to handle, we need Big Data so we can filter
out the important data and somehow make it autonomous by using various devices, like wearable
technologies, biosensors and mHealth have increased the data which is captured as biological data.
Big data is mainly focused on three varieties like Transactional data, Machine or clinical data, and
social data [92–94].

6.3 Blockchain
As currently, there are 10.7 billion devices connected to the internet and IoT has estimated 50

billion devices to be connected to the internet from different domains. As this number increases and
so the privacy and security of these so many users in IoMT. Then at this specific part, Blockchain comes
into effect so that we can secure the Internet of Medical Things. As there will be so many users, data
privacy is very important especially if it is medically related. In the proper functioning of Blockchain,
various factors like sensor networks, Big data analysis, and wearable devices are necessary to gather
data, and then there will be much life-critical medical information and analyzing the data to make a
critical life decision. Then by using Blockchain we can prevent the vulnerabilities which are targeted
by cybercriminals in these IoMT devices and they also want to access the hospital’s network and take
information that is sensitive of the patients and then harm them or threaten them [95].

7 Result and Discussion/Observation of the Review (RQ4)

In this paper, we reviewed papers on the Internet of Medical Things based on various topics,
i.e., What is IoMT, Architecture of IoMT, Impact of IoMT, Applications, Biosensors used in IoMT,
IoMT gateway, server/cloud, Data and processing techniques, and challenges. Observation of the
review is divided into parts as a) research gap and future scope in IoMT, b) Open issues in real-
time IoMT applications, c) Research priorities. We have reviewed 93 papers overall. In Fig. 6a, we
can observe increasing research in IoMT. In Fig. 6b, we can see 63% of IoMT applications are in
personal healthcare device (PHD) and 37% for public healthcare or applications in public places like
hospitals, railway stations, etc. In Fig. 6c, techniques used for the IoMT system have been reviewed.
As per the observation of the review, there are common issues in real-time applications, i.e., cost and
security [96–100].
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Figure 6: (a) Year wise research work (b) Percentage of applications (c) Techniques used in IoMT

7.1 What Is the Gap in Research and Future Scope?
IoMT is a combination of IoT and the medical domain. So, the research gap for IoMT is somehow

the same as the research gap for IoT and the medical domain. Technical issues like hacking of patient’s
data, error in managing patient’s data, a fewer amount of expertise, high power consuming biosensors,
Hardware implementation, and design optimization are presented. Therefore, it is necessary to
implement or apply different security protocols and algorithms while transferring and managing
data. To use less power consumption by biosensors, we can work on automatic power scheduling
for using biosensors. The upcoming market of IoMT needs to include more experts to get a more
precise analysis of the disease and to provide correct treatment to the patient. New technologies like
artificial intelligence, machine learning, data mining, image processing, NLP can use to analyze many
diseases. Nowadays, due to the COVID-19 pandemic, patients face problems for regular checkups
or ongoing treatments during the lockdown period. In this case, IoMT is beneficial for treatment
from remote locations. Also, we can see an increasing number of psychological diseases day by day.
Normally, many people feel shy or not comfortable sharing this type of disease. IoMT can help these
patients with human-computer interaction (HCI) system [101,102], NLP, monitoring [103,104] and
diagnosing patient’s behavior.

7.2 What Are the Open Issues?
Following are some open issues in review:

• To deal with automation, it is important to take cost and security into consideration.
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• There are many personal healthcare IoMT applications are available for elderly people. Due to
lack of knowledge or unknown to digitalization, they cannot utilize applications.

• The lack of an automatic data recovery system can be the reason for the failure of the system.

• Due to expensive sensors or the IoMT system, common people refuse to use it.

• Some applications or sensors should reduce in size.

• Delay in decision-making by the system in emergencies may result in loss.

• Some sensors have an environmental impact on them. So, they are unable to capture accurate
data and hence decision-making will be wrong.

• Lack of internet connection or slow internet connection unable to transfer data to the cloud and
also unable to process as well as analyze data. This may cause hazardous results in emergencies.

• Personal healthcare IoMT applications for smartphone slows down the system for a while when
analyzing of data takes place.

7.3 Research Priorities
While developing any IoMT system following parameters should be prioritized:

• Before constructing any IoMT system, it is necessary to know what components are required
for development as system dependability [105]. Due to this, it becomes easy to detect specific
dependability as per the requirement of the system at an early stage of development.

• After the development of the system, when it will use in real-time some challenges or issues can
obtain, which may become a threat to system dependability. To prevent the system from those
threatening we should take that challenges and issues into consideration (security, reliability,
privacy, cost, accuracy, precision, electrical safety, low power consumption, type of network,
etc.).

• In most of the IoMT applications, a privilege has been provided to process and analyze patient’s
data or any other device data by the system itself. For this procedure, many techniques are avail-
able like artificial intelligence and machine learning algorithms, data mining techniques, etc.

• When automation is provided, then it is necessary to ensure the system does not face extra
overhead.

8 Conclusion

IoMT has transformed the conventional healthcare system in different ways like analyzing as
well as diagnosing the disease. Researchers utilize the data of patients’ health to diagnose as well as
predict the disease. For the guaranteed healthcare domain, the change of traditional practices to digital
format is the topmost preference to inspire the e-Healthcare domain. Portable, handheld, or wearable
sensors/devices help to share or transfer the data, and manage the various entities.

In this paper, we tried to elaborate on system dependability components for building IoMT system.
The review encompasses various components, including the dependability of the system, different
techniques and technologies used for the development of the system, as well as underlying notable
challenges/limitations and threats to the system applications. Based on a review of existing work, we
highlighted and discussed some crucial and common challenges which are suggested to be overcome
in future work. Also, we proposed some new technologies and techniques that can be used to develop
systems for achieving precise results in the future. The discussion of research priorities suggests priority
parameters that must be taken into consideration while developing any application.
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In this paper, we have presented a review of IoMT. For the systematic review, we constructed
four research questions. We reviewed real-time applications, methodologies, and techniques used for
processing and analyzing data, advantages, and disadvantages, and issues and challenges concerning
that application from existing work in IoMT. Most of the applications have some benefits such as
being useful in emergencies, remote monitoring, etc., and some drawbacks like security, privacy, and
high power consumption.
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